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Dynani ¢ Host Configuration Protocol (DHCP)

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abstract

The Location-to-Service Translation (LoST) Protocol describes an XM.-
based protocol for mapping service identifiers and geospatial or
civic location information to service contact Uniform Resource
Locators (URLsS). LoST servers can be |ocated anywhere, but a

pl acenment closer to the end host, e.g., in the access network, is
desirable. |In disaster situations with intermttent network
connectivity, such a LoST server placenent provides benefits
regarding the resiliency of enmergency service comunication.

Thi s docunent describes how a LoST client can di scover a LoST server
usi ng the Dynamic Host Configuration Protocol (DHCP).
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1. Introduction

The Location-to-Service Translation (LoST) Protocol [RFC5222]

descri bes an XM.- based protocol for mapping service identifiers and
geospatial or civic location information to service contact Uniform
Resource Locators (URLS).

In order to interact with a LoST server, the LoST client needs to

di scover the server’s | P address. Several nechanisns can be used to
| earn this address, including manual configuration. |n environnents
where the access network itself either deploys a LoST server or knows
athird party that operates a LoST server, DHCP can provide the end
host with a domain nanme. This domain nane is then used as input to

t he DNS-based resol uti on nmechani sm described in LoST [ RFC5222] that
reuses the URI -enabl ed NAPTR specification (see [ RFC4848]).

Thi s docunent specifies a DHCPv4 and a DHCPv6 option that allows LoST
clients to discover |ocal LOST servers.

Section 2 provides term nology. Section 3 shows the encoding of the
domai n nane. Section 4 describes the DHCPv4 option while Section 5

descri bes the DHCPv6 option, with the same functionality. |ANA and

Security Considerations conplete the docunent in Sections 7 and 8.

2. Term nol ogy
In this docunent, the key words "MJST", "MJST NOT", " REQUI RED"
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOWWENDED', "MAY",

and "OPTIONAL" are to be interpreted as described in RFC 2119
[ RFC2119] .
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Wthin this docunent, we use term nology from|[RFC5012] and
[ RFC5222] .

3. Domai n Nanme Encodi ng

This section describes the encoding of the donmain nanme used in the
DHCPv4 option shown in Section 4 and al so used in the DHCPv6 option
shown in Section 5.

The domain name is encoded according to Section 3.1 of RFC 1035

[ RFC1035] whereby each | abel is represented as a one-octet |ength
field foll owed by that nunber of octets. Since every domain nane
ends with the null |abel of the root, a domain nanme is term nated by
a length byte of zero. The high-order two bits of every length octet
MJUST be zero, and the renmaining six bits of the length field limt
the | abel to 63 octets or less. To sinmplify inplenentations, the
total length of a domain nane (i.e., |abel octets and |abel |ength
octets) is restricted to 255 octets or |ess.

4. LoST Server DHCPv4 Option
The LoST server DHCPv4 option carries a DNS (RFC 1035 [ RFC1035])
fully-qualified domain name (FQDN) to be used by the LoST client to
| ocate a LOST server

The DHCP option for this encoding has the follow ng fornmat:

Code Len LoST Server Domai n Nane

Figure 1: LoST FQDN DHCPv4 Option

The val ues s1, s2, s3, etc. represent the domain name |abels in the
domai n nane encoding. Note that the length field in the DHCPv4
option represents the length of the entire domai n nane encodi ng,
whereas the length fields in the domain nane encoding (see Section 3)
is the length of a single domain nane | abel

Code: OPTI ON_V4_LCST (137)

Len: Length of the 'LoST Server Donmain Nane' field
in octets; variable.

LoST Server Domain Nane: The domain nane of the LoST
server for the client to use

Schul zrinne, et al. St andards Track [ Page 3]



RFC 5223 DHCP- Based LoST Di scovery August 2008

A DHCPv4 client MAY request a LoOST server domain name in a Paraneter
Request List option, as described in [ RFC2131].

The encodi ng of the domain nane is described in Section 3.

This option contains a single domain nane and, as such, MJST contain
preci sely one root |abel

5. LoST Server DHCPv6 Option
This section defines a DHCPv6 option to carry a donmai n nane.
The DHCPv6 option has the format shown in Figure 2.
0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| OPTI ON_V6_LOST | option-length |
B s S S i i i ks a ks st S S S S S S
| LoST Server Donmin Nane
| C |
B s T s s e T o e S T ks et s oot ST S S S o S S 3

option-code: OPTION V6 _LOST (51)

option-length: Length of the 'LoST Server Domain Nane' field
in octets; variable.

LoST Server Domain Nane: The domain nane of the LoST
server for the client to use

Figure 2: DHCPv6 Option for LoST Server Domai n Nane Li st

A DHCPv6 client MAY request a LoST server domain name in an Options
Request Option (ORO), as described in [RFC3315].

The encodi ng of the donmain nane is described in Section 3.

This option contains a single donain name and, as such, MJST contain
preci sely one root |abel

6. Exanple
This section shows an exanple of a DHCPv4 option where the DHCP
server wants to offer the "exanple.com' domain name to the client as

i nput to the U NAPTR LoST di scovery procedure. This domain nane
woul d be encoded as foll ows:
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Figure 3: Exanple for a LoST FQDN DHCPv4 Opti on
7. | ANA Consi derations
7.1. DHCPv4 Option

The foll owi ng DHCPv4 option code for the Location-to-Service
Transl ation (LoST) Protocol server option has been assigned by | ANA

Option Name Val ue Described in

OPTI ON_V4_LOST 137 Section 4
7.2. DHCPv6 Option

| ANA has assigned the followi ng DHCPv6 option code for the Location-
to-Service Translation (LoST) Protocol option

Option Name Val ue Described in

OPTI ON_V6_LOST 51 Section 5
8. Security Considerations

If an adversary manages to nodify the response froma DHCP server or
insert its own response, a LoST client could be led to contact a
rogue LoST server under the control of the adversary or be given an
invalid address. These threats are docunented in [RFC5069]. The
security considerations in [RFC2131], [RFC2132], and [ RFC3315] are
applicable to this docunent.

[ RFC5222] enunerates the LoST security nechani sns.
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2008).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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