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Status of This Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state

and status of this protocol. Distribution of this neno is unlimted.
Abst ract
The Sieve enmnil filtering | anguage "spanmtest", "spantestplus", and

"virustest" extensions pernit users to use sinple, portable comrands
for spamand virus tests on enmail nessages. Each extension provides
a new test using matches agai nst nuneric "scores". It is the
responsibility of the underlying Sieve inplenentation to do the
actual checks that result in proper input to the tests.
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I ntroduction and Overvi ew

Sieve scripts are frequently being used to do spam and virus
filtering either based on inplicit script tests (e.g., tests for

"bl ack-1isted" senders directly encoded in the Sieve script), or via
testing nessages nodified by some external spam or virus checker that
handl ed the nessage prior to Sieve. The use of third-party spam and
virus checker tools poses a problemsince each tool has its own way
of indicating the result of its checks. These usually take the form
of a header added to the nessage, the content of which indicates the
status using sonme syntax defined by the particular tool. Each user
has to then create their own Sieve scripts to match the contents of
these headers to do filtering. This requires the script to stay in
synchroni zation with the third-party tool as it gets updated or

per haps replaced with another. Thus, scripts becone tied to specific
environnents and | ose portability.

The purpose of this docunent is to introduce two Sieve tests that can
be used to inplenment "generic" tests for spamand viruses in nessages
processed via Sieve scripts. The spam and virus checks thensel ves
are handl ed by the underlying Sieve inplenentation in whatever manner
is appropriate, so that the Sieve spamand virus test commands can be
used in a portabl e way.

In order to do nuneric conparisons agai nst the returned strings,
server inplenentations MJST al so support the Sieve rel ationa

[ RFC5231] extension, in addition to the extensions described here.
Al'l exanpl es bel ow assunme the relational extension is present.

Conventions Used in This Docunent
Conventions for notations are as in [RFC5228] Section 1.1.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The term"spant is used in this document to refer to unsolicited or
unwant ed email nessages. This docunment does not attenpt to define
what exactly constitutes spam or how it should be identified, or
what actions should be taken when detected.

The term"virus" is used in this docunent to refer to any type of
message whose content can cause nalicious danage. This docunent does
not attenpt to define what exactly constitutes a virus, or how it
shoul d be identified, or what actions should be taken when detect ed.
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3. Sieve Extensions
3.1. Ceneral Considerations

The "spantest” and "virustest"” tests described bel ow eval uate the
results of inplenentation-specific spamand virus checks in a
portable way. The inplenentation may, for exanple, check for third-
party spamtool headers and determ ne how those map into the way the
test commands are used. To do this, the underlying Sieve

i npl ement ation provides a normalized result string as one of the

i nputs to each test command. The normalized result string is
considered to be the value on the |eft-hand side of the test, and the
conpari son values given in the test conmand are considered to be on
the right-hand side

The normalized result starts with a digit string, with its nuneric
value within the range of values used by the specific test,

i ndicating the severity of spamor viruses in a nessage or whether
any tests were done at all. This may optionally be followed by a
space (%?20) character and arbitrary text, or in one specific case a
singl e keyword is returned. The nuneric val ue can be conpared to
specific values using the Sieve relational [RFC5231] extension in
conjunction with the "i;ascii-numeric" conparator [RFC4790], which
will test for the presence of a nuneric value at the start of the
string, ignoring any additional text in the string. The optiona
text can be used to carry inplenmentation-specific details about the
tests and descriptive coments about the result. Tests can be done
usi ng standard string conmparators against this text if it helps to
refine behavior; however, this will break portability of the script
as the text will likely be specific to a particular inplenentation.

In addition, the Sieve relational [RFC5231] ":count" match type can
be used to deternmine if the underlying inplenentation actually did a
test. |If the underlying spamor virus test was done, the ":count" of
the normalized result will return the nuneric value "1", whilst if
the test was not done, or the Sieve inplenentation could not
determine if a test was done or not done, the ":count" value will be
"0" (zero)

3.2. Test spantest

Usage: spanmtest [":percent"] [COVPARATOR] [ MATCH TYPE]
<val ue: string>

Si eve inplementations that inplenent the "spamest” test use an

identifier of either "spantest” or "spantestplus" for use with the
capability mechani sm
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If the ":percent" argunent is not used with any spantest test, then
one or both of "spantest" or "spantestplus" capability identifiers
MUST be present.

If the ":percent” argunment is used with any spantest test, then the
"spant estpl us" capability identifier MJST be present. Sieve

i mpl enentations MJUST return an error if the ":percent" argunent is
used and "spantestplus" is not specified.

In the interests of brevity and clarity, scripts SHOULD NOT specify
bot h "spantestplus" and "spantest” capability identifiers together

The "spantest" test evaluates to true if the nornalized spantest
result matches the value. The type of match is specified by the
optional match argunment, which defaults to ":is" if not specified.

3.2.1. spantest without :percent Argunent

When the ":percent" argunent is not present in the "spantest" test,
the normalized result string provided for the I eft-hand side of the
test starts with a nuneric value in the range "0" (zero) through
"10", with meani ngs sunmarized bel ow

Fomm e - o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +

| spantest | interpretation |

| val ue | |

N T I e TS +
0 message was not tested for spam or Sieve could not

det ermi ne whet her any test was done

| | |
| | |
| | _ |
| 1 | nmessage was tested and is clear of spam |
| | |
| 2 -9 | message was tested and nmay contain spam a higher |
| | nunber indicates a greater |ikelihood of spam |
| | |
| 10 | message was tested and definitely contains spam |
B o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee e +

The underlying Sieve inplenmentation will nap whatever spam check is
done into this nuneric range, as appropriate.

Exanpl es:

require ["spantest", "fileinto", "relational", "conparator-
i;ascii-nuneric"];
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if spantest :value "eq" "i;ascii-nuneric" "0Q"

{

eq" :conparator

fileinto "I NBOX. uncl assi fi ed"

el sif spantest :value "ge" :conparator

{
}

In this exanple, any nessage that has not passed through a spam check
tool will be filed into the mail box "I NBOX unclassified". Any
message with a normalized result value greater than or equal to "3"
is filed into a nmailbox called "I NBOX. spamtrap” in the user’s

mai | st ore.

i;ascii-nunmeric" "3"

fileinto "I NBOX. spamtrap"

3.2.2. spanmtest with :percent Argunent

When the ":percent" argunent is present in the "spantest" test, the
normal i zed result string provided for the |l eft-hand side of the test
starts with a nunmeric value in the range "0" (zero) through "100"

wi th nmeani ngs sunmari zed bel ow

Fom e e - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e +

| spantest | interpretation

| val ue | |

[ T o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +
0 nmessage was tested and is clear of spam or was not

tested for spam or Sieve could not determnm ne whether
any test was done

1- 99 nmessage was tested and nay contain spam a higher
percentage indicates a greater |ikelihood of spam
100 message was tested and definitely contains spam
Fom e e - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e +

The underlying Sieve inplenentation will nmap whatever spam check is
done into the numeric range, as appropriate.

To determ ne whether or not the nessage was tested for spam two

options can be used:

a. atest with or without the ":percent" argunent and ":count" natch
type, testing for the value "0" as described in Section 3.1.

b. a test without the ":percent" argunent using the ":value" match
type, testing for the normalized result value "0" as described in
Section 3.2.1.

Daboo St andards Track [ Page 5]



RFC 5235 Si eve: Spantest and Virustest Extensions January 2008

Exanpl es:

require ["spantestplus", "fileinto", "relational",
"conparator-i;ascii-nuneric"

if spantest :value "eq"
:conparator "i;ascii-nuneric" "0Q"

fileinto "I NBOX. uncl assi fi ed"

el sif spantest :percent :value "eq"
:comparator "i;ascii-nuneric" "0"
{

fileinto "I NBOX not-spant;

el sif spantest :percent :value "It"
:conparator "i;ascii-nuneric" "37"

fileinto "I NBOX. spamtrap"
}

el se

{
}

In this exanple, any nessage that has not passed through a spam check
tool will be filed into the mailbox "I NBOX unclassified'. Any
message that is classified as definitely not containing spam
(normalized result value "0") will be filed into the mail box

"I NBOX. not -spanf. Any nessage with a normalized result value |ess
than "37" is filed into a mail box called "I NBOX. spamtrap" in the
user’'s nmailstore. Any other nornalized result value will result in

t he message bei ng di scarded.

di scard

Alternatively, the Sieve relational [RFC5231] ":count" match type can

be used:
Exanpl es:
i f spantest :percent :count "eq"
:conparator "i;ascii-nuneric" "0O"
i fileinto "I NBOX. uncl assified";
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3. 3.

Dab

el sif spantest :percent :value "eq"
:conmparator "i;ascii-nuneric" "0"

fileinto "I NBOX not-spant;

el sif spantest :percent :value "It"
.conparator "i;ascii-nuneric" "37"

fileinto "1 NBOX. spamtrap"
}

el se

di scard

}

This exanple will result in exactly the sane behavior as the previous

one.
Test virustest

Usage: virustest [ COWPARATOR] [ MATCH TYPE]
<val ue: string>

Si eve i npl enmentations that inplenment the "virustest" test have an
identifier of "virustest" for use with the capability nechani sm

The "virustest" test evaluates to true if the nornalized result
string matches the value. The type of match is specified by the
optional match argunment, which defaults to ":is" if not specified.

The nornalized result string provided for the left side of the test

starts with a numeric value in the range "0" (zero) through "5", with

nmeani ngs summari zed bel ow
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S o m o e e e e e e e e e e e e e e e e e e e e e e e e e e eee e +

| virustest | interpretation |

| val ue | |

TS o +
0 message was not tested for viruses, or Sieve could

not determ ne whether any test was done

| | |
| | |
| | _ _ |
| 1 | message was tested and contains no known viruses

| | |
| 2 | message was tested and contai ned a known virus that

| | was replaced with harm ess content |
| | |
| 3 | nmessage was tested and contai ned a known virus that

| | was "cured" such that it is now harniess |
| | |
| 4 | message was tested and possibly contains a known

| | virus |
| | |
| 5 | nmessage was tested and definitely contains a known |
| | virus |
e o m e e e e e e e e e e e e e e eeeeeeoao- +

The underlying Sieve inplenmentation will map whatever virus checks
are done into this nuneric range, as appropriate. |If the nessage has
not been categorized by any virus checking tools, then the virustest
result is "0".

Exanpl e:
require ["virustest", "fileinto", "relational", "conparator-
i;ascii-nuneric"];
if virustest :value "eq" :conparator "i;ascii-nunmeric" "0"
i fileinto "1 NBOX uncl assified"

if virustest :value :conparator "i;ascii-nuneric" "4"

eq
fileinto "I NBOX quarantine"

eq" :conparator "i;ascii-nuneric" "5"

{
}
el sif virustest :value
{
di scard

}

In this exanple, any nessage that has not passed through a virus
check tool will be filed into the mail box "I NBOX uncl assified". Any
message with a nornalized result value equal to "4" is filed into a
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5.1

Dab

mai | box called "I NBOX. quarantine" in the user’'s nmilstore. Any
message with a nornalized result value equal to "5" is discarded
(removed) and not delivered to the user’s nmilstore.

Security Considerations

Si eve i npl ementati ons SHOULD ensure that "spamtest" and "virustest"
tests only report spamand virus test results for nessages that
actual ly have gone through a legitinmate spam or virus check process
In particular, if such checks rely on the addition and subsequent
checking of private header fields, it is the responsibility of the
i npl enentation to ensure that such headers cannot be spoofed by the
sender or internmediary and thereby prevent the inplementation from
being tricked into returning the wong result for the test.

Server adm nistrators nust ensure that the virus checking tools are
kept up to date, to provide reasonable protection for users using the
"virustest" test. Users should be nmade aware of the fact that the
"virustest" test does not provide a 100% reliable way to renove al
viruses, and they should continue to exercise caution when dealing

wi th nessages of unknown content and origin.

Beyond that, the "spantest” and "virustest" extensions do not raise
any security considerations that are not present in the base
[ RFC5228] protocol, and these issues are discussed in [ RFC5228].

| ANA Consi derations
The following tenplates specify the 1 ANA registration of the Sieve
extensions specified in this docunent. The registrations for
"spantest" and "virustest" replace those from [ RFC3685]:
spanmt est Regi stration

To: iana@ana.org
Subj ect: Registration of new Sieve extension

Capabi lity nanme: spantest

Descri pti on: Provides a test to check for varying |ikelihood of
an emai |l nessage bei ng spam
RFC nunber: RFC 5235

Cont act address: The Sieve discussion list <ietf-nta-filters@nt. org>

This informati on has been added to the list of Sieve extensions given
on http://ww.iana. org/assi gnment s/ si eve- ext ensi ons
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5.2.

Thi
on

5.3.

Thi
on

vi rustest Registration

To: iana@ ana. org
Subj ect: Registration of new Sieve extension

Capability nane: virustest

Descri ption: Provides a test to check for varying |ikelihood of
there being malicious content in an enmail nessage.
RFC nunber : RFC 5235

Cont act address: The Sieve discussion list <ietf-nta-filters@nt. org>

s informati on has been added to the Iist of Sieve extensions given
http://ww. i ana. or g/ assi gnnent s/ si eve- ext ensi ons.

spamnt est pl us Regi stration

To: iana@ana.org
Subj ect: Registration of new Sieve extension

Capabi lity nane: spantestplus

Descri pti on: Provides a test to check for varying |ikelihood of
an emai|l nessage being spam possibly using a
per cent age range.

RFC nunber: RFC 5235

Cont act address: The Sieve discussion list <ietf-nta-filters@nt. org>

s informati on has been added to the list of Sieve extensions given
http://ww. i ana. or g/ assi gnnent s/ si eve- ext ensi ons.

6. References

6. 1.

Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFCA790] Newman, C., Duerst, M, and A @l brandsen, "Internet

Application Protocol Collation Registry", RFC 4790, March
2007.

[ RFC5228] @uenther, P., Ed., and T. Showalter, Ed., "Sieve: An Enail

Filtering Language", RFC 5228, January 2008.

[ RFC5231] Segmuller, W and B. Leiba, "Sieve Email Filtering:

Daboo

Rel ati onal Extension", RFC 5231, January 2008.

St andards Track [ Page 10]



RFC 5235 Si eve: Spantest and Virustest Extensions January 2008
6.2. Informative References

[ RFC3685] Daboo, C., "SIEVE Email Filtering: Spantest and VirusTest
Ext ensi ons”, RFC 3685, February 2004.

Daboo St andards Track [ Page 11]



RFC 5235 Si eve: Spantest and Virustest Extensions January 2008

Appendi x A.  Acknow edgrent s
Thanks to Mark E. Mallett, Tony Hansen, Jutta Degener, Ned Freed,
Ashi sh Gawari kar, Al exey Mel ni kov, Nigel Swi nson, and Aaron Stone for
comments and corrections.

Appendi x B. I nportant Changes since RFC 3685

Li sted bel ow are sone of the najor changes fromthe previous
speci fication [ RFC3685], which this one supersedes.

1. A ":percent" argunent has been added to the "spantest" test adding
a new 0-100 nunerical range for test results.

2. A "spantestplus" requires item has been added to indicate the
presence of this extension in scripts.

3. The "count"” match type from [RFC5231] can now be used to deternne
whet her or not a nmessage was tested.

4. Cdarified that "test not done" al so neans "Sieve system could not
determne if a test was done".
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2008).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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