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Status of This Meno

Thi s neno defines an Experinmental Protocol for the Internet
community. 1t does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this meno is unlimted.

Abst r act

The ANNOTATE extension to the Internet Message Access Protoco
permits clients and servers to maintain "neta data" for nessages, or
i ndi vi dual nmessage parts, stored in a mail box on the server. For
exanpl e, this can be used to attach coments and ot her usefu
information to a nessage. It is also possible to attach annotations
to specific parts of a nessage, so that, for exanple, they could be
mar ked as seen, or inportant, or a comment added.

Note that this document was the product of a W5 that had good
consensus on how to approach the problem Nevertheless, the W5 felt
it did not have enough infornmation on inplenentation and depl oynent
hurdles to neet all of the requirements of a Proposed Standard. The
| ETF solicits inplementations and inplenentation reports in order to
make further progress.

| mpl enenters should be aware that this specification may change in an
i nconpati bl e manner when going to Proposed Standard status. However,
any inconpatible changes will result in a new capability name being
used to prevent problenms with any depl oynments of the experinenta

ext ensi on.
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1

I ntroduction and Overvi ew
The ANNOTATE extension is present in any | MAP [ RFC3501]
i npl enment ation that returns "ANNOTATE- EXPERI MENT- 1" as one of the
supported capabilities in the CAPABILITY response.
Thi s extension nakes the follow ng changes to the | MAP protocol
a. adds a new ANNOTATI ON nessage data itemfor use in FETCH
b. adds a new ANNOTATI ON nmessage data item for use in STORE
c. adds a new ANNOTATI ON search criterion for use in SEARCH
d. adds a new ANNOTATI ON sort key for use in the SORT extension
e. adds a new ANNOTATI ON data item for use in APPEND

f. adds a new requirenent on the COPY conmand.

g. adds a new ANNOTATE paraneter for use with the SELECT/ EXAM NE
comands.

h. adds two new response codes to indicate store failures of
annot at i ons.

i. adds a new untagged response code for the SELECT or EXAM NE
conmmands to indicate the maxi num si zed annotati on that can be
st or ed.

j. adds a new Access Control List (ACL) "bit" for use with the ACL
ext ensi ons [ RFC2086] and [ RFC4314].

The data nodel used for the storage of annotations is based on the
Application Configuration Access Protocol [RFC2244]. Note that there
is no inheritance in annotations.

If a server supports annotations, then it MJST store all annotation
data permanently, i.e., there is no concept of "session only"
annot ati ons that would correspond to the behavior of "session" flags
as defined in the | MAP base specification

In order to provide optimum support for a disconnected client (one
that needs to synchronize annotations for use when offline), servers
SHOULD al so support the Conditional STORE [ RFC4551] extension

The rest of this docunent describes the data nodel and protoco
changes nore rigorously.
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2. Conventions Used in This Docunent

The exanples in this docunent use "C:" and "S:" to indicate |lines
sent by the client and server, respectively.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

3. Dat a Model
3.1. Overview

The data nodel for annotations in ANNOTATE uses a uni quely naned
entry that contains a set of standard attributes. Thus, a single
coherent unit of "meta data" for a nessage is stored as a single
entry, made up of several attributes.

For exanple, a comment annotation added to a nmessage has an entry
nane of "/comrent". This entry is conposed of several attributes
such as "value", "size", etc., that contain the properties and data
of the entry.

The protocol changes to | MAP, described below, allow a client to
access or change the values of any attribute in any entry in a
message annotation, assuning it has sufficient access rights to do so
(see Section 3.4 for specifics).

3.2. Nanespace of Entries and Attributes

A nessage nmay contain zero or nore annotations, each of which is a
single uniquely naned entry. Each entry has a hierarchical nane,
with each conponent of the name separated by a slash ("/"). An entry
nane MJUST NOT contain two consecutive "/" characters and MJUST NOT end
with a "/" character.

Each entry is nmade up of a set of attributes. Each attribute has a
hi erarchi cal nane, with each conponent of the name separated by a
period ("."). An attribute name MJUST NOT contain two consecutive "."
characters and MJUST NOT end with a "." character.

The value of an attribute is "NIL" (has no value), or is a string of
zero or nore octets.

Entry and attribute names MUST NOT contain asterisk ("*") or percent
("9%) characters, and MJUST NOT contain non-ASCI| characters or the
NULL octet. Invalid entry or attribute nanes result in a BAD
response in any | MAP conmands where they are used.
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Attribute names MUST NOT contain any hierarchical conponents with the
nanes "priv" or "shared", as those have special meaning (see Section
3.3).

Entry and attribute names are case-sensitive

Use of control or punctuation characters in entry and attribute nanes
is strongly discouraged.

This specification defines an initial set of entry and attribute
nanes available for use in nessage annotations. In addition, an
extension nmechanismis described to allow additional nanes to be
added as needed.

3.2.1. Entry Nanes

Entry nanes MJUST be specified in a standards track or |ESG approved
experinental RFC, or fall under the vendor namespace. See Section
6.1 for the registration tenplate.

/
Defines the top-level of entries associated with an entire
message. This entry itself does not contain any attributes. Al
entries that start with a nuneric character ("0" - "9") refer to
an annotation on a specific body part. Al other entries are for
annotati ons on the entire nessage.

/ comrent
Defines a comment or note associated with an entire nessage.

/fl ags
This entry hierarchy is reserved for future use.

/ al t subj ect
Cont ai ns text supplied by the nessage recipient to be used by the
client, instead of the original nessage Subject.

/ vendor / <vendor - t oken>
Defines the top-level of entries associated with an entire nessage
as created by a particular product of sone vendor. These sub-
entries can be used by vendors to provide client-specific
annot ati ons. The vendor-token MJST be registered with | ANA, using
t he [ RFC2244] vendor subtree registry.

/ <section-part>
Defines the top-level of entries associated with a specific body
part of a nessage. This entry itself does not contain any
attributes. The section-part is a nunmeric part specifier. |Its
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syntax is the same as the section-part ABNF el enent defined in

[ RFC3501]. The server MJST return a BAD response if the client
uses an incorrect part specifier (either incorrect syntax or a
specifier referring to a non-existent part). The server MJST
return a BAD response if the client uses an enpty part specifier
(which is used in IMAP to represent the entire nessage).

/ <secti on- part >/ comment
Defines a comment or note associated with a specific body part of
a nessage

/ <section-part>/flags
Defines the top-level of entries associated with the flag state
for a specific body part of a nmessage. All sub-entries are
mai ntai ned entirely by the client. There is no inplicit change to
any flag by the server.

/ <section-part>/flags/seen
This is simlar to the | MAP \ Seen flag, except it applies
to only the body part referenced by the entry.

/ <section-part>/fl ags/ answer ed
This is simlar to the | MAP \ Answered flag, except it
applies to only the body part referenced by the entry.

/ <section-part>/flags/flagged
This is simlar to the | MAP \ Fl agged fl ag, except it
applies to only the body part referenced by the entry.

/ <section-part>/flags/forwarded
This is sinmlar to the | MAP $Forwarded keyword, except it
applies to only the body part referenced by the entry.
Defines flags for a specific body part of a nessage. The "val ue"
attribute of each of the entries described above nust be either
"1", "0", or "NIL". "1" corresponds to the flag being set.

/ <secti on- part >/ vendor/ <vendor -t oken>
Defines the top-level of entries associated with a specific body
part of a nessage as created by a particul ar product of some
vendor. This entry can be used by vendors to provide client
specific annotations. The vendor-token MJST be registered with
| ANA.
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3. 2.

3.

3.

2. Attribute Nanes

Attribute names MIST be specified in a standards track or |ESG
approved experinmental RFC. See Section 6.1 for the registration
tenpl at e.

Al'l attribute nanes inplicitly have a ".priv" and a ".shared" suffix
that maps to private and shared versions of the entry. Searching or
fetching without using either suffix will include both. The client
MUST specify either a ".priv" or ".shared" suffix when storing an
annotation or sorting on annotations.

val ue
A string or binary data representing the value of the annotation
To delete an annotation, the client can store "NIL" into the
value. If the client requests the value attribute for a non-
exi stent entry, then the server MJST return "NIL" for the val ue.
The content represented by the string is deternined by the
content-type used to register the entry (see Section 6.1 for entry
registration tenplates). Were applicable, the registered
content-type MJUST include a charset paraneter. Text values SHOULD
use the utf-8 [RFC3629] character set. Note that binary data
(data which may contain the NULL octet) is allowed (e.g., for
storing inmages), and this extension uses the "literal 8" syntax
el ement [ RFC4466] to all ow such data to be witten to or read from
t he server.

si ze
The size of the value, in octets. Set automatically by the
server, read-only to clients. |If the client requests the size

attribute for a non-existent entry, then the server MJST return
"0" (zero) for the size

Private Versus Shared

Sonme | MAP nmi | boxes are private, accessible only to the owning user.
O her mail boxes are not, either because the owner has set an ACL

[ RFC4314] that pernits access by other users, or because it is a
shared nai |l box.

This raises the i ssue of shared versus private annotati ons.

If all annotations are private, it is then inpossible to have
annotations in a shared or otherw se non-private nail box be visible
to other users. This elinm nates what could be a useful aspect of
annotations in a shared environnment. An exanple of such use is a
shared | MAP fol der containing bug reports. Engineers may want to use
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annotations to add information to existing nessages, indicate
assignnents, status, etc. This use requires shared annotations.

If all annotations are shared, it is inpossible to use annotations
for private notes on nessages in shared mail boxes. Al so, nodifying
an ACL to pernit access to a mail box by other users nay

uni ntentionally expose private infornation.

There are also situations in which both shared and private
annot ati ons are useful. For exanple, an adm nistrator nmay want to
set shared annotati ons on nmessages in a shared folder, which

i ndi vidual users may w sh to supplenment with additional notes.

If shared and private annotations are to coexist, we need a clear way
to differentiate them Also, it should be as easy as possible for a
client to access both and not overlook either. There is also a
danger in allowing a client to store an annotation wi thout know ng if
it is shared or private.

Thi s docunent proposes two standard suffixes for all attributes:
".shared" and ".priv". A SEARCH or FETCH conmmand that specifies
neither, uses both. STORE, APPEND, and SORT commands MUST explicitly
use ".priv" or ".shared" suffixes.

I f the ANNOTATE extension is present, support for shared annotations
in servers is REQU RED, while support for private annotations in
servers is OPTIONAL. This recognizes the fact that support for
private annotations may introduce a significant increase in
complexity to a server in terns of tracking ownership of the
annot ati ons, how quota is determ ned for users based on their own
annotations, etc. Cdients that support the ANNOTATE extensi on MJST
handl e both shared and private annotations.

3.4. Access Contro

A user needs to have appropriate rights in order to read or wite
".priv" or ".shared" annotation values. How those rights are

cal cul at ed depends on whether or not the ACL [ RFC2086] extension or
its update [RFC4314] is present. |If a client attenpts to store or
fetch an annotation to which they do not have the appropriate rights,
the server MUST respond with a NO response.

When the ACL extension is not present, access to annotation values is

governed by the nature of the selected state, in particular whether
the mail box was SELECTED or EXAM NED i n READ- ONLY or READ-WRI TE node

Daboo & Cel |l ens Experi ment al [ Page 8]



RFC 5257

Daboo & Cel |l ens

When the ACL extension is present,
ACL "n" right,
itself.

For ".priv" annotation val ues,
wite access. Wien it is on
all oned; when it is off,

access
access to "

For ".shared"
When it is on,
". shar ed"

annot ati on val ues,
". shar ed"

t he
annot ati ons

For ".shared"
When it is on,

annot ati on val ues,
" . shar ed"

t he
annot ati ons

through either a STORE or APPEND command; when it
annot ati ons cannot be changed or created.

| MAP ANNOTATE Ext ensi on

t he server
in addition to the ones defined by the ACL extension

the "r

annot ati ons cannot be read.

June 2008

MUST recogni ze the new

" right controls both read and
to ".priv" annotations is
.priv" annotations is disall owed.

r
can

right controls read access.
be read; when it is off,

n
can

right controls wite access.
be changed or created
is off, ".shared"

The "n" right constitutes

a "shared flag right" as defined in Section 6.2 of [RFC4314].
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A summary of all the access control restrictions is tabul ated bel ow

I I T e +
| Server Type | Action on | Type of mail box |
| | annotation | |
+ + + +
| | _ | _ |
| | read .priv | Any mail box that can be SELECTED |
| | val ues | or EXAM NED. |
| | | |
| S i +
| | ] _ |
| | wite .priv | Any SELECTED [ READ- WRI TE] nai | box. |
| | val ues | SELECTED [ READ- ONLY] nmai | boxes NAY|
| Server | | also permit wites. |
| without | | |
| ACL Extension +--------------- S e +
| | | |
| | read .shared | Any nmil box that can be SELECTED |
| | val ues | or EXAM NED. |
| | | |
| T e +
| | | . |
| | wite .shared | Any mail box that can be SELECTED |
| | val ues | or EXAM NED and is [ READ-WRI TE]. |
| | | |
. . T e +
| | _ | _ _ |
| | read .priv | Any mailbox with the "r" |
| | val ues | ACL right. |
| | | |
| B - s +
| | _ | _ _ |
| | wite .priv | Any mailbox with the "r" |
| Server | val ues | ACL right. |
| with o | |
| ACL Extension +--------------- R e +
| | | |
| | read .shared | Any mailbox with the "r" |
| | val ues | ACL right. |
| | | |
| S o e e m e e e e e e e e e e e e e e e +
| | | _ _ |
| | wite .shared | Any nail box with the "n" |
| | val ues | ACL right. |
| | | |
S S o e e e e e e e e e e e e e e e +
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3.5. Access to Standard | MAP Fl ags and Keywords

4.

4.

Due to the anbiguity of how private and shared val ues would nap to

the base I MAP flag and keyword val ues, the ANNOTATE extensi on does

not expose | MAP flags or keywords as entries. However, the /flags

annotation entry is reserved for future use and MUST NOT be used by
clients or servers supporting this extension

Cients that need to inplenment shared and private "flags" can create
their own annotation entries for those, conpletely bypassing the base
| MAP fl ag/ keyword behavi or

| MAP Protocol Changes
1. Ceneral Considerations

Servers nmay be able to offer only a linmted |l evel of support for
annotations in mailboxes, and it is useful for clients to be able to
know what | evel of support is available. Servers MJST return an
ANNOTATI ONS response code during the SELECT or EXAM NE conmand for a
mai | box to indicate the |level of support. Possible data itenms used
wi th the ANNOTATI ONS response code are:

"NONE" - this indicates that the nail box being sel ected does not
support annotations at all. dients MJST NOT attenpt to use
annot ati on extensions in comands for this nail box.

"READ- ONLY" - this indicates that the annotations supported by the
mai | box cannot be changed by the client. dients MIST NOT attenpt
to store annotations on any nessages in a mailbox with this
response code.

"NOPRI VATE" - this indicates that the server does not support
private annotations on the mailbox. Only shared annotations are
supported. Clients SHOULD only attenpt to read or store
annotations attributes with the ".shared" suffix. |If a client
uses an attribute with the ".priv" suffix in a FETCH command, then
servers should return the attribute value in the FETCH response as
"NIL". If a client uses an attribute with the ".priv" suffix in a
STORE command (or an APPEND command targeted at the mail box), then
the server MUST return a NO response.

nuneric values - if servers support witable annotations, then the
server MUST indicate the maxi mumsize in octets for an annotation
val ue by providing the maxi num size value in the response code.
Cients MUST NOT store annotation values of a size greater than
the amount indicated by the server. Servers MJST accept a m ni num
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4. 2.

Dab

annot ati on data size of at |east 1024 octets if annotations can be
witten.

In addition, the server MAY linmt the total nunber of annotations for
a single nessage. However, the server MJST provide a m ni num
annot ati on count per nessage of at |east 10.

ANNOTATE Par aneter with the SELECT/ EXAM NE Conmands

The ANNOTATE extension defines a single optional SELECT paraneter

[ RFC4466] " ANNOTATE', which is used to turn on unsolicited responses
for annotations as described in Section 4.4. This optional paraneter
results in a per-nmil box state change, i.e., it nmust be used in each
SELECT/ EXAM NE conmand in order to be effective, irrespective of
whether it was used in a previous SELECT/ EXAM NE during the sane
sessi on.

Exanpl e:

SELECT | NBOX ( ANNOTATE)

FLAGS (\ Answered \Fl agged \Draft \Del eted \ Seen)

OK [ PERVANENTFLAGS (\ Answer ed \ Fl agged \Draft
\Del eted \ Seen \*)]

*

*

10268 EXI STS
1 RECENT

OK [ UNSEEN 10268]

OK [ Ul DVALI DI TY 890061587]

OK [ Ul DNEXT 34643]

OK [ ANNOTATI ONS 20480 NOPRI VATE]
OK [ READ-WRI TE] Conpl et ed

WRLLYLL LYuo

Q© ok *F * ok ok *

In the above exanple, a SELECT conmand with the ANNOTATE paraneter
is issued. The response fromthe server includes the required
ANNOTATI ONS response that indicates that the server supports
annotations up to a maxi mum si ze of 20480 octets, and does not
support private annotations (only shared).

ANNOTATI ON Message Data Itemin FETCH Comand

Thi s extensi on adds an ANNOTATI ON nessage data itemto the FETCH
command. This allows clients to retrieve annotations for a range of
messages in the currently sel ected nmil box.

ANNOTATI ON <entry-specifier> <attribute-specifier>

The ANNOTATI ON nessage data item when used by the client in the

FETCH conmand, takes an entry specifier and an attribute
specifier.
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Exanpl e:

C. a FETCH 1 ( ANNOTATI ON (/coment val ue))
S: * 1 FETCH ( ANNOTATI ON (/ coment

(value.priv "My comment”

val ue. shared "G oup note")))
S: a K Fetch conplete

In the above exanple, the content of the "value" attribute for the
"/conment" entry is requested by the client and returned by the
server. Since neither ".shared" nor ".priv" was specified, both
are returned.

"*" and "% wld card characters can be used in entry specifiers to
match one or nore characters at that position, with the exception
that "% does not match the "/" hierarchy delimter. Thus, an entry
specifier of "/% matches entries such as "/comment" and

"/al tsubject", but not "/1l/coment".

Exanpl e:

C. a U D FETCH 1123 (U D ANNOTATI ON
(/* (value.priv size.priv)))
S: * 12 FETCH (U D 1123 ANNOTATI ON
(/ coment (value.priv "My conment"
size.priv "10")
[ al t subj ect (value.priv "Rhinoceroses!"
size.priv "13")
/vendor/ foobar/| abel . priv
(val ue. priv "l abel 43"
size.priv "7")
/ vendor/ f oobar/ personal ity
(val ue.priv "Tallul ah Bankhead"
size.priv "17")))
S: a K Fetch conplete

In the above exanple, the contents of the private "val ue" and

"size" attributes for any entries in the "/" hierarchy are
requested by the client and returned by the server
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Exanpl e:

C. a FETCH 1 (ANNOTATI ON (/% val ue. shared))
S: * 1 FETCH ( ANNOTATI ON
(/ coment (val ue.shared "Patch Mangler")
/ al t subj ect (val ue.shared "Patches? W don't

need no steenkin patches!")))
S: a K Fetch conplete

In the above exanple, the contents of the shared "val ue"
attributes for entries at the top level only of the "/" hierarchy
are requested by the client and returned by the server.

Entry and attribute specifiers can be lists of atonic specifiers, so
that multiple items of each type nmay be returned in a single FETCH

conmand.

Exanpl e:

C. a FETCH 1 ( ANNOTATI ON
((/comment /altsubject) value.priv))
S: * 1 FETCH ( ANNOTATI ON
(/ coment (value.priv "Wat a chowder-head")
/al tsubj ect (value.priv "How to crush beer cans")))

S: a K Fetch conplete
In the above exanple, the contents of the private "val ue"
attributes for the two entries "/conment"” and "/altsubject" are
requested by the client and returned by the server
4.4, ANNOTATI ON Message Data Itemin FETCH Response

The ANNOTATI ON nessage data itemin the FETCH response di spl ays
i nformati on about annotations in a nessage.

ANNOTATI ON par ent hesi zed 1i st

The response consists of a list of entries, each of which have a
list of attribute-value pairs.

Daboo & Cel |l ens Experi ment al [ Page 14]



RFC 5257 | MAP ANNOTATE Ext ensi on June 2008

Exanpl e:

C. a FETCH 1 ( ANNOTATI ON (/coment val ue))

S: * 1 FETCH ( ANNOTATI ON (/ coment
(value.priv "My comment”
val ue. shared N L)))

S: a K Fetch conplete

In the above exanple, a single entry with a single attribute-val ue
pair is returned by the server. Since the client did not specify
a ".shared" or ".priv" suffix, both are returned. Only the
private attribute has a value (the shared value is "NIL").

Exanpl e:

C. a FETCH 1 ( ANNOTATI ON
((/comrent /altsubject) value))
S: * 1 FETCH ( ANNOTATI ON
(/ coment (value.priv "My conment"
val ue. shared N L)
[ al tsubj ect (value.priv "My subject"
val ue. shared NL)))

S: a K Fetch conplete

In the above exanple, two entries, each with a single attribute-
val ue pair, are returned by the server. Since the client did not
specify a ".shared" or ".priv" suffix, both are returned. Only
the private attributes have values; the shared attributes are

"N L".

Exanpl e:

C. a FETCH 1 (ANNOCTATI ON
(/ coment (val ue size)))
S: * 1 FETCH (ANNOTATI ON
(/ coment
(value.priv "My conment"
val ue. shared N L
size.priv "10"
si ze.shared "0")))
S: a K Fetch conplete

In the above exanple, a single entry with two attribute-val ue
pairs is returned by the server. Since the client did not specify
a ".shared" or ".priv" suffix, both are returned. Only the
private attributes have values; the shared attributes are "N L".
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4.

5.

Servers SHOULD send ANNOTATI ON nessage data itens in unsolicited
FETCH responses if an annotation entry is changed by a third-party,
and t he ANNOTATE sel ect paraneter was used. This allows servers to
keep clients updated with changes to annotations by other clients.

Unsol i cited ANNOTATI ON responses MJUST NOT i ncl ude ANNOTATI ON dat a
values -- only the entry nane of the ANNOTATI ON t hat has changed.
This restriction avoi ds sendi ng ANNOTATI ON data val ues (which nmay be
large) to a client unless the client explicitly asks for the val ue.

Exanpl e:

C. a STORE 1 +FLAGS (\ Seen)
S: * 1 FETCH (FLAGS (\ Seen))

ANNOTATI ON (/ comment ) )
S: a OK STORE conplete
In the above exanpl e, an unsolicited ANNOTATION response is
returned during a STORE conmand. The unsolicited response
contains only the entry nane of the annotation that changed, and
not its val ue.

ANNOTATI ON Message Data Itemin STORE
ANNOTATI ON <par ent hesi zed entry-attribute-value |ist>

Sets the specified Iist of entries by adding or replacing the
specified attributes with the values provided. dients can use
"NIL" for values of attributes it wants to renove fromentries.

The ANNOTATI ON nessage data itemused with the STORE comand has an
implicit ".SILENT" behavior. This neans the server does not generate
an untagged FETCH in response to the STORE command and assunes t hat
the client updates its own cache if the command succeeds. Though
note, that if the Conditional STORE extension [ RFC4551] is present,
then an untagged FETCH response with a MODSEQ data itemw |l be
returned by the server as required by [ RFC4551].

If the server is unable to store an annotation because the size of
its value is too large, the server MIST return a tagged NO response
with a "[ ANNOTATE TOOBI G " response code.

If the server is unable to store a new annotati on because the nmaxi num
nunber of allowed annotations has al ready been reached, the server
MUST return a tagged NO response with a "[ ANNOTATE TOOVANY]" response
code.
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Exanpl e:

C. a STORE 1 ANNOTATI ON (/conmment
(value.priv "My new coment"))
S a K Store conplete

In the above exanple, the entry "/coment" is created (if not

al ready present). |Its private attribute "value" is created if not
already present, or replaced if it exists. "value.priv" is set to
"My new comment".

Exanpl e:

C. a STORE 1 ANNOTATI ON (/conmment
(val ue. shared NIL))
S a K Store conplete

In the above exanple, the shared "value" attribute of the entry
"/comment" is renoved by storing "NIL" into the attribute.

Mul tiple entries can be set in a single STORE conmand by |isting
entry-attribute-value pairs in the |ist.

Exanpl e:

C. a STORE 1 ANNOTATI ON (/conmment
(value.priv "Get tix Tuesday")
/ al t subj ect
(value.priv "Wts On"))

S: a K Store conplete

In the above exanple, the entries "/comrent" and "/altsubject" are
created (if not already present) and the private attribute "val ue"
is created or replaced for each entry.

Multiple attributes can be set in a single STORE command by |isting
multiple attribute-value pairs in the entry |ist.
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Exanpl e:

C. a STORE 1 ANNOTATI ON (/conmment
(value.priv "My new coment "
val ue. shared "foo’s bar"))
S: a K Store conplete

In the above exanple, the entry "/coment" is created (if not
al ready present) and the private and shared "val ue" attributes are
created if not already present, or replaced if they exist.

4.6. ANNOTATION Interaction with COPY

The COPY conmmand can be used to nove nessages fromone nail box to
anot her on the same server. Servers that support the ANNOTATI ON
ext ensi on MUST, for each nessage being copied, copy all ".priv"
annotation data for the current user only, and all ".shared"
annotation data along with the nessage to the new mail box. The only
exceptions to this are if the destination nail box perm ssions are
such that either the ".priv" or ".shared" annotations are not

all owed, or if the destination mailbox is of a type that does not
support annotations or does not support storing of annotations (a
mai | box that returns a "NONE'" or "READ-ONLY" response code in its
ANNOTATI ONS response), or if the destination mail box cannot support
the size of an annotation because it exceeds the ANNOTATI ONS val ue.
Servers MJST NOT copy ".priv" annotation data for users other than
the current user.

4.7. ANNOTATI ON Message Data Itemin APPEND
ANNOTATI ON <par ent hesi zed entry-attribute-value |ist>

Sets the specified Iist of entries and attributes in the resulting
message

The APPEND comand can include annotations for the nessage being
appended via the addition of a new append data item [ RFC4466]. The
new data item can al so be used with the nulti-append [ RFC3502]
extension that allows nultiple nmessages to be appended via a single
APPEND command.
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Exanpl e:

C. a APPEND drafts ANNOTATI ON (/ comment
(value.priv "Don't send until | say so")) {310}
S: + Ready for literal data
C. MME-Version: 1.0
c
S: a OK APPEND conpl et ed
In the above exanple, a conment with a private value is added to a

new nessage appended to the nmailbox. The ellipsis represents the
bul k of the nessage.

ANNOTATI ON Criterion in SEARCH
ANNOTATI ON <ent ry- name> <attri but e- nane> <val ue>

The ANNOTATION criterion for the SEARCH command allows a client to
search for a specified string in the value of an annotation entry of
a message

Messages that have annotations with entries matching <entry-nane>,
attributes matching <attribute-nanme>, and the specified string
<value> in their values are returned in the SEARCH results. The "*"
character can be used in the entry nanme field to match any content in
those itens. The "% character can be used in the entry nane field
to match a single level of hierarchy only.

Only the "value", "value.priv", and "val ue.shared" attributes can be
searched. dients MJST NOT specify an attribute other than either
"val ue", "value.priv", or "value.shared". Servers MJST return a BAD

response if the client tries to search any other attribute.
Exanpl e:

C. a SEARCH ANNOTATI ON /comment val ue "I MAP4"
S * SEARCH 2 3 5 7 11 13 17 19 23
S: a K Search conpl ete

In the above exanpl e, the nessage nunbers of any nessages
containing the string "I MAP4" in the shared or private "val ue"
attribute of the "/comment" entry are returned in the search
results.
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Exanpl e:

C. a SEARCH ANNOTATI ON * val ue.priv "I MAP4"
S: * SEARCH 1 2 3 58 13 21 34
S: a OK Search conpl ete

In the above exanpl e, the nessage nunbers of any nessages
containing the string "I MAP4" in the private "value" attribute of
any entry are returned in the search results.

4.9. ANNCTATI ON Key in SORT
ANNOTATI ON <ent ry- nane> <attri but e- nane>

The ANNOTATION criterion for the SORT conmand [ RFC5256] instructs the
server to return the sequence nunbers or Unique Identifiers (U Ds) of
messages in a nail box, sorted using the values of the specified
annotations. The ANNOTATION criterion is available if the server
returns both ANNOTATE- EXPERI MENT-1 and SORT as supported capabilities
in the CAPABI LI TY command response.

Messages are sorted using the values of the <attribute-name>
attributes in the <entry-nanme> entries.

Cients MJST provide either the ".priv" or ".shared" suffix to the
attribute name to ensure that the server knows which specific value
to sort on.

Only the "value.priv" and "val ue. shared"” attributes can be used for
sorting. Cients MJST NOT specify an attribute other than either
"val ue. priv" or "val ue.shared". Servers MJST return a BAD response
if the client tries to sort on any other attribute.

When either "value.priv" or "value.shared" is being sorted, the
server MJST use the character set value specified in the SORT conmand
to determ ne the appropriate sort order

Exanpl e:
C. a SORT (ANNOTATI ON / al t subj ect val ue.shared) UTF-8 ALL
S * SORT 23451111067 9 8
S: a OK Sort conplete
In the above exanpl e, the nessage nunbers of all nessages are

returned, sorted according to the shared "value" attribute of the
"/altsubject" entry.
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Not e that the ANNOTATI ON sort key nust include a fully specified
entry -- wild cards are not all owed.

4.10. New ACL Rights

As discussed in Section 3.4, this extension adds a new "n" right to
the list of rights provided by the ACL extensions [ RFC2086] and
[ RFC4314] .

5. Formal Syntax

The follow ng syntax specification uses the Augnented Backus- Naur
Form (ABNF) notation as specified in [ RFC5234].

Non-term nal s referenced but not defined bel ow are as defined by
[ RFC3501] with the new definitions in [ RFC4466] superseding those in
[ RFC3501] .

Except as noted otherw se, all al phabetic characters are case-

i nsensitive. The use of upper or |ower case characters to define
token strings is for editorial clarity only. |Inplenentations MJST
accept these strings in a case-insensitive fashion.

ann-si ze = "NONE" /
(("READ- ONLY" / nz-nunber)
[ SP "NOPRI VATE"])
; response codes indicating the |evel of
; support for annotations in a mail box

append- ext =/ att-annotate
; nodi fies [ RFC3501] extension behavi our

att-annotate = " ANNOTATI ON' SP
"(" entry-att *(SP entry-att) ")"

att-search = "value" / "value.priv" [/ "val ue. shared"
; the only attributes that can be searched

att-sort = "value.priv" / "val ue. shared"
; the only attributes that can be sorted

att-val ue = attrib SP val ue
attrib = astring

; dot-separated attribute nane
; MUST NOT contain "*" or "%
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attribs

capability

entries

entry

entry-att

entry-match

fetch-att

nmsg- att-dynam c

resp-text-code

sear ch- key

sel ect - param

sort-key

store-att-flags

val ue
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= attrib / "(" attrib *(SP attrib) ")"
; one or nore attribute specifiers

=/ " ANNOTATE- EXPERI MENT- 1"
; defines the capability for this extension

= entry-match /
"(" entry-match *(SP entry-match) ")"

= astring
; slash-separated path to entry
; MUST NOT contain "*" or "%

= entry SP "(" att-value *(SP att-value) ")"
= list-mail box

; slash-separated path to entry

; MAY contain "*" or "% for use as wild cards

=/ "ANNOTATION' SP "(" entries SP attribs ")"
nodi fies original | MAP fetch-att

=/ " ANNOTATI ON' SP
( "(" entry-att *(SP entry-att) ")" /
"(" entry *(SP entry) ")" )
; extends FETCH response with annotation data

=/ " ANNOTATE" SP "TOOBI G' /
" ANNOTATE" SP " TOOVANY" /
" ANNOTATI ONS" SP ann-si ze
new response codes

=/ "ANNOTATI ON' SP entry-nmatch SP att-search
SP val ue

nodi fies original | MAP search-key

=/ " ANNOTATE"
defines the select parameter used with
;. ANNOTATE ext ensi on

=/ " ANNOTATION' SP entry SP att-sort
nodi fies original sort-key

=/ att-annotate
; nmodifies original | MAP STORE comand

=nstring / literal8
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6. | ANA Consi derations
Entry nanes MJST be specified in a standards track or | ESG approved
experinental RFC, or fall under the vendor nanespace. Vendor nanes
MUST be registered.

Attribute names MJUST be specified in a standards track or |ESG
approved experinental RFC.

Each entry registration MJST include a content-type that is used to
i ndi cate the nature of the annotation value. \Were applicable, a
charset paraneter MJST be included with the content-type.

6.1. Entry and Attribute Registration Tenplate

To: iana@ana.org
Subj ect: | MAP Annotate Registration

Pl ease register the following | MAP Annotate item
[1 Entry [T Attribute

Nane:

Descri ption:

Cont ent - Type:

Cont act person:

email :

Daboo & Cel |l ens Experi ment al [ Page 23]



RFC 5257 | MAP ANNOTATE Ext ensi on June 2008

6.2. Entry Registrations

The following tenplates specify the | ANA regi strations of annotation
entries specified in this docunent.

6.2.1. [conmment

To: iana@ana. org
Subj ect: | MAP Annotate Registration

Pl ease register the following | MAP Annotate item
[X] Entry [T Attribute
Nane: /conment
Description: Defined in | MAP ANNOTATE ext ensi on docunent.
Content - Type: text/plain; charset=utf-8
Cont act person: Cyrus Daboo
emai |l : cyrus@aboo. nane
6.2.2. /flags

To: iana@ ana. org
Subj ect: | MAP Annotate Registration

Pl ease register the following | MAP Annotate item
[X] Entry [T Attribute

Name: /fl ags

Description: Reserved entry hierarchy.
Content - Type: -

Cont act person: Cyrus Daboo

emai | : cyrus@laboo. nane
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6.2.3. /altsubject

To: iana@ ana. org
Subj ect: | MAP Annotate Registration

Pl ease register the following | MAP Annotate item
[X] Entry [1 Attribute
Nanme: /altsubject
Description: Defined in | MAP ANNOTATE ext ensi on docunent.
Content - Type: text/plain; charset=utf-8
Cont act person: Cyrus Daboo
emai | : cyrus@laboo. nane
6.2.4. [<section-part>/comment

To: iana@ana.org
Subj ect: | MAP Annotate Registration

Pl ease register the following | MAP Annotate item

[X] Entry [1 Attribute

Name: /<section-part>/conment

Description: Defined in | MAP ANNOTATE ext ensi on docunent.
Content - Type: text/plain; charset=utf-8

Cont act person: Cyrus Daboo

emai | :  cyrus@laboo. nane
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6.2.5. /<section-part>/flags/seen

To: iana@ ana. org
Subj ect: | MAP Annotate Registration

Pl ease register the following | MAP Annotate item
[X] Entry [1 Attribute
Nanme: /<section-part>/fl ags/seen
Description: Defined in | MAP ANNOTATE ext ensi on docunent.
Content - Type: text/plain; charset=utf-8
Cont act person: Cyrus Daboo
emai | : cyrus@laboo. nane
6.2.6. /<section-part>/flags/answered

To: iana@ana.org
Subj ect: | MAP Annotate Registration

Pl ease register the following | MAP Annotate item

[X] Entry [1 Attribute

Nanme: /<section-part>/flags/answered

Description: Defined in | MAP ANNOTATE ext ensi on docunent.
Content - Type: text/plain; charset=utf-8

Cont act person: Cyrus Daboo

emai | :  cyrus@laboo. nane
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6.2.7. [<section-part>/flags/flagged

To: iana@ ana. org
Subj ect: | MAP Annotate Registration

Pl ease register the following | MAP Annotate item
[X] Entry [1 Attribute
Nanme: /<section-part>/flags/flagged
Description: Defined in | MAP ANNOTATE ext ensi on docunent.
Content - Type: text/plain; charset=utf-8
Cont act person: Cyrus Daboo
emai | : cyrus@laboo. nane
6.2.8. [/<section-part>/flags/forwarded

To: iana@ana.org
Subj ect: | MAP Annotate Registration

Pl ease register the following | MAP Annotate item

[X] Entry [1 Attribute

Nane: /<section-part>/flags/forwarded

Description: Defined in | MAP ANNOTATE ext ensi on docunent.
Content - Type: text/plain; charset=utf-8

Cont act person: Cyrus Daboo

emai | :  cyrus@laboo. nane
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6.3. Attribute Registrations

The following tenplates specify the | ANA regi strations of annotation
attributes specified in this docunent.

6.3.1. value

To: iana@ana. org
Subj ect: | MAP Annotate Registration

Pl ease register the following | MAP Annotate item
[T Entry [X] Attribute
Name: val ue
Description: Defined in | MAP ANNOTATE ext ensi on docunent.
Cont act person: Cyrus Daboo
emai |l : cyrus@laboo. nane
6.3.2. size

To: iana@ana.org
Subj ect: | MAP Annotate Registration

Pl ease register the following | MAP Annotate item
[1] Entry [X] Attribute
Nane: size
Description: Defined in | MAP ANNOTATE ext ensi on docunent.
Cont act person: Cyrus Daboo
emai | : cyrus@laboo. nane
6.4. Capability Registration

Thi s docunent registers "ANNOTATE- EXPERI MENT- 1" as an | MAPEXT
capability.
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7.

9.

9.

I nternationalization Considerations

Annot ati ons may contain val ues that include text strings, and both
searching and sorting are possible with annotations. Servers MJST
foll ow standard | MAP text nornalization, character set conversion

and col l ation rul es when such operations are carried out, as would be
done for other textual fields being searched or sorted on

Security Considerations
Annot ati ons whose val ues are intended to remain private MJIST be

stored in ".priv" values instead of ".shared" val ues, which nmay be
accessi ble to other users.

Excl udi ng the above issues, the ANNOTATE extension does not raise any
security considerations that are not present in the base | MAP
protocol ; these issues are discussed in [RFC3501].
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