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Abstr act

Thi s docunent registers Enunservices for |Internet cal endaring.
Specifically, this docunent focuses on Enunservices for scheduling
with i MP (i Cal endar Message-Based Interoperability Protocol) and for
accessing Internet calendaring information with Cal DAV (Cal endari ng
Ext ensi ons to WebDAV).

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet comunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyri ght and License Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the BSD License.

This docunent nay contain material from | ETF Docunents or | ETF
Contributions published or nade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the I ETF Trust the right to all ow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
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not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.

1. I nt roducti on

ENUM ( E. 164 Nunber Mapping, RFC 3761 [1]) is a systemthat uses DNS
(Domai n Nane System RFC 1034 [2]) to translate tel ephone nunbers,
such as ' +12025550100', into URIs (Uni form Resource ldentifiers, RFC
3986 [3]), such as ’'mailto:user @xanple.comi. ENUMexists primarily
to facilitate the interconnection of systens that rely on tel ephone
nunbers with those that use URIs to identify resources. The ENUM
regi stration here could be used to all ow phones, for exanple, to
check the free/busy status of a user in their address book or propose
a neeting with himor her fromthe user’s phone nunber.

The Guide to Internet Cal endaring [10] describes the rel ationship

bet ween various Internet cal endaring specifications like this:

"i Cal endar [4] is the | anguage used to describe cal endar objects.

i TIP [5] [iCal endar Transport-I|ndependent Interoperability Protocol]
describes a way to use the i Cal endar | anguage to do scheduling. iMP
[6] [iCal endar Message-Based Interoperability Protocol] describes how
to do i TIP scheduling via e-mail"

Recently, another Standards Track protocol for cal endar and
schedul i ng access has appeared. Cal DAV (Cal endaring Extensions to
WebDAV) [7] is a WebDAV (Wb-based Distributed Authoring and

Versi oning) [8] based nechani sm for mani pul ating | nternet cal endars,
viewi ng free/busy lists, and via a planned scheduling extension [15],
could be used for proposing cal endar events as well in the future.

The existing 'mailto:’ URl schenme (defined in RFC 3986 [3]) is

al ready used to address i M P conpati bl e Cal endar Services. Likew se,
the existing "http:’ and "https:’ UR schenes (defined in RFC 2616
[11] and RFC 2818 [12]) are already used to address Cal DAV conpati bl e
Cal endar Servi ces.

Thi s docunent registers Enunmservices for scheduling and accessing
Internet cal endaring information associated with an E. 164 nunber
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2.

Enunservi ce Regi strations
As defined in RFC 3761 [1], the follow ng tenplates cover the

i nformati on needed for the registration of the Enunmservices specified
in this docunent:

Enunservi ce Name:

"i cal - sched"
Enunservi ce Type:
"i cal - sched"
Enunservi ce Subtypes:
"mailto"
URI schene(s):
"mailto:’

Functi onal Specification
Thi s Enunservice indicates that the resource identified can be
addressed by the associated URI used for scheduling using Internet
calendaring via Internet nail with the iMP [6] protocol

Security considerations:
See Section 4.

I nt ended usage:
COVIVON

Aut hor :
Rohan Mahy (rohan@kabal . con

Enunservi ce Nane:
"ical -access"
Enunservi ce Type:
"ical -access”
Enunservi ce Subtypes:
"http"
URI schene(s):
"http:’
Functi onal Specification
This Enunservice indicates that the resource identified can be
addressed by the associated URI in order to access a user’'s
cal endar (for exanple free/busy status) using the Cal DAV [ 7]
protocol for Internet cal endaring.
Security considerations:
See Section 4.
I nt ended usage:
COVIVON
Aut hor :
Rohan Mahy (rohan@kabal . com
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Enunser vi ce Nane:
"ical -access"
Enunservi ce Type:
"ical -access"
Enunservi ce Subtypes:
"https"
URI schene(s):
"https:’
Functi onal Specification
This Enunservice indicates that the resource identified can be
addressed by the associated URI in order to access a user’s
cal endar (for exanple free/busy status) using the Cal DAV [ 7]
protocol for Internet cal endaring.
Security considerations:
See Section 4.
I nt ended usage:
COVMON
Aut hor :
Rohan Mahy (rohan@kabal . con
Not e: These Enunservices use a dash "-" in the Type strings. To
all ow for hierarchical concepts (as required in this case), some kind
of boundary needs to be in place. Neither RFC 3761 [1] nor its
i nt ended successor [17] foresee the concept of sub-subtyping. The
natural solution to address this requirenent is the usage of dash "-"
in Type strings, which is slightly contradictory to RFC 3761 [1].
However, its intended successors [16] [17] clearly allow a dash "-
in Type strings, so that using "-" is seen as a practical way
forward

3. Exampl es

$ORIA N 3.2.1.0.5.5.5.2.1.2.1. el64. arpa
@ NAPTR 10 100 "u" "E2U+i cal -access: https" \
"In *$lhttps://cal.exanpl e. com home/ al i ce/ cal endars/!"

$ORIA N 3.2.1.0.5.5.5.2.1.2.1. el64. arpa
@ NAPTR 20 100 "u" "E2U+i cal -sched: mailto" \
"IN *Slmailto:ali ce@xanpl e.com’
4. Security Considerations

The Donai n Nanme System (DNS) does not make policy decisions about
which records it provides to a DNS resolver. All DNS records nust be

assuned to be available to all inquirers at all times. The
i nformati on provided within an ENUM record set nust therefore be
consi dered open to the public -- which is a cause for sone privacy

consi der ati ons.
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6.

6.

1

Reveal ing a calendaring URI by itself is unlikely to introduce nany
privacy concerns, although, depending on the structure of the URI, it
m ght reveal the full name or enployer of the target. The use of
anonynmous URIs mitigates this risk.

As ENUM uses DNS, which in its current formis an insecure protocol
there is no nmechanismfor ensuring that the answer returned to a
query is authentic. An analysis of threats specific to the
dependence of ENUM on the DNS is provided in RFC 3761 [1], and a

t horough analysis of threats to the DNS itself is covered in RFC 3833
[14]. WMany of these problens are prevented when the resol ver
verifies the authenticity of answers to its ENUM queries via DNSSEC
(DNS Security, RFC 4035 [9]) in zones where it is avail able.

More serious security concerns are associated with potential attacks
agai nst an underlying cal endaring system (for exanple, unauthorized
nodi fication or viewing). For this reason, iTIP discusses a nunber
of security requirenents (detailed in RFC 2446 [5]) that call for

aut hentication, integrity and confidentiality properties, and simlar
nmeasures to prevent such attacks. Any cal endaring protocol used in
conjunction with a URI schene currently neets these requirenents.

The use of Cal DAV with the 'https:’ schene makes use of TLS
(Transport Layer Security, RFC 5246 [13]) to provide server

aut hentication, confidentiality, and nessage integrity.

Unlike a traditional telephone nunber, the resource identified by an
calendaring URI is often already guessable, and it often requires
that users provide cryptographic credentials for authentication and
aut hori zati on before cal endar data can be exchanged. Despite the
public availability of ENUMrecords, the use of this information to
reveal an unprotected calendaring resource is unlikely in practice.

| ANA Consi derations
Thi s docunent requests registration of the "ical-sched" and "ical -
access" Enunservices according to the definitions in Section 2 of
this docunent and RFC 3761 [1].
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