Net wor k Wor ki ng Group A. Houri

Request for Comments: 5344 | BM
Cat egory: | nformational E. Aoki
ACL LLC

S. Par aneswar
M crosoft Corporation
Cct ober 2008

Presence and I nstant Messagi ng Peering Use Cases
Status of This Menp

This meno provides information for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
menmo is unlinted.

Abst ract

Thi s docunent describes several use cases of peering of non-Vol P
(Voi ce over IP) services between two or nore Service Providers.
These Service Providers create a peering rel ationship between

t hensel ves, thus enabling their users to collaborate with users on
the other Service Provider network. The target of this docunent is
to drive requirenents for peering between domai ns that provide the
non- Vol P based col | aboration services with presence and, in
particul ar, Instant Messaging (IM.
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2.

I ntroduction

Thi s docunent uses the term nology as defined in [1] unless otherw se
st at ed.

Real Time Coll aboration (RTC) services have becone as preval ent and
essential for users on the Internet as email. Wile RTC services can
be inplemented directly by users in a point-to-point fashion, they
are often provided for, or on behalf of, a Peer Network of users
within an administrative domain. As the use of these services grows,
users increasingly have the need to conmunicate with users not only
within their owm Peer Network but with those in other Peer Networks
as well (simlar to the old Public Sw tched Tel ephony Network (PSTN)
that enabl ed gl obal reachability). |In practice, each Peer Network is
controll ed by some domain, and so there is a need to provide for

easi er establishment of connectivity between Peer Networks and for

t he managenent of the rel ationships between the Peer Networks. This
docunent describes a set of use cases that describe how peering

bet ween Peer Networks may be used in non-Vol P RTC services. The use
cases are intended to help in identifying and capturing requirenments
that will guide and then enable a secure and easier peering between
Peer Networks that provide non-Vol P RTC services. The use cases for
the Vol P RTC services are described in [2].

Note that this docunment does not define requirenents for a new
protocol or for protocol extensions. It captures the way that
presence and Instant Messaging are currently used within enterprises
and operator domains.

Use Cases
Si npl e I nterdomai n Subscription

Assume two Peer Networks, Peer Network A and Peer Network B. User
Al'i ce@xanpl e.com (hosted in Peer Network A) wants to subscribe to
user Bob@xanpl e. net (hosted in Peer Network B) and get his presence
information. |n order to do so, Alice@xanple.comcould connect
directly to exanpl e.net and subscribe to Bob's presence infornation.
However, Peer Network B is willing to accept subscriptions and route
IMs only when they are conming fromits users or from other Peer

Net wor ks that Peer Network B trusts.

Inreality, what will happen is Peer Network A will connect to Peer
Network B and send Alice's subscription to Bob via Peer Network B.
When Peer Network B has new information on Bob, it will send
notifications to Peer Network A, which will pass themto Alice.
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Li st-Based | nterdonai n Subscription

This is sinmilar to the sinple interdomain subscription use case,
except in this case Alice subscribes to a Uniform Resource Identifier
(URI') [8] that represents a list of users in Peer Network B [9] [3].

There are several types of lists that Alice nmay subscribe to:

(o]
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Personal group - a list that is created and naintained by Alice
and includes Alice’'s watch |ist.

Public group - a list that is created and nai ntai ned by an

adm nistrator. Public groups usually contain a list of specific
peopl e that have sonme common characteristic, e.g., support group
of a company.

Ad-hoc group - a list that is short lived and is usually created
in the context of sone activity that Alice is doing. An ad-hoc
group may be created by Alice or by sone application. Typica
exanpl es may be the list of people that participate with Alice in
a conference or a game

Aut hori zation Mgration

If many users fromone Peer Network watch presentities [6] in

anot her Peer Network, it nay be possible that nmany watchers [ 6]
fromone Peer Network will subscribe to the same user in the other
Peer Network. However, due to privacy constraints that enable a
user to provide different presence docunents to different

wat chers, each Peer Network will have to send nmultiple copies of

t he wat ched- presence docunment. The need to send nultiple copies
bet ween the Peer Networks is very inefficient and causes redundant
traffic between the Peer Networks.

In order to nmake the subscription between Peer Networks nore
efficient there needs to be a way to enabl e Peer Networks to agree
to share privacy informati on between them This will enable
sending a single copy (the full copy) of the presence docunent of
the wat ched user and letting the receiving Peer Network be
responsi ble for sending the right values to the right watchers
according to the del egated privacy policies of the watched users.

I nstead of sharing the watched user’s privacy policies between the
Peer Networks, it is also possible to send different copies of the
presence docunment with a list of the watchers the presence
docunent is intended for. For exanple, if there is a set of

wat chers in one Peer Network that nmay see the location of the
presentity and another set of users in the sane Peer Network that
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may not see the location information, two presence docunents will
be sent--each associated with a Iist of watchers that should
receive it. One presence docunment will contain the |ocation
information and will be associated with a list of users that may
see it, and the other presence docunent will not contain the
location information and will be associated with a list of users
that may not see the location information. See [11].

Pager Mode IM

In this use case, a user fromone Peer Network sends a pager node
[7] IMto a user on anot her Peer Network.

Session Based I M

In this use case, a user fromone Peer Network creates a Message
Session Relay Protocol (MSRP) [10] session with a user from
anot her Peer NetworKk.

O her Services

In addition to Vol P sessions, which are out of scope for this
docunent, only presence and I M have been ratified as RFCs. In
addition to presence and IM there are nany ot her services that
are being standardi zed or that may be inplenented using m ni nal
extensions to existing standards. These include:

N-way chat - enable a multi-participant textual chat that wll
i nclude users fromnmultiple Peer Networks. See [4] for nore
detail s.

File transfer - send files froma user in one Peer Network to a
user in another Peer Network. See [5] for nore details.

Docunent sharing - sharing and editing a docunent between users in
di fferent Peer Networks.

Not e: Docunent sharing is nmentioned in this docunent only for
conpl et eness of use cases. It is not being standardized by the
| ETF and will not be included in the requirenments docunent that
will result fromthis docunent.

The |ist above is of course not exhaustive, as new devel opnents in
the world of non-VolP RTC will surface new services. Enabling
peeri ng between networks for sone of the services will create a basis
for enabling peering for future services al so.
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Federation and O earing House

A federation as defined in [1] enables peering between nultiple Peer
Net works. A federation may be inplenented by means of a centra
service providing a hub for the Peer Networks or, alternatively, Peer
Net wor ks nmay connect to each other in a peer-to-peer fashion. One of
the nost inportant services that this hub type of federation should
provide is authorized interconnection that enabl es each Peering
Network to securely identify other Peering Networks. Oher services
that m ght be provided include an N-way chat server, | awful

i nterception, logging, and nore. This hub type of federation is also
known as a "d earing House"

As non-Vol P services are usually text-based and consune | ess

bandwi dth, they may benefit from having a central service that wll
do central services such as logging for them For exanple, instead
of requiring each Peer Network to log all nessages that are being
sent to the other Peer-Network, this service can be done by the

O eari ng House.

Security Considerations

When Peer Network A peers with Peer Network B, there are severa
security issues for which the adm ni strator of each Peer Network wl|l
need nmechani sns to verify:

o Al comunication channel s between Peer Networks and between each
Peer Network and the C earing House have their authenticity and
confidentiality protected.

0 The other Peer Network is really the Peering Network that it
clains to be.

0 The other Peer Network is secure and trustworthy, such that
information that is passed to it will not reach a third party.
This includes infornmation about specific users as well as
i nformati on about the authorization policies associated with user
i nformation.

0 The other Peer Network is secure and trustworthy, such that it
will not nodify or falsify data that it presents to its users
except as required by the authorization policy provided.

o If thereis athird party (e.g., a Cearing House) involved in the
connection between the two Peering Networks that elenment is al so
secure
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The sane issues of security are even nore inportant fromthe point of
view of the users of the Peer Networks. Users will be concerned
about how their privacy is being adhered to when their presence
information is sent to the other Peer Network. Users today are
concerned about providing their email address to a third party when
they register to a domain; presence contains nuch nore sensitive

i nformati on, and the concern of users here will be even greater

The privacy issue is even harder when we take into account that, in
order to enabl e scal abl e peering between big Peer Networks, there are
some optim zations that may require migration of the privacy
definitions of users between Peer Network (see Section 2.3). W can
i magi ne the fiasco that would ensue if a user of one Peer Network
were able to see the privacy information and learn he/she is listed
in the block list of a close friend.

Thi s docunent di scusses use cases for peering between Peer NetworKks.
It is out of the scope of this docunent to provide solutions for
security. Nevertheless, it is obvious that the protocols that will
enabl e the use cases described here will have to provide for the
security considerations also described here.
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2008).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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