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Status of This Menp

This meno provides information for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
menmo i s unlimted.

| ESG Not e

Thi s docunent di scusses inplenentation experience of NETCONF over
SCAP. Note that Section 2.4 of RFC 4741 states, "A NETCONF

i mpl enent ati on MUST support the SSH transport protocol napping".
Therefore, a NETCONF i npl enentation that only supports the SOAP
transport described in this docunent and not (at least) also SSHis
not in conpliance with the NETCONF st andards.

Abst r act

Thi s docunent describes how the authors devel oped a SOAP (Sinple
hj ect Access Protocol)-based NETCONF ( Networ k Configuration
Protocol) client and server. It describes an alternative SCAP

bi nding for NETCONF that does not interoperate with an RFC 4743
conformant inplenentation nmaki ng use of cookies on top of the
persi stent transport connections of HITP. Wen SOAP is used as a
transport protocol for NETCONF, various kinds of devel opment tools
are available. By making full use of these tools, developers can
significantly reduce their workl oad. The authors devel oped an NV5
(Networ k Managenent Systen) and network equi prent that can deal with
NETCONF nessages sent over SQOAP. This docunent ains to provide
NETCONF devel opnent gui delines gai ned fromthe experience of

i mpl enenti ng a SOAP-based NETCONF client and server.
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1. Introduction
1.1. NETCONF over SOAP

This docunment is not a product fromthe NETCONF WG but a report on
t he experience acquired by individual devel opers.

SOAP (Sinple hject Access Protocol) was specified in [ RFC4743] as
one of the transport protocols for NETCONF. It is designed to use
XM. (eXtensi bl e Markup Language) as its description | anguage, which
is a fundanental nessaging technol ogy for Wb Services. For this
reason, SOAP is well suited to the NETCONF protocol and can be

depl oyed wi del y.

To devel op a SOAP-based NETCONF client and server, severa

devel opnent tools are avail able as open-source software. The authors
devel oped a SOAP-based NETCONF client and server by using avail able
devel opnent tools. The SOAP-based NETCONF client was devel oped by
utilizing Java APls (Application Progranmng Interfaces) that are
automatically generated fromthe XSD (XM. Schenma Definition) file and
WSDL (Web Services Description Language) file obtained from][RFC4A741]
and [ RFC4743], respectively. The SOAP-based NETCONF client that the
aut hors devel oped acts as an NM5 (Network Managenent System. The
SOAP- based NETCONF server that the authors devel oped runs on network
equi pnment and accepts NETCONF nessages sent fromthe NETCONF client.

1.2. Mbdtivation

The aim of this document is to describe why the authors believe SCAP
is practical as a transport protocol for NETCONF when an NMVS is
devel oped. When devel oping an NVS that uses SOAP as its transport
protocol, devel opnent tools and procedures can be used according to
the Wb Services framework. This docunent al so describes the

experi ence of inplenmenting NETCONF over SOAP so that even those who
have little know edge of SOAP can start devel opi ng a SOAP-based
NETCONF client and server.

Thi s docunent describes an alternative SOAP binding for NETCONF t hat
does not interoperate with an RFC 4743 conformant inplenentati on as
it relies on cookies used on top of the persistent transport
connections of HITP. This is provided for information purposes only
based on the inplenentati on experience of the authors.
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2.

NETCONF Devel opnent on Wb Servi ces Franework

SOAP is a fundamental nessagi ng technol ogy for Wb Services.
Therefore, if SOAP is used as a transport protocol for NETCONF, a
networ k configuration perforned by NETCONF is achi eved on the Wb
Services framework. |In this section, the overall architecture of Wb
Services is described.

Fom e e +
| For mat | | Regi ster / Search |
| | | |
| XML | | ubDDl |
| | | (Universal Description, |
| | | Discovery and Integration) |
| I T +
| | S B S TS +
| | | Service Description | | AP |
| | | | | |
| | | WSDL || JAXM |
| R R T + | (Java APl for |
| I T + | XML Messaging) |
| | | Fundanent al Messagi ng | | JAX- RPC |
| | | | (Java APl for |
| | | SOAP | | XM / RPC) |
e e e e o oo e e S +

o e e e e ee e e +

| Transport |

| |

| HTTP, HTTPS. .. |

o e e e e e e e e e oo - o +

Figure 1: Overall Architecture of Wb Services

As depicted in Figure 1, peripheral technol ogi es around SQAP/ HTTP are
wel | devel oped. Therefore, if SOAP/HTTP is chosen as a transport

| ayer for the NETCONF protocol, the NMS devel opnent based on the Wb
Services franework can choose fromdifferent optional services and

m ght be | ess expensive based on the use of already avail abl e

servi ces.
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2.1. WSBDL as an Interface Description Language

WSDL [ WSDL] defines how SOAP nessages are exchanged between Wb

Services entities. Interfaces of Wb Services entities are
automatically generated by devel opnent tools when inporting a WSDL
file. Interfaces generated in this manner act as APls. For the

devel opnent of an NMB, only these APls are necessary; there is no
need to use SOAP directly.

Useful tools that can inport a WSDL file are available w th SQAP.
For instance, Apache Axis [Axis] generates an interface froma WSDL
file and is a widely used SOAP i npl enentati on ni ddl ewar e.

2.2. GCeneration of APls

As described in the previous section, APlIs are generated froma WSDL
file by devel opnment tools such as Apache Axis. Such APIs are in the
formof a Java library and act as progranming interfaces for an NVB
By using these APIs, an NM5 can send SOAP nessages to Wb Services
entities.

3. Architecture of the NETCONF over SOAP | npl enmentation

The architecture of the NETCONF over SOAP inplenentation is shown in
Figure 2. A NETCONF inplenentation residing in an NM5 works as a
NETCONF client while network equi pnent acts as a NETCONF server. In
this docunent, we call NETCONF-client and NETCONF- server

i mpl enent ati ons a NETCONF application and a NETCONF servi ce provider,
respectively. A SOAP inplenentation may be installed on both the NVS
and the network equi pnent. Each instance of the SOAP i npl enentati ons
exchanges SOAP nessages based on WBDL, as described in [RFC4743]. |If
Java libraries generated fromthe WBDL are provided in the NVS

engi neers can devel op a NETCONF appli cation, which configures network
equi prent via the NETCONF protocol, by utilizing the Java library.
There is no need for engineers to use XML or SOAP directly.
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NETCONF Server

| SCAP | nplenentation |
| (Apache Axis) |

| | |
| ( NVB) | | (Net wor k Equi prent) |
| i + | | i + |
| | NETCONF application | | | NETCONF service | |
|| I provi der ||
| - + | - +
| ] |
[ Java library [ | |
| e ] |
| o + | o +
| | |
| | |
| . |
+

| | rpc-request | |
| +----- | SOAP ----+ |
| /[ HTTP(S) |
I I
| rpc-reply |
R [ SOAP  -e e +

| HTTP(S)
Figure 2: Architecture of NETCONF I npl enentati on Usi ng SCAP

The SOAP i npl enentation in both the NM5 and network equipnent is
explained in detail in the foll ow ng sections.

3.1. SOAP Inplenmentation in NVS

Several SOAP inplenentations appropriate for use in an NVS are
avai | abl e today. Apache Axis is one such wi dely used inpl enentation.

Axis works as a SOAP inpl ementati on and an NMVS-devel opnment tool. For
i nstance, WSDL2Java, one of Axis' tools, generates Java-class files
froma WSDL file. Another tool called Java2WsDL does the opposite:
it generates a WoDL file from Java-class files. Consequently,
various benefits can be obtained if Axis is introduced as a SOAP

i mpl enent ati on.

To devel op a NETCONF application that is capable of various functions
such as rel easing | og nessages, Java-class files generated by the
Axis tool may be extended by adding nore functions. By utilizing
these Java libraries, engineers can easily devel op NETCONF
applications.
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3.1.1. SOAP Parser in NVB

The SCOAP Parser function is performed entirely by a SOAP
i npl enent ati on such as Apache Axis.

3.1.2. Session Miintenance in NVS

When exchangi ng NETCONF nessages between an NMS and network
equi prent, a NETCONF session has to be nmintained on both sides, as
described in [RFC4741].

In [ RFCA743], HITP is specified as an option of an underlying
protocol for NETCONF over SQAP. Wen HTTP is used for that purpose,
it is also specified that a NETCONF session state is tied to the
state of the underlying transport (TCP) connection (just like in
NETCONF over SSH [ RFC4742] and NETCONF over BEEP [ RFCA744]).
However, HTTP itself is a statel ess protocol, and many server

i mpl enent ati ons process user requests independently of previous
requests received over the sane transport connection. To sinplify
i mpl ement ati on of the NETCONF service provider, we used the cookie
field inside the HTTP header to nmap inconing requests to NETCONF
sessions. Note that this nmeans our inplenmentation actually uses an
alternative SOAP bi nding for NETCONF, which does not interoperate
with RFC 4743 conpliant inpl enentations.

For exanple, the inplenmented NETCONF-sessi on mai ntenance in the NVB
works as follows. After the NM5 sends a NETCONF hell o nessage to the
net wor k equi pnment, the NETCONF service provider in the network

equi prent al l ocates a session identifier for the NETCONF application
inthe NMS and wites it inside the <session> el enent of a replying
NETCONF hel | o nessage, as described in [ RFC4741]. At the sane tine,
the network equi pmrent wites the sanme value in the cookie field

i nside an HTTP header. After that, a SOAP nessage enconpassi ng the
replying NETCONF hell o nessage is added. Wen the NVS receives the
newly all ocated session identifier fromthe replying NETCONF hello
message, the NETCONF application stores it and wites it inside a
<sessi on> el enent for subsequent NETCONF request nessages and in a
cookie field for subsequent HTTP headers. By recognizing the session
identifier in NETCONF request nessages and the cookie field in HITP
headers, the network equi prent can maintain both a NETCONF session
and the state of an HITP connection. The NETCONF session is

mai nt ai ned over the nmaintained state of the HITP connection. The
stored session identifier is erased when the NM5 sends a NETCONF

cl ose-sessi on nessage and receives a NETCONF response nessage from

t he network equi pnent.
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3.2. SOAP Inplenentation in the Network Equi pnent

To accept SOAP nessages sent fromthe NMS, it is also necessary to
provide SOAP in the network equipnent. As in the case of NM5, sone
free SOAP inplenentations are available today for installation on
networ k equi pmrent. However, the nenory capacity of the network

equi pnment might be limted. Therefore, the SOAP inpl enentation nay
be chosen taking nenory capacity into consideration. In sone cases,
a menory-saving method will be required when inplenmenting SOAP in the
net wor k equi pnent .

3.2.1. SOAP Parser in the Network Equipnent

A SOAP header inside the SOAP envel ope is defined as optional.
Therefore, the nodul e that processes the SOAP header can be onitted
if the nenory capacity in the network equipnment is insufficient. In
this case, a SOAP parser in the network equipnent is allowed to parse
only mandatory parts of a SOAP envel ope.

3.2.2. Session Miintenance in the Network Equipnent

To maintain NETCONF sessions with the NMS, the NETCONF service
provider in the network equi pment has to provide a session identifier
to the NMB, as described in [RFC4741].

For exanple, the inplenmented NETCONF-sessi on naintenance in the

net wor k equi prent works as follows. Wen the network equi pnent

recei ves a NETCONF hell o nessage fromthe NMS, the NETCONF service
provider in the network equi pment sets a session identifier inside
the <session> el enment of a replying NETCONF hell o nessage, as
described in [RFC4741]. At the sane tine, the network equi pment al so
sets the sane value in the cookie field inside an HTTP header. After
that, a SOAP nmessage enconpassi ng the replying NETCONF hell o nessage
is added. The cookie field inside the HITP header is used for

mai ntai ning the state of the HITTP connection over which the NETCONF-
session nmi ntenance is ensured. The network equi pnent then sends an
HTTP response nessage to the NMS. Wen the network equi pnent

recei ves a NETCONF cl ose-session nessage fromthe NMS, it erases the
stored session identifier

4. @uidelines for Devel oping NETCONF Clients and Servers

In the case of SOAP transport mapping, sharing information on the

ki nds of devel opnent tools that are avail able would hel p devel opers
start devel opi ng SOAP-based NETCONF clients and servers. That woul d
contribute to the rapid depl oynent of SQAP-based NETCONF clients and
servers.
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4.1. Procedures of Devel opnent of NETCONF Clients

To devel op a SOAP-based NETCONF client, a stub code nmay be generated
A stub is a library that is generated automatically from WSDL by a
Web Services tool and that acts as a group of APlIs. Wen using
Apache Axis as a Wb Services tool, a generated stub is in the form
of Java APls. These Java APls display interfaces of a Wb Service as
if they are nethods capable of configuring a | ocal nachine.

The WBDL file naned "netconf-soap_1.0.wsdl", which is selected from
[ RFCA743], specifies NETCONF nmessages to be exchanged between the
NETCONF client and server. These NETCONF nessages are the "hell o"
message and "rpc" nessage. Therefore, stub codes for creating the
"hel | 0" nmessage and "rpc" nessage are generated from "netconf-
soap_1.0.wsdl". However, the file "netconf-soap_1.0.wsdl" is not
sufficient because no service elenent is specified.

In "nmyNet conf Service.wsdl", which is also selected from|[RFC4743], a

service elenent is specified and "netconf-soap_1.0.wsdl" is inported.
Stub codes generated fromthose WoDL files are found in files such as
"Net conf.java", "Netconflocator.java", and "NetconfBi ndi ngSt ub.java"

When interfaces are used to operate the NETCONF protocol in the
manner of "get-config" and "edit-config", for exanple, an XM. schenm
file nanmed "netconf.xsd", which is selected from][RFC4741], is used
by being inported into "netconf-soap_1.0.wsdl". Using the XM
schenma, nethods of operating the NETCONF protocol are generated in
files such as "Get ConfigType.java" and "Edit ConfigType.java"

When interfaces are used to configure network functions at the
networ k equi pnent, a data nodel of each network function has to be
defined in the style of an XM. schema. The XML schema may be
imported into "netconf-soap_1.0.wsdl" in the same manner as that of
the XML schema in [ RFC4741].

The connection between the NETCONF schenma and a data nodel shoul d be
made by inserting the following attribute into elenments of each data
nodel. This attribute is defined in the XM. schema in [ RFC4741].

<xs:attribute name="operation" type="editQperationType"
def aul t =" nerge"/ >

Consequent |y, using "myNetconfService.wsdl" to inport "netconf-
soap_1.0.wsdl ", NETCONF schenma, and the data nodel nakes it possible
to generate stub files containing interfaces to configure network
equi prrent .
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When stub codes are generated, the devel opnent environnment nay be
arranged as well. The devel opnent of a Java-based NETCONF client may
use JDK (Java Devel opnment Kit) [JDK] and Apache Axis. |In addition
usi ng some | DE (I ntegrated Devel opment Environnent) such as Eclipse
[Eclipse] with Apache Ant [Ant] and Net Beans [ Net Beans] woul d reduce
t he devel oper workl oad significantly. Wen Eclipse is used as an
IDE, first, the library (*.jar files) of Axis has to be added to the
devel opnent project’s build path as an external library. The library
of Axis acts as a SOAP library, so there is no need to be concerned
about SOAP nmessagi ng when programmi ng a NETCONF client using the
library of Axis.

4.1.1. Devel oping NETCONF Clients w thout Eclipse

G ven that devel opment of a NETCONF client is carried out in the
envi ronnment of a Wndows conputer w thout Eclipse, and that

"nyNet conf Servi ce.wsdl " is placed in the "C:\Netconfdient"
directory, a stub is generated by executing the followi ng command in
t he conmand pronpt.

C:\Netconfd ient>java -classpath .; %X S HOVE% | i b\axis.jar; %
AXI'S HOVE% | i b\ jaxrpc.jar; %AXIS HOVE% | i b\ saaj . j ar; %AXI S_HOVE%
\I'i b\ cormons-1 oggi ng-1.0.4.jar; %AXI S_ HOVE% | i b\ cormons- di scovery-
0.2.jar; %XIS HOVE% | i b\wsdl 4j-1.5.1.jar

org. apache. axi s. wsdl . WsDL2Java -p stub myNet conf Servi ce. wsdl

In the directory where the WSDL file is |ocated, the WsSDL2Java
command is executed. Locations of each Axis library have to be
specified. The environment variable of "AXIS HOVE" is the directory
where Axis is installed. By executing the above command, files with
an extension of "*.java" are generated in the "stub" directory, which
is specified by the above command. Inside the stub directory, we can
find files such as "NetconfBi ndi ngStub.java", "Hello.java", and

" Cet Confi gType. j ava"

Next, it is necessary to conpile these files by executing the
foll owi ng command in the conmand pronpt.

C:\Netconfd ient>javac -classpath .; %X S HOVE% | i b\axis.jar; %
AXI' S HOVE% | i b\ j axrpc.jar stub/*.java

After the conpilation of those java files, "*.class" files are
generated. After the conpiling is done, the source code of the
NETCONF client has to be witten. Sanple source code of the NETCONF
client is shown in Figure 3. This NETCONF client is witten by
utilizing stub classes and interfaces, which are inported into the

| ocal package and referenced.
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i mport org.apache. axi s. types. Unsi gnedl nt;
i mport org.apache. axi s. types. *;

public class Netconfdient {
/**
* @aram args
*/
public static void nmain(String[] args) {
/] TODO Aut o- gener ated net hod stub
try{
NetconfCient client = new Netconfdient();
java.net.URL url = new java.net.URL(args[0]);
st ub. Net conf netconf =
new st ub. Net conf Locat or () ;
st ub. Net conf Port Type stubNetconf =
net conf . get net conf Port (url);

URI[] uri = new URI[1];

stub. hol ders. Hel | oCapabi | i ti esHol der
capability = new

st ub. hol ders. Hel | oCapabi | i ti esHol der (uri);

Unsi gnedint id = new Unsignedint();

i d.setValue(1);

or g. apache. axi s. hol der s. Unsi gnedl nt Hol der

hol der = new

or g. apache. axi s. hol der s. Unsi gnedl nt Hol der (i d)

gtubhbtconf.helIo(capability, hol der) ;
}catch(Exception e){

e.printStackTrace();
}

Fi gure 3: Sanpl e Source Code of NETCONF Clients

To add functions such as the rel ease of |og nmessages, these functions
have to be incorporated at this stage. Again, the NETCONF client is
devel oped by compiling its source codes.

4.1.2. Devel oping NETCONF Clients Using Eclipse
When we use Eclipse and Apache Ant, the procedures described in the
previous section are significantly sinplified and executed at one

time. In this case, files naned "build.xm " and "buil d. properties”
are required for Apache Ant.
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The file naned "build.xm" is witten in XM. and seen by Apache Ant
when Apache Ant is running on Eclipse. The file specifies how Apache
Ant behaves. According to the descriptions of the file, Apache Ant
conpi | es source codes, generates JAR (Java ARchive) file, and so on
On the other hand, the file naned "buil d. properties” specifies
properties of the devel opnent environnment where Apache Ant runs.

This file is referred to by the "build. xm" file.

Exanpl es of "build.xm " and "buil d. properties" are shown in Figure 4
and Figure 5, respectively.

<?xm version="1.0"?>
<project name="Netconfdient" default="all" basedir=".">
<property file="build. properties"/>
<pat h id="axis-cl asspath">
<fileset dir="${axis.libdir}">
<i ncl ude nanme="*.jar"/>
</fileset>
</ pat h>
<t arget name="prepare">
<mkdir dir="${destdir}"/>
</target>
<target name="stub" depends="prepare">
<j ava cl assnane="or g. apache. axi s. wsdl . WsDL2Java" fork
="Yes" >
<arg val ue="-0"/>
<arg val ue="${srcdir}"/>
<arg val ue="-p"/>
<arg val ue="${stub.stubdir}"/>
<arg val ue="${st ub. wsdl path}"/>
<cl asspath refi d="axis-classpath"/>
</java>
</target>
<target name="conpile" depends="stub">
<javac srcdir="${srcdir}" destdir="%{destdir}"
encodi ng="UTF- 8" >
<cl asspath refi d="axis-classpath"/>
</javac>
</target>
<target name="stub-jar" depends="conpile">
<jar jarfile="${stub.jar}" basedir="${destdir}"/>
</target>
<target name="all" depends="stub-jar"/>
</ proj ect>

Figure 4: build.xm of NETCONF dients
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axis.libdir=C /axis-1 4/lib
srcdir=src

destdi r=cl asses

st ub. st ubdi r =st ub

st ub. wsdl pat h=nyNet conf Ser vi ce. wsdl
stub. j ar =NETCONF. j ar

Figure 5: build.properties of NETCONF Clients

The | ocation of the WSDL file should be specified in the
"buil d. properties” file. In the case shown in Figure 5, the |ocation
of the WBDL file is specified as being under the current directory.

By runni ng Apache Ant on Eclipse, the steps specified in Figure 4 are
taken. First, stub codes are generated. Then, conpiling of those
stub codes is executed. W were careful about the encoding style
used for the conpiling. After the conpilation, Apache Ant will
generate a JAR file, which is the output that conpresses all stub
files (*.class) and acts as a library. 1In this exanple, the nane
"NETCONF.jar" is specified in Figure 5. The "NETCONF.jar" file also
has to be added to the build path of the devel opnent project as an
external library.

After the "NETCONF.jar" file is added to the build path of the

devel opnent project, source codes of the NETCONF client can be
witten by utilizing stub classes and interfaces. Source codes like
the one shown in Figure 3 can be witten. By running Apache Ant
again, the source code of the NETCONF client is conpiled. The
NETCONF client is developed in this manner

4.2. Procedures of Devel opnent of NETCONF Servers

In the Wb Services framework, there are two approaches for

devel oping a Wb Services provider, nanely a NETCONF server. One is
call ed the top-down approach, and the other is called the bottomup
approach. The top-down approach is carried out by first designing a
WSDL file. A skeleton source code fromthe WSDL file is then
generated by using a Wb Services tool such as Apache Axis. The
generated skeleton code is just a tenplate of the Wb Services
provider’s source code. Therefore, even though the Web Services
provider’s skel eton code works on its own, if additional functions
were necessary, the generated skeleton code woul d require additiona
source codes. This approach is superior to the bottomup approach in
terns of interoperability because the specification is already
defined in the WBDL file. Al vendors have to be in conpliance wth
the WBDL file.
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In contrast, the bottomup approach is carried out by first creating
Web Services from source code (e.g., Java bean) and then generating a
WSDL file fromthe source code by using a Wb Services tool such as
Axis. This approach is faster and easier than the top-down approach
However, in the bottomup approach, it is difficult to ensure
interoperability since inplenentation of a Wb Services becones
vendor - speci fi c.

When devel opi ng a NETCONF server, the WSDL file is already defined in
[ RFCA743], so there is no choice but to devel op the NETCONF server
usi ng the top-down approach. The renmainder of this section describes
t he t op-down approach for devel opi ng a NETCONF server

To devel op a SOAP-based NETCONF server using the top-down approach, a
skel eton code is necessary. A skeleton is a library, which is also
generated automatically from WsSDL by a Wb Services tool. Wen using
Axis as a Wb Services tool, the generated skeleton is in the form of
a Java library. Fromthe same WBDL file as that used for generating
the stub code, skeleton codes are generated in files such as

"Net conf Bi ndi ngSkel eton. java", "Hello.java", and

" Cet Confi gType. java"

When skel eton codes are bei ng generated, the devel opnent environment
may be arranged as well. Moreover, when a Java-based NETCONF server
i s being devel oped, in addition to JDK and Axis, a servlet container
such as Apache Tontat [Tontat] is necessary. The "webapps\axis"
directory under the Axis directory has to be copied to the "webapps"
directory under the Tontat directory.

4.2.1. Devel oping NETCONF Servers w t hout Eclipse

G ven that the devel opnent environnent of a NETCONF server is created
in the environment of a Wndows conmputer wi thout Eclipse and

"nyNet conf Servi ce.wsdl" is placed in the "C: \NetconfServer"

directory, a skeleton is generated by executing the foll ow ng conmand
in the comand pronpt.

C:\ Net conf Server >j ava -classpath .; %X S HOVE% | i b\axis.jar; %
AXIS HOVE% | i b\jaxrpc.jar; %X S HOVE% | i b\ saaj . j ar; %AXI S_HOVE%
\li b\ comons-1ogging-1.0.4.jar; %XI S HOVE% | i b\ conmons- di scovery-
0.2.jar; %AXI S HOVEW | i b\wsdl 4j-1.5.1.jar

org. apache. axi s. wsdl . WsDL2Java -p skeleton -s -S true -d Session
myNet conf Ser vi ce. wsdl

In the directory where the WSDL file is |located, a WsDL2Java conmmand
is executed. Locations of each Axis library should be specified.

The environnent variable of "AXIS HOVE" is a directory where Axis is
installed. By executing the above command, files with an extension
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of "*.java" are generated in the "skeleton" directory, which is

specified in the above comuand. Inside the skeleton directory, files
such as "Net conf Bi ndi ngSkel eton.java", "Hello.java", and

"Cet ConfigType.java" exist. Furthernore, files nanmed "depl oy.wsdd"
and "undepl oy. wsdd" are found. "Deploy.wsdd" and "undepl oy. wsdd" are

used when depl oying a NETCONF server in a servlet contai ner and when
undepl oyi ng a NETCONF server froma servlet container, respectively.

Addi ng source codes of NETCONF server functions to skeleton codes
such as "NetconfBindinglnpl.java" is required as the need arises.
Functions such as the rel ease of | og nessages have to be added at
this stage. After that, by executing the followi ng conmmand in the
command pronpt, conpilation of java files is carried out. Doing so
will generate "*.class" files.

C:\ Net conf Server >j avac -classpath .; %X S HOVE% | i b\axis.jar; %
AXI'S HOVE% | i b\ j axrpc.jar skeleton/*.java

A NETCONF server can be devel oped by followi ng the above-descri bed
procedures. These class files should be copied into the directory
"webapps\ axi s\ \EB- | NFO\ cl asses" of the Apache Tontat directory.
Finally, the NETCONF server is deployed by executing the foll ow ng
command.

C.\ Net conf Server >j ava -classpath .;%XIS HOVE% | i b\axi s.jar; %
AXI'S HOVE% | i b\jaxrpc.jar; %XIS HOVE%W | i b\ saaj . j ar; ¥%AXI S_HOVE%
\'li b\ comons-1ogging-1.0.4.jar; XIS HOVE% | i b\ commons- di scovery-
0.2.jar org.apache.axis.client. AdninClient -p 832 depoy.wsdd

The conmand is executed in the directory where "depl oy. wsdd" is

| ocated. The file "deploy.wsdd" is generated at the sanme tine the
skel eton code is generated. After deploynment, the NETCONF server
recei ves NETCONF nessages sent fromthe NETCONF client.

4.2.2. Devel opi ng NETCONF Servers Using Eclipse

When Eclipse and Apache Ant are used, the procedures described in the
previous section are significantly sinplified and executed at one
time. Files nanmed "build.xm " and "build. properties" are required
for Apache Ant. Exanples of "build.xm " and "build. properties” are
shown in Figure 6 and Figure 7, respectively.
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<?xm version="1.0"?>
<proj ect nanme="Netconf Servi ce" default="all" basedir=".">
<property file="build. properties"/>
<pat h id="axis-cl asspath">
<fileset dir="${axis.libdir}">
<include name="*.jar"/>
</fileset>
</ pat h>
<target nane="prepare">
<mkdir dir="${srcdir}"/>
<nkdir dir="${destdir}"/>
</target>
<target name="skel eton" depends="prepare">
<java cl assnanme="or g. apache. axi s. wsdl . WsDL2Java" fork
="Yes">
<arg val ue="-p"/>
<arg val ue="${skeletondir}"/>
<arg val ue="-0"/>
<arg value="${srcdir}"/>
<arg val ue="-s"/>
<arg val ue="-S"/>
<arg value="true"/>
<arg val ue="-d"/>
<arg val ue="Session"/>
<arg val ue="${wsdl path}"/>
<cl asspath refid="axis-classpath"/>
</java>
</target>
<target name="conpile" depends="skel eton">
<javac srcdir="${srcdir}" destdir="%${destdir}"
encodi ng="UTF- 8" >
<cl asspath refid="axis-classpath"/>
</javac>
</target>
<t arget name="copy2axis" depends="conpile">
<copy todir="${tontat.axis.classesdir}" overwite=
"true">
<fileset dir="%${destdir}">
<i ncl ude name="*.cl ass"/>
<i ncl ude name="*/*.class"/>
<i ncl ude name="*/*/*_class"/>
</fileset>
</ copy>
</target>
<target name="depl oy" depends="copy2axis">
<j ava cl assnanme="org. apache. axis.client. Admndient"
fork="Yes">
<arg val ue="-p"/>
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<arg val ue="${depl oy. port}"/>
<arg val ue="${depl oy. ddname}"/ >
<cl asspath refi d="axis-classpath"/>

</java>
</target>
<target nane="all" depends="depl oy"/>

</ proj ect>
Figure 6: build.xm of NETCONF Servers

axis.libdir=C /axis-1 4/1ib

tontat. axi s. cl assesdir=

C./ Program Fi | es/ Apache Software Foundation/ Tontat 6.0/
webapps/ axi s/ V\EB- | NF/ cl asses

srcdir=src

dest di r=cl asses

skel et ondi r =skel et on

wsdl pat h=nyNet conf Ser vi ce. wsdl

depl oy. port =832

depl oy. ddnanme=sr ¢/ skel et on/ depl oy. wsdd

Figure 7: build.properties of NETCONF Servers

The | ocations of the WoDL file and "depl oy. wsdd" file have to be
specified in the "build.properties" file. In Figure 7, the location
of the WSDL file and "depl oy.wsdd" file are specified as being under
the current directory.

By runni ng Apache Ant on Eclipse, the steps shown in Figure 6 are
followed. First, skeleton codes have to be generated. After the
skel eton codes are generated, source codes of the NETCONF server
functions may be added to the skeleton codes according to the
functions that devel opers intend to add.

Then, by runni ng Apache Ant again, conpiling of the skeleton codes is
executed. As a result, class files of the NETCONF server are
generated. Apache Ant copies these class files to the directory of
Tontat and depl oys the NETCONF server. After that, the NETCONF
server beconmes accessible by the NETCONF client.

lijima, et al. I nf or mat i onal [ Page 17]



RFC 5381 Experi ence of |nplementi ng NETCONF/ SOAP Cct ober 2008

4.2.3. Devel oping NETCONF Servers with C Progranmni ng Language

When the NETCONF server for network equi pment is being inplenmented,
menory capacity might be limted, so it mght not be possible to
install a Java environment on the network equi pment. The networ k-
equi pnent platform m ght not support a Web Services tool. In that
case, it may be necessary to inplenent SOAP as well as the NETCONF
server by using C programi ng | anguage on the network equi pnent.

To devel op a NETCONF server capabl e of receiving NETCONF nessages
sent over SOAP/HTTP, the network equi pnent may have an HTTP daenon
and a NETCONF service provider. A comonly used HTTP daenon can be
used. A SOAP nodul e may be added to the HTTP daenbn as a connector
bet ween t he HTTP daenon and the NETCONF service provider. The
NETCONF service provider for parsing NETCONF nessages sent fromthe
NETCONF client and sending reply NETCONF nessages toward the NETCONF
client may be devel oped.

When an HTTP daenon receives a SOAP nessage that is sent over HITP,
the message is handed over to the SOAP nodul e incorporated in the
HTTP daenon. Then, the SOAP nodul e renoves the SOAP header and
passes NETCONF nessages to the NETCONF service provider. After that,
the NETCONF service provider parses the NETCONF nessages and
configures the network equi pnent accordingly.

5. Security Considerations

The security considerations of [RFCA741] and [ RFC4743] are applicable
in this docunent. Inplementers or users of SOAP-based NETCONF
clients and servers should take these considerations into account.

As specified in the security considerations section of [RFC4743],
transport-level security, such as authentication of users and
encryption of transport protocol, has to be ensured by TLS (Transport
Layer Security) in the case of NETCONF SOAP binding. That is,
security has to be provided in the form of NETCONF/ SOAP/ HTTPS.
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