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Abst r act

Wrel ess LAN product architectures have evolved from single

aut ononobus access points to systens consisting of a centralized
Access Controller (AC) and Wreless Termination Points (WIPs). The
general goal of centralized control architectures is to nbve access
control, including user authentication and authorization, nmobility
managenent, and radi o managenent fromthe single access point to a
centralized controller.

This specification defines the Control And Provisioning of Wreless
Access Points (CAPWAP) Protocol Binding Specification for use with
the I EEE 802.11 Wrel ess Local Area Network protocol.

Tabl e of Contents

1. INtroduCti ON ... 4
1.1, Goal S oo 5
1.2. Conventions Used in This Document .......................... 5
1.3, Termnol 0gy . ..o 5

2. TEEE 802.11 BindiNg .. ...t 7
2.1. CAPWAP Wreless Binding ldentifier .......... ... .. ... ...... 7
2.2. Split MAC and Local MAC Functionality ...................... 7

2.2.0. Split MAC .o 7
2.2.2. Local MAC ... 12

2.3. Roaming Behavior .......... . ... . 15
2.4, Goup Key Refresh ... . . 16
2.5. BSSIDto WLAAN ID MAPPI NG . . oot e e e e 17
2.6. CAPWAP Data Channel QoS Behavior .......................... 18
2.6.1. IEEE 802.11 Data Frames .......... ... 18
2.6.1.1. 802.1p SUPPOrt ... 19

2.6.1.2. DSCP SUPPOrt . ... 19

2.6.2. |EEE 802.11 MAC Managenent Messages ................ 21

2.7. Run State Qperation ......... ... 21

3. | EEE 802. 11 Specific CAPWAP Control Messages ................... 21
3.1. |EEE 802.11 WLAN Configuration Request .................... 22
3.2. |EEE 802.11 WLAN Configuration Response ................... 23

4. CAPWAP Data Message Bindings ........... ... 23

5. CAPWAP Control Message Bindings ......... ... . ... . .. 25
5.1. Discovery Request MeSSAQgEe .. ... ...ttt 25
5.2. Discovery Response MeSSage . ... ......iiiiiiiannnnnn.. 25
5.3. Primary Discovery Request Message .............ccouiuinan.. 25
5.4. Primary Discovery Response MeSSage ............couuuuunen.. 26
5.5. Join Request MeSSa0e . ...ttt 26
5.6. Join Response MeSSage .. .. ...ttt 26
5.7. Configuration Status Request Message ...................... 26
5.8. Configuration Status Response Message ..................... 27
5.9. Configuration Update Request Message ...................... 27

Cal houn, et al. St andards Track [ Page 2]



RFC 5416 CAPWAP Prot ocol Binding for |EEE 802.11 March 2009

10.

5.10. Station Configuration Request .............. ... oo 28
5.11. Change State Event Request ............ ... ... 28
5.12. WIP Event Request . ... ... ... 28
| EEE 802.11 Message Elenent Definitions ........................ 29
6.1. I EEE 802.11 Add WLAN . . ..o 29
6.2. IEEE 802.11 ANt eNNa ... ..ottt 35
6.3. | EEE 802.11 Assigned WIP BSSID ......... ... ... 36
6.4. IEEE 802.11 Delete W.AN . ... e 37
6.5. | EEE 802.11 Direct Sequence Control ....................... 37
6.6. | EEE 802.11 Information Element ......... ... ... ... ... ..... 38
6.7. | EEE 802.11 MAC Operation ...........uiiiiniiiennnnn 39
6.8. IEEE 802.11 MC Countermeasures ..............uouuuiunennn.. 41
6.9. I|EEE 802.11 Multi-Domain Capability ....................... 42
6.10. IEEE 802.11 OFDM Control ......... .. i 43
6.11. IEEE 802.11 Rate Set . ..........ui it 44
6.12. | EEE 802.11 RSNA Error Report From Station ............... 44
6.13. IEEE 802.11 Station ...........uiiiitiii i 46
6.14. | EEE 802.11 Station QoS Profile ....... ... ... ... ... .... 47
6.15. | EEE 802.11 Station Session Key ............ccoiiiiina... 48
6.16. IEEE 802.11 StatisticCS .... ..t 50
6.17. | EEE 802.11 Supported Rates .......... ... ... 54
6.18. I EEE 802.11 TX POWEr . ... ... e 54
6.19. | EEE 802.11 Tx Power Level .......... ... ... . . . .. 55
6.20. | EEE 802.11 Update Station QoS ............ ... iiirin. 56
6.21. I EEE 802.11 Update WLAN ... ... . . e 57
6.22. | EEE 802.11 WIP Quality of Service ....................... 61
6.23. | EEE 802.11 WIP Radio Configuration ...................... 63
6.24. |EEE 802.11 WIP Radio Fail AlarmlIndication .............. 65
6.25. | EEE 802.11 WIP Radio Information ........................ 66
| EEE 802. 11 Binding WIP Saved Variables ........................ 67
7.1. I EEE80211Antennalnfo ...... ... ... . 67
7.2. 1 EEE80211DSCont rol . ... . 67
7.3. I EEE80211MACORErati ON . ... ..ot e 67
7.4. | EEE802110FDMCONtrol ... 67
7.5. I EEE80211Rat @Set . .. ...t 67
7.6. I EEEBO211TXPOWEr . . ..\t e 67
7.7. IEEE8BO211Q0S . . .\ttt 68
7.8. IEEE80211RadioConfig .. ... .. e 68
Technol ogy Specific Message Element Values ..................... 68
8.1. WP Descriptor Message El enment, Encryption
Capabilities Field ....... ... . . 68
Security Considerati ONS . ........ .. e 68
9.1. IEEE 802. 11 SeCUrity ... .. e e 68
IANA Considerati ONS ... ...t e e e 70
10.1. CAPWAP Wreless Binding ldentifier ....................... 70
10. 2. CAPWAP | EEE 802. 11 Message Types . ...... ... 70
10. 3. CAPWAP Message Element Type ......... ... 70
10.4. I EEE 802.11 Key StatUS ... ...ttt 71

Cal houn, et al. St andards Track [ Page 3]



RFC 5416 CAPWAP Prot ocol Binding for |EEE 802.11 March 2009

10.5. TEEE 802. 11 Q0SS ... ittt e e e e e 71
10.6. 1EEE 802.11 AUth TYPe . ..ottt 71
10.7. I EEE 802.11 Antenna Conbiner ............ .. . . ... ... 71
10.8. | EEE 802.11 Antenna Selection ............. . . ... .. .. ... 72
10.9. I EEE 802.11 Session Key Flags .......... ... .. .. ... .. ..... 72
10.10. I EEE 802.11 Tagging Policy ......... ... .. . .. 72
10.11. IEEE 802.11 WIP Radio Fail ............ ... . .. . .. 72
10.12. 1EEE 802.11 WIP Radi O TYPE .. ..ot 73
10. 13. WIP Encryption Capabilities ....... ... . ... ... . ... . . ... ... 73
11. Acknow edgment S . .. ... 73
12, Ref BrENCES .. o 73
12. 1. Normative References .......... ... i, 73
12. 2. Informative References ........... .. i, 75
1. Introduction

The CAPWAP protocol [RFC5415] defines an extensible protocol to all ow
an Access Controller to manage w rel ess agnostic Wrel ess Term nation
Points. The CAPWAP protocol itself does not include any specific

wi rel ess technologies; instead, it relies on a binding specification
to extend the technology to a particular wrel ess technol ogy.

This specification defines the Control And Provisioning of Wreless
Access Points (CAPWAP) Protocol Binding Specification for use with
the I EEE 802.11 Wrel ess Local Area Network protocol. Use of CAPWAP
control nessage fields, new control nessages, and nessage el enents
are defined. The mininumrequired definitions for a binding-specific
Statistics message el enent, Station nessage el enent, and WP Radi o

I nformati on nessage el enent are included.

Note that this binding only supports the | EEE 802. 11- 2007
specification. O note, this binding does not support the ad hoc
network node defined in the | EEE 802.11-2007 standard. This
specification al so does not cover the use of data franes with the
four-address format, commonly referred to as Wrel ess Bridges, whose
use is not specified in the | EEE 802. 11-2007 standard. This protoco
specification does not currently officially support |EEE 802.11n
That said, the protocol does allow a WIP to advertise support for an
| EEE 802. 11n radi o; however, the protocol does not allow for any of
the protocol’s additional features to be configured and/or used. New
| EEE protocol specifications published outside of this docunent
(e.g., |EEE 802.11v, |EEE 802.11r) are also not supported through
this binding, and in addition to | EEE 802. 11n, nust be addressed

ei ther through a separate CAPWAP bi nding, or an update to this

bi ndi ng.
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In order to address inmedi ate narket needs for standards still being
devel oped by the | EEE 802.11 standards body, the WFi Alliance
created interimpseudo-standards specifications. Two such
specifications are widely used in the industry, nanely the W Fi
Protect Access [WPA] and the WFi MiltiMedia [WWMM specifications

G ven their w despread adoption, this CAPWAP bi ndi ng requires the use
of these two specifications.

1.1. CGoals

The goals of this CAPWAP protocol binding are to make the
capabilities of the CAPWAP protocol available for use in conjunction
with | EEE 802. 11 wirel ess networks. The capabilities to be nade
avai |l abl e can be sunmari zed as:

1. To centralize the authentication and policy enforcenent functions
for an | EEE 802.11 wirel ess network. The AC nmay al so provide
centralized bridging, forwarding, and encryption of user traffic.
Centralization of these functions will enable reduced cost and
hi gher efficiency by applying the capabilities of network
processing silicon to the wireless network, as in wred LANs.

2. To enabl e shifting of the higher-Ilevel protocol processing from
the WIP. This leaves the tine-critical applications of wreless
control and access in the WIP, naking efficient use of the
conmputing power available in WIPs that are subject to severe cost
pressure.

The CAPWAP protocol binding extensions defined herein apply solely to
the interface between the WIP and the AC. Inter-AC and station-to-AC
communi cation are strictly outside the scope of this docunent.

1.2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
1.3. Termnol ogy
This section contains definitions for ternms used frequently
t hroughout this docunent. However, nany additional definitions can
be found in [|EEE. 802-11.2007].
Access Controller (AC): The network entity that provides WIP access

to the network infrastructure in the data plane, control plane,
managenent plane, or a conbination therein.
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Basic Service Set (BSS): A set of stations controlled by a single
coordi nation function.

Distribution: The service that, by using association information,
delivers nedi um access control (MAC) service data units (MSDUs)
within the distribution system (DS).

Distribution System Service (DSS): The set of services provided by
the distribution system (DS) that enabl e the nedi um access control
(MAC) layer to transport MAC service data units (MSDUs) between
stations that are not in direct comunication with each other over a
single instance of the wireless nmedium (W) . These services include
the transport of MSDUs between the access points (APs) of basic
service sets (BSSs) w thin an extended service set (ESS), transport
of MSDUs between portals and BSSs within an ESS, and transport of
MSDUs between stations in the sane BSS in cases where the MSDU has a
mul ti cast or broadcast destination address, or where the destination
is an individual address but the station sending the MSDU chooses to
i nvol ve the DSS. DSSs are provided between pairs of | EEE 802. 11
MACs.

Integration: The service that enables delivery of nmedi um access
control (MAC) service data units (MSDUs) between the distribution
system (DS) and an existing, non-|EEE 802.11 |ocal area network (via
a portal).

Station (STA): A device that contains an | EEE 802.11 conf or nant
medi um access control (MAC) and physical |ayer (PHY) interface to the
wi rel ess medi um (WM .

Portal : The Il ogical point at which nmedium access control (MAC
service data units (MSDUs) froma non-1EEE 802.11 | ocal area network
(LAN) enter the distribution system (DS) of an extended service set
(ESS).

WLAN: In this docunment, WLAN refers to a | ogical conponent
instantiated on a WIP device. A single physical WIP nay operate a
nunber of WLANs. Each Basic Service Set Identifier (BSSID) and its
constituent wireless terminal radios is denoted as a distinct W.AN on
a physical WP.

Wrel ess Termi nation Point (WIP): The physical or network entity that

contains an | EEE 802.11 RF antenna and wireless PHY to transmt and
receive station traffic for wirel ess access networks.
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2. | EEE 802.11 Binding

This section describes use of the CAPWAP protocol with the | EEE
802. 11 Wreless Local Area Network protocol, including Local and
Split MAC operation, Goup Key Refresh, Basic Service Set
Identification (BSSID) to WLAN Mappi ng, | EEE 802.11 MAC nanagenent
frane Quality of Service (Qos) tagging and Run State operation

2.1. CAPWAP Wreless Binding Identifier

The CAPWAP Header, defined in Section 4.3 of [RFC5415] requires that
al | CAPWAP bi ndi ng specifications have a Wrel ess Binding Identifier
(WBI D) assigned. This docunment, which defines the | EEE 802. 11

bi ndi ng, uses the val ue one (1).

2.2. Split MAC and Local MAC Functionality

The CAPWAP protocol, when used with | EEE 802. 11 devi ces, requires
speci fic behavior fromthe WIP and the AC to support the required
| EEE 802. 11 protocol functions.

For both the Split and Local MAC approaches, the CAPWAP functions, as
defined in the taxonony specification [ RFC4118], reside in the AC

To provi de system conponent interoperability, the WIP and AC MJUST
support 802. 11 encryption/decryption at the WIP. The WP and AC MAY
support 802.11 encryption/decryption at the AC

2.2.1. Split MAC

This section shows the division of |abor between the WIP and the AC
ina Split MAC architecture. Figure 1 shows the separation of
functionality between CAPWAP conponents.
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Function Locati on
Di stribution Service AC
I ntegration Service AC
Beacon CGeneration WP
Probe Response Ceneration WP
Power Mgnt/ Packet Buffering WP
Fragnent ati on/ Def ragnent ati on WI'P/ AC
Assoc/ Di sassoc/ Reassoc AC

| EEE 802. 11 QoS

O assifying AC
Schedul i ng WI'P/ AC
Queui ng WP

| EEE 802. 11 RSN
| EEE 802. 1X/ EAP AC
RSNA Key Managenent AC
| EEE 802. 11 Encryption/ Decryption WI'P/ AC

Fi gure 1: Mapping of 802.11 Functions for Split MAC Architecture

In a Split MAC Architecture, the Distribution and Integration
services reside on the AC, and therefore all user data is tunnel ed
between the WIP and the AC. As noted above, all real-tinme | EEE

802. 11 services, including the Beacon and Probe Response franes, are
handl ed on the WIP.

Al'l remaining | EEE 802.11 MAC managenent franmes are supported on the
AC, including the Association Request frame that allows the AC to be
i nvol ved in the access policy enforcenent portion of the | EEE 802.11
protocol. The | EEE 802. 1X [I| EEE. 802-1X. 2004], Extensible

Aut henti cation Protocol (EAP) [RFC3748] and | EEE Robust Security

Net wor k Associ ati on (RSNA) Key Managenent [ EEE. 802-11. 2007]
functions are also located on the AC. This inplies that the

Aut henti cati on, Authorization, and Accounting (AAA) client also

resi des on the AC

Whi |l e the admi ssion control conponent of | EEE 802. 11 resides on the
AC, the real-tinme scheduling and queuing functions are on the WP
Note that this does not prevent the AC from providing additiona
policy and scheduling functionality.

Note that in the following figure, the use of "( - )’ indicates that

processing of the frames is done on the WIP. This figure represents
a case where encryption services are provided by the AC
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dient WP AC

Beacon

Station Configurati on Request
[Add Station (Station MAC
Address), | EEE 802. 11 Add
Station (W.AN I D), |EEE
802. 11 Session Key(Fl ag=A)]

Station Configurati on Request
[Add Station(Station MAC
Address), |EEE 802.11 Add
Station (WLAN ID), |EEE 802.11
Station Session Key(Fl ag=0)]

o e e e e e e e e oo >
802. 11 Action Franes
Cm m o e e e e e e e e e e e e e e e e e e e e e e e e e eea >
802. 11 DATA (1)
Com e e e e e e e e e e e a oo [ >

Figure 2: Split MAC Message Fl ow

Figure 2 provides an illustration of the division of labor in a Split
MAC architecture. 1In this exanple, a W.AN has been created that is
configured for |EEE 802.11, using 802. 1X-based end user

aut henti cati on and Advanced Encryption Standard-Counter Myde with
CBC- MAC Protocol (AES-CCWP) link layer encryption (CCMVMP, see

[ FI PS. 197.2001]). The foll ow ng process occurs:

0 The WIP generates the | EEE 802. 11 Beacon franes, using information
provided to it through the | EEE 802. 11 Add W.AN (see Section 6.1)
message el ement, including the Robust Security Network | nformation
El ement (RSNIE), which indicates support of 802.1X and AES- CCVP.

0 The WP processes the Probe Request frame and responds with a

correspondi ng Probe Response frame. The Probe Request frame is
then forwarded to the AC for optional processing.
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o The WP forwards the | EEEE 802. 11 Aut hentication and Associ ation
frames to the AC, which is responsible for responding to the
client.

0 Once the association is conplete, the ACtransmts a Station
Configuration Request nessage, which includes an Add Station
message el enent, to the WIP (see Section 4.6.8 in [RFC5415]). In
t he above exanple, the WLAN was configured for | EEE 802. 1X, and
therefore the | EEE 802.11 Station Session Key is included with the
flag field s "A bit set.

o If the WIP is providing encryption/decryption services, once the
client has conpleted the | EEE 802.11 key exchange, the AC
transmits another Station Configuration Request nmessage, which
i ncl udes:

- An Add Station nessage el ement.

- An | EEE 802.11 Add Station nessage el enent, which includes the
W.AN | dentifier with which the station has associ at ed.

- An | EEE 802.11 Station Session Key nessage el enent, which
i ncl udes the pairw se encryption key.

- An | EEE 802.11 Informati on El enent nessage el enent, which
i ncl udes the Robust Security Network | nformation El enent
(RSNIE) to the WIP, stating the security policy to enforce for
the client (in this case AES-CC\VP).

o If the WIP is providing encryption/decryption services, once the
client has conpleted the | EEE 802.11 key exchange, the AC
transmits another Station Configuration Request message, which
i ncl udes:

- An Add Station nessage el ement.

- An | EEE 802.11 Add Station nessage el enent, which includes the
W.AN | dentifier with which the station has associ at ed.

- An | EEE 802.11 Station Session Key nessage el enent, which
i ncl udes the pairw se encryption key.

- An | EEE 802.11 Informati on El enent nessage el enent, which
i ncl udes the Robust Security Network | nformation El enent
(RSNIE) to the WIP, stating the security policy to enforce for
the client (in this case AES-CC\VP).
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o If the ACis providing encryption/decryption services, once the
client has conpleted the | EEE 802.11 key exchange, the AC
transmits another Station Configuration Request nmessage, which
i ncl udes:

- An Add Station nessage el enent.

- An | EEE 802.11 Add Station nessage el enent, which includes the
W.AN I dentifier with which the station has associ at ed.

- An | EEE 802.11 Station Session Key nessage element with the
flag field's '"C bit enabled (indicating that the AC will
provi de crypto services).

o The WP forwards any | EEE 802. 11 Managenent Action frames received
to the AC

o Al |EEE 802.11 station data franes are tunnel ed between the WP
and the AC

Note that during the EAP over LAN (EAPQL)-Key exchange between the
Station and the AC, the Receive Sequence Counter (RSC) field for the
G oup Key (GIK) needs to be included in the frame. The value of zero
(0) is used by the AC during this exchange. Additional details are
avail able in Section 9.1.

The WIP SHALL i nclude the | EEE 802. 11 MAC header contents in all
frames transnmitted to the AC.

When 802. 11 encryption/decryption is perforned at the WIP, the WP
MUST decrypt the uplink frames, MJST set the Protected Frane field to
0, and MUST nmeke the frame format consistent with that of an
unprotected 802.11 frame prior to transnitting the franes to the AC
The fields added to an 802. 11 protected frame (i.e., Initialization
Vector/Extended Initialization Vector (IV/EIV), Message Integrity
Code (MCQ), and Integrity Check Value (1 CV)) MJIST be stripped off
prior to transmission fromthe WIP to AC. For downlink franes, the
Protected Frane field MUST be set to O by the AC as the franme being
sent is unencrypted. The WP MUST apply the required protection
policy for the WLAN, and set the Protected Frane field on

transm ssion over the air. The Protected Frane field al ways needs to
accurately indicate the status of the 802.11 frane that is carrying
it.

When 802. 11 encryption/decryption is perfornmed at the AC, the WP
SHALL NOT decrypt the uplink frames prior to transmitting the frames
to the AC. The AC and WIP SHALL popul ate the | EEE 802. 11 MAC header
fields as described in Figure 3.
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MAC header field Locati on

Franme Control
Ver si on AC
ToDS AC
FronDS AC
Type AC
SubType AC
Mor eFr ag WI'P/ AC
Retry WP
Pwr  Mgnt -
Mor eDat a WP
Pr ot ect ed WP/ AC
O der AC

Dur ati on: WP

Address 1: AC

Addr ess 2: AC

Addr ess 3: AC

Sequence Cirl: WP

Addr ess 4: AC

QS Control: AC

Frame Body: AC

FCs: WP

Figure 3: Popul ation of the | EEE 802. 11 MAC Header Fields for
Downl i nk Franes

When 802. 11 encryption/decryption is perfornmed at the AC, the
MoreFrag bit is populated at the AC. The Pwm Mnt bit is not
applicable to downlink frames, and is set to 0. Note that the Frane
Check Sequence (FCS) field is not included in 802.11 franes exchanged
bet ween the WIP and the AC. Upon sending data franes to the AC, the
WIP is responsible for validating and stripping the FCS field. Upon
receiving data frames fromthe AC, the WIP is responsible for adding
the FCS field, and populating the field as described in

[ 1 EEE. 802-11. 2007] .

Not e that when the WIP tunnel s data packets to the AC (and vice
versa), the CAPWAP protocol does not guarantee in-order delivery.
Wien the protocol being transported over |EEE 802.11 is IP, out-of-
order delivery is not an issue as |IP has no such requirenents.
However, inplementers need to be aware of this protoco
characteristic before deciding to use CAPWAP.

2.2.2. Local MAC
Thi s section shows the division of |abor between the WIP and the AC

in a Local MAC architecture. Figure 4 shows the separation of
functionality anong CAPWAP conponents.
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Function Locati on

Di stribution Service WI'P/ AC
I ntegration Service WP
Beacon CGeneration WP
Probe Response Ceneration WP
Power Mgnt/ Packet Buffering WP
Fragnent ati on/ Def ragnent ati on WP
Assoc/ Di sassoc/ Reassoc WI'P/ AC

| EEE 802. 11 QoS
O assifying WP
Schedul i ng WP
Queui ng WP

| EEE 802. 11 RSN
| EEE 802. 1X/ EAP AC
RSNA Key Managenent AC
| EEE 802. 11 Encryption/ Decryption WP

Fi gure 4: Mapping of 802.11 Functions for Local AP Architecture

In the Local MAC node, the integration service exists on the WP
while the distribution service MAY reside on either the WIP or the
AC. Wen it resides on the AC, station-generated franes are not
forwarded to the ACin their native format, but encapsul ated as 802.3
franes.

While the MACis terminated on the WIP, it is necessary for the ACto
be aware of nobility events within the WIPs. Thus, the WIP MJST
forward the | EEE 802. 11 Associ ation Request franes to the AC. The AC
MAY reply with a failed Associati on Response frane if it deens it
necessary, and upon receipt of a failed Association Response frane
fromthe AC, the WIP MUST send a Di sassociation frame to the station

The | EEE 802. 1X [ | EEE. 802- 1X. 2004], EAP, and | EEE RSNA Key Managenent
[ 1 EEE. 802- 11. 2007] functions reside in the AC. Therefore, the WP
MUST forward all | EEE 802. 1X, EAP, and RSNA Key Managenent franes to
the AC and forward the correspondi ng responses to the station. This
inmplies that the AAA client also resides on the AC

Note that in the following figure, the use of "( - )’ indicates that
processing of the frames is done on the WP
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dient WP AC
Beacon
Lo m e e e e e e e e e e e e e e — - -
Pr obe
Lo m i m e e e e oo oo - >
802. 11 AUTH
K e e e e e e e e e e e e e e e e e mmmm -

Comm e e e e e e e e e e oo D e L >
Station Configurati on Request
[Add Station (Station MAC
Address), | EEE 802. 11 Add
Station (W.AN I D), |EEE
802. 11 Session Key(Fl ag=A)]

Station Configurati on Request
[Add Station(Station MAC
Address), |EEE 802.11 Add
Station (WAN ID), |EEE 802.11
Station session Key (Key=x),
| EEE 802. 11 Infornation
El enent ( RSNI E( Pai rwi se

.......................... >
802. 11 Action Franes
o mmm e e e e e e e e e e e e e e e e e e e e e e e oo oo >
802. 11 DATA
e~ >
Figure 5: Local MAC Message Fl ow
Figure 5 provides an illustration of the division of |abor in a Local

MAC architecture. 1In this exanple, a WLAN that is configured for
| EEE 802. 11 has been created using AES-CCWP for privacy. The
foll owi ng process occurs:

o0 The WP generates the | EEE 802.11 Beacon franes, using information
provided to it through the Add WLAN (see Section 6.1) nessage
el ement .

0 The WP processes a Probe Request frane and responds with a
correspondi ng Probe Response frane.

o The WIP forwards the | EEE 802. 11 Aut henti cation and Associ ati on
franes to the AC
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2.

3.

0 Once the association is conplete, the ACtransmts a Station
Configuration Request nessage, which includes the Add Station
nmessage elenent, to the WIP (see Section 4.6.8 in [RFC5415]). In
t he above exanple, the W.AN was configured for | EEE 802.1X, and
therefore the I EEE 802.11 Station Session Key is included with the
flag field s A bit set.

o The WP forwards all |EEE 802.1X and | EEE 802. 11 key exchange
nmessages to the AC for processing.

o The AC transmts another Station Configuration Request nessage,
whi ch i ncl udes:

- An Add Station nessage el ement, which MAY include a Virtual LAN
(VLAN) [IEEE. 802-1Q 2005] name, which when present is used by
the WIP to identify the VLAN on which the user’s data franes
are to be bridged.

- An | EEE 802.11 Add Station nessage el enent, which includes the
W.AN | dentifier with which the station has associ at ed.

- An | EEE 802.11 Station Session Key nessage el enent, which
i ncl udes the pairw se encryption key.

- An | EEE 802.11 Informati on El enent nessage el enent, which
includes the RSNIE to the WIP, stating the security policy to
enforce for the client (in this case AES-CCWP).

o The WP forwards any | EEE 802. 11 Managenent Action frames received
to the AC

o0 The WIP MAY locally bridge client data frames (and provide the
necessary encryption and decryption services). The WP MAY al so
tunnel client data frames to the AC, using 802.3 frame tunnel node
or 802.11 frame tunnel node.

Roani ng Behavi or

This section expands upon the exanples provided in the previous
section, and describes how the CAPWAP control protocol is used to
provi de secure roani ng

Once a client has successfully associated with the network in a
secure fashion, it is likely to attenpt to roamto another WP
Figure 6 shows an exanple of a currently associated station noving
fromits "Ad WIP* to a "New WIP". The figure is valid for multiple
different security policies, including | EEE 802.1X and Wrel ess
Protected Access (WPA) or Wreless Protected Access 2 (WPA2) [WPA].
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In the event that key caching was enpl oyed, the 802.1X Authentication
step would be elininated. Note that the exanple represents one where
crypto services are provided by the WIP, so in a case where the AC
provided this function the last Station Configuration Request would
be different.

dient ad WP New WI'P AC

Associ ati on Request/ Response
Ko m e e e e e e e e e e e e e e e — o (- )----------- - >
Station Configurati on Request
[Add Station (Station MAC
Address), | EEE 802. 11 Add
Station (W.AN I D), |EEE

________________ >

802. 1X Authentication (if no key cache entry exists)

o e e e e e e e e e e e e e e e e e D e >
802. 11 4-way Key Exchange

L T D >

Station Configurati on Request
[Del ete Station]

Station Configurati on Request
[Add Station(Station MAC
Address), |EEE 802.11 Add
Station (WLAN ID), |EEE 802.11
Station session Key (Key=x),
| EEE 802. 11 Information
El enent ( RSNI E( Pai rwi se
Ci pher =CCWP) ) ]

Figure 6: dient Roam ng Exanple
2.4. Goup Key Refresh

Periodically, the Goup Key (GIK) for the BSS needs to be updated.
The AC uses an EAPOL-Key frame to update the group key for each STA
inthe BSS. Wiile the ACis updating the GIK, each Layer 2 (L2)
broadcast frame transmtted to the BSS needs to be duplicated and
transmitted using both the current GIK and the new GIK. Once the GIK
updat e process has conpl eted, broadcast franes transnmitted to the BSS
will be encrypted using the new GIK

In the case of Split MAC, the AC needs to duplicate all broadcast

packets and update the key index so that the packet is transmtted
using both the current and new GIK to ensure that all STAs in the BSS
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receive the broadcast frames. In the case of Local MAC, the WP
needs to duplicate and transnit broadcast frames using the
appropriate index to ensure that all STAs in the BSS continue to
recei ve broadcast franes.

The Group Key update procedure is shown in the following figure. The
AC will signal the update to the GIK using an | EEE 802. 11
Configuration Request nessage, including an | EEE 802. 11 Update W.AN
nessage elenent with the new GIK, its index, the Transmit Sequence
Counter (TSC) for the G oup Key and the Key Status set to 3 (begin
GIK update). The AC will then begin updating the GIK for each STA.
During this tinme, the AC (for Split MAC) or WIP (for Local MAC) MJST
dupl i cate broadcast packets and transmit themencrypted with both the
current and new GIK. Wen the AC has conpleted the GIK update to all
STAs in the BSS, the AC MUST transnit an | EEE 802. 11 Confi guration
Request nessage including an | EEE 802.11 Update W.AN nessage el enment
contai ning the new GIK, its index, and the Key Status set to 4 (GIK
update conpl ete).

Cient WP AC

| EEE 802.11 W.AN Configurati on Request [Update
W.AN (GTK, GIK | ndex, GIK Start,
Group TSO) ]

)
| EEE 802.11 WLAN Configurati on Request [ Update
WLAN (GTK | ndex, GIK Conpl ete) ]

Figure 7: Goup Key Update Procedure
2.5. BSSIDto WLAN | D Mappi ng

The CAPWAP protocol binding enables the WIP to assi gn BSSI Ds upon
creation of a WLAN (see Section 6.1). Wile manufacturers are free
to assign BSSIDs using any arbitrary nechanism it is advised that
where possible the BSSIDs are assigned as a conti guous bl ock.

When assigned as a bl ock, inplenentations can still assign any of the
avail able BSSIDs to any W.AN. One possible nmethod is for the WIP to
assign the address using the follow ng algorithm base BSSID address
+ WLAN | D.
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The WIP communi cat es t he maxi num nunber of BSSIDs that it supports
during configuration via the | EEE 802. 11 WIP WLAN Radi o Configuration
nmessage el ement (see Section 6.23).

2.6. CAPWAP Data Channel QS Behavi or

The CAPWAP | EEE 802. 11 bindi ng specification provides procedures to
allow for the WIP to enforce Quality of Service on | EEE 802.11 Data
Franes and MAC Managenent nessages.

2.6.1. | EEE 802.11 Data Franes

When the WLAN is created on the WIP, a default Quality of Service
policy is established through the | EEE 802.11 WIP Quality of Service
nmessage el ement (see Section 6.22). This default policy will cause
the WIP to use the default QoS values for any station associated with
the WLAN in question. The AC MAY also override the policy for a

gi ven station by sending the | EEE 802. 11 Update Stati on QS nessage
el ement (see Section 6.20), known as a station-specific QS policy.

Beyond the default, and per station QoS policy, the | EEE 802.11
protocol also allows a station to request special QS treatnment for a
specific flow through the Traffic Specification (TSPEC) Infornmation
El ements found in the | EEE 802. 11-2007's QoS Action Frane.

Al ternatively, stations MAY al so use the WFi Alliance’ s WM
specification instead to request QoS treatnment for a flow (see
[WM). This requires the WIP to observe the Status Code in the | EEE
802. 11- 2007 and WWM QoS Action Add Traffic System (ADDTS) responses
fromthe AC, and provide the services requested in the TSPEC
Information Elenent. Sinmilarly, the WIP MUST observe the Reason Code
Information Element in the | EEE 802. 11- 2007 and WWM QoS Action DELTS
responses fromthe AC by renoving the policy associated with the
TSPEC

The | EEE 802.11 WIP Quality of Service nmessage el enent’s Taggi ng
Policy field indicates how the packets are to be tagged, known as the
Tagging Policy. There are five bits defined, two of which are used
to indicate the type of QS to be used by the WIP. The first is the
P bit, which is set to informthe WIP it is to use the 802.1p QS
mechani sm \When set, the 'Q bit is used to informthe WIP whi ch
802. 1p priority values it is to use.

The 'D bit is set toinformthe WIP it is to use the Differentiated
Services Code Point (DSCP) QS nechanism \Wen set, the "I’ and 'O
bits are used to informthe WIP which values it is to use in the

i nner header, in the station’s original packet, or the outer header,
the latter of which is only valid when tunneling is enabl ed.
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When an | EEE 802. 11 Update Station QoS nessage el enent is received,
while the specific 802.1p priority or DSCP val ues may change for a
gi ven station, known as the station specific policy, the origina
Taggi ng Policy (the use of the five bits) remains the sane.

The use of the DSCP and 802.1p QoS nechani sns are not nutually
excl usive. An AC MAY request that a WIP use none, one, or both types
of QoS nechani sns at the sanme tine.

2.6.1.1. 802.1p Support

The | EEE 802.11 WIP Quality of Service and | EEE 802. 11 Update Station
QS nessage el enents include the "802.1p Tag" field, which is the
802.1p priority value. This value is used by the WIP by addi ng an
802. 1Q header (see [|EEE. 802-1Q 2005]) with the priority field set
according to the policy provided. Note that this tagging is only
valid for interfaces that support 802.1p. The actual treatnent does
not change for either Split or Local MAC nodes, or when tunneling is
used. The only exception is when tunneling is used, the 802.1Q
header is added to the outer packet (tunnel ed) header. The |EEE
802. 11 standard does not pernit the station’s packet to include an
802.1Q header. Instead, the QS nechanisns defined in the | EEE

802. 11 standard are used by stations to mark a packet’s priority.
When the "P bit is set in the Tagging Policy, the "Q bit has the
fol |l owi ng behavi or:

Q1. The WIP marks the priority field in the 802.1Q header to
either the default or the station-specific 802.1p policy.

Q=0: The WIP marks the priority field in the 802.1Q header to the
value found in the User Priority field of the QS Contro
field of the | EEE 802.11 header. |If the QS Control field is
not present in the | EEE 802. 11 header, then the behavior
descri bed under ' Q1" is used.

2.6.1.2. DSCP Support

The | EEE 802.11 WIP Quality of Service and | EEE 802.11 Update Station
QS nessage el enents al so provide a "DSCP Tag", which is used by the
WP when the "D bit is set to nark the DSCP field of both the |Pv4
and | Pv6 headers (see [ RFC2474]). \When DSCP is used, the WP marks
the inner packet (the original packet received by the station) when
the "I’ bit is set. Simlarly, the WIP narks the outer packet

(tunnel header’s DSCP field) when the 'O bit is set.

When the 'D bit is set, the treatnent of the packet differs based on

whet her the WIP is tunneling the station’s packets to the AC
Tunnel i ng does not occur in a Local MAC node when the AC has
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communi cated that tunneling is not required, as part of the | EEE
802.11 Add W.AN nessage el enent, see Section 6.1. In the case where

tunneling is not used, the 'I" and O bits have the follow ng
behavi or s:
O=1: This option is invalid when tunneling is not enabled for

station data franes.

O=0: This option is invalid when tunneling is not enabled for
station data franes.

=1: The WIP sets the DSCP field in the station’s packet to either
the default policy or the station-specific policy if one
exi sts.

| =0: The WIP MUST NOT nodify the DSCP field in the station’s
packet .

For Split MAC node, or Local MAC with tunneling enabled, the WP
needs to contend with both the inner packet (the station's origina
packet) as well as the tunnel header (added by the WIP). In this
node of operation, the bits are treated as foll ows:

O=1: The WIP sets the DSCP field in the tunnel header to either the
default policy or the station specific policy if one exists.

O=0: The WIP sets the DSCP field in the tunnel header to the val ue
found in the inner packet’s DSCP field. |If encryption
services are provided by the AC (see Section 6.15), the packet
is encrypted; therefore, the WIP cannot access the i nner DSCP
field, in which case it uses the behavior described when the
'O bit is set. This occurs also if the inner packet is not
| Pv4 or | Pv6, and thus does not have a DSCP fi el d.

=1: The WIP sets the DSCP field in the station’s packet to either
the default policy or the station-specific policy if one
exists. |If encryption services are provided by the AC (see
Section 6.15), the packet is encrypted; therefore, the WP
cannot access the inner DSCP field, in which case it uses the
behavi or descri bed when the "I’ bit is not set. This occurs
also if the inner packet is not IPv4 or IPv6, and thus does
not have a DSCP fi el d.

=0: The WIP MUST NOT nodify the DSCP field in the station’s
packet .
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The CAPWAP protocol supports the Explicit Congestion Notification
(ECN) bits [RFC3168]. Additional details on ECN support can be found
in [ RFC5415].

2.6.2. | EEE 802.11 MAC Managenment Messages

It is reconmended that | EEE 802. 11 MAC Managenent frames be sent by
both the AC and the WIP with appropriate Quality of Service val ues,
listed below, to ensure that congestion in the network mnininmzes
occurrences of packet loss. Note that the QS Mechani sm specified in
the Tagging Policy is used as specified by the ACin the | EEE 802. 11
WP Quality of Service nessage el enent (see Section 6.22). However,
the station-specific policy is not used for | EEE 802. 11 MAC
Managenent franes.

802. 1p: The precedence value of 7 (decimal) SHOULD be used for all
| EEE 802.11 MAC managenent frames, except for Probe
Request s, whi ch SHOULD use 4.

DSCP: Al'l |1 EEE 802.11 MAC nmanagenent frames SHOULD use the CS6
per- hop behavior (see [RFC2474]), while | EEE 802. 11 Probe
Requests should use the Low Drop Assured Forwardi ng per-hop
behavi or (see [ RFC3246]).

2.7. Run State Qperation

The Run state is the nornmal state of operation for the CAPWAP
protocol in both the WIP and the AC.

When the WIP receives a WLAN Confi guration Request nessage (see
Section 3.1), it MJST respond with a W.AN Confi gurati on Response
message (see Section 3.2), and it renmains in the Run state.

When the AC sends a W.AN Confi gurati on Request nessage (see
Section 3.1) or receives the correspondi ng WLAN Confi guration
Response nessage (see Section 3.2) fromthe WIP, it remains in the
Run state.

3. | EEE 802.11 Specific CAPWAP Control Messages

This section defines CAPWAP Control nessages that are specific to the
| EEE 802. 11 binding. Two nessages are defined: |EEE 802.11 W.AN
Configurati on Request and | EEE 802. 11 W.AN Confi gurati on Response.
See Section 4.5 in [ RFC5415] for CAPWAP Control nessage definitions
and the derivation of the Message Type value fromthe | ANA Enterprise
nunber .
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The valid nessage types for | EEE 802. 11-specific control nessages are
listed below. The | ANA Enterprise nunber used with these nessages is
13277.

CAPWAP Control Message Message Type
Val ue

| EEE 802. 11 W.AN Confi gurati on Request 3398913

| EEE 802. 11 W.AN Confi gurati on Response 3398914

3.1. | EEE 802.11 WAN Configuration Request

The | EEE 802.11 W.AN Confi guration Request is sent by the ACto the
WP in order to change services provided by the WIP. This contro
nmessage is used to either create, update, or delete a W.AN on the
WIP.

The | EEE 802.11 W.AN Configuration Request is sent as a result of

ei ther sone nanual adnministrative process (e.g., deleting a W.AN), or
automatically to create a W.AN on a WIP. Wen sent automatically to
create a WLAN, this control nessage is sent after the CAPWAP
Configurati on Update Response nessage (see Section 8.5 in [ RFC5415])
has been received by the AC

Upon receiving this control nessage, the WIP will nodify the
necessary services and transnit an | EEE 802. 11 W.AN Confi gurati on
Response.

A WIP MAY provide service for nore than one WLAN;, therefore, every
WLAN is identified through a nunerical index. For instance, a WP
that is capable of supporting up to 16 Service Set ldentifiers
(SSIDs), could accept up to 16 | EEE 802.11 W.AN Confi gurati on Request
nmessages that include the Add WLAN nessage el enent.

Since the index is the primary identifier for a WAAN, an AC MAY
attenpt to ensure that the sane WAAN is identified through the sanme

i ndex nunber on all of its WIPs. An AC that does not follow this
approach MUST find sone other neans of nmintaining a WAN-Identifier-
t o- SSI D mappi ng table.

The foll owi ng nessage el ements MAY be included in the | EEE 802. 11
WLAN Confi guration Request nessage. Only one nessage el enent MJST be
present.

o | EEE 802.11 Add WLAN, see Section 6.1

o | EEE 802.11 Delete W.AN, see Section 6.4
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o | EEE 802. 11 Update W.AN, see Section 6.21
The foll owi ng nessage el ement MAY be present.
o |EEE 802.11 Information El enent, see Section 6.6
0 Vendor-Speci fic Payl oad, see [ RFC5415]
3.2. | EEE 802.11 W.AN Configuration Response

The | EEE 802.11 W.AN Confi guration Response nessage is sent by the
WP to the AC. It is used to acknow edge recei pt of an | EEE 802.11
WLAN Confi guration Request nessage, and to indicate that the
requested configuration was successfully applied or that an error
related to the processing of the | EEE 802. 11 W.AN Confi guration
Request nessage occurred on the WP

The foll owi ng nessage el enent MJUST be included in the | EEE 802. 11
WLAN Confi gurati on Response nessage

0 Result Code, see Section 4.6.34 in [ RFC5415]

The foll owi ng nessage el ement MAY be included in the | EEE 802.11 W.AN
Configurati on Response nessage

o | EEE 802.11 Assigned WIP BSSI D, see Section 6.3
0 Vendor- Speci fic Payl oad, see [ RFC5415]
4. CAPWAP Data Message Bindi ngs

This section describes the CAPWAP data nmessage bi ndi ngs to support
transport of |EEE 802.11 franes.

Payl oad encapsul ati on: The CAPWAP protocol defines the CAPWAP data
message, which is used to encapsul ate a wirel ess payl oad. For
| EEE 802.11, the | EEE 802. 11 header and payl oad are encapsul at ed
(excluding the | EEE 802.11 FCS checksun). The |EEE 802.11 FCS
checksumis handled by the WIP. This allows the WIP to validate
an | EEE 802. 11 frame prior to sending it to the AC Simlarly,
when an AC wishes to transnit a frame to a station, the WP
conput es and adds the FCS checksum

Optional Wreless Specific Information: This optional CAPWAP header
field (see Section 4.3 in [RFC5415]) is only used with CAPWAP dat a
messages, and it serves two purposes, depending upon the direction
of the message. For nessages fromthe WIP to the AC, the field
uses the format described in the "I EEE 802.11 Frane Info" field
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(see below). However, for nessages sent by the ACto the WIP, the
format used is described in the "Destination W.ANs" field (also
defined bel ow).

Note that in both cases, the two optional headers fit in the
"Data" field of the Wreless Specific Infornmation header

| EEE 802.11 Frane Info: Wien an | EEE 802.11 frane is received froma
station over the air, it is encapsulated and this field is used to
i nclude radi o and PHY-specific informati on associated with the
frane.

The | EEE 802.11 Frane Info field has the follow ng fornat:

0 1 2 3
01234567890123456789012345678901
T S T i I S S T i B T it JHP SR A Ss
| RSSI | SNR | Data Rate |
I S T S T ity S S S S s ot SN S

RSSI : Recei ved Signal Strength Indication (RSSI) is a signed,
8-bit value. It is the received signal strength indication, in
dBm

SNR: SNR is a signed, 8-bit value. It is the signal-to-noise
ratio of the received | EEE 802. 11 frame, in dB

Dat a Rate: The data rate field is a 16-bit unsigned value. The
data rate field is a 16-bit unsigned val ue expressing the data
rate of the packets received by the WIP in units of 0.1 Mops.
For instance, a packet received at 5.5 Mips would be set to 55,
while 11 Mops would be set to 110.

Destinati on W.ANs: The Destination W.AANs field is used to specify
the target WLANs for a given frane, and is only used with
broadcast and multicast franes. This field allows the ACto
transmit a single broadcast or nmulticast frane to the WIP and
allows the WIP to performthe necessary frame replication. The
field uses the follow ng fornat:

0 1 2 3
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| WLAN | D bit map | Reserved |
B o i T e e T s i i T S TR S e S S i T S g e e
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WLAN | D bi t nap: This bit field indicates the WLAN I D (see
Section 6.1) on which the WIP will transmit the included frane.
For instance, if a multicast packet is to be transnitted on
WANs 1 and 3, the bits for WAAN 1 and 3 of this field would be
enabled. WAN 1 is represented by bit 15 in the figure above,
or the least significant bit, while WLAN 16 woul d be
represented by bit zero (0), or the nost significant bit, in
the figure. This fieldis to be set to all zeroes for unicast
packets and is unused if the WIP is not providing | EEE 802. 11
encryption.

Reserved: Al'l inplenmentations conplying with this protocol MJST
set to zero any bits that are reserved in the version of the
protocol supported by that inplenmentation. Receivers MJST
ignore all bits not defined for the version of the protoco
t hey support.

5. CAPWAP Control Message Bindings

This section describes the | EEE 802. 11-specific nessage el ements
i ncluded in CAPWAP Control Messages.

5.1. Discovery Request Message

The follow ng | EEE 802. 11-specific nessage el ement MJST be i ncl uded
in the CAPWAP Di scovery Request Message.

o | EEE 802.11 WIP Radi o Information, see Section 6.25. An |EEE
802. 11 WIP Radi o I nformation nmessage el enent MJST be present for
every radio in the WP

5.2. Discovery Response Message

The follow ng | EEE 802. 11-specific nessage el ement MJST be i ncl uded
in the CAPWAP Di scovery Response Message.

o | EEE 802.11 WIP Radi o Information, see Section 6.25. An |EEE
802. 11 WIP Radi o I nformation nessage el enent MJST be present for
every radio in the WIP

5.3. Primary Di scovery Request Message

The follow ng | EEE 802.11 specific nessage el ement MJST be i ncl uded
in the CAPWAP Primary Di scovery Request nessage.

o | EEE 802.11 WIP Radio Information, see Section 6.25. An | EEE

802. 11 WIP Radi o I nformation nmessage el enent MJST be present for
every radio in the WIP

Cal houn, et al. St andards Track [ Page 25]



RFC 5416 CAPWAP Prot ocol Binding for |EEE 802.11

5. 4.

Primary Di scovery Response Message

March 2009

The foll owi ng | EEE 802. 11-speci fi c nessage el ement MJST be incl uded
in the CAPWAP Primary Di scovery Response nessage.

(0]

5. 5.

| EEE 802.11 WIP Radi o Informati on, see Section 6. 25.
802. 11 WIP Radi o I nformation nessage el enent MJUST be
every radio in the WP

Joi n Request Message

An | EEE
present for

The follow ng | EEE 802. 11-specific nessage el ement MJST be i ncl uded
in the CAPWAP Joi n Request nessage.

(o]

5. 6.

| EEE 802.11 WIP Radi o Informati on, see Section 6. 25.
802. 11 WIP Radi o I nformation nessage el enent MJST be
every radio in the WP

Joi n Response Message

An | EEE
present for

The followi ng | EEE 802. 11-speci fi c nessage el ement MJST be incl uded
in the CAPWAP Joi n Response nessage.

(0]

| EEE 802.11 WIP Radi o I nformati on, see Section 6. 25.
802. 11 WIP Radi o I nformation nessage el enent MJUST be
every radio in the WP

Configuration Status Request Message

An | EEE
present for

The follow ng | EEE 802. 11-specific nessage el ements MAY be i ncl uded

in the CAPWAP Configuration Status Request nessage.

each nessage el enment |isted MAY be incl uded.

More than one of

o | EEE 802. 11 Antenna, see Section 6.2
o | EEE 802.11 Direct Sequence Control, see Section 6.5
o | EEE 802. 11 MAC QOperation, see Section 6.7
o | EEE 802.11 Multi-Domain Capability, see Section 6.9
o | EEE 802. 11 Othogonal Frequency Division Miltiplexing (O-DM
Control, see Section 6.10
o | EEE 802. 11 Supported Rates, see Section 6.17
o | EEE 802.11 Tx Power, see Section 6.18
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o | EEE 802.11 TX Power Level, see Section 6.19
o | EEE 802.11 WIP Radi o Configuration, see Section 6.23
o | EEE 802.11 WP Radi o Information, see Section 6.25. An |EEE
802. 11 WIP Radi o I nformation nessage el enent MJST be present for
every radio in the WP
5.8. Configuration Status Response Message
The follow ng | EEE 802.11 specific nessage el ements MAY be incl uded
in the CAPWAP Configuration Status Response Message. Mre than one
of each nessage el enment |isted MAY be incl uded
o | EEE 802.11 Antenna, see Section 6.2
o | EEE 802.11 Direct Sequence Control, see Section 6.5
o | EEE 802. 11 MAC Operation, see Section 6.7
o | EEE 802.11 Multi-Domain Capability, see Section 6.9
o | EEE 802.11 OFDM Control, see Section 6.10
o | EEE 802.11 Rate Set, see Section 6.11
o | EEE 802. 11 Supported Rates, see Section 6.17
o | EEE 802.11 Tx Power, see Section 6.18
o | EEE 802.11 WIP Quality of Service, see Section 6.22
o | EEE 802.11 WP Radi o Configuration, see Section 6.23
5.9. Configuration Update Request Message
The follow ng | EEE 802. 11-specific nessage el ements MAY be i ncl uded
in the CAPWAP Configuration Update Request nmessage. More than one of
each nessage el enment |isted MAY be incl uded.
o | EEE 802.11 Antenna, see Section 6.2
o | EEE 802.11 Direct Sequence Control, see Section 6.5
o | EEE 802. 11 MAC QOperation, see Section 6.7

o | EEE 802.11 Multi-Domain Capability, see Section 6.9
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o | EEE 802.11 OFDM Control, see Section 6.10
o | EEE 802.11 Rate Set, see Section 6.11
o | EEE 802.11 RSNA Error Report from Station, see Section 6.12
o | EEE 802.11 Tx Power, see Section 6.18
o | EEE 802.11 WIP Quality of Service, see Section 6.22
o | EEE 802.11 WP Radi o Configuration, see Section 6.23
5.10. Station Configuration Request
The followi ng | EEE 802. 11-speci fi c nessage el ements MAY be incl uded
in the CAPWAP Station Configuration Request nessage. Mre than one
of each nessage el enent |isted MAY be incl uded.
o | EEE 802.11 Station, see Section 6.13
o | EEE 802.11 Station Session Key, see Section 6.15
o | EEE 802.11 Station QS Profile, see Section 6.14
o | EEE 802.11 Update Station Qos, see Section 6.20
5.11. Change State Event Request

The follow ng | EEE 802. 11-specific nmessage el ement MAY be included in
the CAPWAP Station Configuration Request nessage.

o | EEE 802.11 WIP Radio Fail AlarmIndication, see Section 6.24
5.12. WP Event Request

The follow ng | EEE 802. 11-specific nessage el ements MAY be i ncl uded

in the CAPWMAP WIP Event Request nessage. More than one of each

message el enment |isted MAY be incl uded.

o | EEE 802.11 M C Counterneasures, see Section 6.8

0 | EEE 802.11 RSNA Error Report from Station, see Section 6.12

o | EEE 802.11 Statistics, see Section 6.16
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The follow ng | EEE 802. 11-specific nessage el enments are defined in
this section.
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Figure 8: | EEE 802.11 Bi nding Message El enents

6.1. | EEE 802.11 Add W.AN

The | EEE 802.11 Add W.AN nessage el enent
a WLAN on the WIP.

i nclude | EEE 802.11 Information El ement nessage el enents,
the follow ng | EEE 802.11 |Es:

Power Constraint information el ement

EDCA Paraneter Set information el enent

QS Capability information el enent

Cal houn,
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WPA i nformation el enent [ WPA]
RSN i nformation el ement
WW i nformation el enent [W/M

These | EEE 802.11 Information Elenents are stored by the WIP and

i ncluded in any Probe Responses and Beacons generated, as specified
in the | EEE 802. 11 standard [| EEE. 802-11.2007]. |If present, the RSN
Information Element is sent with the | EEE 802.11 Add W.AN nessage

el ement to instruct the WIP on the usage of the Key field.

I f cryptographic services are provided at the WIP, the WIP MJST
observe the algorithmdictated in the Goup Ci pher Suite field of the
RSN I nformati on El ement sent by the AC. The RSN Information El enent
is used to conmmuni cate any supported al gorithm including WEP,
Tenporal Key Integrity Protocol (TKIP) and AES-CCWMP. |In the case of

static WEP keys, the RSN Information Elenent is still used to
i ndi cate the cryptographic algorithmeven though no key exchange
occurr ed.

An AC MAY include additional Information El enents as desired. The
message el ement uses the follow ng format:

0 1 2 3
01234567890123456789012345678901
B S T s i S s i S S e o
Radio ID | W.AN I D | Capability |
B i i i S S R ih s s I S S o O S S
Key | ndex | Key Status | Key Length |
I S s S S S S il S SN DR S SR
Key. .. |
B S i s i S i S I S R I S i SN SRR S
Goup TSC |
B i i i S S R ih s s I S S o O S S
Group TSC | QS | Auth Type |
T S S i S S i S SN DRp S DR S

MAC Mode | Tunnel Mbde | Suppress SSID | SSID ...
T S T s i S il s S S S R i

T AT A T 4

Type: 1024 for | EEE 802.11 Add W.AN
Lengt h: >= 20

Radi o 1D An 8-bit value representing the radio, whose value is
bet ween one (1) and 31.
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WLAN | D An 8-bit value specifying the WLAN Identifier. The val ue
MJUST be between one (1) and 16.

Capability: A 16-bit value containing the Capability information
field to be advertised by the WIP in the Probe Request and Beacon
franmes. Each bit of the Capability field represents a different
WIP capability, which are described in detail in
[ I EEE. 802-11. 2007]. The format of the field is:

0 1
0123456789012345
B S S S S 3
|E[1ICFPISIBIAMQT D VIQKL
S it SN SRR

E (ESS): The AC MJST set the Extended Service Set (ESS) subfield
to 1.

I (1BSS): The AC MJST set the | ndependent Basic Service Set
(1BSS) subfield to O.

C (CF-Poll abl e): The AC sets the Contention Free Pollable (CF-
Pol | abl e) subfield based on the table found in
[ I EEE. 802- 11. 2007] .

F (CFPoll Request): The AC sets the CF-Poll Request subfield
based on the table found in [|EEE. 802-11.2007].

P (Privacy): The AC sets the Privacy subfield based on the
confidentiality requirenments of the WLAN, as defined in
[ I EEE. 802-11. 2007] .

S (Short Preanble): The AC sets the Short Preanble subfield
based on whether the use of short preanbles is pernmitted on the
WLAN, as defined in [|EEE. 802-11.2007].

B (PBCO): The AC sets the Packet Binary Convol utional Code
(PBCC) nodul ation option subfield based on whether the use of
PBCC is permitted on the WLAN, as defined in [I|EEE. 802-11.2007].

A (Channel Agility): The AC sets the Channel Agility subfield
based on whether the WIP i s capabl e of supporting the H gh Rate
Di rect Sequence Spread Spectrum (HR/ DSSS), as defined in
[ | EEE. 802-11. 2007] .
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M ( Spect rum Managenent): The AC sets the Spectrum Managenent
subfield according to the value of the
dot 11Spect runivanagenent Requi red M B vari able, as defined in
[ I EEE. 802-11. 2007] .

Q (QY9): The AC sets the Quality of Service (QS) subfield based
on the table found in [|EEE. 802-11.2007].

T (Short Slot Tine): The AC sets the Short Slot Tine subfield
according to the value of the WIP's currently used slot tine
val ue, as defined in [|EEE 802-11.2007].

D (APSD): The AC sets the Autonmatic Power Save Delivery (APSD)
subfield according to the value of the
dot 11APSDOpt i onl npl erent ed Managenent | nformati on Base (M B)
vari able, as defined in [|EEE. 802-11.2007].

V (Reserved): The AC sets the Reserved subfield to zero, as
defined in [| EEE 802-11.2007].

O (DSSSs- OFDM : The AC sets the DSSS-OFDM subfield to indicate
the use of Direct Sequence Spread Spectrumw th Othogonal
Frequency Division Miltiplexing (DSSS-OFDM, as defined in
[ I EEE. 802- 11. 2007] .

K (Del ayed Bl ock ACK): The AC sets the Del ayed Bl ock ACK
subfield according to the value of the
dot 11Del ayedBl ockAckOpti onl npl emrented M B vari abl e, as defi ned
in [|EEE 802-11.2007].

L (I medi ate Bl ock ACK): The AC sets the Del ayed Bl ock ACK
subfield according to the value of the
dot 111 mredi at eBl ockAckOpt i onl npl enented M B vari abl e, as defined
in [| EEE. 802-11.2007].

Key- | ndex: The Key I ndex associated with the key.

Key Status: A 1-byte value that specifies the state and usage of
the key that has been included. Note this field is ignored if the
Key Length field is set to zero (0). The follow ng val ues
descri be the key usage and its status:

0 - A value of zero, with the inclusion of the RSN I nformation
El enent neans that the W.LAN uses per-station encryption keys,
and therefore the key in the "Key' field is only used for
mul ticast traffic.
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1 - Wen set to one, the WLAN enpl oys a shared Wred Equi val ent
Privacy (WEP) key, also known as a static WEP key, and uses
the encryption key for both unicast and nulticast traffic for
all stations.

2 - The value of 2 indicates that the ACw Il begin rekeying the
GTK with the STA's in the BSS. It is only valid when | EEE
802. 11 is enabled as the security policy for the BSS.

3 - The value of 3 indicates that the AC has conpl eted rekeying
the GIK and broadcast packets no | onger need to be duplicated
and transmtted with both GIK s.

Key Lengt h: A 16-bit value representing the I ength of the Key
field.

Key: A Session Key, whose length is known via the Key Length field,
used to provide data privacy. For encryption schenes that enpl oy
a separate encryption key for unicast and rmulticast traffic, the
key included here only applies to nulticast franmes, and the cipher
suite is specified in an acconpanied RSN Information Elenent. In
these scenarios, the key and cipher information is conmuni cated
via the Add Station nessage el enment, see Section 4.6.8 in
[ RFC5415] and the I EEE 802.11 Station Session Key nessage el enent,
see Section 6.15. When used with WEP, the key field includes the
broadcast key. When used with CCMP, the Key field includes the
128-bit G oup Tenporal Key. Wen used with TKIP, the Key field
i ncludes the 256-bit G oup Tenporal Key (which consists of a 128-
bit key used as input for TKIP key mixing, and two 64-bit keys
used for M chael).

Group TSC A 48-bit value containing the Transnit Sequence Counter
(TSC) for the updated group key. The WIP will set the TSC for
broadcast/nulticast franes to this value for the updated group
key.

QS An 8-bit value specifying the default QS policy for the WIP
to apply to network traffic received for a non- WM enabl ed STA

The follow ng enunerated val ues are supported:
0 - Best Effort

1 - Video

Cal houn, et al. St andards Track [ Page 33]



RFC 5416 CAPWAP Prot ocol Binding for |EEE 802.11 March 2009

2 - Voice
3 - Background

Auth Type: An 8-bit value specifying the supported authentication
type.

The follow ng enunerated val ues are supported:
0 - Open System
1 - WEP Shared Key

MAC Mbde: This field specifies whether the WIP shoul d support the
WLAN in Local or Split MAC node. Note that the AC MJUST NOT
request a node of operation that was not advertised by the WP
during the discovery process (see Section 4.6.43 in [RFC5415]).
The followi ng enunerated val ues are supported:

0 - Local MAC Service for the WLAANis to be provided in Loca

MAC node.
1- Split MAC Service for the WAN is to be provided in Split
MAC node
Tunnel Mode: This field specifies the frame tunneling type to be

used for 802.11 data franmes fromall stations associated with the
W.AN. The AC MUST NOT request a node of operation that was not
advertised by the WIP during the discovery process (see Section
4.6.42 in [RFC5415]). Al |EEE 802.11 nmanagenent frames MJST be
tunnel ed using 802. 11 Tunnel node. The follow ng enunerated

val ues are support ed:

0 - Local Bridging: Al'l user traffic is to be locally bridged.

1 - 802.3 Tunnel: Al user traffic is to be tunneled to the AC
in 802.3 format (see Section 4.4.2 in [ RFC5415]). Note that
this option MJUST NOT be selected with Split MAC node.

2 - 802.11 Tunnel: All user traffic is to be tunneled to the AC
in 802.11 format.

Suppress SSI D A bool ean indicating whether the SSIDis to be
advertised by the WIP. A value of zero suppresses the SSIDin the
802. 11 Beacon and Probe Response frames, while a value of one wll
cause the WIP to populate the field.

Cal houn, et al. St andards Track [ Page 34]



RFC 5416 CAPWAP Prot ocol Binding for |EEE 802.11 March 2009

SSI D The SSID attribute is the service set identifier that will be
advertised by the WIP for this WLAN. The SSID field contains any
ASCI | character and MJST NOT exceed 32 octets in length, as
defined in [| EEE. 802-11.2007].

6.2. | EEE 802.11 Antenna

The | EEE 802.11 Antenna nessage el enent is conmmuni cated by the WIP to
the AC to provide information on the antennas avail able. The AC MAY
use this elenent to reconfigure the WIP s antennas. The nessage

el ement contains the follow ng fields:

0 1 2 3

01234567890123456789012345678901

e T s t e e o e S el o o b oI S SRR S
Radio ID | Diversity | Conbi ner | Antenna Cnt |

B i T o S o i S S i s S S S S S S

Antenna Sel ection. .

B e b h

+-
|
+-
|
+-
Type: 1025 for | EEE 802.11 Antenna
Lengt h: >= 5

Radi o I D; An 8-bit value representing the radio to configure, whose
val ue is between one (1) and 31

Diversity: An 8-bit val ue specifying whether the antenna is to
provi de receiver diversity. The value of this field is the sane
as the I EEE 802.11 dot11DiversitySel ecti onRx M B el enment, see
[ I EEE. 802- 11.2007]. The foll owi ng enunerated val ues are
support ed:

0 - D sabled

1 - Enabled (may only be true if the antenna can be used as a
recei vi ng antenna)

Conbi ner: An 8-bit value specifying the conbiner selection. The
foll owi ng enunerated val ues are support ed:

1 - Sectorized (Left)

2 - Sectorized (Right)
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3 - Omi
4 - Miltiple Input/Mltiple Qutput (M MO

Ant enna Count : An 8-bit val ue specifying the nunber of Antenna
Sel ection fields. This value SHOULD be the sane as the one found
in the | EEE 802. 11 dot11Current TxXAntenna M B el ement (see
[ | EEE. 802-11. 2007]).

Ant enna Sel ecti on: One 8-bit antenna configuration val ue per
antenna in the WIP, containing up to 255 antennas. The follow ng
enuner at ed val ues are support ed:

1 - Internal Antenna
2 - External Antenna
6.3. | EEE 802.11 Assigned WIP BSSI D

The | EEE 802.11 Assigned WIP BSSID is only included by the WIP when
the | EEE 802. 11 W.AN Confi gurati on Request included the | EEE 802. 11
Add W.AN nessage el enment. The BSSID value field of this message

el ement contains the BSSID that has been assigned by the WP
enabling the WIP to performits own BSSID assi gnnent.

The WIP is free to assign the BSSIDs the way it sees fit, but it is
hi ghly recommended that the WIP assign the BSSID using the foll ow ng
algorithm BSSID = {base BSSID} + W.AN | D.

0 1 2 3
01234567890123456789012345678901
T S T S S S T it S S it i

| Radio ID | W.AN I D | BSSI D

T I I S i T S i S S it S S S S A S
| BSSI D

T S S i T i S S S i St S

Type: 1026 for | EEE 802.11 Assigned WIP BSSI D
Lengt h: 8

Radi o 1D An 8-bit value representing the radio, whose value is
bet ween one (1) and 31.

W.AN | D An 8-bit value specifying the WLAN Identifier. The value
MUST be between one (1) and 16.
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BSSI D; The BSSI D assigned by the WIP for the WLAN created as a
result of receiving an | EEE 802. 11 Add W.AN.

6.4. | EEE 802.11 Del ete W.AN

The | EEE 802.11 Del ete WLAN nessage el enent is used to informthe WP
that a previously created WAAN is to be del eted, and contains the
followi ng fields:

0 1
0123456789012345
B S S S S 3
| Radio ID | W.AN | D |
S S S i SN

Type: 1027 for | EEE 802.11 Del ete W.AN
Lengt h: 2

Radi o I D: An 8-bit value representing the radio, whose value is
bet ween one (1) and 31.

WLAN | D An 8-bit value specifying the WLAN Identifier. The value
MUST be between one (1) and 16.

6.5. | EEE 802.11 Direct Sequence Control

The | EEE 802.11 Direct Sequence Control nessage element is a bi-
directional element. Wen sent by the WIP, it contains the current
state. Wien sent by the AC, the WIP MJUST adhere to the val ues
provided. This elenent is only used for | EEE 802.11b radios. The
nessage el enent has the follow ng fields.

0 1 2 3

01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Radio ID | Reser ved | Current Chan | Current CCA |
B Lt r s i i i o o T s ks S R S
| Ener gy Detect Threshold |
B s T s s e T o e S T ks et s oot ST S S S o S S 3

Type: 1028 for | EEE 802.11 Direct Sequence Control

Lengt h: 8
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Radi o I D; An 8-bit value representing the radio to configure, whose
val ue is between one (1) and 31

Reserved: Al'l inplenmentations conplying with this protocol MJST set
to zero any bits that are reserved in the version of the protoco
supported by that inplenmentation. Receivers MJST ignore all bits
not defined for the version of the protocol they support.

Current Channel : This attribute contains the current operating
frequency channel of the Direct Sequence Spread Spectrum ( DSSS)
PHY. This value conmes fromthe | EEE 802. 11 dot 11Current Channe
M B el enent (see [I|EEE. 802-11.2007]).

Current CCA: The current O ear Channel Assessnment (CCA) nmethod in
operation, whose value can be found in the | EEE 802. 11
dot 11CCAMbdeSupported M B el enent (see [I| EEE. 802-11.2007]). Valid
val ues are:

1 - energy detect only (edonly)
2 - carrier sense only (csonly)
4 - carrier sense and energy detect (edandcs)
8 - carrier sense with tiner (cswithtiner)
16 - high rate carrier sense and energy detect (hrcsanded)
Energy Detect Threshol d: The current Energy Detect Threshol d being
used by the DSSS PHY. The value can be found in the | EEE 802. 11
dot 11EDThreshold M B el enent (see [I|EEE. 802-11.2007]).
6.6. | EEE 802.11 Information El enent
The |1 EEE 802.11 Information Elenment is used to comunicate any | E
defined in the | EEE 802.11 protocol. The data field contains the raw
IE as it would be included within an | EEE 802.11 MAC nanhagenent
nessage
0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| Radio I D | W.AN | D | Bl P| Reserved |Info Elenent...
B Lt r s i i i o o T s ks S R S
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Type: 1029 for | EEE 802.11 Informati on El enent
Lengt h: >= 4

Radio 1D An 8-bit value representing the radio, whose value is
bet ween one (1) and 31.

WLAN | D An 8-bit value specifying the WLAN Identifier. The value
MJUST be between one (1) and 16.

B: Wien set, the WIP is to include the Information El enent in | EEE
802. 11 Beacons associated with the W.AN.

P: When set, the WIP is to include the Information Elenment in Probe
Responses associated with the W.AN.

Reserved: Al'l inplementations conplying with this protocol MJST set
to zero any bits that are reserved in the version of the protocol
supported by that inplenmentation. Receivers MJST ignore all bits
not defined for the version of the protocol they support.

Info El enent: The | EEE 802. 11 Informati on El enent, whi ch incl udes
the type, length, and value field.

6.7. | EEE 802.11 MAC Operation

The | EEE 802.11 MAC Qperation nmessage elenment is sent by the ACto
set the | EEE 802. 11 MAC paraneters on the WIP, and contains the
followi ng fields.

0 1 2 3
01234567890123456789012345678901
B S T s i S s i S S e o
Radio ID | Reserved | RTS Threshol d |
s T S e e e et sl S S e ol s s ST S S S S S S S
Short Retry | Long Retry | Fragnentati on Threshol d |
S S N S S e o
Tx MSDU Lifetine |
B S T s i S T i S S e o
Rx MsDU Lifetinme |
s T S e e e et sl S S e ol s s ST S S S S S S S

s it e

Type: 1030 for | EEE 802.11 MAC Operation

Lengt h: 16
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Radi o I D; An 8-bit value representing the radio to configure, whose
val ue is between one (1) and 31

Reserved: Al'l inplenmentations conplying with this protocol MJST set
to zero any bits that are reserved in the version of the protoco
supported by that inplenmentation. Receivers MJST ignore all bits
not defined for the version of the protocol they support.

RTS Threshol d: This attribute indicates the nunber of octets in an
MAC Protocol Data Unit (MPDU), bel ow which a Request To Send/Cl ear
To Send (RTS/ CTS) handshake MJST NOT be performed. An RTS/CTS
handshake MUST be perforned at the begi nning of any frame exchange
sequence where the MPDU is of type Data or Managenent, the MPDU
has an individual address in the Addressl field, and the I ength of
the MPDU is greater than this threshold. Setting this attribute
to be larger than the maxi mum MSDU size MJUST have the effect of
turning off the RTS/ CTS handshake for frames of Data or Managenent
type transmitted by this STA Setting this attribute to zero MJST
have the effect of turning on the RTS/ CTS handshake for all franes
of Data or Managenent type transmitted by this STA  The default
val ue of this attribute MIJST be 2347. The value of this field
comes fromthe | EEE 802.11 dot 11RTSThreshold M B el enent, (see
[ I EEE. 802-11. 2007]).

Short Retry: This attribute indicates the maxi mum nunber of
transm ssion attenpts of a frame, the length of which is less than
or equal to RTSThreshold, that MJST be nmade before a failure
condition is indicated. The default value of this attribute MJST
be 7. The value of this field cones fromthe | EEE 802. 11
dot1l1ShortRetryLimt MB el enent, (see [I|EEE. 802-11.2007]).

Long Retry: This attribute indicates the nmaxi num nunber of
transm ssion attenpts of a frame, the Iength of which is greater
t han dot 11RTSThreshol d, that MJST be nade before a failure
condition is indicated. The default value of this attribute MJST
be 4. The value of this field comes fromthe | EEE 802. 11
dotl1lLongRetryLinmit MB el enent, (see [|EEE. 802-11.2007]).

Fragnentati on Threshol d: This attribute specifies the current
maxi mum si ze, in octets, of the MPDU that MAY be delivered to the
PHY. A MAC Service Data Unit (MSDU) MJST be broken into fragments
if its size exceeds the value of this attribute after adding MAC
headers and trailers. An MSDU or MAC Managenent Protocol Data
Unit (MWDU) MUST be fragnented when the resulting frame has an
i ndi vi dual address in the Addressl field, and the length of the
frane is larger than this threshold. The default value for this
attribute MIUST be the | esser of 2346 or the aMPDUMaxLength of the
attached PHY and MUST never exceed the | esser of 2346 or the
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aMPDUMaxLengt h of the attached PHY. The value of this attribute
MUST never be less than 256. The value of this field cones from
the | EEE 802. 11 dot 11Fragnentati onThreshold M B el enent, (see

[ 1 EEE. 802-11. 2007]) .

Tx MsDU Lifetine: This attribute specifies the elapsed tine in Tine
Units (TUs), after the initial transm ssion of an MSDU, after
which further attenpts to transmit the MSDU MJUST be term nated.
The default value of this attribute MJST be 512. The val ue of
this field comes fromthe | EEE 802. 11 dot 11MaxTransni t MSDULi f et i ne
M B el ement, (see [I|EEE.802-11.2007]).

Rx MsSDU Lifetine: This attribute specifies the elapsed tine in TU,
after the initial reception of a fragmented MWDU or MSDU, after
which further attenpts to reassenble the MWDU or MSDU MUST be
term nated. The default value MJUST be 512. The value of this
field cones fromthe | EEE 802. 11 dot 11MaxRecei veLifetime M B
el ement, (see [I|EEE.802-11.2007]).

6. 8. | EEE 802. 11 M C Count er neasur es

The | EEE 802.11 M C Count er neasures nessage el enent is sent by the
WP to the ACto indicate the occurrence of a MC failure. For nore
information on MC failure events, see the

dot 11RSNATKI PCount er Measur esl nvoked M B el enent definition in

[ | EEE. 802-11. 2007] .

0 1 2 3

01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Radio I D | W.AN | D | MAC Address |
B Lt r s i i i o o T s ks S R S
| MAC Addr ess |
B s T s s e T o e S T ks et s oot ST S S S o S S 3

Type: 1031 for | EEE 802.11 M C Count er neasur es
Lengt h: 8

Radio 1D The Radio ldentifier, whose value is between one (1) and
31, typically refers to sone interface i ndex on the WP.

WLAN | D This 8-bit unsigned integer includes the W.AN | dentifier,

on which the MC failure occurred. The value MJST be between one
(1) and 16.
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MAC Addr ess: The MAC Address of the station that caused the M C
failure.

6.9. | EEE 802.11 Miulti-Domain Capability

The | EEE 802.11 Multi-Domain Capability nessage el enent is used by
the ACto informthe WIP of regulatory limts. The ACw Il transmt
one nessage el enent per frequency band to indicate the regul atory
constraints in that domain. The nessage el enment contains the
followi ng fields.

0 1 2 3
01234567890123456789012345678901
B e S S i i i T e s aiks S S S S S S
Radio ID | Reserved | Fi rst Channel # |
B s T T S S S T s sl T ot S o S S S S S e i
|

Number of Channel s Max Tx Power Level |
B e i T o e R S i I TR S T i ol ot SR S e S e S S e i o o

+— +— +

Type: 1032 for | EEE 802.11 Multi-Domain Capability
Lengt h: 8

Radio I D An 8-bit value representing the radio to configure, whose
val ue is between one (1) and 31

Reserved: Al'l inplenmentations conplying with this protocol MJST set
to zero any bits that are reserved in the version of the protoco
supported by that inplementation. Receivers MJIST ignore all bits
not defined for the version of the protocol they support.

Fi rst Channel #: This attribute indicates the value of the | owest
channel number in the sub-band for the associ ated domai n country
string. The value of this field cones fromthe | EEE 802. 11
dot 11Fi r st Channel Nunber M B el ement (see [I EEE. 802-11. 2007]).

Nunmber of Channel s: This attribute indicates the value of the total
nunber of channels allowed in the sub-band for the associ ated
domain country string (see Section 6.23). The value of this field
comes fromthe | EEE 802.11 dot 11Nunber of Channels M B el enent (see
[ I EEE. 802-11. 2007]).

Max Tx Power Level: This attribute indicates the maxi numtransmt
power, in dBm allowed in the sub-band for the associated donain
country string (see Section 6.23). The value of this field cones
fromthe | EEE 802. 11 dot 11Maxi mumlr ansm t Power Level M B el enent
(see [I| EEE. 802-11.2007]).
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6.10. | EEE 802.11 OFDM Contr ol

The | EEE 802.11 Ot hogonal Frequency Division Miltiplexing (OFDM
Control mnessage elenment is a bi-directional element. Wen sent by
the WIP, it contains the current state. Wen sent by the AC, the WIP
MUST adhere to the received values. This nessage elenent is only
used for 802.11a radios and contains the follow ng fields:

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Radio ID | Reserved | Current Chan | Band Support
B s S S i i i ks a ks st S S S S S S
| TI Threshol d

R R R R e e s o S e R S S S S S S e e e e e

Type: 1033 for | EEE 802.11 OFDM Contro
Lengt h: 8

Radio 1D An 8-bit value representing the radio to configure, whose
val ue is between one (1) and 31

Reserved: Al'l inplenentations conplying with this protocol MJST set
to zero any bits that are reserved in the version of the protoco
supported by that inplenmentation. Receivers MJST ignore all bits
not defined for the version of the protocol they support.

Current Channel : This attribute contains the current operating
frequency channel of the OFDM PHY. The value of this field cones
fromthe | EEE 802.11 dot11Current Frequency M B el enent (see
[ | EEE. 802-11. 2007]).

Band Support ed: The capability of the OFDM PHY inpl ementation to
operate in the three Unlicensed National Information
Infrastructure (U-NIl) bands. The value of this field cones from
the | EEE 802. 11 dot 11FrequencyBandsSupported M B el ement (see
[ EEE. 802-11. 2007]), coded as a bit field, whose values are:

Bit O - capable of operating in the 5.15-5.25 GHz band
Bit 1 - capable of operating in the 5.25-5.35 GHz band

Bit 2 - capable of operating in the 5. 725-5.825 G4z band
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Bit 3 - capable of operating in the 5.47-5.725 GHz band

Bit 4 - capable of operating in the | ower Japanese 5.25 Giz band
Bit 5 - capable of operating in the 5.03-5.091 GHz band

Bit 6 - capable of operating in the 4.94-4.99 G4z band

For exanple, for an inplenentation capable of operating in the
5.15-5.35 GHz bands, this attribute would take the val ue 3.

Tl Threshol d: The threshol d being used to detect a busy nedi um
(frequency). CCA MJST report a busy nedi um upon detecting the
RSSI above this threshold. The value of this field cones fromthe
| EEE 802. 11 dot 11Tl Threshold M B el enent (see [I|EEE. 802-11. 2007]).

6.11. | EEE 802.11 Rate Set

The rate set nessage el enent value is sent by the AC and contains the
supported operational rates. It contains the followi ng fields.

+opr

89
+- +-

+ ON

3
1234567829 12345678901
- +- T S s e T

— + ~

Rate Set..
i e e S i T s T e T o i sl mT ST S S TR e S S

Type: 1034 for | EEE 802.11 Rate Set
Lengt h: >= 3

Radi o I D: An 8-bit value representing the radio to configure, whose
val ue is between one (1) and 31

Rate Set: The AC generates the Rate Set that the WIP is to include
in its Beacon and Probe nessages. The length of this field is
between 2 and 8 bytes. The value of this field cones fromthe
| EEE 802. 11 dot 11Operati onal RateSet M B el ement (see
[ EEE. 802-11. 2007]) .

6.12. | EEE 802.11 RSNA Error Report From Station

The | EEE 802.11 RSN Error Report From Station nessage el ement is used
by a WIP to send RSN error reports to the AC. The WP does not need
to transmit any reports that do not include any failures. The fields
fromthis message el enent conme fromthe | EEE 802.11

Dot 11RSNASt at sEntry tabl e, see [|EEE. 802-11.2007].
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0 1 2 3
01234567890123456789012345678901
e I i i S i i S ik S I S S
| dient MAC Address |
B T e o i S I i i S S N iy St S I S S

| Client MAC Address | BSSI D

S i S S it it Ui S S S S S S S St S S U e S ey
| BSSI D |
I I S i i i S i i N S it Sl I S S
| Radio I D | W.AN I D | Reserved

B T e o i S I i i S S N iy St S I S S
| TKIP I CV Errors |
e S i i S S S ik St Ui SN SN S S R S S S S R e
| TKI P Local M C Failures

I I S i i i S i i N S it Sl I S S
| TKIP Renote M C Fail ures

B T e o i S I i i S S N iy St S I S S
| CCMWP Repl ays

T S i S S it it S S S S S S S S S i St SR S S
| CCWP Decrypt Errors

i I S i i i S i it N S i St JHiE N
| TKI P Repl ays

B T e o i S I i i S S N iy St S I S S

Type: 1035 for | EEE 802.11 RSNA Error Report From Station
Lengt h: 40
Client MAC Address: The Cient MAC Address of the station.

BSSI D: The BSSI D on which the failures are being reported.

Radio 1D The Radio lIdentifier, whose value is between one (1) and
31, typically refers to sone interface i ndex on the WP.

WLAN | D The WLAN I D on which the RSNA failures are being reported.
The val ue MJUST be between one (1) and 16.

Reserved: Al'l inplenmentations conplying with this protocol MJST set
to zero any bits that are reserved in the version of the protocol
supported by that inplenmentation. Receivers MJST ignore all bits
not defined for the version of the protocol they support.
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TKIP I CV Errors: A 32-bit value representing the nunber of Tenporal
Key Integrity Protocol (TKIP) (as defined in [|EEE. 802-11.2007])
I CV errors encountered when decrypting packets fromthe station
The value of this field cones fromthe | EEE 802. 11
dot 11RSNASt at sTKI PI CVErrors M B el enent (see [I| EEE. 802-11. 2007]).

TKI P Local M C Fail ures: A 32-bit value representing the nunber of
M C failures encountered when checking the integrity of packets
received fromthe station. The value of this field cones fromthe
| EEE 802. 11 dot 11RSNASt at sTKI PLocal M CFai l ures M B el ement (see
[ I EEE. 802-11. 2007]).

TKIP Renote M C Fail ures: A 32-bit value representing the nunber of
MC failures reported by the station encountered (possibly via the
EAPOL- Key frane). The value of this field conmes fromthe | EEE
802. 11 dot 11RSNASt at sTKI PRenot eM CFai l ures M B el ement (see
[ I EEE. 802-11. 2007]) .

CCWP Repl ays: A 32-bit value representing the nunber of CCMP MPDUs
di scarded by the replay detection nmechanism The value of this
field conmes fromthe | EEE 802. 11 dot 11RSNACCMPRepl ays M B el enent
(see [I| EEE. 802-11.2007]).

CCMP Decrypt Errors: A 32-bit value representing the nunber of CCWP
MDPUs di scarded by the decryption algorithm The value of this
field cones fromthe | EEE 802. 11 dot 11RSNACCMPDecrypt Errors M B
el ement (see [| EEE. 802-11.2007]).

TKI P Repl ays: A 32-bit value representing the nunber of TKIP
Repl ays detected in franes received fromthe station. The val ue
of this field comes fromthe | EEE 802. 11 dot 11RSNASt at sTKI PRepl ays
M B el ement (see [|EEE. 802-11.2007]).

6.13. | EEE 802.11 Station
The | EEE 802.11 Station nessage el enent acconpanies the Add Station
message el enent, and is used to deliver |EEE 802.11 station policy
fromthe ACto the WIP.

The | atest | EEE 802.11 Station nessage el enent overrides any
previously recei ved nessage el enents.

If the QS field is set, the WIP MJST observe and provi de policing of

the 802.11e priority tag to ensure that it does not exceed the val ue
provided by the AC
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0 1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Radio ID | Associ ation I D | Fl ags

B T e o i S I i i S S N iy St S I S S
| MAC Address

e e i i e T S i S e e e R
| MAC Address | Capabilities |
i T i i e e e e e e E et i s S R SR
| W.AN I D | Supported Rates

B s o ks ik ks S SR S i R S S e

Type: 1036 for | EEE 802.11 Station
Lengt h: >= 14

Radio 1D An 8-bit value representing the radio, whose value is
bet ween one (1) and 31.

Association ID: A 16-bit value specifying the | EEE 802. 11
Associ ation ldentifier.

Fl ags: Al'l inplementations conplying with this protocol MJST set to
zero any bits that are reserved in the version of the protocol
supported by that inplenmentation. Receivers MJST ignore all bits
not defined for the version of the protocol they support.

MAC Addr ess: The station’s MAC Address

Capabilities: A 16-bit field containing the | EEE 802.11
Capabilities Information Field to use with the station.

W.AN | D An 8-bit value specifying the WLAN Identifier. The value
MUST be between one (1) and 16.

Supported Rates: The variable-length field containing the supported
rates to be used with the station, as found in the | EEE 802. 11
dot 11Cper ati onal RateSet M B el ement (see [| EEE. 802-11. 2007]).
This field MUST NOT exceed 126 octets and specifies the set of
data rates at which the station may transmt data, where each
octet represents a data rate.

6.14. | EEE 802.11 Station QS Profile
The | EEE 802.11 Station QS Profile nmessage el enent contains the
maxi mum | EEE 802. 11e priority tag that may be used by the station.

Any packet received that exceeds the val ue encoded in this nmessage
el ement MUST be tagged using the naxi mum value permitted by to the
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user. The priority tag MJST be between zero (0) and seven (7). This
message el ement MJUST NOT be present without the | EEE 802.11 Station
(see Section 6.13) nessage el enent.

0 1 2 3

01234567890123456789012345678901
T T i e i i e T e b s S S SN S
| MAC Address |
i T i i o e e e e e e et i S S S R R SR
| MAC Address | Reserved | 8021p
B T e o i S I i i S S N iy St S I S S

Type: 1037 for | EEE 802.11 Station QS Profile
Lengt h: 8
MAC Address: The station’s MAC Address

Reserved: Al'l inplenmentations conplying with this protocol MJST set
to zero any bits that are reserved in the version of the protocol
supported by that inplenmentation. Receivers MJST ignore all bits
not defined for the version of the protocol they support.

8021p: The maxi mum 802. 1p priority value that the WIP will allow in
the Traffic Identifier (TID) field in the extended 802.11le QS
Dat a header.

6.15. | EEE 802.11 Station Session Key

The | EEE 802.11 Station Session Key nessage elenent is sent by the AC
to provision encryption keys, or to configure an access policy, on
the WIP. This nessage el ement MJUST NOT be present without the | EEE
802. 11 Station (see Section 6.13) nessage el ement, and MJST NOT be
sent if the WIP had not specifically advertised support for the
requested encryption schene, through the WIP Descri ptor Message

El ement’ s Encryption Capabilities field (see Section 8.1).

Wien the Key field is non-zero in length, the RSN Information El enent
MJUST be sent along with the | EEE 802. 11 Station Session Key in order
to instruct the WIP on the usage of the Key field. The WIP MJST
observe the Authentication and Key Managenent (AKM field of the RSN
Information Element in order to identify the authentication protocol
to be enforced with the station.

I f cryptographic services are provided at the WIP, the WIP MUST
observe the algorithmdictated in the Pairw se C pher Suite field of
the RSN Informati on El enent sent by the AC. The RSN Infornmation
El enent included here is the one sent by the ACin the third nessage
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of the 4-Way Key Handshake, which specifies which cipher is to be
applied to provide encryption and decryption services with the
station. The RSN Information El ement is used to conmuni cate any
supported al gorithm including WEP, TKIP, and AES-CCMP. In the case

of static WEP keys, the RSN Information Elenent is still used to
i ndi cate the cryptographic algorithmeven though no key exchange
occurred.

If the | EEE 802. 11 Station Session Key nessage elenment’s ' AKM Only’
bit is set, the WIP MUST drop all |EEE 802.11 packets that are not
part of the Authentication and Key Managenent (AKM, such as EAP.
Note that AKM Only MAY be set while an encryption key is in force,
requiring that the AKM packets be encrypted. Once the station has
successfully conpl eted authentication via the AKM the AC MJST send a
new Add Station nessage elenent to renmove the AKM Only restriction,
and optionally push the session key down to the WP.

0 1 2 3
01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| MAC Addr ess |
B T T T o o S S S e i S S Tk e e Y S
| MAC Address | Al C Fl ags |

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Pai rwi se TSC |
B Lt r s i i i o o T s ks S R S
| Pai rwi se TSC | Pai rwi se RSC |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Pai rwi se RSC |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Key. ..

e e o I N R

Type: 1038 for | EEE 802.11 Station Session Key

Lengt h: >= 25

MAC Addr ess: The station’s MAC Address

Fl ags: Al'l inplenmentations conplying with this protocol MJST set to
zero any bits that are reserved in the version of the protoco
supported by that inplenmentation. Receivers MJST ignore all bits

not defined for the version of the protocol they support. The
following bits are defined:
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6.

A The 1-bit AKMOnly field is set by the ACto informthe WP
that is MIUST NOT accept any 802.11 Data Frames other than AKM
frames. This is the equivalent of the WIP s | EEE 802. 1X port
for the station to be in the closed state. Wen set, the WIP
MUST drop any non-| EEE 802. 1X packets it receives fromthe
station.

C The 1-bit field is set by the ACto informthe WP that
encryption services will be provided by the AC. Wen set,
the WIP SHOULD police frames received fromstations to ensure
that they are properly encrypted as specified in the RSN
I nformation El enment, but does not need to take specific
cryptographic action on the frane. Sinilarly, for
transmitted franmes, the WIP only needs to forward al ready
encrypted franmes. Since packets received by the WIP will be
encrypted, the WIP cannot nodify the contents of the packets,
i ncl udi ng nodi fying the DSCP mar ki ngs of the encapsul at ed
packet. In this case, this function would be the
responsibility of the AC

Pai rwi se TSC The 6-byte Transmt Sequence Counter (TSC) field to
use for unicast packets transmtted to the station

Pai rwi se RSC. The 6-byte Receive Sequence Counter (RSC) to use for
uni cast packets received fromthe station

Key: The pairwi se key the WIP is to use when encrypting traffic to/
fromthe station. The format of the keys differs based on the
crypto algorithmused. For unicast WEP keys, the Key field
consi sts of the actual unicast encryption key (note, this is used
when VWEP is used in conjunction with 802.1X, and therefore a
uni cast encryption key exists). Wen used with CCMP, the Key
field includes the 128-bit Tenporal Key. Wen used with TKIP, the
Key field includes the 256-bit Tenporal Key (which consists of a
128-bit key used as input for TKIP key m xing, and two 64-bit keys
used for M chael).

16. | EEE 802.11 Statistics

The | EEE 802.11 Statistics nmessage elenment is sent by the WIP to
transmit its current statistics, and it contains the foll ow ng
fields. Al of the fields in this nessage elenent are set to zero
upon WIP initialization. The fields will roll over when they reach
their maxi mum val ue of 4294967295. Due to the nature of each counter
representing different data points, the rollover event will vary
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greatly across each field. Applications or hunan operators using
these counters need to be aware of the mnimal possible tines between
roll over events in order to nake sure that no consecutive rollover
events are m ssed.

0 1 2 3

01234567890123456789012345678901

B e ol e il e i oI T i T S S e S e e i S i S e e e e

| Radio ID | Reserved

B T sl S S S I T T i s S S S S S T S S S S o

| Tx Fragnment Count

e o T o S e e s i i i L e i ol o S S S S S S S o

| Mul ticast Tx Count

B i i i T S e e e e i i T e e S e e i e i i o

| Fai |l ed Count

B T sl S S S I T T i s S S S S S T S S S S o

| Retry Count

e o T o S e e s i i i L e i ol o S S S S S S S o

| Multiple Retry Count

B i i i T S e e e e i i T e e S e e i e i i o

| Frame Duplicate Count

B T sl S S S I T T i s S S S S S T S S S S o

| RTS Success Count

B T S e T T i S S S o S i S SN SR S S

| RTS
+-
A

T

T

T

T

T

T

T

T

s S DUp SR S S S

B i S S S e Tk T

+-
Rx

i o S SRR S S S
Mul
+

B i i i S S e

T

B i S ity SR S S

B T S S il S SN S

T

|+-+-+-+-+-+-+-+-+-+-+-+- +- B S S i S S
| FCS E ror Count

B e T T T i i i R e r o T T S S S
| Tx Frane Count

T R i ik ot T SRR I S SR R i S TR i e It et SR SR i S e e i e i o
| Decryption Errors

B i i i T S e e e e i i T e e S e e i e i i o
| Di scarded QoS Fragnent Count

B T e e b i T I TR i S S R S S S S ik aei S e R S S e
| Associ ated Station Count

T R i ik ot T SRR I S SR R i S TR i e It et SR SR i S e e i e i o
| QS CF Polls Received Count

B i i i T S e e e e i i T e e S e e i e i i o
| QS CF Poll's Unused Count

B T e e b i T I TR i S S R S S S S ik aei S e R S S e
| QS CF PolI's Unusabl e Count

T R i ik ot T SRR I S SR R i S TR i e It et SR SR i S e e i e i o

rt+ + ¥ + ¥ 1+ f T
i i e e e T i e e e I Tt T e e e 4

T
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Type: 1039 for | EEE 802.11 Statistics
Lengt h: 80

Radio 1D An 8-bit value representing the radio, whose value is
bet ween one (1) and 31.

Reserved: Al'l inplenmentations conplying with this protocol MJST set
to zero any bits that are reserved in the version of the protoco
supported by that inplenmentation. Receivers MJST ignore all bits
not defined for the version of the protocol they support.

Tx Fragnment Count: A 32-bit value representing the nunber of
fragmented frames transnmitted. The value of this field comes from
the | EEE 802.11 dot 11Transmi ttedFragnment Count M B el enent (see
[ 1 EEE. 802-11. 2007]) .

Mul ticast Tx Count: A 32-bit value representing the nunber of
nul ticast franes transmtted. The value of this field cones from
the | EEE 802. 11 dot11Multicast TransnittedFraneCount M B el enent
(see [I| EEE. 802-11.2007]).

Fai |l ed Count: A 32-bit value representing the transnit excessive
retries. The value of this field comes fromthe | EEE 802. 11
dot 11Fai | edCount M B el enent (see [I|EEE. 802-11.2007]).

Retry Count: A 32-bit value representing the nunber of transmt
retries. The value of this field cones fromthe | EEE 802. 11
dot11RetryCount M B el ement (see [|EEE. 802-11.2007]).

Multiple Retry Count: A 32-bit value representing the nunber of
transmits that required nore than one retry. The value of this
field conmes fromthe | EEE 802. 11 dot11Mul ti pl eRetryCount M B
el ement (see [I|EEE. 802-11.2007]).

Franme Duplicate Count: A 32-bit value representing the duplicate
frames received. The value of this field comes fromthe | EEE
802. 11 dot 11FrameDupl i cateCount M B el ement (see
[ 1 EEE. 802-11. 2007]).

RTS Success Count: A 32-bit value representing the nunber of
successfully transmtted Ready To Send (RTS). The value of this
field comes fromthe | EEE 802. 11 dot 11RTSSuccessCount M B el enent
(see [I| EEE. 802-11. 2007]).
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RTS Fail ure Count: A 32-bit value representing the failed
transmitted RTS. The value of this field comes fromthe | EEE
802. 11 dot 11RTSFai | ureCount M B el ement (see [|EEE. 802-11.2007]).

ACK Fai |l ure Count: A 32-bit value representing the nunber of failed
acknow edgenents. The value of this field cones fromthe | EEE
802. 11 dot 11ACKFai | ureCount M B el enent (see [I|EEE. 802-11.2007]).

Rx Fragment Count: A 32-bit value representing the nunber of
fragmented franmes received. The value of this field cones from
the I EEE 802. 11 dot 11Recei vedFragment Count M B el enent (see
[ I EEE. 802-11. 2007]) .

Mul ticast RX Count: A 32-bit value representing the nunber of
mul ti cast frames received. The value of this field comes fromthe
| EEE 802. 11 dot11Mil ti cast Recei vedFranmeCount M B el enent (see
[ I EEE. 802-11. 2007]) .

FCS Error Count: A 32-bit value representing the nunber of FCS
failures. The value of this field cones fromthe | EEE 802. 11
dot 11FCSError Count M B el enent (see [I|EEE. 802-11.2007]).

Decryption Errors: A 32-bit value representing the nunber of
Decryption errors that occurred on the WIP. Note that this field
is only valid in cases where the WIP provi des encrypti on/
decryption services. The value of this field cones fromthe | EEE
802. 11 dot 11WEPUndecr ypt abl eCount M B el enent (see
[ I EEE. 802-11. 2007]).

Di scarded QS Fragnent Count: A 32-bit value representing the
nunber of discarded QS fragnents received. The value of this
field cones fromthe | EEE 802. 11 dot 11QoSDi scar dedFr agnent Count
M B el ement (see [| EEE. 802-11. 2007]).

Associ ated Station Count: A 32-bit value representing the nunber of
number of associated stations. The value of this field conmes from
the | EEE 802. 11 dot 11Associ at edSt ati onCount M B el enment (see
[ | EEE. 802-11. 2007]).

QS CF Polls Received Count: A 32-bit value representing the nunber
of (+)CF-Polls received. The value of this field comes fromthe
| EEE 802. 11 dot 11QosCFPol | sRecei vedCount M B el enment (see
[ I EEE. 802-11. 2007]) .

QS CF Polls Unused Count: A 32-bit value representing the nunber
of (+)CF-Polls that have been received, but not used. The value
of this field comes fromthe | EEE 802. 11
dot 11QosCFPol | sUnusedCount M B el enent (see [I|EEE. 802-11.2007]).
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6.

6.

QS CF Poll's Unusabl e Count: A 32-bit value representing the nunber
of (+)CF-Polls that have been received, but could not be used due
to the Transmi ssion Qpportunity (TXOP) size being smaller than the
time that is required for one frame exchange sequence. The val ue
of this field comes fromthe | EEE 802. 11
dot 11QosCFPol | sUnusabl eCount M B el enent (see [| EEE. 802-11.2007]).

17. | EEE 802.11 Supported Rates

The | EEE 802.11 Supported Rates nessage elenent is sent by the WIP to
indicate the rates that it supports, and contains the follow ng
fields.

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Radio ID | Supported Rates..
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Type: 1040 for | EEE 802.11 Supported Rates
Lengt h: >= 3

Radio I D An 8-bit value representing the radio, whose value is
bet ween one (1) and 31.

Supported Rates: The WIP includes the Supported Rates that its
har dware supports. The format is identical to the Rate Set
message el enment and is between 2 and 8 bytes in |ength.

18. | EEE 802. 11 Tx Power

The | EEE 802. 11 Tx Power nessage el ement value is bi-directional
When sent by the WIP, it contains the current power |evel of the
radio in question. Wen sent by the AC, it contains the power |evel
to which the WIP MUST adhere.

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Radio ID | Reserved | Current Tx Power
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Type: 1041 for | EEE 802.11 Tx Power
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Lengt h: 4

Radi o 1D An 8-bit value representing the radio to configure, whose
val ue is between one (1) and 31

Reserved: Al'l inplenentations conplying with this protocol MJST set
to zero any bits that are reserved in the version of the protoco
supported by that inplenmentation. Receivers MJST ignore all bits
not defined for the version of the protocol they support.

Current Tx Power: This attribute contains the current transmt
out put power in MW as described in the dot11Current TxPowerLeve
M B variabl e, see [|EEE. 802-11.2007].

6. 19. | EEE 802. 11 Tx Power Leve

The | EEE 802.11 Tx Power Level nessage elenent is sent by the WIP and
contains the different power |evels supported. The values found in
this message elenent are found in the | EEE 802.11

Dot 11PhyTxPower Entry M B table, see [|EEE. 802-11.2007].

The value field contains the foll ow ng:

0 1 2 3
01234567890123456789012345678901
e S i i S i i i S il ik S N o

| Radio ID | Num Level s | Power Level [n]
B T o S e i oL I S e e T s T S it i S

Type: 1042 for | EEE 802.11 Tx Power Leve
Lengt h: >= 4

Radio 1D An 8-bit value representing the radio to configure, whose
val ue is between one (1) and 31

Num Level s: The nunber of power level attributes. The value of
this field cones fromthe | EEE 802. 11
dot 11Nunber Suppor t edPower Level s M B el ement (see
[ 1 EEE. 802-11. 2007]).

Power Level : Each power level field contains a supported power
level, in MmN The value of this field comes fromthe
correspondi ng | EEE 802. 11 dot 11TxPowerLevel[n] M B el enent, see
[ 1 EEE. 802-11. 2007] .
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6.20. |EEE 802.11 Update Station QS

The | EEE 802.11 Update Station QoS nessage elenment is used to change
the Quality of Service policy on the WIP for a given station. The
QS tags included in this nessage elenent are to be applied to
packets received at the WIP fromthe station indicated through the
MAC Address field. This nmessage el enent overrides the default val ues
provided through the | EEE 802. 11 WIP Quality of Service nmessage

el ement (see Section 6.22). Any tagging performed by the WIP MJUST be
directly applied to the packets received fromthe station, as well as
the CAPWAP tunnel, if the packets are tunneled to the AC. See
Section 2.6 for nore information

0 1 2 3
012345678901234567890123456789012
B T T T o o S S S e i S S Tk e e Y S
| Radio 1D | MAC Address
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| MAC Address | QS Sub-El enent . .. |
B Lt r s i i i o o T s ks S R S

Type: 1043 for | EEE 802. 11 Update Stati on QoS
Lengt h: 8

Radi o I D: The Radio ldentifier, whose value is between one (1) and
31, typically refers to sonme interface index on the WP

MAC Addr ess: The station’s MAC Address.

QS Sub- El enent : The | EEE 802.11 WIP Quality of Service nessage
el ement contains four QS sub-elenments, one for every QoS profile.
The order of the QoS profiles are Voice, Video, Best Effort, and
Backgr ound.

0 1
0123456789012345
Bk o I I e S S T e e e e

| Reserved| 8021p| RSV| DSCP Tag
B i i S S S Tk i o

Reserved: Al'l inplenmentations conplying with this protocol MJST
set to zero any bits that are reserved in the version of the
protocol supported by that inplenmentation. Receivers MJST
ignore all bits not defined for the version of the protoco
t hey support.
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8021p: The 3-bit 802.1p priority value to use if packets are to
be | EEE 802. 1p tagged. This field is used only if the 'P bit
in the WIP Quality of Service nessage el enent was set;
otherwi se, its contents MJST be ignored.

RSV: Al'l inplenentations conplying with this protocol MJST set
to zero any bits that are reserved in the version of the
protocol supported by that inplenmentation. Receivers MJST
ignore all bits not defined for the version of the protoco
t hey support.

DSCP Tag: The 6-bit DSCP | abel to use if packets are eligible to
be DSCP tagged, specifically an | Pv4 or | Pv6 packet (see
[ RFC2474]). This field is used only if the 'D bit in the WP
Quality of Service nessage el enent was set; otherwise, its
contents MUST be ignored.

6.21. | EEE 802.11 Update W.AN

The | EEE 802. 11 Update W.AN nessage elenent is used by the ACto
define a wireless LAN on the WIP. The inclusion of this nmessage

el ement MUST al so include the | EEE 802.11 Informati on El emrent nmessage
el ement, containing the follow ng 802. 11 |Es:

Power Constraint information el enment
WPA i nformation el ement [WPA]
RSN i nf ormati on el enent

Enhanced Di stributed Channel Access (EDCA) Paraneter Set information
el ement

QS Capability information el enent
WW i nformation el enent [W/WM

These | EEE 802.11 Information Elenments are stored by the WIP and
i ncluded in any Probe Responses and Beacons generated, as specified
in the | EEE 802. 11 standard [| EEE. 802-11. 2007].

I f cryptographic services are provided at the WIP, the WIP MJST
observe the algorithmdictated in the Goup C pher Suite field of the
RSN I nformation El ement sent by the AC.  The RSN Information El enent
is used to communi cate any supported al gorithm including WEP, TKIP
and AES-CCMP. In the case of static WEP keys, the RSN I nformation
Element is still used to indicate the cryptographic al gorithm even

t hough no key exchange occurr ed.
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The nmessage el enent uses the follow ng format:

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Radio ID | WAN ID | Capability

B s S S i i i ks a ks st S S S S S S

| Key | ndex | Key Status | Key Length

R R R R e e s o S e R S S S S S S e e e e e
Key. ..

L—- B T ol it S S S S S S S X- B I i i S R e +-!|-

Type: 1044 for | EEE 802. 11 Update W.AN
Lengt h: >= 8

Radio 1D An 8-bit value representing the radio, whose value is
bet ween one (1) and 31.

WLAN | D An 8-bit value specifying the WLAN Identifier. The value
MJUST be between one (1) and 16.

Capability: A 16-bit value containing the Capability information
field to be advertised by the WIP in the Probe Request and Beacon
franes. Each bit of the Capability field represents a different
WIP capability, which are described in detail in
[ I EEE. 802-11.2007]. The format of the field is:

1
123456789012345
R
ElTIQF P SBAMQT D V|QK]L]|
Ty T e e

0
0

+— +

E (ESS): The AC MJST set the Extended Service Set (ESS) subfield
to 1.

I (IBSS): The AC MUST set the | ndependent Basic Service Set
(1 BSS) subfield to O.

C (CF-Pol | abl e): The AC sets the Contention Free Pollable (CF-
Pol | abl e) subfield based on the table found in
[ I EEE. 802-11. 2007] .

F (CFPoll Request): The AC sets the CF-Poll Request subfield
based on the table found in [|EEE. 802-11. 2007].
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P (Privacy): The AC sets the Privacy subfield based on the
confidentiality requirements of the WLAN, as defined in
[ 1 EEE. 802-11. 2007] .

S (Short Preanble): The AC sets the Short Preanble subfield
based on whether the use of short preanbles are pernmitted on the
WLAN, as defined in [I|EEE. 802-11.2007].

B (PBCO): The AC sets the Packet Binary Convol utional Code
(PBCC) nodul ation option subfield based on whether the use of
PBCC is permtted on the W.AN, as defined in [I|EEE. 802-11.2007].

A (Channel Agility): The AC sets the Channel Agility subfield
based on whether the WIP i s capabl e of supporting the H gh Rate
Di rect Sequence Spread Spectrum (HR/ DSSS), as defined in
[ I EEE. 802-11. 2007] .

M ( Spect rum Managenent) : The AC sets the Spectrum Managenent
subfield according to the value of the
dot 11Spect runivanagenent Required M B vari able, as defined in
[ 1 EEE. 802-11. 2007] .

Q (QS): The AC sets the Quality of Service (QS) subfield based
on the table found in [|EEE. 802-11. 2007].

T (Short Slot Tine): The AC sets the Short Slot Tine subfield
according to the value of the WIP's currently used slot tine
val ue, as defined in [|EEE 802-11.2007].

D (APSD): The AC sets the APSD subfield according to the val ue
of the dot 11APSDOpti onl npl enent ed Managenent | nfornati on Base
(MB) variable, as defined in [|EEE. 802-11.2007].

V (Reserved): The AC sets the Reserved subfield to zero, as
defined in [|EEE. 802-11.2007].

O (DSSs- OFDM : The AC sets the DSSS-OFDM subfield to indicate
the use of Direct Sequence Spread Spectrumwi th O thogonal
Frequency Division Miltiplexing (DSSS-OFDM, as defined in
[ I EEE. 802-11. 2007] .

K (Del ayed Bl ock ACK): The AC sets the Del ayed Bl ock ACK
subfield according to the value of the
dot 11Del ayedBl ockAckOpti onl npl enrented M B vari abl e, as defined
in [|EEE 802-11.2007].
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L (I mediate Bl ock ACK): The AC sets the Del ayed Bl ock ACK
subfield according to the value of the
dot 111 mredi at eBl ockAckOpti onl npl enented M B vari abl e, as defined
in [| EEE. 802-11.2007].

Key- | ndex: The Key-Index associated with the key.

Key Status: A 1-byte value that specifies the state and usage of
the key that has been included. The follow ng values describe the
key usage and its status:

0 - A value of zero, with the inclusion of the RSN I nformation
El enent neans that the WLAN uses per-station encryption keys,
and therefore the key in the "Key' field is only used for
mul ticast traffic.

1 - Wen set to one, the WLAN enpl oys a shared WEP key, also
known as a static WEP key, and uses the encryption key for
both unicast and nulticast traffic for all stations.

2 - The value of 2 indicates that the ACw Il begin rekeying the
GIK with the STA's in the BSS. It is only valid when | EEE
802. 11 is enabled as the security policy for the BSS.

3 - The value of 3 indicates that the AC has conpl eted rekeying
the GIK and broadcast packets no | onger need to be duplicated
and transmtted with both GIK s.

Key Lengt h: A 16-bit value representing the I ength of the Key
field.

Key: A Session Key, whose length is known via the Key Length field,
used to provide data privacy. For static WEP keys, which is true
when the 'Key Status’ bit is set to one, this key is used for both
uni cast and nulticast traffic. For encryption schenes that enploy
a separate encryption key for unicast and nmulticast traffic, the
key included here only applies to nmulticast data, and the cipher
suite is specified in an acconpanied RSN Infornation Elenent. In
t hese scenarios, the key, and cipher information, is communicated
via the Add Station nessage el ement, see Section 4.6.8 in
[ RFC5415]. When used with WEP, the Key field includes the
broadcast key. Wen used with CCMP, the Key field includes the
128-bit Goup Tenporal Key. Wen used with TKIP, the Key field
i ncludes the 256-bit Group Tenporal Key (which consists of a 128-
bit key used as input for TKIP key mixing, and two 64-bit keys
used for M chael).
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6.22. |EEE 802.11 WIP Quality of Service

The | EEE 802.11 WIP Quality of Service nessage el enent value is sent
by the ACto the WIP to conmmuni cate Quality of Service configuration
information. The QoS tags included in this nmessage el enent are the
default QoS values to be applied to packets received by the WIP from
stations on a particular radio. Any tagging perforned by the WP
MUST be directly applied to the packets received fromthe station, as
wel | as the CAPWAP tunnel, if the packets are tunneled to the AC

See Section 2.6 for nore information.

0 1 2 3
01234567890123456789012345678901
B e E s L e i i o S S s SR S S S S e e
| Radio I D | Taggi ng Policy | QS Sub- El enent
B T S o e T s s T e et T ot T U SN o o S TR SR S Y S S I S S

Type: 1045 for | EEE 802.11 WIP Quality of Service
Lengt h: 34

Radio 1D The Radio ldentifier, whose value is between one (1) and
31, typically refers to sone interface index on the WP

Taggi ng Policy: A bit field indicating howthe WIP is to nmark
packets for QoS purposes. The required WIP behavior is defined in
Section 2.6.1. The field has the follow ng format:

01234567
B S S N SR
Rsvd |PlQD Q1|
R ok ok s R e

+— +

Rsvd: A set of reserved bits for future use. Al inplenmentations
complying with this protocol MJST set to zero any bits that are
reserved in the version of the protocol supported by that
i mpl enentation. Receivers MJST ignore all bits not defined for
the version of the protocol they support.

P: When set, the WIP is to enploy the 802.1p QoS mechani sm (see
Section 2.6.1.1), and the WIP is to use the "Q bit.

Q When the 'P bit is set, the 'Q bit is used by the ACto
communi cate to the WIP how 802. 1p QoS is to be enforced.
Details on the behavior of the "Q bit are specified in
Section 2.6.1.1.
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D: When set, the WIP is to enploy the DSCP QoS nechani sm (see
Section 2.6.1.2), and the WIP is to use the 'O and 'I’ bits.

O When the 'D bit is set, the 'O bit is used by the ACto
comruni cate to the WIP how DSCP QoS is to be enforced on the
outer (tunneled) header. Details on the behavior of the 'O
bit are specified in Section 2.6.1.2.

l: When the 'D bit is set, the "I’ bit is used by the ACto
comruni cate to the WIP how DSCP QoS is to be enforced on the
station’s packet (inner) header. Details on the behavior of
the "I’ bit are specified in Section 2.6.1.2.

QS Sub- El enent : The | EEE 802.11 WIP Quality of Service nessage
el ement contains four QoS sub-elenments, one for every QoS profile.
The order of the QoS profiles are Voice, Video, Best Effort, and
Backgr ound.

0 1 2 3

01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Queue Depth | CWM n | CWVax |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| CWWRa X | Al FS | Reserved| 8021p| RSV| DSCP Tag |
T e e i i e T S S S SN SR
Queue Dept h: The nunber of packets that can be on the specific

QS transmit queue at any given tine.

CWM n: The Contention Wndow nini mum (CWrin) value for the QS
transmt queue. The value of this field conmes fromthe |EEE
802. 11 dot 11EDCATabl eCWM n M B el enent (see
[ 1 EEE. 802-11. 2007]).

CWWax: The Contention W ndow maxi mum (CWrax) value for the QS
transmit queue. The value of this field conmes fromthe |EEE
802. 11 dot 11EDCATabl eCWWax M B el enent (see
[ | EEE. 802-11. 2007]).

Al FS: The Arbitration Inter Frame Spacing (AIFS) to use for the
QS transmt queue. The value of this field comes fromthe
| EEE 802. 11 dot 11EDCATabl eAl FSN M B el enent (see
[ I EEE. 802-11. 2007]) .
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Reserved: Al'l inplenmentations conplying with this protocol MJST
set to zero any bits that are reserved in the version of the
protocol supported by that inplenmentation. Receivers MJST
ignore all bits not defined for the version of the protocol
t hey support.

8021p: The 3-bit 802.1p priority value to use if packets are to
be | EEE 802. 1p tagged. This field is used only if the 'P bit
is set; otherwise, its contents MJST be ignored.

RSV: Al'l inplementations conplying with this protocol MJST set
to zero any bits that are reserved in the version of the
protocol supported by that inplenentation. Receivers MJST
ignore all bits not defined for the version of the protocol
t hey support.

DSCP Tag: The 6-bit DSCP | abel to use if packets are eligible to
be DSCP tagged, specifically an | Pv4 or | Pv6 packet (see
[ RFC2474]). This field is used only if the 'D bit is set;
ot herwi se, its contents MJST be ignored.

6.23. | EEE 802.11 WP Radi o Configuration

The | EEE 802.11 WIP WLAN Radi o Configurati on nessage el enent is used
by the ACto configure a Radio on the WIP, and by the WIP to deliver
its radio configuration to the AC. The nessage el enent val ue
contains the follow ng fields:

+ OO

2
12 567890
i e e e
rea S
+- +

+ o w
+ P

3 1234567

+- + -t - e e e -
nbl e|] Num of BSSIDs | DTIM Per

R Tk o e e e R T

BSSI D

B i i i S S R ih s s I S S o O S S

BSSI D | Beacon Peri od |

B o e e S e e s i i i T e e e s

Country String |

Bl o o e e e e s i i e S e e s

89
+- +-
iod |
+- +- +-

— +

+T T+ 4+

Type: 1046 for |EEE 802.11 WIP WLAN Radi o Configuration
Lengt h: 16

Radi o 1D An 8-bit value representing the radio to configure, whose
val ue is between one (1) and 31.
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Short Preanbl e: An 8-bit value indicating whether short preanble is
supported. The follow ng enunerated values are currently
support ed:

0 - Short preanmble not supported.
1 - Short preanble is supported.
BSSI D: The WLAN Radi 0’ s base MAC Address.

Nunmber of BSSI Ds: This attribute contains the maxi num nunber of
BSSI Ds supported by the WIP. This value restricts the nunber of
| ogi cal networks supported by the WIP, and is between 1 and 16.

DTI M Peri od: This attribute specifies the nunmber of Beacon
interval s that el apse between transm ssion of Beacons franes
containing a Traffic Indication Map (TIM el ement whose Delivery
Traffic Indication Message (DTIM Count field is 0. This value is
transmitted in the DTIMPeriod field of Beacon frames. The val ue
of this field comes fromthe | EEE 802. 11 dot 11DTI MPeri od M B
el ement (see [|EEE. 802-11.2007]).

Beacon Peri od: This attribute specifies the nunber of Tinme Unit
(TU) that a station uses for scheduling Beacon transni ssions.
This value is transnitted in Beacon and Probe Response franes.
The value of this field cones fromthe | EEE 802. 11
dot 11BeaconPeri od M B el ement (see [I|EEE. 802-11.2007]).

Country String: This attribute identifies the country in which the
station is operating. The value of this field conmes fromthe | EEE
802. 11 dot11CountryString M B el enent (see [|EEE. 802-11.2007]).
Some regul atory domai ns do not allow WIPs to have user
configurable country string, and require that it be a fixed val ue
during the manufacturing process. Therefore, WP vendors that
wish to allow for the configuration of this field will need to
validate this behavior during its radio certification process.

O her WIP vendors may sinply wish to treat this WIP configuration
paraneter as read-only. The country strings can be found in
[1SO 3166-1].

The WIP and AC MAY ignore the value of this field, depending upon
regul atory requirenents, for exanple to avoid classification as a
Sof t war e- Defined Radio. When this field is used, the first two
octets of this string is the two-character country string as
described in [I1SQ 3166-1], and the third octet MJST either be a
space, 'O, 'I’, or X as defined below \When the value of the
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third octet is 255 (HEX Oxff), the country string field is not
used, and MJST be ignored. The follow ng are the possible val ues
for the third octet:

1. an ASCI| space character, if the regulations under which the
station is operating enconpass all environnents in the
country,

2. an ASCIlI 'O character, if the regul ations under which the
station is operating are for an outdoor environnment only, or

3. an ASCIl '1’ character, if the regul ations under which the
station is operating are for an indoor environnent only,

4, an ASCIl "X character, if the station is operating under a
non-country entity. The first two octets of the non-country
entity shall be two ASCII ' XX characters,

5. a HEX Oxff character neans that the country string field is
not used and MJST be i gnored.

Note that the |last byte of the Country String MJST be set to NULL.
6.24. | EEE 802.11 WP Radio Fail Al armIndication

The | EEE 802.11 WIP Radio Fail Al armIndication nessage elenent is
sent by the WIP to the AC when it detects a radio failure.

0 1 2 3
01234567890123456789012345678901
B s S S i i i ks a ks st S S S S S S
| Radio I D | Type | St at us | Pad
R R R R e e s o S e R S S S S S S e e e e e
Type: 1047 for |EEE 802.11 WIP Radio Fail Alarm I ndication
Lengt h: 4

Radi o 1D The Radio ldentifier, whose value is between one (1) and
31, typically refers to sone interface index on the WP

Type: The type of radio failure detected. The follow ng enunerated
val ues are support ed:

1 - Receiver

2 - Transnmtter
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St at us: An 8-bit bool ean indicating whether the radio failure is
being reported or cleared. A value of zero is used to clear the
event, while a value of one is used to report the event.

Pad: Al'l inplementations conplying with version zero of this
protocol MJST set these bits to zero. Receivers MJST ignore all
bits not defined for the version of the protocol they support.

6. 25. | EEE 802. 11 WIP Radi o | nformati on

The |1 EEE 802.11 WIP Radi o Informati on message el enent is used to
comuni cate the radio information for each | EEE 802.11 radio in the
WIP. The Discovery Request nessage, Prinmary Discovery Request
message, and Join Request nessage MJST include one such nessage

el ement per radio in the WIP. The Radio-Type field is used by the AC
in order to determ ne which | EEE 802.11 technol ogy specific binding
is to be used with the WIP

The nmessage el enent contains two fields, as shown bel ow.

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Radio ID | Radi o Type

B e i S T e i T e S R S e e e s i i T S
| Radio Type
I S S S S N e

Type: 1048 for | EEE 802.11 WIP Radi o I nformation
Lengt h: 5

Radio 1D The Radio ldentifier, whose value is between one (1) and
31, which typically refers to an interface index on the WP

Radi o Type: The type of radio present. Note this is a bit field
that is used to specify support for nore than a single type of
PHY/ MAC. The field has the follow ng format:

01234567
R ol ok I S SN e
| Reservd| N| G A B
Tk St SR S S S
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Reservd: A set of reserved bits for future use. Al
i mpl ement ations conplying with this protocol MJST set to zero
any bits that are reserved in the version of the protocol
supported by that inplementation. Receivers MIST ignore al
bits not defined for the version of the protocol they support.

N An | EEE 802. 11n radi o.

G An | EEE 802. 11g radio

A An | EEE 802. 11a radi o.

B: An | EEE 802. 11b radi o.

7. | EEE 802.11 Binding WP Saved Vari abl es

This section contains the | EEE 802. 11 bi ndi ng specific variabl es that
SHOULD be saved in non-volatile nenory on the WIP

7.1. | EEE80211Ant ennal nfo
The WIP-per-radi o antenna configuration, defined in Section 6. 2.
7.2. | EEE80211DSContro

The WIP-per-radi o Direct Sequence Control configuration, defined in
Section 6.5.

7.3. | EEEB0211MACOper ati on

The WIP-per-radi o MAC Qperation configuration, defined in
Section 6.7.

7.4. | EEEB02110FDMCont r ol

The WIP-per-radi o OFDM MAC Operation configuration, defined in
Section 6. 10.

7.5. | EEE80211Rat eset

The WIP-per-radi o Basic Rate Set configuration, defined in
Section 6.11.

7.6. | EEES0211TxPower

The WIP-per-radio Transmit Power configuration, defined in
Section 6. 18.
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7.7. | EEE80211Q0S

The WIP-per-radio Quality of Service configuration, defined in
Section 6.22.

7.8. | EEE80211Radi oConfi g
The WIP-per-radi o Radi o Configuration, defined in Section 6.23.
8. Technol ogy Specific Message El enent Val ues

This section lists | EEE 802. 11-specific values for the generic CAPWAP
nmessage el enents that include fields whose val ues are technol ogy
speci fic.

8.1. WP Descriptor Message El enent, Encryption Capabilities Field

This specification defines two new bits for the WIP Descriptor’s
Encryption Capabilities field, as defined in [ RFC5415]. Note that
only the bits defined in this specification are described bel ow. WEP
is not explicitly advertised as a WIP capability since all WPs are
expected to support the encryption cipher. The format of the
Encryption Capabilities field is:

1
0123456789012345
B i S T
| AT
T

A WIP supports AES-CCWP, as defined in [|EEE. 802-11.2007].

T: WP supports TKIP and M chael, as defined in [|EEE. 802-11.2007]
and [WPA], respectively.

9. Security Considerations
This section describes security considerations for using | EEE 802. 11
with the CAPWAP protocol. A conplete threat analysis of the CAPWAP
protocol can also be found in [ RFC5418].

9.1. | EEE 802.11 Security
Wien used with an | EEE 802.11 infrastructure with WEP encryption, the

CAPWAP prot ocol does not add any new vul nerabilities. Derived
Session Keys between the STA and WIP can be conpromised, resulting in
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many wel | -docunented attacks. |nplenenters SHOULD di scourage the use
of WVEP and encourage the use of technically-sound cryptographic
sol utions such as those in an | EEE 802. 11 RSN

STA authentication is performed using | EEE 802.1X, and consequently
EAP. Inplenenters SHOULD use EAP net hods neeting the requirenents
speci fied [ RFC4017].

When used with | EEE 802. 11 RSN security, the CAPWAP protocol may

i ntroduce new vul nerabilities, depending on whether the link security
(packet encryption and integrity verification) is provided by the WP
or the ACC Wen the link security function is provided by the AC, no
new security concerns are introduced

However, when the WIP provides |link security, a new vulnerability
wi |l exist when the follow ng conditions are true:

0o The client is not the first to associate to the WIP/ESSID (i.e.
other clients are associated), a GIK already exists, and

o traffic has been broadcast under the existing GIK

Under these circunstances, the receive sequence counter (KeyRSC)
associated with the GIK i s non-zero, but because the AC anchors the
4-way handshake with the client, the exact value of the KeyRSC is not
known when the AC constructs the nessage containing the GIK. The
client will update its Key RSC value to the current valid KeyRSC upon
receipt of a valid nmulticast/broadcast nmessage, but prior to this,
previous multicast/broadcast traffic that was secured with the

exi sting GIK nmay be replayed, and the client will accept this traffic
as valid.

Typical ly, busy networks will produce numerous mnulticast or broadcast
franes per second, so the wi ndow of opportunity with respect to such
replay is expected to be very small. In nost conditions, it is
expected that replayed franes could be detected (and | ogged) by the
WIP.

The only way to conpletely close this window is to provide the exact
KeyRSC val ue in nessage 3 of the 4-way handshake; any other approach
sinmply narrows the wi ndow to varying degrees. Gven the lowrelative
threat level this presents, the additional conplexity introduced by
providing the exact KeyRSC value is not warranted. That is, this
specification provides for a calculated risk in this regard.
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10.

10.

10.

10.

The AC SHOULD use an RSC of 0 when conputing nessage-3 of the 4-way
802. 11i handshake, unless the AC has know edge of a nore optinmal RSC
val ue to use. Mechanisns for deternining a nore opti nmal RSC val ue
are outside the scope of this specification.

| ANA Consi der ati ons

This section details the actions | ANA has taken per this
specification. There are nunerous registries that have been be
created, and the contents, docunent action (see [ RFC5226], and
registry format are all included below. Note that in cases where bit
fields are referred to, the bit nunbering is left to right, where the
leftnost bit is |abeled as bit zero (0).

1. CAPWAP Wreless Binding ldentifier

This specification requires a value assigned fromthe Wreless
Bi nding Identifier nanespace, defined in [ RFC5415]. (1) has been
assigned (see Section 2.1, as it is used in inplenentations.

2. CAPWAP | EEE 802. 11 Message Types

| ANA created a new sub-registry in the existing CAPWAP Message Type
registry, which is defined in [ RFC5415].

| ANA created and nmi ntains the CAPWAP | EEE 802. 11 Message Types
sub-registry for all nessage types whose Enterprise Nunber is set to
13277. The nanespace is 8 bits (3398912-3399167), where the val ue
3398912 is reserved and nust not be assigned. The values 3398913 and
3398914 are allocated in this specification, and can be found in
Section 3. Any new assignnments of a CAPWAP | EEE 802. 11 Message Type
(whose Enterprise Nunber is set to 13277) require an Expert Review
The format of the registry naintained by 1ANA is as foll ows:

CAPWAP | EEE 802. 11 Message Type Ref er ence
Control Message Val ue

3. CAPWAP Message El enent Type

This specification defines new values to be registered to the

exi sting CAPWAP Message El enent Type registry, defined in [ RFC5415].
The val ues used in this docunent, 1024 through 1048, as listed in
Figure 8 are recommended as i npl enmentations al ready exi st that nake
use of these val ues.
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10.4. | EEE 802.11 Key Status

The Key Status field in the | EEE 802. 11 Add WLAN nessage el ement (see
Section 6.1) and | EEE 802. 11 Update W.AN nessage el ement (see

Section 6.21) is used to provide information about the status of the
keyi ng exchange. This docunent defines four values, zero (0) through
three (3), and the renai ning val ues (4-255) are controlled and

mai nt ai ned by | ANA and requires an Expert Review

10.5. | EEE 802.11 QoS

The QS field in the | EEE 802. 11 Add W.AN nessage el enent (see
Section 6.1) is used to configure a QoS policy for the W.AN. The
namespace is 8 bits (0-255), where the values zero (0) through three
(3) are allocated in this specification, and can be found in

Section 6.1. This nanmespace is managed by | ANA and assignments
require an Expert Review. |ANA created the | EEE 802.11 QoS registry,
whose format is:

| EEE 802.11 QoS Type Val ue Ref erence
10. 6. | EEE 802.11 Auth Type

The Auth Type field in the | EEE 802.11 Add WLAN nessage el enment (see
Section 6.1) is 8 bits and is used to configure the | EEE 802. 11

aut hentication policy for the W.AAN. The nanespace is 8 bits (0-255),
where the values zero (0) and one (1) are allocated in this
specification, and can be found in Section 6.1. This nanespace is
managed by | ANA and assignnments require an Expert Review. | ANA
created the | EEE 802.11 Auth Type registry, whose format is:

| EEE 802. 11 Auth Type Type Val ue Ref erence
10. 7. | EEE 802.11 Antenna Conbi ner

The Conbiner field in the | EEE 802. 11 Antenna nessage el enment (see
Section 6.2) is used to provide information about the WIP' s ant ennas.
The nanespace is 8 bits (0-255), where the values one (1) through
four (4) are allocated in this specification, and can be found in
Section 6.2. This nanmespace is managed by | ANA and assignments
require an Expert Review. |ANA created the | EEE 802.11 Antenna

Conbi ner registry, whose format is:

| EEE 802. 11 Antenna Conbi ner Type Val ue Ref erence
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10.

10.

10.

10.

8. | EEE 802.11 Antenna Sel ection

The Antenna Selection field in the | EEE 802.11 Antenna nessage

el ement (see Section 6.2) is used to provide information about the
WP s antennas. The nanespace is 8 bits (0-255), where the val ues
zero (0) is reserved and used and the val ues one (1) through two (2)
are allocated in this specification, and can be found in Section 6. 2.
Thi s nanmespace is managed by | ANA and assignnments require an Expert
Review. |ANA created the | EEE 802. 11 Antenna Sel ection registry,
whose format is:

| EEE 802. 11 Antenna Sel ection Type Val ue Ref er ence
9. | EEE 802.11 Session Key Fl ags

The flags field in the | EEE 802. 11 Station Session Key message

el ement (see Section 6.15) is 16 bits and is used to configure the
session key association with the nobile device. This specification
defines bits zero (0) and one (1), while bits two (2) through fifteen
are reserved. The reserved bits are managed by | ANA and assi gnnent
requi res an Expert Review. |ANA created the | EEE 802. 11 Sessi on Key
Fl ags registry, whose format is:

| EEE 802.11 Station Session Key Bit Position Ref er ence
10. | EEE 802. 11 Taggi ng Policy

The Tagging Policy field in the | EEE 802.11 WIP Quality of Service
message el enment (see Section 6.22) is 8 bits and is used to specify
how t he CAPWAP Dat a Channel packets are to be tagged. This
specification defines bits three (3) through seven (7). The

remai ning bits are nmanaged by | ANA and assi gnnment requires an Expert
Review. |ANA created the | EEE 802.11 Taggi ng Policy registry, whose
format is:

| EEE 802. 11 Taggi ng Policy Bit Position Ref er ence
11. | EEE 802.11 WP Radi o Fai

The Type field in the I EEE 802.11 WIP Radio Fail Al arm Indication
message el enment (see Section 6.24) is used to provide information on
why a WIP's radio has failed. The nanespace is 8 bits (0-255), where
the value zero (0) is reserved and unused, while the val ues one (1)
and two (2) are allocated in this specification, and can be found in
Section 6.24. This nanespace is managed by | ANA and assi gnnents
require an Expert Review. |ANA created the | EEE 802.11 WIP Radi o
Fail registry, whose format is:
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10.

10.

11.

12.

12.

| EEE 802.11 WIP Radi o Fail Type Val ue Ref er ence
12. | EEE 802.11 WP Radi o Type

The Radio Type field in the | EEE 802.11 WIP Radi o I nformati on nmessage
el ement (see Section 6.25) is 8 bits and is used to provide

i nformati on about the WIP's radio type. This specification defines
bits four (4) through seven (7). The remaining bits are managed by

| ANA and assignment requires an Expert Review. | ANA created the | EEE
802. 11 WIP Radi o Type registry, whose format is:

| EEE 802.11 WIP Radi o Type Bit Position Ref er ence
13. WP Encryption Capabilities
The WIP Encryption Capabilities field in the WIP Descri ptor nmessage
el ement (see Section 8.1) is 16 bits and is used by the WIP to
indicate its | EEE 802.11 encryption capabilities. This specification
defines bits 12 and 13. The reserved bits are nmanaged by | ANA and
assignnent requires an Expert Review. |ANA created the | EEE 802. 11
Encryption Capabilities registry, whose format is:
| EEE 802. 11 Encryption Capabilities Bit Position Ref er ence
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