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Status of This Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice

Copyright (c) 2009 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunent (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

This docunent nmay contain material from | ETF Docunents or |ETF
Contributions published or nade publicly avail abl e bef ore Novenber
10, 2008. The person(s) controlling the copyright in some of this
materi al may not have granted the I ETF Trust the right to all ow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into |anguages other
than Engli sh.

Abst r act
The Control And Provisioning of Wreless Access Points Protoco
allows a Wreless Term nation Point to use DHCP to di scover the

Access Controllers to which it is to connect. This docunent
descri bes the DHCP options to be used by the CAPWAP Prot ocol
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1. Introduction

The Control And Provisioning of Wreless Access Points Protoco
(CAPWAP) [ RFC5415] allows a Wreless Termnation Point (WP) to use
DHCP to di scover the Access Controllers (AC) to which it is to
connect .

Prior to the CAPWAP Di scovery process, the WIP nay use one of many
met hods to identify the proper AC with which to establish a CAPWAP
connection. One of these nethods is through the DHCP protocol. This
i s done through the CAPWAP AC DHCPv4 or CAPWAP AC DHCPv6 Opti on.
1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
1.2. Termnol ogy

Thi s docunment uses term nol ogy defined in [ RFC3753], [RFC2131],
[ RFC3315], and [ RFC5415].

2. CAPWAP AC DHCPv4 Option
This section defines a DHCPv4 option that carries a list of 32-bit

(binary) IPv4 addresses indicating one or nore CAPWAP ACs avail abl e
to the WIP.
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The DHCPv4 option for CAPWAP has the fornat shown in the foll ow ng
figure:
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opti on- code: OPTI ON_CAPWAP_AC V4 (138)

option-I|ength: Length of the "options’ field in octets; MJST be a
mul tiple of four (4).

AC | Pv4 Address: | Pv4 address of a CAPWAP AC that the WIP may use.
The ACs are listed in the order of preference for use by the WP

A DHCPv4 client, acting on behal f of a CAPWAP WIP, MJST request the
CAPWAP AC DHCPv4 Option in a Paraneter Request List Option, as
described in [ RFC2131] and [ RFC2132].

A DHCPv4 server returns the CAPWAP AC Option to the client if the
server policy is configured appropriately and the server is
configured with a |ist of CAPWAP AC addresses.

A CAPWAP WIP, acting as a DHCPv4 client, receiving the CAPWAP AC
DHCPv4 Option MAY use the (list of) IP address(es) to locate an AC
The CAPWAP Protocol [RFC5415] provides gui dance on the WIP' s

di scovery process.

The WIP, acting as a DHCPv4 client, SHOULD try the records in the
order listed in the CAPWAP AC DHCPv4 Option received fromthe DHCPv4
server.

3. CAPWAP AC DHCPv6 Option
This section defines a DHCPv6 option that carries a list of 128-bit

(binary) |1 Pv6 addresses indicating one or nore CAPWAP ACs avail abl e
to the WIP.
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The DHCPv6 option for CAPWAP has the fornat shown in the foll ow ng
figure:
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opti on-code: OPTI ON_CAPWAP_AC V6 (52)

option-Iength: Length of the 'options’ field in octets; MJIST be a
mul tiple of sixteen (16).

AC | Pv6 Address: |Pv6 address of a CAPWAP AC that the WIP may use.
The ACs are listed in the order of preference for use by the WP

A DHCPv6 client, acting on behal f of a CAPWAP WIP, MJST request the
CAPWAP AC DHCPv6 Option in a Paraneter Request List Option, as
described in [ RFC3315].

A DHCPv6 server returns the CAPWAP AC Option to the client if the
server policy is configured appropriately and the server is
configured with a list of CAPWAP AC addresses.

A CAPWAP WIP, acting as a DHCPv6 client, receiving the CAPWAP AC
DHCPv6 Option MAY use the (list of) IP address(es) to |locate an AC
The CAPWAP Protocol [RFC5415] provides gui dance on the WIP' s

di scovery process.

The WIP, acting as a DHCPv6 client, SHOULD try the records in the

order listed in the CAPWAP AC DHCPv6 Option received fromthe DHCPv6
server.
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4.

7.

7.

| ANA Consi der ati ons

The foll owi ng DHCPv4 option code for CAPWAP AC Options has been
assigned by | ANA

OPTI ON_CAPWAP_AC V4 138 Section 2

The foll owi ng DHCPv6 option code for CAPWAP AC Options has been
assigned by | ANA

OPTI ON_CAPWAP_AC V6 52 Section 3
Security Considerations

The security considerations in [ RFC2131], [RFC2132], and [ RFC3315]
apply. |If an adversary manages to nodify the response from a DHCP
server or insert its own response, a WIP could be led to contact a
rogue CAPWAP AC, possibly one that then intercepts call requests or
deni es service. CAPWAP' s use of Datagram Transport Layer Security
(DTLS) MUST be used to authenticate the CAPWAP peers in the
establ i shment of the session.

In nost of the networks, the DHCP exchange that delivers the options
prior to network access authentication is neither integrity protected
nor origin authenticated. Therefore, in security sensitive
environnents, the options defined in this docunent SHOULD NOT be the
only nmethods used to deternmine to which AC a WIP shoul d connect. The
CAPWAP protocol [RFC5415] defines other AC discovery procedures a WP
MAY utili ze.
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