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Abstr act
Thi s docunent describes the use of Transport Layer Security (TLS) to
provi de a secure connection for the transport of syslog nessages.

Thi s docunent describes the security threats to syslog and how TLS
can be used to counter such threats.
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I ntroduction

Thi s docunent describes the use of Transport Layer Security (TLS

[ RFC5246]) to provide a secure connection for the transport of syslog
[ RFC5424] nmessages. This docunent describes the security threats to
sysl og and how TLS can be used to counter such threats.

1. Termi nol ogy
The following definitions are used in this docunent:

0 An "originator" generates syslog content to be carried in a
nessage

0o A "collector" gathers syslog content for further analysis.

o A "relay" forwards nessages, accepting nmessages from originators
or other relays, and sending themto collectors or other relays.

0 A "transport sender" passes syslog nessages to a specific
transport protocol

0 A "transport receiver" takes syslog nmessages froma specific
transport protocol

0 A"TLS client" is an application that can initiate a TLS
connection by sending a Client Hello to a server

0 A "TLS server"” is an application that can receive a Cient Hello
froma client and reply with a Server Hello.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Security Requirenents for Syslog

Sysl og nessages may transit several hops to arrive at the intended
collector. Sone internediary networks nmay not be trusted by the
originator, relay, or receiver because the network is in a different
security domain or at a different security level fromthe originator
relay, or collector. Another security concern is that the
originator, relay, or receiver itself is in an insecure network

There are several threats to be addressed for syslog security. The
primary threats are:
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o Masquerade. An unauthorized transport sender nay send nessages to
a legitimate transport receiver, or an unauthorized transport
receiver may try to deceive a legitimte transport sender into
sendi ng sysl og nessages to it.

o Modification. An attacker between the transport sender and the
transport receiver nay nodify an in-transit syslog nessage and
then forward the nmessage to the transport receiver. Such
nodi ficati on may make the transport receiver misunderstand the
message or cause it to behave in undesirabl e ways.

o0 Disclosure. An unauthorized entity nmay exanmi ne the contents of
t he sysl og nessages, gai ning unauthorized access to the
informati on. Some data in syslog nessages is sensitive and nay be
useful to an attacker, such as the password of an authorized
adm ni strator or user.

The secondary threat is:

0 Message stream nodification. An attacker may del ete one or nore
sysl og nessages froma series of nmessages, replay a nessage, or
alter the delivery sequence. The syslog protocol itself is not
based on nessage order. However, an event in a syslog nessage may
relate semantically to events in other nessages, SO nessage
ordering may be inportant to understandi ng a sequence of events.

The following threats are deened to be of |esser inportance for
syslog, and are not addressed in this docunent:

o Denial of Service
o Traffic Analysis
3. Using TLS to Secure Sysl og

TLS can be used as a secure transport to counter all the primary
threats to syslog described above:

0 Confidentiality to counter disclosure of the nessage contents.

0 Integrity-checking to counter nodifications to a nmessage on a hop-
by- hop basis.

o Server or nmutual authentication to counter nasquerade.
Note: This secure transport (i.e., TLS) only secures syslog transport

in a hop-by-hop manner, and is not concerned with the contents of
sysl og nessages. |n particular, the authenticated identity of the
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transport sender (e.g., subject nane in the certificate) is not
necessarily related to the HOSTNAME field of the syslog nessage
When aut hentication of syslog nmessage origin is required, [SYS-SIG\
can be used.

4., Protocol Elenents
4.1. Port Assignnent

A syslog transport sender is always a TLS client and a transport
receiver is always a TLS server

The TCP port 6514 has been allocated as the default port for syslog
over TLS, as defined in this docunent.

4. 2. Initiation

The transport sender should initiate a connection to the transport
receiver and then send the TLS Client Hello to begin the TLS
handshake. Wien the TLS handshake has fini shed, the transport sender
MAY then send the first syslog nessage.

TLS typically uses certificates [ RFC5280] to authenticate peers

| npl enent ati ons MUST support TLS 1.2 [RFC5246] and are REQU RED to
support the nandatory to inplenent cipher suite, which is

TLS RSA WTH AES 128 CBC SHA. This docunent is assumed to apply to
future versions of TLS, in which case the mandatory to inpl enent

ci pher suite for the inplenmented version MIUST be support ed.

4,2.1. Certificate-Based Authentication

Bot h syslog transport sender (TLS client) and syslog transport
receiver (TLS server) MJST inplenent certificate-based

aut hentication. This consists of validating the certificate and
verifying that the peer has the correspondi ng private key. The
latter part is performed by TLS. To ensure interoperability between
clients and servers, the followi ng nethods for certificate validation
SHALL be i npl enent ed:

0 Certification path validation: The TLS peer is configured with one
or nore trust anchors (typically root CA (certification authority)
certificates), which allowit to verify a binding between the
subj ect nanme and the public key. Additional policy controls
needed for authorizing the syslog transport sender and receiver
(i.e., verifying that the subject name represents an authorized
party) are described in Section 5. Certification path validation
is performed as defined in [RFC5280]. This nethod is useful where
there is a Public Key Infrastructure (PKI) depl oynent.
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o0 End-entity certificate matching: The transport sender or receiver
is configured with information necessary to identify the valid
end-entity certificates of its authorized peers. The end-entity
certificates can be self-signed, and no certification path
validation is needed. |Inplenmentations MJST support certificate
fingerprints in Section 4.2.2 and MAY allow other formats for
end-entity certificates such as a DER-encoded certificate. This
met hod provides an alternative to a PKI that is sinple to deploy
and still maintains a reasonable |evel of security.

Both transport receiver and transport sender inplenentations MJST
provide neans to generate a key pair and self-signed certificate in
the case that a key pair and certificate are not avail abl e through
anot her mechani sm

The transport receiver and transport sender SHOULD provi de mechani snms
to record the end-entity certificate for the purpose of correlating
it with the sent or received data.

4.2.2. Certificate Fingerprints

Both client and server inplenmentati ons MIST make the certificate
fingerprints for their certificate available through a nmanagenent
interface. The labels for the algorithns are taken fromthe textua
nanes of the hash functions as defined in the | ANA regi stry "Hash
Function Textual Names" allocated in [ RFC4572].

The mechanismto generate a fingerprint is to take the hash of the
DER- encoded certificate using a cryptographically strong al gorithm
and convert the result into col on-separated, hexadeci mal bytes, each
represented by 2 uppercase ASCI| characters. When a fingerprint

val ue is displayed or configured, the fingerprint is prepended with
an ASCI| | abel identifying the hash function followed by a col on

| mpl enent ati ons MUST support SHA-1 as the hash al gorithm and use the
ASCI1 | abel "sha-1" to identify the SHA-1 algorithm The length of a
SHA-1 hash is 20 bytes and the |l ength of the correspondi ng
fingerprint string is 65 characters. An exanple certificate
fingerprint is:

sha-1: E1: 2D: 53: 2B: 7C. 6B: 8A: 29: A2: 76: C8: 64: 36: 0B: 08: 4B: 7A: F1: 9E: 9D

During validation the hash is extracted fromthe fingerprint and
conpar ed agai nst the hash cal cul ated over the received certificate.
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4.2.3. Cryptographic Leve

Sysl og applications SHOULD be inplenented in a manner that permits
adm nistrators, as a matter of |ocal policy, to select the
cryptographic | evel and authentication options they desire.

TLS pernits the resunption of an earlier TLS session or the use of
anot her active session when a new session is requested, in order to
save the expense of another full TLS handshake. The security
paraneters of the resumed session are reused for the requested
session. The security paraneters SHOULD be checked agai nst the
security requirenents of the requested session to nake sure that the
resuned session provides proper security.

4.3. Sending Data
Al'l syslog nessages MJST be sent as TLS "application data". It is
possi ble for nultiple syslog nessages to be contained in one TLS
record or for a single syslog nessage to be transferred in nultiple
TLS records. The application data is defined with the foll owi ng ABNF
[ RFC5234] expression
APPLI| CATI ON- DATA = 1* SYSLOG FRAME
SYSLOG FRAME = MSG LEN SP SYSLOG MSG
MSG- LEN = NONZERODIG T *DIGA T
SP = %32
NONZERO DIG T = %49- 57
DAT = %48 / NONZERODIGA T
SYSLOG MSG is defined in the syslog protocol [RFC5424].

4.3.1. Message Length
The message length is the octet count of the SYSLOG MSG in the
SYSLOG FRAME. A transport receiver MJST use the nessage length to
delimt a syslog nessage. There is no upper limt for a message
| ength per se. However, in order to establish a baseline for
interoperability, this specification requires that a transport
recei ver MJST be able to process nessages with a length up to and

i ncluding 2048 octets. Transport receivers SHOULD be able to process
messages with lengths up to and including 8192 octets.
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4.4, Closure

A transport sender MJST cl ose the associated TLS connection if the
connection is not expected to deliver any syslog nessages later. It
MUST send a TLS close_notify alert before closing the connection. A
transport sender (TLS client) MAY choose to not wait for the
transport receiver’'s close notify alert and sinply close the
connection, thus generating an inconplete close on the transport
receiver (TLS server) side. Once the transport receiver gets a
close_notify fromthe transport sender, it MJIST reply with a
close_notify unless it becones aware that the connection has al ready
been cl osed by the transport sender (e.g., the closure was indicated
by TCP).

Wien no data is received froma connection for a long time (where the
application decides what "long" neans), a transport receiver MAY

cl ose the connection. The transport receiver (TLS server) MJST
attenpt to initiate an exchange of close notify alerts with the
transport sender before closing the connection. Transport receivers
that are unprepared to receive any nore data MAY cl ose the connection
after sending the close_notify alert, thus generating an inconplete
cl ose on the transport sender side.

5. Security Policies

D fferent environnments have different security requirenents and
therefore would deploy different security policies. This section
di scusses sone of the security policies that may be inplenented by
syslog transport receivers and syslog transport senders. The
security policies describe the requirenents for authentication and
aut horization. The list of policies in this section is not
exhaustive and other policies MAY be inpl emented.

If the peer does not neet the requirenents of the security policy,
the TLS handshake MJUST be aborted with an appropriate TLS alert.

5.1. End-Entity Certificate Based Authorization
In the sinplest case, the transport sender and receiver are
configured with information necessary to identity the valid
end-entity certificates of its authorized peers.
| mpl enent ati ons MUST support specifying the authorized peers using

certificate fingerprints, as described in Section 4.2.1 and
Section 4.2.2.
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5.2.

Subj ect Name Aut hori zation

| mpl enent ati ons MJUST support certification path validation [ RFC5280].
In addition, they MJST support specifying the authorized peers using
| ocal ly configured host names and matchi ng the nane agai nst the
certificate as foll ows.

o |Inplementations MUST support matching the locally configured host
nane agai nst a dNSNane in the subjectAtNanme extension field and
SHOULD support checki ng the nane agai nst the common nane portion
of the subject distinguished nane.

o The '** (ASCIl 42) wildcard character is allowed in the dNSNane of
t he subj ect Al t Name extension (and in common name, if used to store
the host nane), but only as the left-npst (least significant) DNS
| abel in that value. This wildcard matches any | eft-nmost DNS
| abel in the server name. That is, the subject *.exanple.com
mat ches the server names a.exanple.com and b. exanple.com but does
not match exanpl e.com or a.b.exanple.com |nplenentations MJST
support wildcards in certificates as specified above, but MAY
provide a configuration option to disable them

0 Locally configured names MAY contain the w ldcard character to
mat ch a range of values. The types of wildcards supported MAY be
nore flexible than those allowed in subject nanes, naking it
possi ble to support various policies for different environnments.
For exanple, a policy could allow for a trust-root-based
aut hori zati on where all credentials issued by a particular CA
trust root are authorized.

o If the locally configured nanme is an internationalized donain
name, conformning inplenmentations MUST convert it to the ASCl
Conpati bl e Encoding (ACE) format for perform ng conparisons, as
specified in Section 7 of [RFC5280].

o |Inplenentations MAY support matching a locally configured IP
address agai nst an i PAddress stored in the subjectAltNane
extension. 1In this case, the locally configured IP address is
converted to an octet string as specified in [ RFC5280], Section
4.2.1.6. A match occurs if this octet string is equal to the
val ue of i PAddress in the subjectAltName extension

Unaut henti cated Transport Sender

In sone environments the authenticity of syslog data is not inportant
or is verifiable by other means, so transport receivers may accept
data from any transport sender. To achieve this, the transport

recei ver can skip transport sender authentication (by not requesting
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client authentication in TLS or by accepting any certificate). In
this case, the transport receiver is authenticated and authori zed,
however this policy does not protect against the threat of transport
sender masquerade described in Section 2. The use of this policy is
general |y NOT RECOMVENDED for this reason.

5.4. Unauthenticated Transport Receiver

In sone environments the confidentiality of syslog data is not

i mportant, so nessages are sent to any transport receiver. To
achieve this, the transport sender can skip transport receiver

aut hentication (by accepting any certificate). Wile this policy
does aut henticate and authorize the transport sender, it does not
protect against the threat of transport receiver masquerade described
in Section 2, leaving the data sent vul nerable to disclosure and

nmodi fication. The use of this policy is generally NOI' RECOVWENDED
for this reason.

5.5. Unauthenticated Transport Receiver and Sender

In environnents where security is not a concern at all, both the
transport receiver and transport sender can skip authentication (as
described in Sections 5.3 and 5.4). This policy does not protect
agai nst any of the threats described in Section 2 and is therefore
NOT RECOMVENDED.

6. Security Considerations

This section describes security considerations in addition to those
in [ RFC5246] .

6.1. Authentication and Authorization Policies

Section 5 discusses various security policies that may be depl oyed.
The threats in Section 2 are nmtigated only if both the transport
sender and transport receiver are properly authenticated and

aut hori zed, as described in Sections 5.1 and 5.2. These are the
RECOMVENDED configurations for a default policy.

If the transport receiver does not authenticate the transport sender,
it may accept data froman attacker. Unless it has another way of
aut henticating the source of the data, the data should not be
trusted. This is especially inportant if the syslog data is going to
be used to detect and react to security incidents. The transport
receiver may also increase its vulnerability to denial of service
resource consunption, and other attacks if it does not authenticate
the transport sender. Because of the increased vulnerability to
attack, this type of configuration is NOT RECOMVENDED.
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6.

6.

7.

7.

If the transport sender does not authenticate the syslog transport
receiver, then it nay send data to an attacker. This may di scl ose
sensitive data within the log information that is useful to an

attacker, resulting in further conprom ses within the system |If a
transport sender is operated in this node, the data sent SHOULD be
limted to data that is not valuable to an attacker. |In practice

this is very difficult to achieve, so this type of configuration is
NOT RECOMVENDED.

For goi ng aut hentication and aut hori zation on both sides allows for
man-i n-the-m ddl e, nmasquerade, and other types of attacks that can
conpletely conpronise integrity and confidentiality of the data.
This type of configuration is NOT RECOMVENDED

2. Nane Validation

The subj ect nanme authorization policy authorizes the subject in the
certificate against a locally configured nane. It is generally not
appropriate to obtain this name through other neans, such as DNS

| ookup, since this introduces additional security vulnerabilities.

3. Reliability

It should be noted that the syslog transport specified in this
docunent does not use application-layer acknow edgnents. TCP uses
retransm ssions to provide protection against sone forns of data

| oss. However, if the TCP connection (or TLS session) is broken for
some reason (or closed by the transport receiver), the syslog
transport sender cannot al ways know what messages were successfully
delivered to the syslog application at the other end.

| ANA Consi derati ons
1. Port Nunber

| ANA assigned TCP port nunber 6514 in the "Regi stered Port Nunbers"”
range with the keyword "syslog-tls". This port will be the default
port for syslog over TLS, as defined in this docunent.
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