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Abstract

This meno defines a portion of the Managenent |nfornmati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it defines a basic set of managed objects for Sinple
Net wor k Managenent Protocol (SNWP)-based managenent of events that
can be generated by Packet Cabl e- and | PCabl ecom conpliant Miltinmedi a
Term nal Adapter devices.
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1. The Internet-Standard Managenent Framewor k

For a detailed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
t he Managenent Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNVP).
hjects in the MB are defined using the nmechani sns defined in the
Structure of Managenent Information (SM). This nmeno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579] and STD 58, RFC 2580

[ RFC2580] .

2. Introduction
A Miultimedia Term nal Adapter (MIA) is used to deliver broadband

Internet, data, and/or voice access jointly with tel ephony service to
a subscriber’s or custonmer’s prem ses using a cable network
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infrastructure. An MIA is nornally installed at the subscriber’s or
custonmer’s prem ses and is coupled to a nultiple system operator
(M5O wusing a hybrid fiber coax (HFC) access networKk.

An MTA is provisioned by the M5O for broadband Internet, data, and/or
voi ce service. For nore informati on on MIA provisioning, refer to

[ PKT- SP- PROV] and [ RFC4682]. MTA devices include one or nore
endpoints (e.g., telephone ports), which receive call signaling
information to establish ring cadence, and codecs, which provide

t el ephony service.

For nore information on call signaling refer to, [PKT-SP-M3CP] and
[ RFC3435] .

For nore information on codecs, refer to [PKT-SP-CODEC .

G ven the conplexity of such systens, it is inportant that a suitable
event managenent nechani sm be defined to allow for effective
managenent. This M B nodul e provi des objects suitable for generation
and nanagenent of events on the MIA.

3. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

The ternms "M B nodul e" and "information nodul e" are used

i nterchangeably in this meno. As used here, both terns refer to any
of the three types of information nodules defined in Section 3 of RFC
2578 [RFC2578]. Sone of the terns used in this neno are defined

bel ow. Sone additional terns are also defined in the Packet Cabl e(TM
Managenment Event Mechani sm Specification [ PKT-SP-MEML. 5] and the
Packet Cabl e MIA Devi ce Provi sioning Specification [PKT-SP-PROV].

3.1. Packet Cabl e
Packet Cabl e is a CableLabs-led initiative that is ained at devel opi ng
i nteroperable interface specifications for delivering advanced,
real -tine nultinedia services over two-way cable plants.

3.2. | PCabl ecom
| PCabl ecomis an | TU Tel ecomruni cati on Standardi zati on Sector (ITU-T)
project that includes architecture and a series of reconmendations

that enable the delivery of real-tinme services over the cable
tel evi si on networks using cabl e nodens.

Channabasappa, et al. St andards Track [ Page 3]



RFC 5428 Packet Cabl e/ | PCabl ecom Event MIA M B April 2009

3.3. MIA

A Miltinmedia Term nal Adapter (MIA) is a PacketCable- or |PCabl ecom
conpl i ant device providing tel ephony services over a cable or hybrid
system used to deliver video signals to a community. It contains an
interface to endpoints, a network interface, codecs, and al
signaling and encapsul ation functions required for Voice over |IP
transport, call signaling, and Quality of Service signaling. An MA
can be an enbedded or standal one device. An Enbedded MIA (E-MIA) is
an MTA devi ce contai ning an enbedded Data Over Cable Service
Interface Specifications (DOCSIS) cable nmbodem A Standal one MIA
(S-MIA) is an MTA device separated fromthe DOCSI S cabl e nodem by a
non- DOCSI S Medi a Access Control (MAC) interface (e.g., Ethernet,

USB)

3. 4. Endpoint

An endpoi nt or MIA endpoint is a standard RJ-11 tel ephony physica
port | ocated on the MIA and used for attaching the tel ephone device
to the MIA

3.5. MO

A Milti-System Qperator is a cable conpany that operates nany head-
end locations in several cities.

3.6. UDP

A User Datagram Protocol is a connectionless protocol built upon
Internet Protocol (IP), as per RFC 768 [ RFC768].

4. Overview

Packet Cabl e, European Tel ecomuni cati ons Standards Institute (ETSI),
and I nternational Tel ecomunication Union Tel ecomruni cati on

St andardi zati on Sector (ITU-T) |PCabl ecomconpliant Miltinmedi a

Term nal Adaptors (MIAs) are required to generate nanagenent events
upon the occurrence of certain operational conditions (for instance,
"AC power failure, MIA operational on battery power"). The conplete
set of conditions and the correspondi ng nmanagenent events to be
generated are specified in [ PKT- SP- MEML. 5] (Packet Cabl e),

[ ETSI TS101909-22] (ETSI), and [ITU-T-J176] (ITU-T). In addition, the
MTA manuf acturer is allowed to specify vendor-specific nanagenent
events. For exanple, vendor XYZ can specify "Menory read error,
term nating process, code: XYZ123"
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When managenent events are generated, they can either be stored in a
local log on the MIA or transnmitted using two possible nmechani sns:
SNMP or syslog. This choice between storing and transnmitting is
required to be configurable and nmanageabl e by the managenment station
for each managenent event (default values can be provided when the
events are defined). This docunent proposes a M B that can provide
for configuration and nmanagenent of such nmanagenent events. A neans
to log the events is provided within the specified MB nodule. For
syslog as a transport, the necessary information (format, transport,
etc.) is also specified. For SNW as a transport, the MB objects
specified in the SNVP- TARGET-M B and SNMP- NOTI FI CATI ON-M B as
utilized, is specified in [ RFC3413].

Further, each managenent event can be uniquely identified using the
"Organi zation ID and 'Event ID. The "Organization ID is the
private enterprise nunber of the organization specifying the event
(e.g., 4491 for CablelLabs) and a unique identifier that identifies
the event. The 'Event ID is an identifier that uniquely identifies
the event within the 'Oganization ID space. This docunment does not
speci fy any nanagenent events. It only provides a nechanismto
manage the storage and transnission of events.

The EVENT M B nodul e specified in this docunent is intended to update
the EVENT M B nodules fromwhich it is partly derived:

- the Packet Cable 1.5 Managenent Event M B Specification
[ PKT- SP- EVEM B1. 5] and

- the ITU-T I PCabl ecom managenent event nechani sm M B requirenents
[1TUT-J176].

Several normative and informative references are used to hel p define
Managenment Event M B objects. As a convention, wherever the
requirenents are equivalent at the time of the witing, the

Packet Cabl e reference is used. However, MIA inplenentations MJST
refer to the corresponding specifications to ensure conpliance.

4.1. Structure of the MB

The Managenent Event M B nodule is identified by pktcletfEventMb and
is structured into the follow ng sub-trees:

- pktcEvent Control specifies the nanagenent infornmation pertinent to
control of the device's event generation capabilities.

- pktcEvent Throttle specifies the managenent information pertinent to

throttling the transm ssion of managenent events using syslog or
SNVP
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- pktcEvent Status specifies the managenent information for the device
to report status information related to the generated events.

- pktcEvents specifies the managenent information for the device to
list all the events it is capable of generating.

- pktcEvent Log specifies the managenent information for the device to
store the generated events.

- pktcEventNotifications specifies the managenent information that
defines the SNWP trap and i nform nessages.

4.2. pktcEvent Control

The group of objects in this sub-tree provide for three inportant
controls: ability to reset the event |ogs and event descriptions,
sysl og configuration, and event cl asses.

Some highlights are as foll ows:

pkt cEvent Reset - this M B object allows a managenent station to reset
the event |ogs, the event descriptions, or both.

pkt cEvent Syslog - this group of M B objects allows the nanagenent
station to provide information for transm ssion of events to a syslog
server, such as nmessage formats and transport protocols.

pkt cEvent Cl assTable - this MB table allows for MIAs to classify the
managenent events into different categories, ternmed ’'event classes’
It then allows for conmon operations to be affected across all the
events pertaining to a specific event class.

4.3. pktcEventThrottle

As indicated earlier, the generated events can be stored locally or
transmitted using SNMP, syslog, or both. However, the nmanagenent
stations receiving such events nmay wi sh to control the rate of
transm ssion of such events. This event-throttling behavior is
provided by the MB objects in this sub-tree.

Some highlights are as foll ows:
pkt cEvent Thrott| eAdnmi nStatus - this M B object allows for

transni ssions to be unconstrai ned, nmintained bel ow t hreshol d,
stopped at the threshold, or inhibited.
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pkt cEvent Throttl eThreshold - this M B object specifies the throttle,
i.e., the nunber of events over an interval that is considered to be
t he threshol d.

pkt cEvent Throttlelnterval - this MB object specifies the interva
over which the threshold is calcul ated.

4.4. pktcEvent Status

This sub-tree is designed to provide status information related to
event transmissions. It currently contains one MB object,

pkt cEvent Transmi ssionStatus, that allows a client to report the
status of event transnissions.

4.5. pktcEvent

This sub-tree is designed to provide a list of all the events that
can be generated by an MIA and its associ ated descriptions. The MB
obj ects are grouped under the M B tabl e pktcEvent Tabl e.

4.6. pktcEventLog

This sub-tree is designed to allowthe MIAto store all the events
that are generated during its operation. The events are stored with
i nformati on such as the tinme of the event, its description and

rel ated characteristics |ike severity |evels.

4.7. pktcEventNotifications

This sub-tree specifies the notification information, i.e., when MIAs
transmit nessages using SNWP traps and inforns. SNWP traps refer to
the SNWPv2- Trap- PDU. SNWPv1l traps are disall owed.

5. Relationship to G her MB Mdul es

Sonme nmanagenent objects defined in other MB nodul es are applicable
to an entity inplementing this MB. In particular, it is assuned
that an entity inplenmenting the PKTC-| ETF- EVENT-M B nodule will al so
i npl enent the "interfaces’ group of the |F-M B [ RFC2863].

5.1. MB Mdul es Required for | MPORTS

The PKTC-| ETF- EVENT-M B M B nodul e | MPORTS obj ects from SNVPv2- SM

[ RFC2578], SNMPv2- TC [ RFC2579], SNVP- FRAVEWORK- M B [ RFC3411],
SNMPv2- CONF [ RFC2580], I F-M B [ RFC2863], | NET- ADDRESS-M B [ RFC4001],
SNVP- TARGET- M B [ RFC3413], SNMP- NOTI FI CATI ON-M B [ RFC3413], and the
SYSLOG TC-M B [ RFC5427] .
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6. Definitions
PKTC-| ETF-EVENT-M B DEFI NI TIONS ::= BEA N

| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
Unsi gned32,
NOTI FI CATI ON- TYPE,
m b-2 FROM SNVPv2- SM

Tr ut hVal ue,
Dat eAndTi ne, TEXTUAL- CONVENTI ON
FROM SNWVPv2- TC

SnnpAdmi nString FROM SNWVP- FRAVEWORK- M B
OBJECT- GROUP,

MODULE- COVPLI ANCE,

NOTI FI CATI ON- GROUP FROM SNWPv 2- CONF

i f PhysAddr ess FROM | F-M B

| net Addr essType,
| net Addr ess,
| net Por t Nunber FROM | NET- ADDRESS- M B
snnpTar get Basi cG oup, snnpTar get ResponseG oup

FROM SNWVP- TARGET- M B
snnpNot i f yGroup, snnpNotifyFilterG oup

FROM SNWP- NOTI FI CATI ON-M B
Sysl ogSeverity, SyslogFacility FROM SYSLOG TC- M B;

pktcletfEvent M b MODULE-| DENTI TY
LAST- UPDATED "200903300000Z" -- 30 March 2009
ORGANI ZATION "I ETF | P over Cabl e Data Network Wrki ng G oup"
CONTACT- | NFO
"Sumant h Channabasappa
Cabl e Tel evi si on Laboratories, Inc.
858 Coal Creek Circle,
Loui sville, CO 80027, USA
+1 303-661- 3307
Sumant h@abl el abs. com

W m De Ketel aere

t ConLabs

G |l destraat 8

9000 Gent, Bel gium

+32 9 269 22 90

deket el aere@ ComlLabs. com
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Eugene Nechanki n

Br oadcom Cor por ati on

200 - 13711 International Place
R chnond, BC, V6V 278, Canada
+1 604 233 8500
enechanki n@r oadcom com

| ETF | PCDN Wor ki ng Group
General Discussion: ipcdn@etf.org
Subscribe: http://ww.ietf.org/milmn/listinfo/ipcdn
Archive: ftp://ftp.ietf.org/ietf-mail-archive/ipcdn
Co- Chair: Jean-Francois Mile, jf.nul e@abl el abs. com
Co- Chair: Richard Wundy, Ri chard _Wundy@abl e. contast . cont

DESCRI PTI ON
"This MB nodul e specifies the basic managenent objects
for managi ng events generated by the Miltinedia
Term nal Adapter devices conpliant with the Packet Cabl e
and | PCabl ecom r equi r enent s.

Copyright (c) 2009 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, are permtted provided that the
following conditions are net:

- Redistributions of source code nust retain the above
copyright notice, this list of conditions and the
foll owi ng discl ai ner.

- Redistributions in binary form nust reproduce the above
copyright notice, this list of conditions and the
foll owi ng disclainmer in the docunentati on and/or other
materials provided with the distribution

- Neither the nanme of Internet Society, |ETF or |ETF
Trust, nor the names of specific contributors, may be
used to endorse or pronote products derived fromthis
software wi thout specific prior witten perm ssion

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND
CONTRI BUTCRS " AS | S AND ANY EXPRESS CR | MPLI ED
WARRANTI ES, | NCLUDI NG BUT NOT LIMTED TO, THE | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT
OMER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT,

I NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES
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(1 NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE
@BOODS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS;, OR

BUSI NESS | NTERRUPTI ON) HOWAEVER CAUSED AND ON ANY THEORY OF
LI ABI LI TY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT
(1 NCLUDI NG NEGLI GENCE CR OTHERW SE) ARI SI NG I N ANY WAY OUT
OF THE USE OF TH S SOFTWARE, EVEN | F ADVI SED OF THE
POSSI Bl LI TY OF SUCH DAMAGE

This version of this MB nodule is part of RFC 5428;

see the RFC itself for full legal notices."
REVI SION  "200903300000Z" -- 30 March 2009
DESCRI PTI ON

“Initial version, published as RFC 5428."

1= { nmib-2 182 }

Sysl ogSeverityMask ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This textual convention represents a bit mask representing
the severity of the syslog events that can be generated.

It corresponds to the various severity |evels associated
with syslog nessages, as specified in 'The Sysl og Protocol’,

[ RFC5424] .
energ (0), - emergency; systemis unusable
al ert (1), - action nust be taken inmediately
crit (2), ~- critical condition
err (3), - error condition
war ni ng (4), - warning condition
notice (5), - normal but significant condition
i nfo (6), - informational message
debug (7) - debug-1evel nessages”

SYNTAX BITS {
emerg(0),
alert (1),
crit(2),
err(3),
war ni ng(4),
notice(5),
info(6),
debug(7)
}
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pkt cEvent Noti fi cati ons OBJECT | DENTI FI ER : :
pkt cEvent M bQbj ect s OBJECT | DENTI FI ER ::

{ pktcletfEventMb 0 }
{ pktcletfEventMb 1 }
Mb 2

pkt cEvent Conf or mance OBJECT I DENTIFIER ::= { pktcletfEvent }
pkt cEvent Cont r ol OBJECT IDENTIFIER ::= { pktcEventM bObjects 1 }
pkt cEvent Throttle OBJECT IDENTIFIER ::= { pktcEventM bCbjects 2 }
pkt cEvent St at us OBJECT I DENTIFIER ::= { pktcEventM bQbjects 3 }
pkt cEvent s OBJECT I DENTIFIER ::= { pktcEventM bQbjects 4 }
pkt cEvent Log OBJECT IDENTIFIER ::= { pktcEventM bhjects 5 }

-- Event Reporting control objects
pkt cEvent Reset OBJECT- TYPE
SYNTAX BITS {
reset Event LogTabl e(0),
reset Event Tabl e(1)

}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"This MB object allows a nmanagenent station to
clear the local |og of generated events, reset the
managenent event descriptions, or both.

MIAs gener at e managenent events. These events are stored
in the MB table pktcEventLogTable. |If a nmanagenent
station needs to clear all the current entries (e.g.,
after a troubl eshooting operation is conplete), it can

do so by setting the reset EventLogTabl e(0) bit to a

val ue of '1'.

The MIA is pre-configured with the events that it can
generate. This is stored in the MB table

pkt cEvent Tabl e. This table also contains the
descriptions associated with these events. These
descriptions can be nodified by a managenent station.
However, if the managenment station wishes to reset the
descriptions to factory defaults, it can do so by
setting the resetEventTable(1l) bit to a value of '1'.

The MTIA actions are sumari zed bel ow:

Bit resetEventLogTabl e(0) set to a value of ' 1’
- delete all entries in pktcEventLogTabl e;
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- reset the value of pktcEventLoglndex to 'O’

Bit resetEvent Table(1l) set to a value of "1’
- reset the pktcEventTable to the
factory default val ues.

Bits reset Event LogTabl e(0) and reset Event Tabl e(1)

set to a value of 'Yl

- performthe above actions as though they were
performed individually (in any order).

Setting a reset bit to a value of '0° MJST NOT
result in any action

The MIA MUST perform the above actions regardl ess of
persistence (i.e., storage in non-volatile nmenory).

The MIA MUST always return a value of 00" when
this MB object is read.

A managenent station that resets tables using this MB
obj ect needs to be careful about the inpact to other
managenent stations that may be reliant on the
i nformati on contained in the table(s) being reset. For
exanpl e, say nmanagenent station A creates a specific set
of event descriptions in the event table
(pkt cEvent Tabl e) for debuggi ng purposes and expects any
generated events to report the nodified descriptions. In
such a case, if another managenent station resets the
event table to factory defaults, any subsequent events
will not contain the nodified descriptions expected by
managenment station A, Such nulti-manager contentions are
not addressed within this MB nodule. Thus, managenent
stations are RECOVMMENDED to use this M B object with
care and caution, and only when absolutely required.”
::={ pktcEventControl 1}

-- syslog-specific MB objects

pkt cEvent Sysl og OBJECT IDENTIFIER ::= { pktcEventControl 2 }

pkt cEvent Sysl ogCapabilities OBJECT- TYPE
SYNTAX BITS {
f or mat BSDSysl og( 0),
f or mat Sysl ogPr ot ocol (1),
t ransport UDP( 2),
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transport TLS(3),
t ransport BEEP( 4)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This MB object contains the MIA capabilities
for supporting the syslog protocol, specifically
the nmessage formats and the transport protocols.

The BSD sysl og nessage format is specified
in [ RFC3164] (formatBSDSysl og), and the | ETF
sysl og protocol is specified in [ RFC5424]
(format Sysl ogPr ot ocol ).

The MIA MUST set the appropriate protocol and
transport bits, based on inplenentation.”
REFERENCE
"The BSD syslog Protocol, [RFC3164];
The Syslog Protocol, [RFC5424];
Transm ssion of Syslog Messages over UDP, [RFC5426];
TLS Transport Mapping for Syslog, [RFC5425];
Rel i abl e Delivery for syslog, [RFC3195]."
::= { pktcEventSyslog 1 }

pkt cEvent Sysl ogAddr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This MB object defines the Internet address type of
the syslog server specified by the M B obj ect
pkt cEvent Sysl ogAddress. A value of dns(16) is
di sal | oned since a non-resol vabl e DNS domai n nane

will |eave the device without a syslog server to
which it can report events."

REFERENCE
"Packet Cabl e MIA Devi ce Provisioning Specification
[ PKT- SP- PROV] . "

DEFVAL { ipv4 }
::={ pktcEvent Syslog 2 }

pkt cEvent Sysl ogAddress OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This MB object contains the | P address of the
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sysl og server to which the MIA can transmt a syslog
message upon the generation of a nmanagenent event.
The type of address this object represents is defined
by the M B object pktDevEvent Sysl ogAddr essType.

The format of the syslog nessage is specified by the
M B obj ect pktcEvent Sysl ogMessageFor mat . "

REFERENCE
"Packet Cabl e MIA Devi ce Provisioning Specification,
[ PKT- SP- PROV] ;
Packet Cabl e Managenent Event Mechani sm Specifi cati on,
[ PKT- SP- MEML. 5] ; "

DEFVAL { "0.0.0.0" }

.. = { pktcEventSyslog 3}

pkt cEvent Sysl ogMessageFor mat OBJECT- TYPE

SYNTAX | NTEGER {
f or mat BSDSysl og(1), -- The BSD sysl og Protocol
f or mat Sysl ogProt ocol (2) -- The sysl og Protocol

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This MB object contains the syslog nessage format to
be used for transmitting syslog nessages to the server
contained in the M B object pktcEventSysl ogServer."
REFERENCE
"The BSD syslog Protocol, [RFC3164];
The Syslog Protocol, [RFC5424]."
DEFVAL { fornat Sysl ogProtocol }
::={ pktcEventSyslog 4 }

pkt cEvent Sysl ogTransport OBJECT- TYPE
SYNTAX | NTEGER {
udp(1),-- Transm ssion of syslog nessages over UDP
tls(2),-- TLS Transport Mapping for Syslog
beep(3)-- BEEP Transport Mapping for Syslog

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This MB object specifies the transport to be
used to transmt syslog nessages to the syslog
server contained in the MB object
pkt cEvent Sysl ogAddr ess.

If the MIA does not support the transport
specified in a SET operation, then the
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MIA MJUST return an appropriate error
response, such as 'inconsistentValue'."
REFERENCE
"Transm ssi on of Syslog nmessages over UDP, [ RFC5426];
TLS Transport Mapping for Syslog, [RFC5425]."
DEFVAL  {tls}
::={ pktcEventSyslog 5 }

pkt cEvent Sysl ogPort  OBJECT- TYPE

SYNTAX | net Por t Nunber
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This M B object contains the port nunber of the
sysl og server to which the syslog nessages are to
be transmtted."

REFERENCE

"Transm ssi on of Syslog Messages over UDP, [ RFC5426];

TLS Transport Mapping for Syslog, [RFC5425]."
DEFVAL { 6514 }
::={ pktcEvent Syslog 6 }

-- Event cl asses

pkt cEvent Cl assTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pkt cEvent d assEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This MB table allows for nanagenent events that can be
generated by an MIA to be classified into categories,

or 'event classes’. For exanple, all the configuration-
rel ated events can be associated with an event cl ass
titled "configuration’. Such a classification allows

for a nanagenent station to affect changes on a comon
group of events at once. Two operations are specified
on an event class: enabling or disabling of all the
events in an event class, and sel ective enabling or
di sabl i ng based on the severity level."

::={ pktcEventControl 3}

pkt cEvent Gl assEntry OBJECT- TYPE

SYNTAX Pkt cEvent Cl assEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
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"Each entry in this table specifies an event class, a
groupi ng of events, as identified by the MIA

manuf acturer. Any event associated with an event class

in this table MIST be specified in the
pkt cEvent Tabl e.

The MIA MUST create one entry (index=100) for the event

class titled '"generic’. This event class MJST contain
all the events that are not contained in any other
vendor - speci fi ed event cl asses.

A managenent station SHOULD NOT associ ate an event
with multiple event classes. However, if an event is
associated with rmultiple event classes, the MA

MUST gi ve precedence to the event class with the

| owest index. Thus, at a given point in tine,

only one event class is applicable for an event.

The event table (pktcEventTable) provides the event
class that affects the event. Whenever an event is
generated, the MIA MIUST verify the applicable

event class entry to take any specified actions.

Entries in this table persist across resets and
reboots. "

I NDEX { pktcEvent d assl ndex }

{ pktcEventC assTable 1}

Pkt cEvent O assEntry: : = SEQUENCE {

pkt cEvent d assl ndex Unsi gned32,

pkt cEvent Cl assName SnnpAdmi nStri ng,

pkt cEvent Ol assSt at us Tr ut hval ue,

pkt cEvent Cl assSeverity Sysl ogSeveri t yMask

}

pkt cEvent C assl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..100)

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This MB object is an index into the event

class table. It is a locally neaningful
val ue. "

::={ pktcEventd assEntry 1 }

pkt cEvent Cl assName OBJECT- TYPE
SYNTAX SnnmpAdmi nString (SIZE (1..100))
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"This M B object contains the name of the
event cl ass.

Vendors MAY define different event classes
(e.g., DHCP, SNWP, DEBUG) to group together
managenment events of a particular category.

Event cl ass names need to take into
consi deration the SnnpAdmi nString definition
requi renents, such as the use of control code
sequence CR LF to represent a newine."

::={ pktcEventd assEntry 2 }

pkt cEvent Cl assSt at us OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This MB object indicates if events bel ongi ng
to the correspondi ng event class are enabl ed
or disabled, for event reporting.

Setting this object to a value of 'true' enables
reporting of all the events in the event class.

When enabl ed, the nmeans of reporting events is
specified by the M B object pktcEventReporting.

Setting this object to a value of 'false’ disables
any event reporting, irrespective of the value of the
M B obj ect pktcEventReporting for a specific

event .

The default value of this MB object is vendor-
specific. However, the vendor SHOULD enable all
event categories defined by Packet Cable or
| PCabl ecom by default."

::={ pktcEventd assEntry 3 }

pkt cEvent Cl assSeverity OBJECT- TYPE

SYNTAX Sysl ogSeveri t yMask
MAX- ACCESS read-wite

STATUS current
DESCRI PTI ON

"This MB object defines the severity |eve
of events belonging to a specific event class
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that are enabled for event reporting.

This M B object has no effect on the event
reporting unless the M B object

pkt cEvent Cl assStatus is set to a val ue

of "true’ (enabled), for the correspondi ng
event cl ass.

Setting a bit within the nmask to a value of "1’
i nplies that events corresponding to that
severity |l evel MJST be reported as defined by
the correspondi ng val ue of ' pktcEvent Reporting
for events in the event class.

Setting a bit to a value of "0 inplies that
events corresponding to that |evel MJIST NOT be
reported, irrespective of the correspondi ng
val ue of ’'pktcEventReporting for events

in the event class.

It is recommended that the bits correspondi ng
to emerg(0), alert(1l), crit(2), and err(3)
be set to a value of "1 to ensure reporting of
events requiring i nmmediate attention."
REFERENCE
"The Syslog Protocol, [RFC5424]."
::={ pktcEventd assEntry 4 }

-- Event throttling contro

pkt cEvent Throt t| eAdni nSt atus OBJECT- TYPE
SYNTAX | NTEGER {
unconstrai ned(1),
mai nt ai nBel owThr eshol d( 2),
st opAt Thr eshol d(3),

i nhi bi ted(4)
}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This MB object controls the throttling of the
transmtted nessages upon generation of an event
(SNMP/ syslog). It does not affect local |ogging
of events.

A val ue of unconstrai ned(1l) causes event nessages
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to be transnitted without regard to the threshold
settings.

A val ue of nmaintai nBel owThreshol d(2) causes event
messages to be suppressed if the nunber of

transm ssions woul d ot herwi se exceed the threshold
speci fied by pktcEvent Throttl eThreshold over the
interval specified by pktcEventThrottlelnterval

A val ue of stopAtThreshol d(3) causes event nessage
transm ssion to cease once the threshold specified
by pktcEvent Throttl eThreshold (over the interva
specified by pktcEventThrottlelnterval) is reached.
Event generation is resuned when the value of this
M B object is nodified by a managenent station or
when the device resets or reboots.

A val ue of inhibited(4) causes all event nessage
transm ssions to be suppressed.

An event causing both an SNWP and a sysl og nessage
is still treated as a single event.

Refer to M B objects pktcEvent Throttl eThreshol d and
pkt cEvent Throttl el nterval for infornmation on
throttling."

DEFVAL { unconstrained }

::={ pktcEventThrottle 1}

pkt cEvent Throttl eThreshol d OBJECT- TYPE

SYNTAX Unsi gned32(0..1024)
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This MB object contains the nunber of events per
pkt cEvent Throttlelnterval to be transnmitted before

throttling.

An event resulting in nmultiple actions (e.g., SNW

and syslog) is still treated as a single event."
DEFVAL { 2}

::={ pktcEventThrottle 2 }

pkt cEvent Throttl el nterval OBJECT- TYPE
SYNTAX Unsi gned32( 0. . 604800)
UNI TS "seconds"
MAX- ACCESS read-wite
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STATUS current
DESCRI PTI ON
"This MB object contains the interval over which
the throttle threshold applies.”
DEFVAL { 1}
::={ pktcEventThrottle 3}
-- Reporting of transm ssion status
pkt cEvent Tr ansmi ssi onSt at us OBJECT- TYPE
SYNTAX BI TS {
sysl ogThrottl ed(0),
snnpThrottled(1),
val i dsysl ogSer ver Absent ( 2),
val i dSnnmpManager Absent (3),
sysl ogTransni tError(4),
snnpTransmit Error (5)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This MB object reflects the status of the event
transm ssi ons using syslog, SNMP, or both.
If a bit corresponding to a state is set to a val ue
of :
1", it indicates that the state is true
"0, it indicates that the state is fal se
If the MTA is not configured with a syslog server
or an SNMP Manager, the corresponding 'throttling
and 'transmt error’ bits MJST be set to a val ue of
"0". For exanple, if an SNMP Manager is not
configured on the MIA, the bit corresponding to
val i dSnnpManager Absent (3) is set to a value of "1’
and the values of the bits corresponding to
snnpThrottl ed(1l) and snmpTransmitError(5) are set
to a value of 'O’
"Event throttling’ is based on thresholds and the
current setting of the M B object
pkt cEvent Thrott| eAdm nSt at us.
" Server/ Manager’ indicators are based on the
availability of valid syslog server/SNVP Managers.
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Transmit errors are reported when detected. |If an
MTFA cannot detect an error situation, the val ue of
the BIT will be set '0’

It is to be noted that not all the conditions that are
i ndicated by this MB object are detectable by al
devi ces, and when detected may not be accurate. It is
meant to provide a report of the status as determ ned
by the device during event transm ssions."

::={ pktcEventStatus 1 }

-- Description of events

pkt cEvent Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PktcEventEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This MB table contains all possible nanagenent events
that can be generated by the device. This includes
Packet Cabl e- and | PCabl ecom defi ned events and
vendor-specific events."

::={ pktcEvents 1}

pkt cEvent Entry OBJECT- TYPE

SYNTAX Pkt cEvent Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table is created for each
event the MIA inplenenting this MBis
capabl e of reporting. Entries in this table
are persisted across resets and reboots."
| NDEX { pktcEvent Organi zation, pktcEventldentifier }
::={ pktcEventTable 1 }

Pkt cEvent Entry: : = SEQUENCE {
pkt cEvent Organi zati on Unsi gned32,

pkt cEventl dentifi er Unsi gned32,

pkt cEvent Facility Sysl ogFacility,
pkt cEvent SeveritylLevel Sysl ogSeverity,
pkt cEvent Reporti ng BI TS

pkt cEvent Text SnnpAdni nStri ng,
pkt cEvent d ass SnnpAdmi nStri ng
}
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pkt cEvent Organi zati on OBJECT- TYPE

SYNTAX Unsi gned32( 1. .4294967295)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This MB object provides the | ANA enterprise nunber of
t he organi zation defining the event. Thus, all
Packet Cabl e- or | PCabl ecom defined events will contain
t he Packet Cabl e or | PCabl ecom | ANA enterprise
nunber, and all vendor-specific events will contain
the 1 ANA enterprise nunber of the defining
organi zation. "

REFERENCE

"I ANA Private Enterprise Nunber assignnent,
[ 1 ANA- ENTERPRI SE] . "

::={ pktcEventEntry 1 }

pkt cEvent I denti fi er OBJECT- TYPE

SYNTAX

Unsi gned32( 1. .4294967295)

MAX- ACCESS not-accessi bl e

STATUS

current

DESCRI PTI ON

"This MB object contains the event identifier for the
correspondi ng event."

REFERENCE

"Packet Cabl e Managenent Event Mechani sm Specifi cati on,
[ PKT- SP- MEML. 5] ;

Packet Cabl e MIA Devi ce Provi sioning Specification,

[ PKT- SP- PROV] . "

::={ pktcEventEntry 2 }

pkt cEvent Faci |l ity OBJECT- TYPE

SYNTAX

Sysl ogFacility

MAX- ACCESS read-only

STATUS

current

DESCRI PTI ON

"This MB object contains the facility

for the event.

For Packet Cabl e, | PCabl ecom or ETSI events,
this MIST be set to a value of |ocal 0(16)."

REFERENCE

"The Sysl og Protocol, [RFC5424];
Textual Conventions for Syslog Managenent,
[ RFC5427] . "

::={ pktcEventEntry 3}

pkt cEvent SeveritylLevel OBJECT- TYPE

SYNTAX

Channabasappa,
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MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This MB object contains the severity |evel that

is applicable to the specified event."
REFERENCE

"The Syslog Protocol, [RFC5424];

Textual Conventions for Syslog Managenent,

[ RFC5427] . "

::={ pktcEventEntry 4 }

pkt cEvent Reporting OBJECT- TYPE
SYNTAX BI TS {
| ocal (0),
syslog(1),
snnpTrap(2),
snnpl nf or n( 3)

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"This MB object defines the action to be taken on
occurrence of this event. Bit local (0) refers to |oca
| oggi ng of events; bit sylog(l) refers to the
transm ssion of events using syslog; bit snnpTrap(2)
refers to the transmi ssion of events using SNWMP Traps
(SNMPv2-Trap-PDU); and bit snnmplnforn(3) refers to the
transm ssion of events using SNVP | NFORMs.

Setting a bit to a value of "1’ indicates that the
correspondi ng action will be taken upon occurrence of
this event. |If none of the bits are set, then no action
is taken upon occurrence of the event. The success of
transm ssion using syslog and SNVP depends on the

MTA configuration. For exanple, a valid syslog server
address is required for syslog nessage transm ssion.

Speci ficati on of a managenent event does not necessarily
i nclude the actions to be taken upon its generation
i.e., it does not need to specify if a generated event
needs to be transmtted via SNW or syslog, or stored
locally. Thus, certain default values are specified,
based on the event's severity level specified by the
M B obj ect pktcEvent SeveritylLevel, as foll ows:
- If the severity level of an event is energ(0),
alert(1), crit(2), or err(3), set the bits for
| ocal (0), syslog(l), and snnplnform(3) to a val ue
of "1 and set the renmamining bits to a value of 'O’
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- For an event with any other severity level, set
the bits for local (0) and syslog(1l) to a val ue
of 1" and set the rest of the bits to a val ue
of "0"."

::={ pktcEventEntry 5 }

pkt cEvent Text OBJECT- TYPE

SYNTAX SnnpAdni nString (SIZE (0..127))
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This M B object provides a hunan-readabl e
description of the event. Descriptions need
to take into consideration the SnnpAdm nString
definition requirenents such as the use of
control code sequence CR LF to represent a
new i ne. "

::={ pktcEventEntry 6 }

pkt cEvent C ass OBJECT- TYPE

SYNTAX SnnpAdnmi nString (SIZE (0..100))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This MB object represents the event class
that affects the event. |If an event is associated
with only one event class, then its nane
(pktcEvent Cl assNane) is reported. |If an event

is associated with nore than one event cl ass,
then the nane of the event class with the

| owest index in the event class table
(pktcEvent Gl assTabl e) is reported.

See the M B tabl e pktcEventd assTabl e
for a description of event classes and usage.

Descriptions need to take into consideration the
SnnpAdnmi nString definition requirenents, such as
the use of control code sequence CR LF to
represent a newline."

::={ pktcEventEntry 7 }

-- Log of generated events

pkt cEvent LogTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Pkt cEvent LogEntry
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MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This MB table contains a |l og of the events
generated by the MIA

A description of all the events that can be
generated by the device can be obtained fromthe
M B tabl e pktcEvent Tabl e.

An MTA is not required to persist the contents of this
tabl e across resets.”
::={ pktcEventLog 1 }

pkt cEvent LogEntry OBJECT- TYPE

SYNTAX Pkt cEvent LogEnt ry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"Each entry in this table describes an event that

has occurred, indexed in the chronol ogi cal order of
generation. The details of the event are borrowed
fromthe paraneters associated with the correspondi ng
event entry in pktcEventTable at the

time of the event generation.

Wiile all entries created as such can be cleared using
the M B object pktcEventReset, the event entries

t hensel ves cannot be individually deleted."

| NDEX { pktcEvent Logl ndex }
::={ pktcEventLogTable 1 }

Pkt cEvent LogEntry ::= SEQUENCE {
pkt cEvent Logl ndex Unsi gned32,
pkt cEvent LogTi e Dat eAndTi ne,
pkt cEvent LogOr gani zati on Unsi gned32,
pkt cEvent Logl denti fier Unsi gned32,
pkt cEvent LogText SnnpAdnmi nStri ng,
pkt cEvent LogEndpoi nt Nare SnnpAdmi nStri ng,
pkt cEvent LogType BI TS,
pkt cEvent LogTar get | nf o SnnpAdmi nStri ng,
pkt cEvent LogCorrel ationld Unsi gned32,
pkt cEvent LogAddi tional I nfo SnnpAdmi nStri ng
}

pkt cEvent Logl ndex OBJECT- TYPE
SYNTAX Unsi gned32( 1. .4294967295)

MAX- ACCESS not -accessi bl e
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STATUS current
DESCRI PTI ON

"This M B object provides relative ordering of the
objects in the event |og.

If the MIA inpl enents non-vol atile storage,
then this object will always increase except when
the M B object reaches a value of 2732-1

If the MIA does not inplenment non-vol atil e storage,
then this object will always increase except when
the M B object reaches a value of 2732-1 or the MIA
is reset.

Wien the val ue reaches 2732-1, or an MIA that does
not inplement non-vol atile storage is reset,

newer events will be stored starting with an index
value of 1" (cyclic rotation)."

::={ pktcEventLogEntry 1 }

pkt cEvent LogTi me OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This M B object provides a hunman-readabl e description
of the date and tine at which the event occurred.

The value of the date and tinme contained in this MB
obj ect SHOULD reflect the date and tinme used in the
sysl og nessage resulting fromthe associ ated event,

if such a syslog nessage was transmtted."

.= { pktcEventLogEntry 2 }

pkt cEvent LogOr gani zati on OBJECT- TYPE

SYNTAX Unsi gned32( 1. .4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This M B object provides the | ANA enterprise nunber of
t he organi zation defining the event. Thus, all

Packet Cabl e- or | PCabl ecom defined events will contain
t he Cabl eLabs or | PCabl ecom | ANA enterprise nunber, and
all vendor-specific events will contain the | ANA
enterprise nunber of the defining organization."

.= { pktcEventLogEntry 3 }

pkt cEvent Logl denti fi er OBJECT- TYPE

SYNTAX
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This MB object contains the event identifier for the
correspondi ng event."

::={ pktcEventLogEntry 4 }

pkt cEvent LogText OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..127))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This MB object contains the contents of
the M B object pktcEvent Text, correspondi ng
to the event, at the nonment of generation."”

::={ pktcEventLogEntry 5 }

pkt cEvent LogEndpoi nt Nanme OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..255))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This MB object contains the unique identifier of the

MTA endpoi nt that generated the correspondi ng event.
If the generated event was not associated with
any specific endpoint on the MIA, then this M B object
contains the MIA identifier.

An MTA endpoi nt can be uniquely identified using a
conbi nation of the MIA identifier and the endpoint
nunber. The MIA is identified via its Fully-Qualified
Domai n Nane (FQDN) and the associated | P address at
the given point in tine.

The format of the value contained by this MB object
is as follows:

aal n/ n: <FQDN>/ <I P>, when it identifies an endpoint,
'n’ being the endpoi nt nunber;

or,

<FQDN>/ <I P>, when it identifies an MIA

The val ue contained by this M B object needs to observe
the SnnpAdminString definition requirenments.”
::={ pktcEventLogEntry 6 }

pkt cEvent LogType OBJECT- TYPE
SYNTAX BI TS {

Channabasappa, et al. St andards Track [ Page 27]



RFC 5428

Packet Cabl e/ | PCabl ecom Event MIA M B April 2009

| ocal (0),
syslog(1),
snnpTrap(2),
snnpl nf or n( 3)

MAX- ACCESS read-only

STATUS

current

DESCRI PTI ON

"This MB object contains the type of actions taken by
the MIA when the event indicated by the M B object
pkt cEvent Logl denti fi er occurred.

A bit with a value of '1' indicates the correspondi ng
action was taken. Setting it to a value of '0
i ndi cates that the correspondi ng action was not taken

An event may trigger one or nore actions (e.g., syslog
and SNVP) or result only in a local log. An action nay
al so be prevented due to throttling, in which case it is
not reported by this MB object."

::={ pktcEventLogEntry 7 }

pkt cEvent LogTar get | nf o OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

Channabasappa,

"This MB object contains a comma-separated list of the
actions taken for external notifications, along with the
target | P address for the generated events. Locally
stored events MJUST NOT be recorded in this MB object.

The syntax is as:
<action-1/1P>, <action-2/1P>, <action-3/1P>

Wiere <action-n/IP>is to be denoted as foll ows:
For syslog events:
sysl og/ <I P address of the syslog server>
For SNWP traps:
snnpTrap/ <I P address of the SNWP server>
For SNWP | NFORMS
snnpl nform <I P address of the SNWP server>

If there are nultiple targets for the sanme type (SNW
traps sent to nultiple I P addresses) or if there are
mul ti pl e message types sent to the sanme | P (syslog and
SNMP sent to the sane | P address), they need to be
reported individually.
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It is to be noted that this MB object nay not be able
to store all the data in some cases (e.g., multiple

| Pv6 addresses), in which case sonme actions may not be
reported. |In such cases, the MIA MJST present a val ue
of '..." at the end of the val ue.

Val ues contained by this MB object need to observe the
SnnpAdmi nString definition requirements.”
::={ pktcEventLogEntry 8 }

pkt cEvent LogCorrel ati onl d OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This MB object contains the correlation ID
generated by the MIA during the initiation of the
| ast provisioning flow, within or follow ng which
t he event occurred.

Al 't hough a correlation I D once generated after MIA
reset does not change until next MIA reset, the
value of this object will differ for the events
preserved across MIA resets in case of a persistent
pkt cEvent LogTabl e.

For nore information on the generation of correlation
IDs, refer to the correspondi ng Packet Cabl e/ | PCabl ecom
Devi ce Provi sioning specifications."”

REFERENCE
"Packet Cabl e MIA Devi ce Provisioning Specification
[ PKT- SP- PROV] . "

::={ pktcEventLogEntry 9 }

pkt cEvent LogAddi ti onal | nfo OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This MB object contains additional information
inrelation to the correspondi ng event that an
MIA might wish to report, such as paraneterized
data or debugging information. The format is
vendor - speci fi c.

If the MIA cannot provide any additional information for
the particular event generated, it MJST populate this
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M B object with a zero-length OCTET- STRING Vendors

providing this information need to observe the

SnnpAdni nString definition requirenents, such as the

use of control code sequence CR LF for newline."
::={ pktcEventLogEntry 10 }

-- Notifications

pkt cEvent Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS {
pkt cEvent LogTi ne,
pkt cEvent LogOr gani zati on
pkt cEvent Logl denti fi er,
pkt cEvent LogEndpoi nt Nane,
pkt cEvent LogCorrel ati onl d,
i f PhysAddr ess

}

STATUS current

DESCRI PTI ON
"This Notification MB object contains the contents for
event reporting.

It contains the event log tinme, the organization
ID, the event identifier, the endpoint identifier, the
correlation I D, and the MIA's MAC address."

::={ pktcEventNotifications 1 }

-- Confornmance/ Conpl i ance

pkt cEvent Conpl i ances OBJECT | DENTI FIER :: =

{ pktcEvent Conformance 1 }
pkt cEvent Gr oups OBJECT | DENTI FIER :: =

{ pktcEvent Conformance 2 }

pkt cEvent Basi cConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for devices that inplenent
the event-reporting feature."

MODULE  --pktcletfEventM b

MANDATORY- GROUPS {
pkt cEvent Gr oup,
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pkt cEvent Noti fi cati onG oup
}

MODULE SNMP- TARGET- M B
MANDATORY- GROUPS {
snnpTar get Basi cG oup,
snnpTar get ResponseG oup

}

MODULE SNMP- NOTI FI CATI ON-M B
MANDATORY- GROUPS {
snnpNot i f yGroup,
snnpNot i fyFi | ter Group
}

::= { pktcEvent Conpliances 3}

pkt cEvent G oup OBJECT- GROUP
OBJECTS {

pkt cEvent Reset,
pkt cEvent Sysl ogCapabi liti es,
pkt cEvent Sysl ogAddr essType,
pkt cEvent Sysl ogAddr ess,
pkt cEvent Sysl ogTr ansport,
pkt cEvent Sysl ogPort
pkt cEvent Sysl ogMessageFor nmat ,
pkt cEvent Thrott| eAdm nSt at us,
pkt cEvent Thrott| eThreshol d,
pkt cEvent Throttl el nterval,
pkt cEvent Tr ansmi ssi onSt at us,
pkt cEvent Facility,
pkt cEvent SeveritylLevel,
pkt cEvent Reporti ng,
pkt cEvent Text,
pkt cEvent LogTi ne,
pkt cEvent LogOr gani zat i on,
pkt cEvent Logl denti fi er,
pkt cEvent LogText ,
pkt cEvent LogEndpoi nt Nane,
pkt cEvent LogType,
pkt cEvent LogTar get | nf o,
pkt cEvent LogCorrel ati onl d,
pkt cEvent LogAddi ti onal | nf o,
pkt cEvent O ass,
pkt cEvent C assNane,
pkt cEvent Cl assSt at us,
pkt cEvent Cl assSeverity
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STATUS current

DESCRI PTI ON
"Group of MB objects for Packet Cabl e Managenent Event
MB."

.= { pktcEventGoups 1}

pkt cEvent Noti fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { pktcEvent Notification }
STATUS current
DESCRI PTI ON
"Group of MB objects for notifications related to
change in status of the MIA Device."
::={ pktcEventGoups 2 }
END

7. | ANA Consi der ations

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER Val ue

pktcletfEventM b { mb-2 182 }
8. Security Considerations

There are a nunber of managenent objects defined in this MB nodul e
wi th a MAX- ACCESS cl ause of read-wite. Such objects may be

consi dered sensitive or vulnerable in some network environnents. The
support for SET operations in a non-secure environnment w thout proper
protection can have a negative effect on network operations.

Security threats include events unreported on errors, redirection of
events (deliberately or otherwi se) or ninimzed reporting of errors.
Such threats can nmask certain m sconfiguration attenpts and deni al of
service attacks that can be recognized and thwarted via event
reporting.
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M B obj ects of significance include:

- those that control the event generation, the target syslog address
for events and the reporting status, i.e.
pkt cEvent Reset
pkt cEvent Sysl ogAddr essType
pkt cEvent Sysl ogAddr ess
pkt cEvent Sysl ogPor t
pkt cEvent Sysl ogMessageFor nmat
pkt cEvent Sysl ogTr ansport
pkt cEvent Cl assSt at us

- those related to event classes, i.e.: pktcEventC assSeverity

- those related to throttling, i.e.: pktcEventThrottl eAdni nStatus
pkt cEvent Thrott| eThreshol d pktcEvent Throttl el nterva

- those related to the event reporting capabilities of an MIA, i.e:
pkt cEvent SeveritylLevel pktcEvent Reporting pktcEvent Text

The M B obj ect pktcEvent Reset deserves special nention since access
to this MB object can be used to disrupt event collection by
managenent stations. For exanple, consider a managenent station that
nodi fies the descriptions in the event table pktcEventTable. It
woul d t hen expect managenent events generated by the MIA to reflect
the nodified values. A rogue managenent station that has access to

t he pktcEvent Reset can reset the event table, resulting in the
managenent station not receiving events with the expected
descriptions. Further, a rogue managenent station with access to

pkt cEvent Reset can al so clear local logs, elimnating |ocal |ogs of
generated events for nmanagenent stations that are not configured to
receive syslog or SNVWP nessages. The sane concerns apply when

al | oned managenent stations performing such operations are unaware of
ot her managenent stations that may be reliant on the event table or
the event |og table for nanagenent or monitoring. This M B nodul e
does not address such nulti-nmanager contentions, and recommends that
the M B obj ect pktcEvent Reset be used with caution

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly
to even encrypt the val ues of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:
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pkt cEvent LogTabl e: This table contains the | og of generated event
messages. Read access to this table might reveal sone specific
i nformati on that should be kept confidenti al

pkt cEvent Transmi ssi onStatus: This M B object reveals the status of
event transni ssion and MAY be sensitive in sonme environnents.

SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using I Psec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/delete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 crypt ographi c nechani sns (for
aut henti cation and privacy).

Furt her, deploynent of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNWPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule, is properly configured to give access to
the objects only to those principals (users) that have legitimate
rights to perform GET or SET (change/create/ del ete) operations.
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