Net wor k Wor ki ng Group A. Mel ni kov, Ed

Request for Comments: 5435 | sode Linited
Cat egory: Standards Track B. Leiba, Ed
W Segnul | er

I BM T.J. Watson Research Center

T. Martin

Endl ess Crossword
January 2009

Sieve Email Filtering: Extension for Notifications
Status of This Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (http://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Abstract

Users go to great lengths to be notified as quickly as possible that
they have received new nail. Most of these nethods involve polling
to check for new nmessages periodically. A push nethod handl ed by the
final delivery agent gives users quicker notifications and saves
server resources. This docunent does not specify the notification
met hod, but it is expected that using existing instant nmessagi ng
infrastructure such as Extensible Messagi ng and Presence Protoco
(XMPP), or dobal System for Mobile Comruni cations (GSM Short
Message Service (SMs) nessages will be popular. This docunent
describes an extension to the Sieve mail filtering | anguage that

all ows users to give specific rules for how and when notifications
shoul d be sent.
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1. Introduction

This is an extension to the Sieve | anguage defined by [Sieve] for
providing instant notifications. It defines the new action "notify".

Thi s docunent does not specify the notification nethods. Exanples of
possi bl e notification nethods are email and XMPP. To allow for the
portability of scripts that use notifications, inplementation of the
[ Mail To] nmethod is nmandatory. O her avail able nethods shall depend
upon the inplenmentati on and configuration of the system

1.1. Conventions Used in This Docunent

Conventions for notations are as in [Sieve], Section 1.1, including
the use of [ABNF].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ Kwds].

2. Capability ldentifier

The capability string associated with the extension defined in this
docunent is "enotify"

w

Notify Action
3.1. Notify Action Syntax and Semantics

Usage: notify [":fronl string]
[":inportance" <"1" [ "2" [ "3">]
[":options" string-list]
[":message" string]
<net hod: string>

The "notify" action specifies that a notification should be sent to a
user. The format of the notification is inplenentation-defined and
is also affected by the notification nmethod used (see Section 3.2).
However, all content specified in the ":nmessage" parameter SHOULD be
i ncl uded.

3.2. Notify Paraneter "nethod"

The "nethod" positional paranmeter identifies the notification nethod
that will be used; it is a URI JURI]. For exanple, the notification
met hod can be a tel URI [TEL-URI] with a phone nunber to send SMS
messages to, or an XMPP [ XMPP] URI containing an XMPP identifier

[ XMPP-URI] .
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The supported URI values will be site-specific, but support for the
[Mail To] method is REQU RED in order to ensure interoperability. |If
a URI schema is specified that the inplenentati on does not support,
the notification MJST cause an error condition at run tinme. Sieve
scripts can check the supported nethods using the valid_notify_method
test to be sure that they only use supported ones, to avoid such
error conditions.

If the "nethod" paranmeter contains a supported URI schenma, then the
URI MJST be checked for syntactic validity. Invalid URI syntax or an
unsupported URl extension MJST cause an error. An inplenentation NMAY

enforce other semantic restrictions on URIs -- for exanple, to
restrict phone nunbers in a tel: URl to a particular geographica
region -- and will treat violations of such semantic restrictions as
errors.

3.3. Notify Tag ":fronf

A ":fronmt tag nay be used to specify an author of the notification
The syntax of this paranmeter’s value is nethod-specific.

| mpl enent ati ons SHOULD check the syntax according to the notification
nmet hod specification and generate an error when a syntactically
invalid ":fromt tag is specified

In order to mininizel/prevent forgery of the author val ue,

i mpl ement ati ons SHOULD i npose restrictions on what val ues can be
specified in a ":fronf tag. For exanple, an inplenentation may
restrict this value to be a nenber of a list of known author
addresses or to belong to a particular domain. It is suggested that
val ues that don't satisfy such restrictions sinply be ignored rather
than causing the "notify" action to fail

3.4. Notify Tag ":inportance"

The ":inportance” tag specifies the inportance of quick delivery of
the notification, as perceived by the Sieve script ower. The
":inmportance" tag is followed by a nuneric value represented as a
string: "1" (high inportance), "2" (normal inportance), and "3" (low
i mportance). |If no inportance is given, the default value "2" SHOULD
be assuned. A notification nethod MAY treat the inportance value as
a transport indicator. For exanple, it mght deliver notifications
of high inportance quicker than notifications of normal or | ow

i mportance. Sone notification nethods allow users to specify their

state of activity (for exanple, "busy" or "away from keyboard"). |If
the notification nethod provides this information, it SHOULD be used
to selectively send notifications. |If, for exanple, the user marks
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herself as "busy", a notification nmethod can require that a
notification with inportance of "3" is not to be sent; however, the
user might be notified of a notification w th higher inportance.

If the notification nmethod allows users to filter nessages based upon
certain paraneters in the nessage, users SHOULD be able to filter
based upon inportance. |f the notification nethod does not support

i mportance, then this parameter MJST be ignored. An inplenmentation
MAY include the inportance value in the default nessage, Section 3.6,
if one is not provided.

.5. Notify Tag ":options"

The ":options" tag is used to send additional paraneters to the
notification nmethod. Interpretation of the paranmeters is method-
specific. This docunent doesn’t specify any such additiona

par anet er .

Each string in the options string Iist has the foll owi ng syntax:
" <opti onnane>=<val ue>"
where optionnanme has the foll owi ng ABNF [ ABNF] :

l-d = ALPHA/ DIAT

I_d_p = I_d/ II.II / II_II / II_II
optionnanme = 1|-d *I-d-p

val ue = *(%01-09 / 9%0B-0C / %OE-FF)

.6. Notify Tag ":nessage"

The ": nessage" tag specifies the nessage data to be included in the
notification. The entirety of the string SHOULD be sent, but

i mpl erent ati ons MAY shorten the message for technical or aesthetic
reasons. |If the ":nmessage" paraneter is absent, a default

i npl enent ati on-specific nmessage is used. Unless otherw se specified
by a particular notification nechanism an inplenentation default
containing at |east the value of the "From header field and the

val ue of the "Subject" header field is RECOMENDED

In order to construct nore conpl ex nmessages, the notify extension can
be used together with the Sieve variables extension [Variables], as
shown in the exanpl es bel ow.
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3.7. Exanples

Exanpl e 1:
require ["enotify", "fileinto", "variables"];

i f header :contains "front "boss@xanple.org" {
notify :inportance "1"
:message "This is probably very inportant”
"mai |l t o: al m@xanpl e. cont';
# Don’t send any further notifications
st op;

}

i f header :contains "to" "sievenailinglist@xanple.org" {
# :matches is used to get the value of the Subject header
i f header :matches "Subject" "*" {
set "subject" "${1}";
}

# :matches is used to get the value of the From header
i f header :matches "Fromt "*" {

set "from' "${1}";
}

notify :inportance "3"
:message "[SIEVE] ${from: ${subject}"”
"mai |l t o: al m@xanpl e. cont';
fileinto "1NBOX. sieve"
}

Exanpl e 2:
require ["enotify", "fileinto", "variables", "envel ope"];

i f header :matches "fronl "*@.exanple.org" {
# :matches is used to get the MAIL FROM address
if envelope :all :matches "fromt "*" {
set "env_fronmt " [really: ${1}]";

# :matches is used to get the value of the Subject header
i f header :matches "Subject" "*" {
set "subject"” "${1}";

}
# :matches is used to get the address fromthe From header
if address :matches :all "from "*" {
set "fromaddr" "${1}";
}
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notify :message "${fromaddr}${env_fron}: ${subject}"”
"mai | t o: al m@xanpl e. cont';
}

Exanpl e 3:
require ["enotify", "variables"];

set "notif_method"
"xnpp: ti m@xanpl e. con?’nessage; subj ect =S| EVE; body=You%20got %20nai | ";

i f header :contains "subject” "Your dog" {
set "notif_method" "tel:+14085551212"
}

i f header :contains "to" "sievenailinglist@xanple.org" {

}

set "notif_method" ;

if not string :is "${notif_method}" "" {
notify "${notif_method}";

}

i f header :contains "front "boss@xanple.org" {
# :matches is used to get the value of the Subject header
i f header :nmatches "Subject" "*" {
set "subject" "${1}";
}

# don’t need high inportance notification for
# a 'for your information’
i f not header :contains "subject" "FYl:" {
notify :inportance "1" :nessage "BOSS: ${subject}"”
"tel:+14085551212";

3.8. Requirenents on Notification Methods Specifications

This section describes requirenents for docunents that define
specific Sieve notification nethods.

Notification nechani sns MUST NOT add new Sieve tags to the "notify"
action.

A notification method MAY all ow nodification of the fina
notification text -- for exanple, truncating it if it exceeds a
length limt or nodifying characters that can not be represented in
the target character set. Characters in the notification text that
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can’t be represented by the notification nethod SHOULD be repl aced
with a synbol indicating an unknown character. Allowed nodifications
MJUST be docunented in the docunent describing the notification

nmet hod.

A notification nethod MAY ignore paraneters specified in the "notify"
action.

A notification nmethod MAY recommend the default nessage value to be
used if the ":nmessage" argunment is not specified.

Notifications SHOULD include tinestanps, if the notification nethod
allows for their transm ssion outside of the textual nessage.

| mpl enent ati on nmethods that can only transnit tinmestanps in the
textual message MAY include themin the textual nessage.

A notification MIST include neans to identify/track its origin in
order to allow a recipient to stop notifications or find out howto
contact the sender. This requirenent is to help with tracking a

nm sconfigured or abusive origin of notifications.

Met hods SHOULD NOT i ncl ude any ot her extraneous information not
specified in paraneters to the "notify" action

Met hods MUST specify which URI paraneters (if any) nust be ignored,
whi ch ones nust be used in the resulting notification, and which ones
nmust cause an error.

Met hods MUST specify what values are returned by the
notify nethod capability test, Section 5, in particular for the
"online" notification-capability.

If there are errors sending the notification, the Sieve interpreter
SHOULD i gnore the notification and not retry indefinitely. The Sieve
interpreter MAY throttle notifications; if it does, a request to send
a notification MAY be silently ignored. Docunents describing
notification nmethods SHOULD describe how retries, throttling,
duplicate suppression (if any), etc. are to be handl ed by

i mpl erent ati ons.

4. Test valid_notify_ nethod
Usage: wvalid notify nethod <notification-uris: string-list>
The valid_notify_nethod test is true if the notification nethods

listed in the notification-uris argunent are supported and they are
valid both syntactically (including URH paraneters) and semantically
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(including inplenmentation-specific semantic restrictions). This test
MUST perform exactly the same validation as would be perfornmed on the
"met hod" paraneter to the "notify" action

The test is true only if ALL of the listed notification nethods are
supported and valid.

Exanple 4 (partial):
if not valid_notify_method ["mailto:"
"http://gw exanpl e.net/notify?test"] {
st op;

}

5. Test notify nmethod capability

Usage: notify_method_capability [ COWARATOR] [ MATCH TYPE]
<notification-uri: string>
<notification-capability: string>
<key-list: string-list>

The notify_method_capability test retrieves the notification
capability specified by the notification-capability string that is
specific to the notification-uri and matches it to the val ues
specified in the key-list. The test succeeds if a match occurs. The
type of match defaults to ":is", and the default conparator is
"i;ascii-casemap".

The notification-capability paraneter is case insensitive.

The notify nethod capability test MJST fail unconditionally if the
specified notification-uri is syntactically invalid (as determ ned by
the valid notify method test, Section 4) or specifies an unsupported
notification nmethod. However this MJST NOT cause an error

The notify_nethod _capability test MIST fail unconditionally if the
specified notification-capability itemis not known to the Sieve
interpreter. A script MUST NOT fail with an error if the item does
not exist. This allows scripts to be witten that handl e nonexi stent
itens gracefully.

Thi s docunment defines a single notification-capability val ue
"online", which is described bel ow Additional notification-
capability values may be defined by using the procedure defined in
Section 9. 3.

The "relational" extension [Relational] adds a match type called

":count". The count of an notify_nethod_capability test is O, if the
returned information is the enpty string, or 1
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For the "online" notification-capability, the
notify_nethod_capability test can match one of the follow ng key-1list
val ues:

0o "yes" - the entity identified by the notification-uri can receive
a notify notification inmmediately. Note that even after this
value is returned, there is no guarantee that the entity would
actually be able to receive any notification inmediately or even
receive it at all. Transport errors, recipient policy, etc. can
prevent that.

0 "no" - the entity identified by the notification-uri is not
currently available to receive an i mediate notification

o "maybe" - the Sieve interpreter can't deternine if the entity
identified by the notification-uri is online or not.

Exanpl e 5:
require ["enotify"];

if notify nethod_capability
"xnpp: ti m@xanpl e. con?nessage; subj ect =S| EVE"
"Onli ne"
"yes" {
notify :inmportance "1" :nessage "You got nmamil"
"xnpp: ti m@xanpl e. con?nessage; subj ect =S| EVE"
} else {
notify :message "You got mail" "tel:+14085551212"
}

6. Modifier encodeurl to the 'set’ Action

Usage: ":encodeurl"

When the Sieve script specifies both "variables” [Variables] and
"enotify" capabilities in the "require", a new "set" action nodifier
(see [Variables]) ":encodeurl" becones available to Sieve scripts.
This nodi fier perfornms percent-encoding of any octet in the string
that doesn’t belong to the "unreserved" set (see [URI]). The
percent - encodi ng procedure is described in [URI].

The ":encodeurl"” nodifier has precedence 15.

Mel ni kov, et al. St andards Track [ Page 10]



RFC 5435 Si eve Extension: Notifications January 2009

7.

Exanpl e 6:
require ["enotify", "variables"];

set :encodeurl "body_parant "Safe body&evil =evil body";
notify "mailto:ti m@xanple.conPbody=%${body_ parant"
Interactions with Other Sieve Actions

The "notify" action is conpatible with all other actions, and does
not affect the operation of other actions. |In particular, the
"notify" action MJUST NOT cancel the inplicit keep

Mul tiple executed "notify" actions are allowed. Specific
notification methods MAY allow nultiple notifications fromthe sane
script to be collapsed into one.

Security Considerations

Security considerations are discussed in [Sieve]. Additionally,
i mpl erent ati ons nust be careful to follow the security considerations
of the specific notification nethods.

The "notify" action is potentially very dangerous. The path the
notification takes through the network nay not be secure. An error
in the options string may cause the nessage to be transmitted to
soneone it was not intended for, or may expose information to
eavesdr oppers.

Just because a notification is received doesn't nmean that it was sent
by the Sieve inplenentation. It might be possible to forge
notifications or nodify parts of valid notifications with sone
notification nethods.

Forgery of the ":inportance" value (for exanple, by unauthorized
script nodification) can potentially result in slowdown in
notification delivery.

Not e that some conponents of notifications should not be trusted.

For exanple, the timestanp field can be easily forged or nodified
when sonme notification transports are used. Even if the tinmestanp is
believed to be correct by the sender and is not nodified in transit,
it might be msleading on the receiving systemdue to clock

di f ferences.
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An organi zati on may have a policy about the forwarding of classified
information to unclassified networks. Unless the policy is also
enforced in the nodul e responsible for the generating (or sending) of
notifications, users can use the extension defined in this docunent
to extract classified informati on and bypass the policy.

Notifications can result in |oops and bounces. Also, allowing a
single script to notify nultiple destinations can be used as a neans
of anplifying the nunber of nmessages in an attack. Moreover, if |oop
detection is not properly inplemented, it nmay be possible to set up
exponentially growing notification |oops. Accordingly, Sieve
notification methods:

1. MJST provide nechanisns for avoiding notification |oops.

2. MJIST provide the nmeans for adnmnistrators to linit the ability of
users to abuse notify. |In particular, it MJST be possible to
limt the nunber of "notify" actions a script can perform
Additionally, if no use cases exist for using "notify" with
multiple destinations, this limt SHOULD be set to 1. Additiona
limts, such as the ability to restrict "notify" to local users,
MAY al so be inpl enent ed.

3. MJIST provide facilities to log the use of "notify" in order to
facilitate tracki ng down abuse.

4. MAY use script analysis to determ ne whether or not a given
script can be executed safely. While the Sieve | anguage is
sufficiently complex so that full analysis of all possible
scripts is conputationally infeasible, the majority of real-world
scripts are anenable to analysis. For exanple, an inplenentation
m ght allow scripts that it has deternmined to be safe to run
unhi ndered, block scripts that are potentially problematic, and
subj ect uncl assifiable scripts to additional auditing and

| oggi ng.

Allowing "notify" action at all nay not be appropriate in situations
where Sieve scripts are associated with email accounts that are
freel y-avail abl e and/ or not trackable to a human who can be held
accountabl e for creating nessage bonbs or other abuse.

| npl enentations that construct URIs internally fromvarious notify
paraneters MJST nake sure that all conponents of such URIs are
properly percent-encoded (see [URI]). In particular, this applies to
val ues of the ":fronf and ":nmessage" tagged argunents and nmay apply
to the ":options" val ues.

Mel ni kov, et al. St andards Track [ Page 12]



RFC 5435 Si eve Extension: Notifications January 2009

9.

9.

1

Header/ envel ope tests [Sieve], together with Sieve variables, can be
used to extract the list of users to receive notifications fromthe
i ncom ng enail nessage or its envelope. This is potentially quite
dangerous, as this can be used for denial-of-service attacks on

reci pients controlled by the message sender. For this reason

i mpl enent ati ons SHOULD NOT al | ow the use of variabl es containing

val ues extracted fromthe enail nessage in the "nethod" paraneter to
the "notify" action. Note that violation of this SHOULD NOT nay
result in the creation of an open relay, i.e., any sender would be
able to create specially crafted email nmessages that would result in
notifications delivered to recipients under the control of the

sender. In the worst case, this nmight result in financial |oss by
the user controlling the Sieve script and/ or by recipients of
notifications (e.g., if a notification is an SM5 nessage).

Note that the |last SHOULD NOT is not a generic prohibition of use of
variables in the "notify" action, as controlling the target of a
notification by extracting it fromuser-owned data stores (such as
user’s Lightweight Directory Access Protocol (LDAP) entry) is

consi dered to be useful

It is inperative that whatever inplenmentations use to store the user-
defined filtering scripts protect them from unauthorized

nodi fication, to preserve the integrity of the mail system An
attacker who can nodify a script can cause nail to be discarded,
rejected, or forwarded to an unauthorized recipient. In addition
it's possible that Sieve scripts m ght expose private information
such as mail box nanmes or enmil addresses of favored (or disfavored)
correspondents. Because of that, scripts SHOULD al so be protected
from unaut hori zed retrieval

| ANA Consi derati ons
Regi stration of Sieve Extension

To: iana@ana.org
Subj ect: Registration of new Sieve extension
Capability nanme: enotify
Description: adds the "notify" action for notifying user about the
recei ved message. It also provides two new tests:
valid_notify_method checks notification URIs for validity;
notify nethod capability can check recipients capabilities.
RFC nunber: this RFC
Cont act address: The Sieve discussion |ist
<ietf-ma-filters@nt. org>

This informati on has been added to the |ist of Sieve extensions
available fromhttp://ww.iana.org/.

Mel ni kov, et al. St andards Track [ Page 13]



RFC 5435 Si eve Extension: Notifications January 2009

9.2. New Registry for Sieve Notification Mechanisns

| ANA has created a new registry for Sieve notification mechanisns.
This registry contains both vendor-controlled notification mechani sm
nanes (beginning with "vnd.") and I ETF-controlled notification

nmechani sm nanes. Vendor-controlled notification nmechani smnanmes have
the format as defined in the follow ng paragraph and nay be
registered on a "First Cone First Served" basis [| ANA- GUI DELI NES], by
applying to IANA with the formspecified later in this section.
Regi stration of notification nechani sns that do not begin wth
are registered using a "Specification Required" policy

[ I ANA- GUI DELI NES] .

vnd.

Vendor -controll ed notification nmechani sm nanmes MJST have the form
"vnd. <vendor - nane>. <nechani sm nane>", where <vendor-nane> i s as
specified in the Application Configuration Access Protocol (ACAP)
Vendor Subtree registry [ ACAP].

This defines the tenplate for a new registry for Sieve notification
nmechani snms, whi ch has been created and is available from
http://ww.iana.org/. There are no initial entries for this
registry.

To: iana@ana.org

Subj ect: Registration of new Sieve notification nechani sm

Mechani sm nane: [the nane of the mechani sni

Mechani sm URI:  [the RFC nunmber of the document that defines the UR
used by this mechanism Different mechani sms MJST use different
URI schema. ]

Mechani smspecific options: [the nanes of any Sieve notify options
(as used in the ":options" paraneter) that are specific to this
mechani sm or "none"]

Permanent and readily avail able reference: [the RFC nunber or an URL
of the document that defines this notification mechanism

Person and enmi|l address to contact for further information: [the
name and enmil address of the technical contact for information
about this mechani sm

9.3. New Registry for Notification-Capability Parameters

| ANA has created a new registry for the notification-capability
paraneters of the notify nethod capability test. This registry
contai ns both vendor-controlled notification-capability val ues
(beginning with "vnd.") and I ETF-controlled notification-capability
val ues. Vendor-controlled notification-capability val ues have the
format as defined in the foll ow ng paragraph and may be regi stered on
a "First Come First Served" basis [|ANA- GUI DELI NES], by applying to
IANA with the formspecified later in this section. Registration of
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10.

notification-capability values that do not begin with "vnd.
regi stered using the "Specification Required" policy
[ 1 ANA- GUI DELI NES] .

are

Vendor-control I ed notification-capability values MIST have the form
"vnd. <vendor - nane>. <capabi |l i t y- nane>", where <vendor-nane> is as
specified in the ACAP Vendor Subtree registry [ ACAP].

The followi ng tenplate nmust be used for registering notification-
capability paraneters

To: iana@ana.org

Subj ect: Registration of a new notification-capability paraneter

Capability nanme: [the nane of the notification-capability]

Description: [an explanation of the purpose of the notification-
capabi lity]

Syntax: [formal definition of allowed values and their syntax]

Per manent and readily avail able reference(s): [the RFC nunber(s) or
an URL of the docunent that defines this notification mechanisni

Contact information: [the name and enmail address of the technica
contact for information about this nechanisni

Below is the registration formfor the "online" notification-
capability:

To: iana@ana.org

Subject: Registration of a new notification-capability paraneter

Capability name: online

Description: Returns whether the entity identified by the
notification-uri parameter to the notify nethod capability test
can receive a notify notification i mediately.

Syntax: Can contain one of three values: "yes"
Val ues MUST be in | owercase.

Per manent and readily avail able reference(s): This RFC

Contact information: The Sieve discussion |ist
<ietf-ma-filters@nt. org>

no", and, "maybe".
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