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Abst r act

Thi s docunent describes Sanpling and Filtering techniques for IP
packet selection. It provides a categorization of schemes and
defines what paraneters are needed to describe the nbst common
sel ection schenes. Furthernore, it shows how techni ques can be
conbined to build nore el aborate packet Selectors. The docunent
provi des the basis for the definition of information nodels for
configuring selection techniques in Metering Processes and for
reporting the technique in use to a Collector.
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1. Introduction

There are two main drivers for the evolution in neasurenent
infrastructures and their underlying technology. First, network data
rates are increasing, with a concomtant growh in neasurenent data.
Second, the growh is conpounded by the demand of neasurenent-based
applications for increasingly fine-grained traffic neasurenents.

Devi ces that performthe neasurenents, require increasingly

sophi sticated and resource-intensive nmeasurenment capabilities,

i ncluding the capture of packet headers or even parts of the payl oad,
and classification for flow analysis. Al these factors can lead to
an overwhel mi ng anount of neasurenent data, resulting in high denands
on resources for measurenent, storage, transfer, and post processing.

The sustained capture of network traffic at line rate can be
performed by specialized neasurenent hardware. However, the cost of
the hardware and the neasurenent infrastructure required to
acconmodat e t he nmeasurenents preclude this as a ubi quitous approach
I nstead, sone form of data reduction at the point of measurenent is
necessary.

This can be achieved by an intelligent packet selection through
Sanmpling or Filtering. Another way to reduce the anount of data is
to use aggregation techniques (not addressed in this docunent). The
notivation for Sanpling is to select a representative subset of
packets that allow accurate estinmates of properties of the unsanpled
traffic to be formed. The notivation for Filtering is to renove al
packets that are not of interest. Aggregation conbines data and
al | ows conpact pre-defined views of the traffic. Exanples of
applications that benefit from packet selection are given in

[ RFC5474]. Aggregation techniques are out of scope of this docunent.
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1.1. Conventions Used in This Docunment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. PSAMP Docunents Overvi ew

This docunent is one out of a series of docunents fromthe PSAWMP
group.

[ RFC5474]: "A Framework for Packet Sel ection and Reporting"” describes
the PSAMP framework for network el enents to sel ect subsets of packets
by statistical and other nethods, and to export a stream of reports
on the sel ected packets to a Collector

RFC 5475 (this docunment): "Sanpling and Filtering Techniques for IP
Packet Sel ection" describes the set of packet sel ection techniques
supported by PSAMWP

[ RFC5476] : "Packet Sampling (PSAMP) Protocol Specifications”
specifies the export of packet information froma PSAMP Exporting
Process to a PSAMP Col | ecting Process.

[ RFC5477]: "Information Model for Packet Sanpling Exports" defines an
i nformati on and data nodel for PSAMP

3. Term nol ogy
The PSAMP term nol ogy defined here is fully consistent with all terns
listed in [ RFC5474] but includes additional terns required for the
description of packet selection nmethods. An architecture overview
and possi bl e configurations of PSAMP el enents can be found in
[ RFC5474]. PSAMP term nol ogy al so ains at consistency with termns
used in [RFC3917]. The relationship between PSAMP and IPFI X terms is
described in [ RFC5474].

In the PSAMP docunents, all defined PSAMP terns are witten
capitalized. This docunent uses the same convention

3.1. (Observation Points, Packet Streans, and Packet Content
* (bservation Point

An (bservation Point [RFC5101] is a location in the netwrk where
packets can be observed. Exanples include:

(i) Aline to which a probe is attached;
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(ii) a shared nmedium such as an Et hernet-based LAN;

(iii) a single port of a router, or set of interfaces (physica
or logical) of a router;

(iv) an enbedded neasurenent subsystemw thin an interface.

Not e that one (Qbservation Point nay be a superset of several other
hservation Points. For exanple, one Observation Point can be an
entire line card. This would be the superset of the individua
Cbhservation Points at the line card s interfaces.

* (bserved Packet Stream

The Observed Packet Streamis the set of all packets observed at
the Cbservation Point.

* Packet Stream

A Packet Stream denotes a set of packets fromthe Cbserved Packet
Streamthat flows past some specified point within the Metering
Process. An exanple of a Packet Streamis the output of the

sel ection process. Note that packets selected froma stream
e.g., by Sanpling, do not necessarily possess a property by which
they can be distingui shed from packets that have not been
selected. For this reason, the term"streant is favored over
"flow', which is defined as a set of packets with comon
properties [RFC3917].

* Packet Content
The Packet Content denotes the union of the packet header (which
includes link layer, network |ayer, and other encapsul ation
headers) and the packet payload. At sone Observation Points, the
I ink header information may not be avail abl e.
3.2. Selection Process

* Sel ection Process

A Sel ection Process takes the Observed Packet Streamas its input
and sel ects a subset of that streamas its output.
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* Selection State
A Sel ection Process may naintain state information for use by the
Sel ection Process. At a given tine, the Selection State may
depend on packets observed at and before that tine, and other
vari abl es. Exanpl es incl ude:
(i) sequence nunbers of packets at the input of Selectors;

(ii) a timestanp of observation of the packet at the (bservation
Poi nt ;

(iii) iterators for pseudorandom nunber generators;
(iv) hash val ues cal cul ated during sel ection

(v) indicators of whether the packet was selected by a given
Sel ector.

Sel ection Processes nay change portions of the Selection State as
a result of processing a packet. Selection State for a packet is
to reflect the state after processing the packet.

* Sel ect or
A Sel ector defines what kind of action a Selection Process
performs on a single packet of its input. |If selected, the packet
becones an el ement of the output Packet Stream

The Sel ector can nmake use of the following information in
det erm ni ng whet her a packet is selected

(i) the Packet Content;

(ii) information derived fromthe packet’s treatnent at the
Gbservation Point;

(iii) any Selection State that nay be maintai ned by the Sel ection
Process.

* Composite Sel ector
A Conposite Selector is an ordered conposition of Selectors, in

whi ch the output Packet Streamissuing fromone Selector forns the
i nput Packet Streamto the succeedi ng Sel ector
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3. 3.

* Primtive Sel ector
A Selector is primtive if it is not a Conposite Selector
* Sel ecti on Sequence

Fromall the packets observed at an Cbservation Point, only a few
packets are selected by one or nore Selectors. The Sel ection
Sequence is a unique value per (hservation Domai n describing the
bservation Point and the Selector IDs through which the packets
are sel ected.

Reporting
* Packet Reports

Packet Reports conprise a configurable subset of a packet’s input
to the Selection Process, including the Packet's Content,
information relating to its treatnent (for exanple, the output
interface), and its associated Selection State (for exanple, a
hash of the Packet’s Content).

* Report Interpretation

Report Interpretation conprises subsidiary information, relating
to one or nore packets, that is used for interpretation of their
Packet Reports. Exanples include configuration paraneters of the
Sel ection Process.

* Report Stream
The Report Streamis the output of a Metering Process, conprising

two di stinguished types of information: Packet Reports and Report
Interpretation.

3.4. Metering Process

A Metering Process selects packets fromthe Cbserved Packet Stream
using a Sel ection Process, and produces as output a Report Stream
concerning the sel ected packets.

The PSAMP Metering Process can be viewed as anal ogous to the I PFIX
Met ering Process [RFC5101], which produces Flow Records as its
output, with the difference that the PSAMP Metering Process al ways
contains a Selection Process. The relationship between PSAWMP and
I PFI X is further described in [RFC5477] and [ RFC5474].
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3.5. Exporting Process
* Exporting Process
An Exporting Process sends, in the form of Export Packets, the
out put of one or nore Metering Processes to one or nore
Col I ectors.
* Export Packet
An Export Packet is a conbination of Report Interpretations and/or
one or nore Packet Reports that are bundl ed by the Exporting
Process into an Export Packet for exporting to a Collector.
3.6. PSAMP Device
* PSAMP Devi ce

A PSAMP Device is a device hosting at | east an Cbservation Point,
a Metering Process (which includes a Selection Process), and an
Exporting Process. Typically, correspondi ng Observation Point(s),
Metering Process(es), and Exporting Process(es) are col ocated at
this device, for exanmple, at a router

3.7. Collector
* Col |l ector
A Col l ector receives a Report Stream exported by one or nore
Exporting Processes. |n sonme cases, the host of the Metering
and/ or Exporting Processes may al so serve as the Collector
3.8. Selection Methods
* Filtering
Afilter is a Selector that selects a packet deterninistically
based on the Packet Content, or its treatnent, or functions of

these occurring in the Selection State. Two exanples are:

(i) Property Match Filtering: A packet is selected if a
specific field in the packet equals a predefined val ue.

(ii) Hash-based Sel ection: A Hash Function is applied to the

Packet Content, and the packet is selected if the result
falls in a specified range.
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* Sanpling

A Selector that is not a filter is called a Sanpling operation.
This reflects the intuitive notion that if the selection of a
packet cannot be determined fromits content alone, there nust be
sonme type of Sanpling taking place. Sanpling operations can be
divided into two subtypes:

(i) Content-independent Sanpling, which does not use Packet
Content in reaching Sanpling decisions. Exanples include
systemati c Sanpling, and uniform pseudorandom Sanpl i ng
driven by a pseudorandom nunber whose generation is
i ndependent of Packet Content. Note that in content-

i ndependent Sanpling, it is not necessary to access the
Packet Content in order to make the sel ection decision.

(ii) Content-dependent Sanpling, in which the Packet Content is
used in reaching selection decisions. An applicationis
pseudor andom sel ection according to a probability that
depends on the contents of a packet field, e.g., Sanpling
packets with a probability dependent on their TCP/ UDP port
nunbers. Note that this is not a Filter

* Hash Domai n

A Hash Domain is a subset of the Packet Content and the packet
treatnent, viewed as an N-bit string for sonme positive integer N

* Hash Range
A Hash Range is a set of Mbit strings for sone positive integer M
that defines the range of values that the result of the hash
operation can take.

* Hash Function

A Hash Function defines a deterministic nmapping fromthe Hash
Domai n into the Hash Range

* Hash Sel ection Range
A Hash Sel ection Range is a subset of the Hash Range. The packet

is selected if the action of the Hash Function on the Hash Donai n
for the packet yields a result in the Hash Sel ecti on Range.
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* Hash-based Sel ection

A Hash-based Selection is Filtering specified by a Hash Domain, a
Hash Function, a Hash Range, and a Hash Sel ecti on Range.

* Approxi mative Sel ection

Sel ectors in any of the above categories nmay be approxi mated by
operations in the sane or another category for the purposes of

i npl enment ati on. For exanple, uniform pseudorandom Sanpling may be
appr oxi mat ed by Hash-based Sel ection, using a suitable Hash

Function and Hash Domain. In this case, the closeness of the
approxi mati on depends on the choice of Hash Function and Hash
Domai n.

* Popul ati on

A Popul ation is a Packet Stream or a subset of a Packet Stream A
Popul ation can be considered as a base set from which packets are
selected. An exanple is all packets in the OQbserved Packet Stream
that are observed within sonme specified time interval

* Popul ation Size

The Popul ation Size is the nunber of all packets in the
Popul ati on.

* Sample Size

The Sanple Size is a nunber of packets selected fromthe
Popul ation by a Sel ector.

* Configured Selection Fraction

The Configured Selection Fraction is the expected ratio of the
Sanple Size to the Popul ation Size, as based on the configured
sel ection paraneters

* Attai ned Sel ection Fraction

The Attained Selection Fraction is the ratio of the actual Sanple
Size to the Population Size. For sonme Sanpling nethods, the
Attained Selection Fraction can differ fromthe Configured

Sel ection Fraction due to, for exanple, the inherent statistica
variability in Sanpling decisions of probabilistic Sanpling and
Hash- based Sel ection. Nevertheless, for |arge Popul ation Sizes
and properly configured Selectors, the Attained Sel ection Fraction
usual | y approaches the Configured Sel ection Fraction
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4.

Cat egori zation of Packet Sel ection Techni ques

Packet sel ection techniques generate a subset of packets from an
hserved Packet Stream at an Cbservation Point. W distinguish
bet ween Sanpling and Filtering.

Sampling is targeted at the selection of a representative subset of
packets. The subset is used to infer know edge about the whol e set
of observed packets without processing themall. The selection can
depend on packet position, and/or on Packet Content, and/or on
(pseudo) random deci si ons.

Filtering selects a subset with conmon properties. This is used if
only a subset of packets is of interest. The properties can be
directly derived fromthe Packet Content, or depend on the treatnent
given by the router to the packet. Filtering is a determnistic
operation. |t depends on Packet Content or router treatnent. It
never depends on packet position or on (pseudo) random deci sions.

Note that a conmon technique to select packets is to conpute a Hash
Function on sonme bits of the packet header and/or content and to
select it if the hash value falls in the Hash Sel ecti on Range. Since
hashing is a determnistic operation on the Packet Content, it is a
Filtering techni que according to our categorization. Nevertheless,
Hash Functions are sonetines used to enul ate random Sanpl i ng.
Dependi ng on the chosen input bits, the Hash Function, and the Hash
Sel ection Range, this technique can be used to enulate the random
sel ection of packets with a given probability p. It is also a
power ful technique to consistently select the same packet subset at
nmul ti ple Cbservation Points [DuG 00].

The followi ng table gives an overview of the schenes described in
this docunent and their categorization. X nmeans that the
characteristic applies to the selection scheme. (X) denotes schenes
for which content-dependent and content-independent variants exist.
For instance, Property Match Filtering is typically based on Packet
Content and therefore is content dependent. But as explained in
Section 6.1, it may al so depend on router state and then would be

i ndependent of the content. It easily can be seen that only schenes
with both properties, content dependence and deterninistic selection
are considered as Filters.
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Sel ecti on Schene | Deterministic | Content -| Category
| Selection | Dependent |
------------------------ T T T T
Systematic | X | _ | Sanpling
Count - based | |
------------------------ T Ty
Systenmatic | X | - | Sanpling
Ti me- based | |
------------------------ T T
Random | - | - | Sanpling
n-out - of - N | | |
------------------------ T Ty
Random | - | - | Sanmpling
uni form probabilistic | |
------------------------ T T
Random | - | (X) | Sanpling
non-uni f orm probabil. | |
------------------------ T Ty
Random | - | (X | Sanmpling
non-uni form Fl ow St ate | |
------------------------ T T
Property Match | X | (X) | Filtering
Filtering | |
------------------------ T Ty
Hash function | X | X | Filtering
------------------------ T e T T pe e R

The categorization just introduced is mainly useful for the
definition of an information nodel describing Prinmtive Selectors.
More conpl ex sel ection techni ques can be described through the
conposition of cascaded Sanpling and Filtering operations. For
exanpl e, a packet selection that weights the selection probability on
the basis of the packet |ength can be described as a cascade of a
Filtering and a Sanpling schene. However, this descriptive approach
is not intended to be rigid: if a conmon and consol i dated sel ection
practice turns out to be too conplex to be described as a conposition
of the nmentioned building blocks, an ad hoc description can be
specified instead and added as a new schene to the infornmation nodel.

5.  Sanpling

The depl oynent of Sanpling techniques ains at the provisioning of

i nformati on about a specific characteristic of the parent Popul ation
at a lower cost than a full census would demand. In order to plan a
suitable Sanpling strategy, it is therefore crucial to determine the
needed type of information and the desired degree of accuracy in
advance.
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First of all, it is inportant to know the type of netric that should
be estimated. The netric of interest can range from sinple packet
counts [JePP92] up to the estinmation of whole distributions of flow
characteristics (e.g., packet sizes) [d PB93].

Second, the required accuracy of the information and with this, the
confidence that is aimed at, should be known in advance. For

i nstance, for usage-based accounting the required confidence for the
estimation of packet counters can depend on the nonetary val ue that
corresponds to the transfer of one packet. That neans that a higher
confidence could be required for expensive packet flows (e.g.
premum | P service) than for cheaper flows (e.g., best effort). The
accuracy requirenments for validating a previously agreed quality can
al so vary extrenely with the custoner demands. These requirenents
are usually determ ned by the service | evel agreement (SLA)

The Sanpling nmethod and the paraneters in use must be clearly

conmmuni cated to all applications that use the neasurenent data. Only
with this knowl edge a correct interpretation of the neasurenent
results can be ensured.

Sanpl i ng net hods can be characterized by the Sanpling algorithm the
trigger type used for starting a Sanpling interval, and the |ength of
the Sanpling interval. These paraneters are described here in
detail. The Sanpling al gorithm describes the basic process for

sel ection of sanmples. |In accordance to [ AmCa89] and [C PB93], we
define the follow ng basic Sanpling processes.

5.1. Systematic Sanpling

Systenmati c Sanpling describes the process of selecting the start
points and the duration of the selection intervals according to a
deterministic function. This can be for instance the periodic
selection of every k-th elenent of a trace but also the sel ection of
all packets that arrive at predefined points in tinme. Even if the
sel ection process does not follow a periodic function (e.g., if the
tinme between the Sanpling intervals varies over tine), we consider
this as systematic Sanpling as long as the selection is

determ nistic.

The use of systematic Sanpling al ways involves the risk of biasing
the results. |If the systematics in the Sanpling process resenbl e
systematics in the observed stochastic process (occurrence of the
characteristic of interest in the network), there is a high
probability that the estimation will be biased. Systematics in the
observed process night not be known in advance.
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Here only equally spaced schenes are consi dered, where triggers for
Sampling are periodic, either in tine or in packet count. All
packets occurring in a selection interval (either in tine or packet
count) beyond the trigger are sel ected.

Systenati c count - based

In systenmatic count-based Sanpling, the start and stop triggers for
the Sanpling interval are defined in accordance to the spatial packet
position (packet count).

Systematic tinme-based

In systematic tinme-based Sanpling, tinme-based start and stop triggers
are used to define the Sanpling intervals. Al packets are selected
that arrive at the Qbservation Point within the tinme intervals
defined by the start and stop triggers (i.e., arrival tine of the
packet is larger than the start time and smaller than the stop tine).

Bot h schenes are content-independent sel ection schenes. Content-
dependent determ nistic Selectors are categorized as filters.

5.2. Random Sanpli ng

Random Sanpling selects the starting points of the Sanpling intervals
in accordance to a random process. The selection of elenents is an

i ndependent experinent. Wth this, unbiased estinations can be
achieved. In contrast to systematic Sanpling, random Sanpling

requi res the generation of random nunbers. One can differentiate two
nmet hods of random Sanpling: n-out-of-N Sanpling and probabilistic

Sanmpl i ng.
5.2.1. n-out-of-N Sanpling

In n-out-of-N Sanpling, n elenents are sel ected out of the parent
Popul ation that consists of N elenents. One exanple would be to
generate n different random nunbers in the range [1,N] and sel ect al
packets that have a packet position equal to one of the random
nunbers. For this kind of Sanmpling, the Sanple Size n is fixed.

5.2.2. Probabilistic Sanpling

In probabilistic Sanpling, the decision whether or not an elenment is
selected is nade in accordance to a predefined sel ection probability.
An exanple would be to flip a coin for each packet and sel ect al
packets for which the coin showed the head. For this kind of
Sanpling, the Sanple Size can vary for different trials. The

sel ection probability does not necessarily have to be the sane for
each packet. Therefore, we distinguish between uniform probabilistic
Sanmpling (with the sane sel ection probability for all packets) and
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non-uni f orm probabi listic Sanpling (where the selection probability
can vary for different packets).

5.2.2.1. Uniform Probabilistic Sanmpling

For Uniform Probabilistic Sanpling, packets are selected

i ndependently with a uniformprobability p. This Sanpling can be
count-driven, and is sonetines referred to as geonetric random
Sanmpling, since the difference in count between successive sel ected
packets is an i ndependent random variable with a geonetric
distribution of mean 1/p. A time-driven anal og, exponential random
Sanpling, has the tine between triggers exponentially distributed.

Bot h geonetric and exponential random Sanpling are exanpl es of what
is known as additive random Sanpling, defined as Sanpling where the
interval s or counts between successive sanpl es are i ndependent
identically distributed random vari abl es.

5.2.2.2. Non-Uniform Probabilistic Sanpling

This is a variant of Probabilistic Sanpling in which the Sanpling
probabilities can depend on the selection process input. This can be
used to weight Sanpling probabilities in order, e.g., to boost the
chance of Sanpling packets that are rare but are deenmed inportant.
Unbi ased estinmators for quantitative statistics are recovered by
re-normalization of sanple val ues; see [HT52].

5.2.2.3. Non-Uniform Fl ow State Dependent Sanpling

Anot her type of Sanpling that can be classified as probabilistic
Non-Uniformis closely related to the flow concept as defined in

[ RFC3917], and it is only used jointly with a flow nonitoring
function (I PFI X Metering Process). Packets are sel ected, dependent
on a Selection State. The point, here, is that the Selection State
is determ ned also by the state of the flow the packet belongs to
and/ or by the state of the other flows currently being nonitored by
the associated flow nonitoring function. An exanple for such an
algorithmis the "sanple and hol d" nethod described in [EsVa01l]:

- If a packet accounts for a Flow Record that already exists in the
I PFI X fl ow recording process, it is selected (i.e., the Flow Record
i s updated).

- If a packet doesn’t account for any existing Flow Record, it is

selected with probability p. If it has been selected, a new Fl ow
Record has to be created
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A further algorithmthat fits into the category of non-uniformfl ow
state dependent Sanpling is described in [Mli03].

This type of Sanpling is content dependent because the identification
of the flow the packet belongs to requires analyzing part of the
Packet Content. |If the packet is selected, then it is passed as an
input to the IPFIX nonitoring function (this is called "Local Export"
in [RFC5474]). Selecting the packet depending on the state of a flow
cache is useful when nmenory resources of the flow nonitoring function
are scarce (i.e., there is no roomto keep all the flows that have
been schedul ed for nonitoring).

5.2.2.4. Configuration of Non-Uniform Probabilistic and Flow State
Sanpl i ng

Many different specific nethods can be grouped under the terns
non-uni f orm probabilistic and fl ow state Sanpling. Dependent on the
Sanpling goal and the inplenented schene, a different nunber and type
of input paraneters are required to configure such a schene.

Some concrete proposals for such nethods exist fromthe research
community (e.g., [EsVaO0l], [DuLTOl1l], [Moli03]). Sone of these

proposals are still in an early stage and need further investigations
to prove their usefulness and applicability. It is not our aimto
i ndi cate preference anong these nethods. |Instead, we only describe

here the basic nethods and | eave the specification of explicit
schenes and their paraneters up to vendors (e.g., as an extension of
the informati on nodel).

6. Filtering

Filtering is the deterministic selection of packets based on the
Packet Content, the treatnment of the packet at the Qbservation Point,
or deterministic functions of these occurring in the Selection State.
The packet is selected if these quantities fall into a specified
range. The role of Filtering, as the word itself suggest, is to
separate all the packets having a certain property fromthose not
having it. A distinguishing characteristic fromSanpling is that the
sel ection decision does not depend on the packet position in time or
in space, or on a random process.

We identify and describe in the following two Filtering techniques.
6.1. Property Match Filtering
Wth this Filtering nmethod, a packet is selected if specific fields

wi thin the packet and/or properties of the router state equal a
predefined value. Possible filter fields are all |PFI X flow
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attributes specified in [RFC5102]. Further fields can be defined by
proposi ng new i nformati on el ements or defining vendor-specific
ext ensi ons.

A packet is selected if Field=Value. Masks and ranges are only
supported to the extent to which [RFC5102] allows them e.g., by
providing explicit fields Iike the netmasks for source and
destinati on addresses.

AND operations are possible by concatenating filters, thus producing
a conposite selection operation. |In this case, the ordering in which
the Filtering happens is inplicitly defined (outer filters cone after
inner filters). However, as long as the concatenation is on filters
only, the result of the cascaded filter is independent fromthe
order, but the order may be inportant for inplenmentation purposes, as
the first filter will have to work at a higher rate. |In any case, an
i npl ementation is not constrained to respect the filter ordering, as
long as the result is the sane, and it may even inpl enent the
conposite Filtering in one single step.

OR operations are not supported with this basic nodel. Mre
sophisticated filters (e.g., supporting bitmasks, ranges, or OR
operations) can be realized as vendor-specific schenes.

Al ITPFIX flow attributes defined in [ RFC5102] can be used for
Property Match Filtering. Further information elenents can be easily
defined. Property match operations should be available for different
protocol portions of the packet header:

(i) P header (excluding options in |IPv4, stacked headers in
| Pv6)

(ii) transport protocol header (e.g., TCP, UDP)

(iii) encapsul ati on headers (e.g., the MPLS | abel stack, if
present)

When t he PSAMP Device offers Property Match Filtering, and, inits
usual capacity other than in perform ng PSAMP functions, identifies
or processes information fromIP, transport protocol or encapsul ation
protocols, then the information should be made avail able for
Filtering. For exanple, when a PSAMP Device routes based on
destination I P address, that field should be made avail able for
Filtering. Conversely, a PSAWP Device that does not route is not
expected to be able to locate an | P address within a packet, or make
it available for Filtering, although it may do so.
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Si nce packet encryption conceals the real values of encrypted fields,
Property Match Filtering nmust be configurable to ignore encrypted
packets, when detect ed.

The Sel ection Process may support Filtering based on the properties
of the router state:

(i) Ingress interface at which a packet arrives equals a
speci fi ed val ue

(ii) Egress interface to which a packet is routed to equals a
speci fi ed val ue

(iii) Packet violated Access Control List (ACL) on the router
(iv) Failed Reverse Path Forwardi ng (RPF)

(v) Failed Resource Reservation Protocol (RSVP)

(vi) No route found for the packet

(vii) Origin Border Gateway Protocol (BGP) Autononous System (AS)
[ RFC4271] equals a specified value or lies within a given
range

(viii) Destination BGP AS equals a specified value or lies within
a given range

Packets that match the fail ed Reverse Path Forwarding (RPF) condition
are packets for which ingress Filtering failed as defined in
[ RFC3704] .

Packets that match the failed Resource Reservation Protocol (RSVP)
condition are packets that do not fulfill the RSVP specification as
defined in [ RFC2205] .

Rout er architectural considerations may preclude sone information
concerni ng the packet treatnent being available at Iine rate for

sel ection of packets. For exanple, the Selection Process may not be
inplenmented in the fast path that is able to access router state at
line rate. However, when Filtering follows Sanpling (or sonme other
sel ection operation) in a Conposite Selector, the rate of the Packet
Stream output fromthe sanpler and input to the filter nmay be
sufficiently slow that the filter could select based on router state.
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6.2. Hash-Based Filtering

A Hash Function h maps the Packet Content ¢, or sone portion of it,
onto a Hash Range R. The packet is selected if h(c) is an el ement of
S, which is a subset of R called the Hash Sel ecti on Range. Thus,
Hash- Based selection is a particular case of Filtering. The object
is selected if cis ininv(h(S)). But for desirable Hash Functions,
the inverse image inv(h(S)) will be extrenely conplex, and hence h
woul d not be expressible as, say, a Property Match Filter or a sinple
conbi nati on of these.

Hash- based Sel ection is mainly used to realize a coordi nated packet
sel ection. That neans that the sanme packets are selected at
different Qobservation Points. This is useful for instance to observe
the path (trajectory) that a packet took through the network or to
apply packet selection to passive one-way measurenents.

A prerequisite for the nethod to work and to ensure interoperability
is that the same Hash Function with the same paraneters (e.g., input
vector) is used at the Cbservation Points.

A consi stent packet selection is also possible with Property Match
Filtering. Neverthel ess, Hash-based Sel ection can be used to
approxi mate a random sel ection. The desired statistical properties
are discussed in Section 6.2.2.

In the follow ng subsections, we give sonme application exanples for
coordi nat ed packet selection.

6.2.1. Application Exanples for Coordinated Packet Sel ection
6.2.1.1. Trajectory Sanpling

Trajectory Sanpling is the consistent selection of a subset of
packets at either all of a set of (Qbservation Points or none of them
Trajectory Sanpling is realized by Hash-based Selection if al
Observation Points in the set use a common Hash Function, Hash
Domai n, and Sel ecti on Range. The Hash Domain conprises all or part
of the Packet Content that is invariant along the packet path.

Fi el ds such as Tinme-to-Live, which is decrenented per hop, and header
CRC [ RFC1624], which is recal cul ated per hop, are thus excluded from
the Hash Domain. The Hash Domain needs to be wider than just a flow
key, if packets are to be selected quasi-randomy within flows.

The trajectory (or path) followed by a packet is reconstructed from
PSAMP reports on it that reach a Collector. Reports on a given
packet originating fromdifferent Qobservation Points are associ ated
by matching a label fromthe reports. The |abel nay conprise that
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portion of the invariant Packet Content that is reported, or possibly
some digest of the invariant Packet Content that is inserted into the
packet report at the Qbservation Point. Such a digest may be
constructed by applying a second Hash Function to the invariant

Packet Content. The reconstruction of trajectories and nethods for
dealing with possible anbiguities due to | abel collisions (identica

| abel s reported for different packets) and potential |oss of reports
in transmssion are dealt with in [DuG00], [DuGX2], and [DuG 04].

Applications of trajectory Sanpling include (i) estimation of the
network path matrix, i.e., the traffic intensities according to
networ k path, broken down by flow key; (ii) detection of routing

| oops, as indicated by self-intersecting trajectories; (iii) passive
performance neasurenent: prenmaturely ternminating trajectories

i ndi cate packet |oss, packet one-way delay can be deternined if
reports include (synchronized) tinestanps of packet arrival at the
Cbhservation Point; and (iv) network attack tracing, of the actua
pat hs taken by attack packets with spoofed source addresses.

6.2.1.2. Passive One-Way Measurenents

Coor di nat ed packet selection can be applied for instance to one-way
del ay neasurenents in order to reduce the required resources. In
one-way del ay neasurenents, packets are collected at different
bservation Points in the network. A packet digest is generated for
each packet that helps to identify the packet. The packet digest and
the arrival time of the packet at the Observation Point are reported
to a process that calculates the delay. The delay is calcul ated by
subtracting the arrival time of the sane packet at the Cbservation
Points (e.g., [ZsZC01]). Wth high data rates, capturing all packets
can require a lot of resources for storage, transfer, and processing.
To reduce resource consunption, packet sel ection nmethods can be
applied. But for such selection techniques, it has to be ensured
that the sane packets are collected at different Observation Points.
Hash- based Sel ection provides this feature.

6.2.1.3. GCeneration of Pseudorandom Nunbers

Al t hough pseudor andom nunber generators with well-understood
properties have been devel oped, they may not be the nmethod of choice
in settings where conputational resources are scarce. A convenient
alternative is to use Hash Functions of Packet Content as a source of
randommess. The hash (suitably re-normalized) is a pseudorandom
variate in the interval [0,1]. Oher schenes nmay use packet fields
initerators for pseudorandom nunbers. However, the statistica
properties of an ideal packet selection |law (such as independent
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Sanmpling for different packets, or independence on Packet Content)
may not be exactly rendered by an inplenentation, but only
approxi mately so.

Use of Packet Content to generate pseudorandom variates shares wth
non-uni f orm probabilistic Sanpling (see Section 5.2.2.2 above) the
property that sel ection decisions depend on Packet Content. However,
there is a fundamental difference between the two. In the former
case, the content determ nes pseudorandomvariates. In the latter
case, the content only determ nes the selection probabilities:

sel ection could then proceed, e.g., by use of random vari ates
obt ai ned by an i ndependent pseudorandom nunber generator

6.2.2. Desired Properties of Hash Functions

Here we formul ate desired properties for Hash Functions. For this,
we have to distinguish whether a Hash Function is used for packet

sel ection or just as a packet digest. The nmain focus of this
docunent is on packet selection. Nevertheless, we al so provide sone
requirenents for the use of Hash Functions as packet digest.

First of all, we need to define suitable input fields fromthe
packet. In accordance to [DuG00], input field should be:

- invariant on the path
- vari abl e anong packets

Only if the input fields are the sane at different Cbservation Points
is it possible to recognize the packet. The input fields should be
vari abl e anong packets in order to distribute the hash results over
the sel ection range.

6.2.2.1. Requirenments for Packet Selection

In accordance to considerations in [ MoONDO5] and [Henk08], we define
the follow ng desired properties of Hash Functions used for packet
sel ecti on:

(i) Speed: The Hash Function has to be applied to each packet
that traverses the Observation Point. Therefore, it has to
be fast in order to cope with the high packet rates. In
the ideal case, the hash operation should not influence the
performance on the PSAMP Device

Zseby, et al. St andards Track [ Page 21]



RFC 5475 Techni ques for | P Packet Sel ection March 2009

(ii) Unifornmty: The Hash Function h should have good ni xing
properties, in the sense that snmall changes in the input
(e.g., the flipping of a single bit) cause |arge changes in
the output (many bits change). Then any |ocal clunp of
values of ¢ is spread widely over R by h, and so the
distribution of h(c) is fairly uniformeven if the
distribution of ¢ is not. Then the Attained Sel ection
Fraction gets close to the Configured Sel ection Fraction
(#S/ #R), which can be tuned by choice of S

(iii1) Unbiasedness: The sel ection decision should be as
i ndependent of packet attributes as possible. The set of
sel ected packets should not be biased towards a specific
type of packets.

(iv) Representativeness of sanple: The sanple should be as
representative as possible for the observed traffic.

(v) Non-linearity: The function should not be linear. This
i ncreases the mixing properties (uniformity criterion). In
addition to this, it decreases the predictability of the
out put and therefore the vulnerabilities against attacks.

(vi) Robustness against vulnerabilities: The Hash Function
shoul d be robust against attacks. Potentia
vul nerabilities are described in Section 6.2.3.

6.2.2.2. Requirenents for Packet Digesting

For digesting Packet Content for inclusion in a reported | abel, the
nost i nportant property is a low collision frequency. A secondary
requirenent is the ability to accept variable-length input, in order
to allow inclusion of maxi mal anount of packet as input. Execution
speed is of secondary inportance, since the digest need only be
fornmed from sel ected packets.

6.2.3. Security Considerations for Hash Functions
A concern for Hash-based Sel ection is whether sone | arge set of
rel ated packets could be disproportionately sanpled, i.e., that the
Attained Selection Fraction is significantly different fromthe
Configured Selection Fraction. This can happen either
(i) through unantici pated behavior in the Hash Function, or

(ii) because the packets had been deliberately crafted to have
this property.
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The first point underlines the inportance of using a Hash Function
with good nixing properties. For this, the statistical properties of
candi dat e Hash Functions need to be evaluated. Since the hash out put
depends on the traffic mx, the evaluation should be done preferably
on up-to-date packet traces fromthe network in which the Hash-based
Sel ection will be depl oyed.

However, Hash Functions that performwell on typical traffic nmay not
be sufficiently strong to withstand attacks specifically targeted
agai nst them Such potential attacks have been described in

[ GoRe07] .

In the follow ng subsections, we point out different potential attack
scenarios. W encourage the use of standardi zed Hash Functi ons.
Therefore, we assunme that the Hash Function itself is public and
hence known to an attacker.

Nevert hel ess, we al so assune the possibility of using a private input
paraneter for the Hash Function that is kept secret. Such an input
paraneter can for instance be attached to the hash input before the
hash operation is applied. Wth this, at l|east parts of the hash
operation remain secret.

For the attack scenarios, we assune that an attacker uses its
know edge of the Hash Function to craft packets that are then
di spatched, either as the attack itself or to elicit further
information that can be used to refine the attack

Two scenarios are considered. |In the first scenario, the attacker
has no knowl edge about whether or not the crafted packets are
selected. |In the second scenario, the attacker uses sone know edge

of Sanpling outcones. The neans by which this might be acquired is
di scussed bel ow. Sonme additional attacks that involve tanpering with
Export Packets in transit, as opposed to attacking the PSAMP Devi ce,
are di scussed in [ GoRe07].

6.2.3.1. Mulnerabilities of Hash-Based Sel ection w thout Know edge of
Sel ecti on Qutcones

(i) The Hash Function does not use a private paraneter.

If no private input paraneter is used, potential attackers can easily

cal cul ate which packets result in which hash values. If the
selection range is public, an attacker can craft packets whose
sel ection properties are known in advance. |If the selection range is

private, an attacker cannot determ ne whether a crafted packet is
sel ected. However, by conputing the hash on different trial crafted
packets, and selecting those yielding a given hash val ue, the
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attacker can construct an arbitrarily large set of distinct packets
with a common sel ection properties, i.e., packets that will be either
all selected or all not selected. This can be done whatever the
strength of the Hash Function

(ii) The Hash Function is not cryptographically strong.

If the Hash Function is not cryptographically strong, it may be
possi bl e to construct sequences of distinct packets with the comon
sel ection property even if a private paranmeter is used.

An exanple is the standard CRC-32 Hash Function used with a private
nmodul us (but without a private string post-pended to the input). It
has weak mi xi ng properties for loworder bits. Consequently, sinply
by increnmenting the hash input, one obtains distinct packets whose
hashes nostly fall in a narrow range, and hence are |likely comonly
sel ected; see [ GoRe07].

Sui tabl e paraneterization of the Hash Function can nake such attacks
more difficult. For exanple, post-pending a private string to the

i nput before hashing with CRC-32 will give stronger nixing properties
over all bits of the input. However, with a Hash Function, such as
CRC-32, that is not cryptographically strong, the possibility of

di scovering a nethod to construct packet sets with the common

sel ected property cannot be ruled out, even when a private nodul us or
post - pended string is used.

6.2.3.2. Mulnerabilities of Hash-Based Sel ection Usi ng Know edge of
Sel ection CQut cones

Knowl edge of the selection outcones of crafted packets can be used by
an attacker to nore easily construct sets of packets that are

di sproportionately sanpled and/or are commonly selected. For this,
the attacker does not need any a priori know edge about the Hash
Function or sel ection range.

There are several ways an attacker might acquire this know edge about
the sel ection outcone:

(i) Billing Reports: If sanples are used for billing purposes,
then the sel ection outcones of packets nmay be able to be
inferred by correlating a crafted Packet Streamwi th the
billing reports that it generates. However, the rate at
whi ch knowl edge of sel ection outcones can be acquired
depends on the tenporal and spatial granularity of the
billing reports; being slower the nore aggregated the
reports are.
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(ii) Feedback froman Intrusion Detection System e.g., a
bot master adversary learns if his packets were detected by
the intrusion detection systemby seeing if one of his bots
i s blocked by the network

(iii) Cbservation of the Report Stream Export Packets sent
across a public network may be eavesdropped on by an
adversary. Encryption of the Export Packets provides only
a partial defense, since it may be possible to infer the
sel ecti on outcomes of packets by correlating a crafted
Packet Streamw th the occurrence (not the content) of
packets in the export streamthat it generates. The rate
at whi ch such knowl edge could be acquired is linmted by the
tenporal resolution at which reports can be associated with
packets, e.g., due to processing and propagation
variability, and difficulty in distinguishing report on
attack packets fromthose of background traffic, if
present. The association between packets and their reports
on which this depends could be renoved by paddi ng Export
Packets to a constant |length and sending them at a constant
rate.

We now turn to attacks that can exploit know edge of selection
outcones. First, with a non-cryptographi c Hash Function, know edge
of selection outcones for a trial streammay be used to further craft
a packet set with the common sel ection property. This has been
denonstrated for the nmodul ar hash f(x) = a x + b nod k, for private
paraneters a, b, and k. Wth Sanpling rate p, know edge of the
Sampl i ng outcones of roughly 2/p is sufficient for the attack to
succeed, independent of the values of a, b, and k. Wth know edge of
the selection outcones of a |larger nunber of packets, the paraneters
a, b, and k can be deternined; see [ GoRe07].

A cryptographi c Hash Function enploying a private paraneter and
operating in one of the pseudorandom function nodes specified above
is not vulnerable to these attacks, even if the selection range is
known.

6.2.3.3. Mulnerabilities to Replay Attacks

Si nce Hash-based Sel ection is determnistic, any packet or set of
packets with known sel ection properties can be replayed into a
networ k and experience the sane sel ection outconmes provide the Hash
Function and its paraneters are not changed. Repetition of a single
packet may be noticeable to other neasurenent nmethods if enpl oyed
(e.g., collection of flow statistics), whereas a set of distinct
packets that appears statistically simlar to regular traffic may be
| ess noticeable.
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Replay attacks may be nitigated by repeated changi ng of Hash Function
paraneters. This also prevents attacks that exploit know edge of
Sanmpling outcones, at least if the paraneters are changed at | east as
fast as the know edge can be acquired by an attacker. In order to
preserve the ability to performtrajectory Sanpling, paraneter change
woul d have to be sinultaneous (or approximtely so) across al
Observation Points.

6.2.4. Choice of Hash Function

The specific choice of Hash Function represents a trade-off between
conplexity and ease of inplenentation. |Ideally, a cryptographically
strong Hash Function enploying a private paraneter and operating in
pseudor andom functi on node as specified above woul d be used, vyielding
a good emnul ati on of a random packet selection at a target Sanpling
rate, and giving maxi mal robustness against the attacks described in
the previous section. Unfortunately, there is currently no single
Hash Function that fulfills all the requirenents.

As detailed in Section 6.2.3, only cryptographic Hash Functions

enpl oying a private paranmeter operating in pseudorandom functi on node
are sufficiently strong to withstand the range of conceivabl e
attacks. For exanple, fixed- or variable-length inputs could be
hashed using a bl ock cipher (like Advanced Encryption Standard (AES))
i n ci pher-bl ock-chai ning node. Fixed-length inputs could also be
hashed using an iterated cryptographic Hash Function (like MD5 or
SHAl), with a private initial vector. For variable-length inputs, an
iterated cryptographic Hash Function (like MD5 or SHA1l) shoul d enpl oy
private string post-pended to the data in addition to a private
initial vector. For nore details, see the "append-cascade"
construction of [BeCK96]. W encourage the use of such
cryptographically strong Hash Functi ons wherever possible.

However, a problemw th using such functions is the | ow performance.
As shown for instance in [Henk08], the conputation tines for MD5 and
SHA are about 7-10 tines higher conpared to non-cryptographic
functions. The difference increases for small hash input |engths.

Therefore, it is not assumed that all PSAMP Devices will be capable
of applying a cryptographically strong Hash Function to every packet
at line rate. For this reason, the Hash Functions listed in this
section will be of a weaker variety. Future protocol extensions that
enpl oy stronger Hash Functions are highly wel cone.

Conmpari sons of Hash Functions for packet selection and packet

digesting with regard to various criteria can be found in [ MoNDO5]
and [ Henk08] .
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6.2.4.1. Hash Functions for Packet Sel ection

| f Hash-based packet Selection is applied, the BOB function MIST be
used for packet selection operations in order to be conpliant wth
PSAMP. The specification of BOB is given in the appendix. Both the
paraneter (the init value) and the sel ection range should be kept
private. The initial vector of the Hash Function MJST be
configurable out of band to prevent security breaches |ike exposure
of the initial vector content.

O her functions, such as CRC- 32 and | PSX, MAY be used. The |PSX
function is described in the appendix, and the CRC-32 function is
described in [RFCL1141]. |If CRC-32 is used, the input should first be
post-pended with a private string that acts as a paranmeter, and the
nodul us of the CRC should al so be kept private.

IPSX is sinple to inplenment and was correspondi ngly about an order of
magni t ude faster to execute per packet than BOB or CRC 32 [ MbNDO5].

Al'l three Hash Functions eval uated showed relatively poor unifornity
with 16-byte input that was drawn fromonly invariant fields in the
| P and TCP/ UDP headers (i.e., header fields that do not change from
hop to hop). IPSX is inherently limted to 16 bytes.

BOB and CRC-32 exhibit noticeably better unifornity when 4 or nore
bytes fromthe payload are also included in the input [ MONDO5]. Also
with other criteria BOB perfornmed quite well [HenkO08].

Al t hough the characteristics have been checked for different traffic
traces, results cannot be generalized to arbitrary traffic. Since
Hash-based Selection is a deterministic function on the Packet
Content, it can always be biased towards packets with specific
attributes. Furthernore, it should be noted that all Hash Functions
were eval uated only for |Pv4.

None of these Hash Functions is recommended for cryptographic
purposes. Please also note that the use of a private paraneter only
slightly reduces the vulnerabilities against attacks. As shown in
Section 6.2.3, functions that are not cryptographically strong (e.qg.,
BOB and CRC) cannot prevent attackers fromcrafting packets that are
di sproportionally selected even if a private paraneter is used and
the selection range is kept secret.

As described in Section 6.2.2, the input bytes for the Hash Function

need to be invariant along the path the packet is traveling. Only
with this it is ensured that the same packets are sel ected at
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di fferent Qbservation Points. Furthernore, they should have a high
variability between different packets to generate a high variation in
the Hash Range. An evaluation of the variability of different packet
header fields can be found in [DuG 00], [HeSz08], and [ Henk08].

If a Hash-based Selection with the BOB function is used with | Pv4
traffic, the follow ng i nput bytes MUST be used.

IP identification field

- Flags field

- Fragnent offset

- Source | P address

- Destination |IP address

- A configurabl e nunber of bytes fromthe | P payload, starting at
a configurabl e of fset

Due to the lack of suitable |IPv6 packet traces, all candi date Hash
Functions in [DuG 00], [MNDO5], and [Henk08] were evaluated only for
| Pv4. Due to the | Pv6 header fields and address structure, it is
expected that there is | ess randommess in | Pv6 packet headers than in
| Pv4 headers. Neverthel ess, the randomess of IPv6 traffic has not
yet been evaluated sufficiently to get any evidence. |In addition to
this, I1Pv6 traffic profiles may change significantly in the future
when I Pv6 is used by a broader comunity.

If a Hash-based Sel ection with the BOB function is used with | Pv6
traffic, the follow ng i nput bytes MJUST be used.

- Payload length (2 bytes)
- Byte nunber 10, 11, 14, 15,16 of the |IPv6 source address
- Byte number 10, 11, 14, 15,16 of the | Pv6 destinati on address
- A configurable nunber of bytes fromthe |IP payload, starting at
a configurable offset. It is recormmended to use at |east 4
bytes fromthe | P payl oad.
The payload itself is not changing during the path. Even if sone
routers process some extension headers, they are not going to strip
them fromthe packet. Therefore, the payload length is invariant

along the path. Furthernore, it usually differs for different
packets. The | Pv6 address has 16 bytes. The first part is the

Zseby, et al. St andards Track [ Page 28]



RFC 5475 Techni ques for | P Packet Sel ection March 2009

network part and contains |ow variation. The second part is the host
part and contains higher variation. Therefore, the second part of
the address is used. Nevertheless, the unifornmity has not been
checked for IPv6 traffic.

6.2.4.2. Hash Functions Suitable for Packet Digesting

For this purpose also the BOB function SHOULD be used. O her
functions (such as CRC-32) MAY be used. Anong the functions capabl e
of operating with variable-length input, BOB and CRC- 32 have the
fastest execution, BOB being slightly faster. [IPSX is not
recommended for digesting because it has a significantly higher
collision rate and takes only a fixed-length input.

7. Paraneters for the Description of Selection Techni ques

This section gives an overview of different alternative selection
schenes and their required paraneters. In order to be conpliant with
PSAMP, at | east one of proposed schenes MJST be inpl enent ed.

The deci sion whether or not to select a packet is based on a function
that is perforned when the packet arrives at the selection process.
Packet selection schenes differ in the input parameters for the

sel ection process and the functions they require to do the packet

sel ection. The follow ng table gives an overview
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Scherre | | nput paraneters | Functi ons

_______________ e
systematic | packet position | packet counter
count - based | Sanpling pattern

_______________ 5
systematic | arrival tine | clock or tinmer

ti me- based | Sanpling pattern

_______________ e
random | packet position | packet counter,
n-out - of - N | Sanpling pattern | random numnbers

| (random nunber 1ist) |

_______________ 5
uni form | Sanpl i ng | random function
probabilistic | probability |

............... o
non-uni form |e.g., packet position, | selection function
probabilistic | Packet Content(parts) | probability calc.

_______________ 5
non-uniform |e.g., flow state, | selection function
flowstate | Packet Content(parts) | probability calc

............... o
property | Packet Content(parts) | filter function or
mat ch | or router state | state discovery

_______________ 5
hash- based | Packet Content(parts) | Hash Function

_______________ e

7. 1. Description of Sanpling Techniques

In this section, we define what el enments are needed to describe the
nost common Sanpling techniques. Here the selection function is
predefi ned and given by the Sel ector |ID

Sanmpl er Description:
SELECTOR I D
SELECTOR _TYPE
SELECTOR_PARAMETERS

Wher e:

SELECTOR I D
Uni que I D for the packet sanpler.
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SELECTOR _TYPE:

For Sampling processes, the SELECTOR TYPE defi nes what Sanpling
algorithmis used.

Val ues: Systematic count-based | Systematic tinme-based | Random
| n-out-of -N | uniform probabilistic | Non-uniformprobabilistic
Non-uni form fl ow state

SELECTOR_PARAMETERS

For Sanpling processes, the SELECTOR PARAVMETERS define the input
paraneters for the process. Interval length in systematic Sanpling
means that all packets that arrive in this interval are selected

The spaci ng paraneter defines the spacing in tine or nunber of
packets between the end of one Sanpling interval and the start of the
next succeeding interval

Case n-out-of -N
- Popul ation Size N, Sanple size n

Case systenmatic tine-based:
- Interval length (in usec), Spacing (in usec)

Case systematic count - based
- Interval length (in packets), Spacing (in packets)

Case uniform probabilistic (with equal probability per packet):
- Sanpling probability p

Case non-uni form probabilistic:
- Calculation function for Sanpling probability p (see al so
Section 5.2.2.4)

Case flow state
- Information reported for flow state Sanpling is not defined in
this docunent (see also Section 5.2.2.4)

7.2. Description of Filtering Techni ques

In this section, we define what elenments are needed to describe the
nost conmon Filtering techniques. The structure closely parallels
the one presented for the Sanpling techniques.

Filter Description:
SELECTOR I D
SELECTOR_TYPE
SELECTOR _PARAMETERS
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Wher e:

SELECTOR | D
Uni que I D for the packet filter. The ID can be cal cul ated under
consi deration of the SELECTI ON SEQUENCE and a | ocal ID.

SELECTOR _TYPE:

For Filtering processes, the SELECTOR TYPE defines what Filtering
type i s used.

Val ues: Matching | Hashing | Router_state

SELECTOR_PARAMETERS

For Filtering processes, the SELECTOR PARAVETERS define formally the
common property of the packet being filtered. For the filters of
type mat chi ng and hashing, the definitions have a lot of points in
conmon.

Val ues:

Case mat chi ng:
- Information Elenment (from [RFC5102])
- Value (type in accordance to [RFC5102])

In case of nultiple match criteria, nultiple "case matching" has to
be bound by a | ogical AND

Case hashi ng:
- Hash Domain (input bits from packet)

- <Header type = | Pv4>

- <lnput bit specification, header part>

- <Header type = |Pv6>

- <lnput bit specification, header part>

- <payl oad byte nunber N>

- <lnput bit specification, payload part>

- Hash Function

- Hash Function nane

- Length of input key (elinminate Ox bytes)

- Qutput value (length M and bitmask)

- Hash Sel ection Range, as a list of non-overl apping
intervals [start value, end value] where value is in
[0,2 "M 1]

- Additional paraneters are dependent on specific Hash
Function (e.g., hash input bits (seed))

Notes to input bits for case hashing:

- Input bits can be from header part only, fromthe payl oad part
only, or fromboth
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- The bit specification, for the header part, can be specified for
| Pv4 or 1Pv6 only, or both.

- In case of IPv4, the bit specification is a sequence of 20
hexadeci mal nunbers [00, FF] specifying a 20-byte bitmask to be
applied to the header.

- In case of IPv6, it is a sequence of 40 hexadeci mal nunbers [ 00, FF]
specifying a 40-byte bitmask to be applied to the header

- The bit specification, for the payl oad part, is a sequence of
hexadeci mal nunbers [00, FF] specifying the bitnmask to be applied to
the first N bytes of the payload, as specified by the previous
field. |In case the hexadeci mal number sequence is longer than N
only the first N nunbers are considered.

- In case the payload is shorter than N, the Hash Function cannot be
applied. Oher options, like padding with zeros, may be consi dered
in the future

- A Hash Function cannot be defined on the options field of the |IPv4
header, neither on stacked headers of |Pv6.

- The Hash Sel ection Range defines a range of hash values (out of al
possi ble results of the hash operation). |If the hash result for a
specific packet falls in this range, the packet is selected. |If
the value is outside the range, the packet is not selected. For
exanple, if the selection interval specification is [1:3], [6:9]
al |l packets are selected for which the hash result is 1,2,3,6,7,8,
or 9. In all other cases, the packet is not selected.

Case router state:

Ingress interface at which the packet arrives equals a specified
val ue

- Egress interface to which the packet is routed equals a specified
val ue

- Packet violated Access Control List (ACL) on the router
- Reverse Path Forwarding (RPF) failed for the packet

- Resource Reservation is insufficient for the packet

- No route is found for the packet

- Oigin AS equals a specified value or lies within a given range
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- Destination AS equals a specified value or lies within a given
range

Note to case router state:
- Al router state entries can be |linked by AND operators

8. Conposite Techni ques
Conmposite schenes are realized by conmbining the Selector IDs into a
Sel ecti on Sequence. The Sel ecti on Sequence contains all Selector IDs
that are applied to the Packet Stream subsequently. Sone exanpl es of
conposite schenes are reported bel ow

8.1. Cascaded Filtering->Sanpling or Sanpling->Filtering
If afilter precedes a Sanpling process, the role of Filtering is to

create a set of "parent popul ations" froma single streamthat can
then be fed i ndependently to different Sanpling functions, with

different paraneters tuned for the Population itself (e.g., if
streans of different intensity result fromFiltering, it may be good
to have different Sanmpling rates). |If Filtering follows a Sanpling

process, the sane Sel ection Fraction and type are applied to the
whol e stream independently of the relative size of the streans
resulting fromthe Filtering function. Moreover, also packets not
destined to be selected in the Filtering operation will "load" the
Sanpling function. So, in principle, Filtering before Sanpling

all ows a nore accurate tuning of the Sanpling procedure, but if
filters are too conplex to work at full line rate (e.g., because they
have to access router state information), Sanpling before Filtering
may be a need.

8.2. Stratified Sanpling

Stratified Sanpling is one exanple for using a conposite technique.
The basic idea behind stratified Sanpling is to increase the
estinmation accuracy by using a priori infornmation about correl ations
of the investigated characteristic with sone other characteristic
that is easier to obtain. The a priori information is used to
performan intelligent grouping of the elements of the parent

Popul ation. In this manner, a higher estinmation accuracy can be
achieved with the sanme sanple size or the sanple size can be reduced
wi t hout reducing the estinmation accuracy.

Stratified Sanpling divides the Sanpling process into nultiple steps.
First, the elements of the parent Popul ation are grouped into subsets
in accordance to a given characteristic. This grouping can be done
in nmultiple steps. Then sanples are taken from each subset.
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The stronger the correlation between the characteristic used to

di vide the parent Population (stratification variable) and the
characteristic of interest (for which an estimate is sought after),
the easier is the consecutive Sanpling process and the higher is the
stratification gain. For instance, if the dividing characteristic
were equal to the investigated characteristic, each el enent of the
subgroup woul d be a perfect representative of that characteristic.
In this case, it would be sufficient to take one arbitrary el enent
out of each subgroup to get the actual distribution of the
characteristic in the parent Popul ation. Therefore, stratified
Sampling can reduce the costs for the Sanpling process (i.e., the
nunber of sanples needed to achieve a given | evel of confidence).

For stratified Sanpling, one has to specify classification rules for
groupi ng the elements into subgroups and the Sanpling schene that is
used within the subgroups. The classification rules can be expressed
by multiple filters. For the Sanpling schenme within the subgroups,
the paraneters have to be specified as descri bed above. The use of
stratified Sanpling nethods for nmeasurenent purposes is described for
instance in [C PB93] and [ Zseb03].

9. Security Considerations

Security considerations concerning the choice of a Hash Function for
Hash- based Sel ection have been di scussed in Section 6.2.3. That
section discussed a nunber of potential attacks to craft Packet
Streans that are disproportionately detected and/or discover the Hash
Function paraneters, the vulnerabilities of different Hash Functions
to these attacks, and practices to minimze these vulnerabilities.

In addition to this, a user can gain know edge about the start and
stop triggers in tinme-based systenatic Sanpling, e.g., by sending
test packets. This know edge night allow users to nodify their send
schedule in a way that their packets are disproportionately sel ected
or not sel ected [ GoRe07].

For random Sanpling, a cryptographically strong random nunber
generator should be used in order to prevent that an advi sory can
predict the selection decision [ GoRe07].

Furt her security threats can occur when Sanpling paraneters are
configured or comunicated to other entities. The configuration and
reporting of Sanpling paraneters are out of scope of this docunent.
Therefore, the security threats that originate fromthis kind of
conmuni cati on cannot be assessed with the information given in this
docunent .
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10.

11.

12.

12.

12.

Some of these threats can probably be addressed by keeping
configuration information confidential and by authenticating entities
that configure Sanpling. Nevertheless, a full analysis and
assessnent of threats for configuration and reporting has to be done
if configuration or reporting methods are proposed.
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Appendi x A, Hash Functions
A1, IP Shift-XOR (I PSX) Hash Function

The 1 PSX Hash Function is tailored for acting on IP version 4
packets. It exploits the structure of |IP packets and in particul ar
the variability expected to be exhibited within different fields of
the I P packet in order to furnish a hash value with little apparent
correlation wth individual packet fields. Fields fromthe |IPv4 and
TCP/ UDP headers are used as input. The |IPSX Hash Function uses a
smal | nunber of sinple instructions.

I nput paraneters: None

Built-in parameters: None

Qut put: The output of the IPSX is a 16-bit nunber

Functi oni ng:

The functioning can be divided into two parts: input selection, whose
forns are conposite input fromvarious portions of the |IP packet,
foll owed by conputation of the hash on the conposite.

| nput Sel ecti on:

The raw input is drawmn fromthe first 20 bytes of the |IP packet
header and the first 8 bytes of the IP payload. |If IP options are
not used, the |IP header has 20 bytes, and hence the two portions
adjoin and conprise the first 28 bytes of the |IP packet. W now use
the raw i nput as four 32-bit subportions of these 28 bytes. W
specify the input by bit offsets fromthe start of |IP header or

payl oad.

fl1 = bits 32 to 63 of the IP header, conprising the IP identification
field, flags, and fragnent offset.

f2 = bits 96 to 127 of the | P header, the source |P address.
f3 = bits 128 to 159 of the | P header, the destination |P address.
f4 = bits 32 to 63 of the IP payload. For a TCP packet, f4 conprises

the TCP sequence nunber followed by the nessage length. For a
UDP packet, f4 conprises the UDP checksum
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The hash is conputed fromf1, f2, f3, and f4 by a conbination of XOR

(™), right shift (>>),
i nternedi ate quantities hl

vl
v2
hl
hl
hl
hl
hl
hl
hl
0. hl

BOXNOORWNE

The out put

> 0010 n

vl
vl
vl
v2
v2
v2
v2

> > > > >

>

of the

>>
>>
>>
<<
<<
<<
>>

fin f2;
f3 N f4;
vl << 8;

4,
12;
16;
6,
10;
14;
7,

and left shift (<<) operations.
vl, and v2 are 32-bit nunbers.

The

hash is the least significant 16 bits of hl.

A. 2. BOB Hash Function

The BOB Hash Function is a Hash Function designed for having each bit
of the input affecting every bit of the return value and using both
1-bit and 2-bit deltas to achieve the so-called aval anche effect

This function was originally built for hash table | ookup
with fast software inplenentation.

[ Jenk97] .

| nput paraneters:

The input paraneters of such a function are:

- the length of the input string (key) to be hashed,

in bytes.

The el ementary input blocks of BOB hash are the single bytes;
ore, no padding is needed.

t her ef

- an init value (an arbitrary 32-bit nunber).

Built-in parameters

The BOB hash uses the following built-in paraneter:

- the golden ratio (an arbitrary 32-bit nunber used in the Hash

Function conputation

to all

Zseby, et al.

zeros).
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Note: The m x sub-function (see mx (a,b,c) macro in the reference
code bel ow) has a nunber of paraneters governing the shifts in the
regi sters. The one presented is not the only possible choice.

It is an open point whether these nmay be considered additiona
built-in parameters to specify at function configuration

Cut put :

The out put of the BOB function is a 32-bit nunber. It should be
speci fi ed:

- A 32-bit mask to apply to the output

- The Selection Range as a list of non-overlapping intervals
[start value, end value] where value is in [0, 2"32]

Functi oni ng:

The hash value is obtained conputing first an initialization of an

internal state (conposed of three 32-bit nunbers, called a, b, ¢ in
the reference code below), then, for each input byte of the key the
internal state is conbined by addition and m xed using the m x sub-
function. Finally, the internal state m xed one last tinme and the

third nunber of the state (c) is chosen as the return val ue.

typedef unsigned | ong int ub4,; /* unsigned 4-byte quantities
*/
t ypedef unsi gned char ubl; /* unsigned 1-byte quantities
*/

#defi ne hashsi ze(n) ((ub4)1<<(n))
#defi ne hashmask(n) (hashsize(n)-1)

For every delta with one or two bits set, and the deltas of
all three high bits or all three low bits, whether the origina
value of a,b,c is alnost all zero or is uniformy distributed,

* If mx() is run forward or backward, at |east 32 bits in
a,b,c have at least 1/4 probability of changi ng.

* |f mix() is run forward, every bit of ¢ will change between
1/3 and 2/3 of the time (well, 22/100 and 78/ 100 for sone 2-
bit deltas) mix() was built out of 36 single-cycle |atency
instructions in a structure that could support 2x parallelism
i ke so:

Zseby, et al. St andards Track [ Page 42]



RFC 5475 Techni ques for | P Packet Sel ection March 2009

a -= b;

a-=2¢; x = (c>>13);
b -=¢;, a”=x;

b -=a x = (a<<8);
c -=a, b "=x;

c -= b; x = (b>>13);

Unfortunately, superscalar Pentiums and Sparcs can't take

advant age of that parallelism They' ve also turned sone of
those single-cycle latency instructions into nulti-cycle |atency
i nstructions

____________________________________________________________ */
#define mx(a,b,c) \
{\
a-=>Db; a-=c¢; a”=(c>13); \
b-=c¢;, b-=a;, b "= (a<8); \
c-=a ¢c-=Db; ¢c = (b>>13); \
a-=>b; a-=c¢; a”=(c>12); \
b-=c¢ b-=a b "= (a<16); \
cC-=a ¢c-=Db; ¢ = (b>>5); \
a-=>Db; a-=c¢; a”=(c>>3); \
b-=c¢, b-=a;, b"=(a<<10); \
c-=a ¢ -=Db; ¢ = (b>>15); \
}
| % o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
hash() -- hash a variable-length key into a 32-bit val ue
. the key (the unaligned variable-length array of bytes)
I en . the length of the key, counting by bytes
initval : can be any 4-byte val ue

Returns a 32-bit value. Every bit of the key affects every bit
of the return value. Every 1-bit and 2-bit delta achieves
aval anche. About 6*1en+35 instructions.

The best hash table sizes are powers of 2. There is no need to do
mod a prime (nmod is so slow). |If you need | ess than 32 bits, use a
bi t mask. For exanple, if you need only 10 bits, do h = (h &
hashmask(10)), in which case, the hash tabl e should have hashsi ze(10)
el ement s.

If you are hashing n strings (ubl **)k, do it like this: for (i=0,
h=0; i<n; ++i) h = hash( k[i], len[i], h);
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By Bob Jenkins, 1996. bob_jenkins@urtleburtle.net. You nay use
this code any way you wi sh, private, educational, or comercial
It’s free. See http://burtleburtle.net/bob/hash/evahash. htm .

Use for hash table | ookup, or anything where one collision in 2/"32
is acceptable. Do NOT use for cryptographic purposes.

ub4 bob_hash(k, Iength, initval)

regi ster ubl *k; /* the key */

regi ster ub4 1ength; /* the length of the key */
register ub4 initval; /* an arbitrary value */

{

regi ster ub4 a,b,c,len;

/* Set up the internal state */
len = length;
a = b = 0x9e3779b9; /*the golden ratio; an arbitrary val ue

c = initval; /* another arbitrary value */
A T handl e nost of the key */
while (len >= 12)

{

a += (K[0] +((ub4)Kk[1]<<8) +((ub4)K[2]<<16)
+( (ub4) K[ 3] <<24));

b += (k[ 4] +((ub4)K[5]<<8) +((ub4)Kk[6]<<16)
+((ubd) k[ 7] <<24));

c += (k[8] +((ub4)Kk[9]<<8)
+((ub4) k[ 10] <<16) +( (ub4) k[ 11] <<24));

m x(a, b, c);

k += 12; len -= 12;

}

A L T handl e the last 11 bytes */
c += length;

swi tch(l en) /* all the case statenents fall through*/

case 11: c+=((ub4)Kk[10]<<24);
case 10: c+=((ub4)k[ 9] <<16);
case 9 : c+=((ub4)k[ 8] <<8);
/* the first byte of ¢ is reserved for the length */

case 8 : b+=((ubd)k[ 7] <<24);
case 7 : b+=((ub4)k[ 6] <<16);
case 6 : b+=((ub4)k[ 5] <<8);
case 5 : b+=k[4];

case 4 : a+=((ub4)Kk[ 3] <<24);
case 3 : a+=((ub4)k[ 2] <<16);
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case 2 : a+=((ub4)k[ 1] <<8);
case 1 : a+=k[O0];
/* case 0: nothing left to add */

R R L report the result */
return c;
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