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Status of This Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice

Copyright (c) 2009 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunent (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

This docunent nmay contain material from | ETF Docunents or |ETF
Contributions published or nade publicly avail abl e bef ore Novenber
10, 2008. The person(s) controlling the copyright in some of this
materi al may not have granted the I ETF Trust the right to all ow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into |anguages other
than Engli sh.

Abst ract
This meno defines an extension to the Sieve mail filtering | anguage
(RFC 5228) for accessing mail box and server annotations, checking for

mai | box existence, and controlling mail box creation on "fileinto"
action.
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I ntroduction
This meno defines an extension to the Sieve mail filtering |anguage
[ SIEVE] for accessing mail box and server annotations. This allows
for custom zation of the Sieve engi ne behavi our based on vari abl es
set using [ METADATA].

Thi s docunent al so defines an extension for checking for rmail box
exi stence and for controlling mail box creation on "fileinto" action.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

Conventions for notations are as in [SIEVE] Section 1.1, including
the use of [ ABNF].

This docunent is witten with an assunption that readers are fanmiliar
with the data nodel and ternms defined in Section 3 of [ METADATA].

"mai | box" and "nboxnet adat a" Extensions
1. Test "nmuil boxexi sts"

Usage: nmail boxexists <mail box-nanmes: string-Ilist>
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3. 2.

Mel

The "mail boxexists" test is true if all mailboxes listed in the

"mai | box- names" argunent exist in the nailstore, and each all ows the
user in whose context the Sieve script runs to "deliver" nessages
intoit. Wen the nmailstore is an | MAP server, "delivery" of
messages is possible if:

a. the READ-WRI TE response code is present for the nmil box (see
Section 7.1 of [IMAP]), if I MAP Access Control List (ACL)
[ MAPACL] is not supported by the server, or

b. the user has "p’ or 'i’ rights for the mail box (see Section 5.2
of [I MAPACL]).

Note that a successful "nail boxexists" test for a mail box doesn’t
necessarily nmean that a "fileinto" action on this mail box woul d
succeed. For exanple, the "fileinto" action m ght put user over
quota. The "nmmil boxexists" only verifies existence of the mail box
and whet her the user in whose context the Sieve script runs has
pernmni ssions to execute "fileinto" on it.

The capability string for use with the require command is "nmail box".

Exanpl e: The foll owi ng exanpl e assunmes that the Sieve engine al so
supports "reject" [REJECT] and "fileinto" [SIEVE]. However, these
extensions are not required in order to inplenent the "mail box"
ext ensi on.

require ["fileinto", "reject", "mailbox"];
i f mail boxexists "Partners” {
fileinto "Partners";
} else {
reject "This nmessage was not accepted by the Ml store"
}

":create" Argunent to "fileinto" Command
Usage: fileinto [:create] <mailbox: string>

If the optional ":create" argunent is specified with "fileinto", it
instructs the Sieve interpreter to create the specified mail box, if
needed, before attenpting to deliver the nessage into the specified
mai | box. If the mailbox already exists, this argunent is ignored.
Failure to create the specified mailbox is considered to be an error

The capability string for use with the ":create" paraneter is

"mai | box".
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3.3. Test "netadata"

Usage: netadata [ MATCH TYPE] [ COVPARATOR]
<mai | box: string>
<annot ati on-nane: string> <key-list: string-list>

This test retrieves the value of the nmail box annotation "annotation-
name" for the mailbox "mail box" [ METADATA]. The retrieved value is
conmpared to the "key-list". The test returns true if the annotation
exi sts and its value matches any of the keys.

The default match type is "
"i;ascii-casemap" [ S| EVE].

:is" [SIEVE]. The default conparator is

The capability string for use with the require command is
"nboxnet adat a".

Annot ati ons MJST be accessed with the pernissions of the user in
whose context the Sieve script runs, and annotations starting with
the "/private" prefix MJIST be those of the user in whose context the
Si eve script runs.

Exanpl e: The foll owi ng exanpl e assunmes that the Sieve engine al so
supports the "vacation" [VACATI ON] extension. However, this
extension is not required in order to inplenent the "nboxnetadata"
ext ensi on.

require ["nboxnetadata", "vacation"];

if netadata :is "1 NBOX"
"/ private/vendor/vendor.isode/ auto-replies"

On" {
vacati on text:

I’ maway on holidays till March 2009.
Expect a del ay.

}
3.4. Test "netadataexists”

Usage: netadataexi sts <mail box: string> <annotation-nanes: string-
list>

The "netadat aexists" test is true if all of the annotations listed in

t he "annot ati on- names" argunent exist (i.e., have non-N L val ues) for
the specified mail box.
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The capability string for use with the require command is
"mboxmet adat a" .

4. "servernetadata" Extension
4.1. Test "servernetadata"

Usage: servernetadata [ MATCH TYPE] [ COVPARATOR]
<annot ati on-nane: string> <key-list: string-list>

This test retrieves the value of the server annotation "annotati on-
nane" [ METADATA]. The retrieved value is conpared to the "key-list".
The test returns true if the annotation exists and its val ue mat ches
any of the keys.

The default match type is ":is

casemap".

The default conparator is "i;ascii-

The capability string for use with the require command is
"servernet adat a".

Annot ati ons MJST be accessed with the permi ssions of the user in
whose context the Sieve script runs, and annotations starting with
the "/private" prefix MJIST be those of the user in whose context the
Si eve script runs.

Exanpl e: The fol |l owi ng exanpl e assunes that the Sieve engine also
supports "variabl es" [VARI ABLES], "enotify" [NOIlIFY], and "envel ope"
[ SI EVE] extensions. However, these extensions are not required in
order to inplenent the "servernetadata" extension

require ["enotify", "servernetadata", "variables", "envel ope"];

i f servernmetadata :matches
"/private/vendor/vendor.isode/notification-uri" "*" {
set "notif _uri" "${0}";
}

if not string :is "${notif_uri}" "none" {
# :matches is used to get the MAIL FROM address
if envelope :all :matches "fromt "*"
set "env_fromt " [really: ${1}]";

# :matches is used to get the value of the Subject header
i f header :matches "Subject" "*" {
set "subject" "${1}";
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# :matches is used to get the address fromthe From header
if address :matches :all "fronm "*" {

Set ”from—addru " ${ 1} ||;
}

notify :nessage "${fromaddr}${env_from: ${subject}"”
"${notif _uril}";
}

4.2. Test "servernetadat aexi sts"

Usage: servernetadataexists
<annot ation-nanes: string-1list>

The "servernetadat aexi sts" test is true if all of the server
annotations listed in the "annotation-nanes" argunent exist (i.e.
have non-N L val ues).

The capability string for use with the require command is
"servernet adat a".

5. Security Considerations

Ext ensi ons defined in this docunent deliberately don’t provide a way
to nodify annotati ons.

A failure to retrieve data due to the server storing the annotations
bei ng down or otherw se inaccessible may alter the result of Sieve
processing. So inplementations SHOULD treat a tenporary failure to
retrieve annotations in the same manner as a tenporary failure to
retrieve a Sieve script. For exanple, if the Sieve script is stored
in the Lightweight Directory Access Protocol (LDAP) and the script
can’t be retrieved when a nessage is processed, then the agent
perform ng Sieve processing can, for exanple, assume that the script
doesn’t exist or delay message delivery until the script can be
retrieved successfully. Annotations should be treated as if they are
a part of the script itself, so a tenporary failure to retrieve them
shoul d be handled in the sane way as a tenporary failure to retrieve
the Sieve script itself.

Protocol s/ API's used to retrieve annotati ons MJIST provide at |east the
sanme | evel of confidentiality as protocols/APls used to retrieve
Sieve scripts. For exanmple, if Sieve scripts are retrieved using
LDAP secured with Transport Layer Security (TLS) encryption, then the
protocol used to retrieve annotati ons nust use a conparabl e mechani sm
for providing connection confidentiality. |In particular, the

protocol used to retrieve annotations nust not be |acking encryption
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6. | ANA Consi derati ons

| ANA has added the following registrations to the Iist of Sieve
ext ensi ons:

To: iana@ ana.org

Subj ect: Registration of new Sieve extension

Capabi lity nanme: nmail box

Description: adds test for checking for mail box existence and a new
optional argunment to fileinto for creating a mail box
before attenpting mail delivery.

RFC nunber: this RFC

Cont act address:

The Sieve discussion list <ietf-ma-filters@nt. org>

Capabi lity name: nboxmnet adata
Description: adds tests for checking for mail box netadata item
exi stence and for retrieving of a nmilbox netadata
val ue.
RFC nunber: this RFC
Cont act address:
The Sieve discussion list <ietf-nmta-filters@nt. org>

Capabi l ity nane: servernetadata
Description: adds tests for checking for server netadata item
exi stence and for retrieving of a server netadata
val ue.
RFC nunber: this RFC
Cont act address:
The Sieve discussion list <ietf-nta-filters@nt. org>
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