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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice

Copyright (c) 2009 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Legal
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunment (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Abst r act

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes objects used for managi ng the Internet
Group Managenent Protocol (I1GW) and the Multicast Listener Discovery
(MLD) protocol.
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1. Introduction

This meno defines a portion of the Managenent |nfornmation Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes objects used for managi ng the Internet
Group Managenent Protocol (IGW) version 1 [RFC1112], version 2

[ RFC2236], or version 3 [RFC3376] and the Multicast Listener

Di scovery (M.D) protocol version 1 [RFC2710] or version 2 [ RFC3810].
Both protocols provide nulticast nmenbership discovery capability.

| GWP pertains to | P version 4 clients, and M.LD to IP version 6
clients. This version of the MB obsol etes both RFC 2933 [ RFC2933]
and RFC 3019 [ RFC3019], incorporating a generic interface for both

| GW and M.D i npl enentations and incorporating changes to enable
"source filtering"” in nulticast clients. The M B enconpasses both
router and host nodes with rel evant nanagenent objects defined for
each.

2. The Internet-Standard Managenment Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This nmeno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .
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3.

Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Overvi ew

This Miulticast Goup Menbership Discovery (Mavb) M B nodul e contains
ei ght tables:

1. the MWD Host Interface Table, which contains one row for each
interface on which IGW or MLD is enabled on a host,

2. the MGW Router Interface Table, which contains one row for each
interface on which MAGW i s enabl ed on a router

3. the MGW Host Cache Table, which contains one row for each IP
mul ticast group for which there are nenbers on a particul ar
interface on a host,

4. the MGV Router Cache Table, which contains one row for each |IP
mul ticast group for which there are nenbers on a particul ar
interface on a router

5. the reverse MAW Host Tabl e, which contains one row for each
interface for which there are active nmulticast groups on a host,

6. the reverse MavD Router Table, which contains one row for each
interface for which there are active nulticast groups on a
router,

7. the MAWD Host SrclList Table, which contains one row for each entry
in the source filter record for an interface and nulticast group
pair on a host, and

8. the MAWD RouterSrcList Table, which contains one row for each
entry in the source filter record for an interface and nulticast
group pair on a router

Al'l tables are intended for EITHER router OR host functionality as

i ndi cated by the nane and correspondi ng description, although it is
anticipated that there will be scenarios where both ternms mght apply
to a device, e.g., a router that joins a nulticast group also as a
host for measurement purposes. The source list tables provide an
extension to the cache tables to indicate the source-specific
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i ncludes or excludes associated with each IP nmulticast group on each
specific interface. This functionality is only supported in | GWv3-
and M.Dv2-capabl e nodes.

I ncorporated within the MAvD M B tabl es are objects for the
managenent of | GW and M.D proxy devices as described in RFC 4605

[ RFC4605]. Proxy devices can be used in sinple topologies where it
is not necessary to run a full nulticast routing protocol. A proxy
devi ce can make forwardi ng deci sions based on | GW or M.D group
menbership activity.

The M B references Interfacelndex and Interfacel ndexOr Zero objects as
defined in RFC 2863 [ RFC2863], the M B that describes generic objects
for network interface sub-layers.

Extensive references to the | net Address and | net AddressType objects
are nmade as defined in RFC 4001 [ RFC4001].

5. Definitions

MGVD- STD-M B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT-TYPE, m b-2, Counter32, Gauge32,
Unsi gned32, Ti meTi cks FROM SNWPv2- SM
| net Addr ess, | net AddressType FROM | NET- ADDRESS- M B
RowSt at us FROM SNWPv2- TC

MODULE- COMPLI ANCE, OBJECT- GROUP FROM SNWVPv2- CONF
I nt er f acel ndexOr Zer o,
I nt er facel ndex FROM | F- M B;

ngmdSt dM B MODULE- | DENTI TY

LAST- UPDATED "200903300000Z" -- March 30, 2009
ORGANI ZATI ON "I NTERNET ENG NEERI NG TASK FORCE MULTI CAST and
ANYCAST GROUP MEMBERSHI P Wor ki ng
G oup.
VW, http://ww.ietf.org/htm.charters/ magna-charter. htn
EMai | : magma@etf. org"
CONTACT- | NFO
"Julian Chesterfield
Uni versity of Canbridge,
Conput er Laboratory,
15 JJ Thonpson Avenue,
Canbri dge,
CB3 OFD
UK

EMail: julian.chesterfield@l.cam ac. uk"
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DESCRI PTI ON
"The M B nodul e for MavD nanagenent.
A new version of M3AVD conbi ni ng RFC 2933 and RFC 3019
I ncl udes 1 GWv3 and M.Dv2 source filtering changes.

Copyright (c) 2009 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or
wi t hout nodification, are pernitted provided that the
followi ng conditions are net:

- Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

- Redistributions in binary form nust reproduce the above
copyright notice, this Iist of conditions and the foll ow ng
di sclaimer in the docunentation and/or other naterials
provided with the distribution.

- Neither the nanme of Internet Society, |ETF or |ETF Trust,
nor the nanes of specific contributors, may be used to endorse
or pronote products derived fromthis software w thout
specific prior witten perm ssion

THI'S SOFTWARE | S PROVI DED BY THE COPYRI GHT HCOLDERS AND
CONTRI BUTORS " AS | S AND ANY EXPRESS OR | MPLI ED WARRANTI ES,

I NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE ARE

DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT OAMNER OR

CONTRI BUTCRS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG BUT
NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES;
LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOANEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR
OTHERW SE) ARI SI NG I N ANY WAY OQUT OF THE USE OF TH S SOFTWARE,
EVEN | F ADVI SED OF THE PGCSSI BI LI TY OF SUCH DAMAGE

This version of this MB nodule is part of RFC 5519;

see the RFC itself for full legal notices."
REVI SI ON "200903300000Z" -- March 30, 2009
DESCRI PTI ON

"This M B obsol etes both RFC 2933 and RFC 3019."

:={ mb-2 185 }
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nmgndM BObj ect s OBJECT IDENTIFIER ::= { ngmdStdM B 1 }

-- The MAWD Host Interface Tabl e

ngndHost | nt er f aceTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MgndHost I nterfaceEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the interfaces on which
| GW or MLD is enabled."

o= { mgmdM BObj ects 1 }

mgndHost | nt er f aceEntry OBJECT- TYPE

SYNTAX MgndHost | nt erfaceEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry (conceptual row) representing an interface on
which 1GW or MLD is enabled.”

| NDEX { ngndHost | nt er f acel f | ndex,

ngndHost | nt er f aceQueri er Type }

::={ mgndHost I nterfaceTable 1 }

MyndHost I nterfaceEntry :: = SEQUENCE {
ngndHost | nt er f acel f | ndex I nt erfacel ndex,
nmgndHost | nt er f aceQueri er Type | net Addr essType
nmgndHost | nt er f aceQueri er | net Addr ess,
nmgndHost | nt er f aceSt at us RowSt at us,
nmgndHost | nt er f aceVer si on Unsi gned32,

mgndHost | nt er f aceVer si on1Queri er Ti mer  Ti neTi cks,
nmgndHost | nt er f aceVer si on2Queri er Ti mer  Ti neTi cks,
ngndHost | nt er f aceVer si on3Robust ness Unsi gned32

}
nmgndHost | nt er f acel f 1 ndex OBJECT- TYPE
SYNTAX I nt er f acel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The iflndex value of the interface for which IGW or MD is
enabled. The table is indexed by the iflndex value and the
I net AddressType to allow for interfaces that may be
configured in both IPv4 and | Pv6 nodes."
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;.= { nmgndHost I nterfaceEntry 1 }

nmgndHost | nt er f aceQueri er Type OBJECT- TYPE

SYNTAX | net AddressType { ipv4(l), ipv6(2) }

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The address type of this interface. This entry along with
the iflndex value acts as an index to the ngnmdHostInterface
table. A physical interface may be configured in nultiple
nodes concurrently, e.g., in IPv4d and | Pv6 nodes connected
to the sane interface; however, the traffic is considered
to be logically separate.”

::= { mgndHost I nterfaceEntry 2 }

mgndHost | nt er f aceQueri er OBJECT- TYPE

SYNTAX | net Addr ess (S| ZE(4| 16))

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The address of the IGW or MLD Querier on the |IP subnet to

which this interface is attached. The Inet AddressType,
e.g., IPv4d or IPv6, is identified by the
nmgndHost | nt er faceQueri er Type variable in the
ngndHost I nterface table.”

::={ mgndHost I nterfaceEntry 3 }

ngndHost | nt er f aceSt at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The activation of a row enables the host side of | GW or
MLD on the interface. The destruction of a row di sabl es
t he host side of IGW or M.D on the interface."

::={ nmgndHost I nterfaceEntry 4 }

mgndHost | nt er f aceVer si on OBJECT- TYPE

SYNTAX Unsi gned32 (1..3)

MAX- ACCESS r ead- create

STATUS current

DESCRI PTI ON
"The maxi mum version of MAGW that the host can run on
this interface. A value of 1 is only applicable for |Pv4,
and indicates that the host only supports IGWv1l on the
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interface. A value of 2 indicates that the host also
supports | Gwv2 (for |Pv4) or MDvl (for IPv6). A value of
3 indicates that the host al so supports | Gwv3 (for | Pv4)
or M.Dv2 (for IPv6)."

DEFVAL { 31}

::={ nmgndHost I nterfaceEntry 5 }

nmgndHost | nt er f aceVer si on1Queri er Ti mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The time remaining until the host assunes that there are
no | GWvl routers present on the interface. Wiile this is
non-zero, the host will reply to all queries with version 1
menbership reports. This variable applies to IGWv2 or 3
hosts that are forced to run in vl for conpatibility with
vl routers present on the interface. This object may only
be present when the correspondi ng val ue of
ngnmdHost I nt erfaceQuerier Type is ipv4."

REFERENCE " RFC 2236, Section 4 and RFC 3376, Section 7.2.1"

DEFVAL { 0}

;.= { nmgndHost I nterfaceEntry 6 }

nmgndHost | nt er f aceVer si on2Queri er Ti mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The time remaining until the host assunes that there are
no MGVDv2 routers present on the interface. Wiile this is
non-zero, the host will reply to all queries with version 1
or 2 menbership reports. This variable applies to MaVDv3
hosts that are forced to run in v2 for conpatibility with
v2 hosts or routers present on the interface."

REFERENCE "RFC 3376, Section 7.2.1 and RFC 3810, Section 8.2.1"

DEFVAL { 0}

;.= { ngndHost I nterfaceEntry 7 }

ngndHost | nt er f aceVer si on3Robust ness OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"The robustness variable utilised by an MAawv3 host
sendi ng state-change reports for nulticast routers.

ensure the state-change report is not nissed, the host

retransmts the state-change report

[ mgndHost | nt er f aceVer si on3Robust ness - 1] tines. The

vari abl e nust be a non-zero val ue."

REFERENCE " RFC 3376, Section 8.1 and RFC 3810, Section 9.14. 1"

DEFVAL {2}

::={ mgndHost I nterfaceEntry 8 }

-- The MAWD Router Interface Table

mgndRout er I nt er f aceTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MgndRouterlnterfaceEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the interfaces on which

IGW or MLD is enabl ed."
::={ nmgndM BObj ects 2 }

nmgnmdRout er I nt er f aceEntry OBJECT- TYPE
SYNTAX MynmdRout er I nt erf aceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry (conceptual row) representing an interface on

which 1GW or MLD is enabled."
| NDEX { mgndRout er | nt er f acel f | ndex,
mgndRout er | nt er f aceQueri er Type }

::={ mgndRouterlnterfaceTable 1 }

MyndRout er I nterfaceEntry :: = SEQUENCE {
nmgndRout er I nt er f acel f | ndex I nt erfacel ndex,
mgndRout er | nt er f aceQueri er Type I net Addr essType,
ngndRout er | nt er f aceQueri er | net Addr ess,
nmgndRout er | nt er f aceQuer yl nt er val Unsi gned32,
nmgndRout er | nt er f aceSt at us RowsSt at us,
ngnmdRout er | nt er f aceVer si on Unsi gned32,
nmgndRout er | nt er f aceQuer yMaxResponseTi ne Unsi gned32,
mgndRout er | nt er f aceQueri er UpTi e Ti meTi cks,
nmgndRout er | nt er f aceQueri er Expi ryTi me Ti meTi cks,
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nmgndRout er | nt er f aceW ongVer si onQueri es Count er 32,
nmgndRout er | nt er f aceJoi ns Count er 32,
nmgndRout er | nt er f acePr oxyl f | ndex I nterfacel ndexOr Zer o
nmgndRout er | nt er f aceG oups Gauge32,
mgndRout er | nt er f aceRobust ness Unsi gned32,
ngndRout er | nt er f aceLast Menber Queryl nt erval Unsi gned32,
nmgndRout er | nt er f aceLast Menber Quer yCount Unsi gned32,
nmgndRout er | nt er f aceSt art upQuer yCount Unsi gned32,
nmgndRout er I nt er f aceSt art upQuer yl nt erval Unsi gned32
}
ngnmdRout er | nt er f acel f1 ndex OBJECT- TYPE
SYNTAX I nt erfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The iflndex value of the interface for which IGW or MD
is enabled. The table is indexed by the iflndex val ue and
the I net AddressType to allow for interfaces that nmay be
configured in both | Pv4 and | Pv6 nodes."

::={ mgndRout erlInterfaceEntry 1 }

nmgndRout er I nt er f aceQueri er Type OBJECT- TYPE

SYNTAX | net AddressType { ipv4(l), ipv6(2) }

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The address type of this interface. This entry along with
the iflndex value acts as the index to the
nmgndRout erI nterface table. A physical interface nay be
configured in nultiple nodes concurrently, e.g., in |Pv4
and | Pv6 nodes connected to the sane interface; however,
the traffic is considered to be logically separate.”

;.= { mgndRouterlnterfaceEntry 2 }

nmgndRout er | nt er f aceQueri er OBJECT- TYPE

SYNTAX | net Addr ess (Sl ZE( 4| 16))

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The address of the IGW or MLD Querier on the |IP subnet to
which this interface is attached. The |net AddressType,
e.g., IPv4d or IPv6, is identified by the
mgndRout er I nt er f aceQueri er Type variable in the
mgndRout er I nterface table.™
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::={ mgndRout erlnterfaceEntry 3 }

nmgndRout er | nt er f aceQueryl nterval OBJECT- TYPE

SYNTAX Unsi gned32 (1..31744)

UNI TS "seconds"

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The frequency at which | GW or MD Host-Query packets are
transnmtted on this interface."

DEFVAL { 125}

::={ ngndRouterinterfaceEntry 4 }

nmgndRout er | nt er f aceSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The activation of a row enables the router side of | GW or

M.D on the interface. The destruction of a row disabl es
the router side of |GW or MLD on the interface."

::= { mgndRout erlnterfaceEntry 5 }

nmgndRout er | nt er f aceVer si on OBJECT- TYPE

SYNTAX Unsi gned32 (1..3)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The version of MA@ that is running on this interface.
Value 1 applies to IGWvl routers only. Value 2 applies
to GwWv2 and M.Dvl1 routers, and value 3 applies to | GWv3
and M.Dv2 routers.

This object can be used to configure a router capable of
running either version. For IGW and M.D to function
correctly, all routers on a LAN nmust be configured to run
t he same version on that LAN."

DEFVAL { 3}

::= { mgndRout erlnterfaceEntry 6 }

nmgndRout er | nt er f aceQuer yMaxResponseTi ne OBJECT- TYPE

SYNTAX Unsi gned32 (0..31744)
UNI TS "tent hs of seconds"
MAX- ACCESS read-create

STATUS current
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DESCRI PTI ON
"The maxi mum query response interval advertised in Mavbv2
or 1GwWv3 queries on this interface."

REFERENCE " RFC 3810, Section 9.3"

DEFVAL { 100 }

::={ ngndRouterinterfaceEntry 7 }

nmgndRout er | nt er f aceQueri er UpTi mne OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The time since ngndRout erlnterfaceQuerier was | ast
changed. "

::={ mgndRout eriInterfaceEntry 8 }

nmgndRout er | nt er f aceQueri er Expi ryTi me OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The anount of tine remaining before the G her Querier
Present Tiner expires. |If the local systemis the querier,

the value of this object is zero."
::={ mgndRout erlInterfaceEntry 9 }

nmgndRout er | nt er f aceW ongVer si onQueri es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of general queries received whose | GW or MD
versi on does not match the equival ent
nmgndRout er | nt erf aceVersion, over the lifetime of the row
entry. Both |GW and M.D require that all routers on a LAN
be configured to run the sane version. Thus, if any general
queries are received with the wong version, this indicates
a configuration error."

::={ mgndRouterlnterfaceEntry 10 }

nmgndRout er | nt er f aceJoi ns OBJECT- TYPE
SYNTAX Count er 32

MAX- ACCESS r ead-onl y
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STATUS current

DESCRI PTI ON
"The nunber of tines a group nmenbershi p has been added on
this interface, that is, the nunber of times an entry for
this interface has been added to the Cache Table. This
obj ect can give an indication of the anount of activity
bet ween sanpl es over tine."

::={ mgndRout erInterfaceEntry 11 }

mgndRout er | nt er f acePr oxyl f I ndex OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zero

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Some devices inmplenent a formof | GW or MD proxying
wher eby nenberships | earned on the interface represented by
this row cause Host Menbership Reports to be sent on the
i nterface whose iflndex value is given by this object.
Such a device would inpl enent the ngndV2Rout er BaseM BG oup
only on its router interfaces (those interfaces with
non-zero ngndRout er | nt erf aceProxyl fl ndex). Typically, the
value of this object is 0, indicating that no proxying is
bei ng done. "

DEFVAL { 0}

::={ mgndRout erInterfaceEntry 12 }

mgndRout er | nt er f aceG oups OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The current nunber of entries for this interface in the
nmgndRout er CacheTabl e. "

::={ nmgndRouterlnterfaceEntry 13 }

nmgndRout er | nt er f aceRobust ness OBJECT- TYPE

SYNTAX Unsi gned32 (1..255)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The Robustness Variable allows tuning for the expected
packet loss on a subnet. |If a subnet is expected to be
| ossy, the Robustness Variable nay be increased. |GwW and
M.D are robust to (Robustness Variabl e-1) packet |osses.”
DEFVAL { 2}
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::={ mgndRouterlnterfaceEntry 14 }

nmgndRout er | nt er f aceLast Menber Quer yl nt erval OBJECT- TYPE

SYNTAX Unsi gned32 (0..31744)
UNI TS "tent hs of seconds"
MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON

"The Last Menber Query Interval is the Max Query Response
Interval inserted into group-specific queries sent in
response to | eave group nmessages, and is al so the amount
of tinme between group-specific query nessages. This val ue
may be tuned to nodify the |l eave | atency of the network.
reduced value results in reduced tine to detect the |oss of
the | ast nenber of a group. The value of this object is
irrelevant if nmgndRouterlnterfaceVersion is 1."

DEFVAL { 10 }

::={ mgndRout erlnterfaceEntry 15 }

ngnmdRout er | nt er f aceLast Menber Quer yCount OBJECT- TYPE
SYNTAX Unsi gned32 (1..255)
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON

"Represents the nunber of group-specific and group-and-

source-specific queries sent by the router before it assunes

there are no | ocal nenbers."
;.= { nmgndRouterlnterfaceEntry 16 }

nmgndRout er I nt er f aceSt art upQuer yCount OBJECT- TYPE
SYNTAX Unsi gned32 (1..255)
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Represents the nunber of Queries sent out on startup,
separated by the Startup Query Interval."

::={ mgndRouterlInterfaceEntry 17 }

ngndRout er I nt erf aceSt art upQueryl nterval OBJECT- TYPE

SYNTAX Unsi gned32 (0..31744)
UNI TS "seconds"

MAX- ACCESS r ead-onl y

STATUS current

Chesterfield & Haber man St andards Track [ Page 14]



RFC 5519 MGVD M B April 2009

DESCRI PTI ON
"This variable represents the interval between General
Queries sent by a Querier on startup."”

::={ mgndRouterlnterfaceEntry 18 }

-- The MAWD Host Cache Tabl e

nmgndHost CacheTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MgndHost CacheEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the IP nmulticast groups for
which the host is a nmenber on a particular interface.”

;.= { nmgndM BObj ects 3 }

ngndHost CacheEnt ry OBJECT- TYPE

SYNTAX MynmdHost CacheEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the ngndHost CacheTable."
| NDEX { mgnmdHost CacheAddr essType, ngndHost CacheAddr ess,

nmgndHost Cachel f | ndex }

::= { nmgndHost CacheTable 1 }

MynmdHost CacheEntry :: = SEQUENCE {
ngndHost CacheAddr essType | net Addr essType,
nmgndHost CacheAddr ess | net Addr ess
nmgndHost Cachel f | ndex I nt erfacel ndex,
ngndHost CacheUpTi e Ti meTi cks,
ngndHost Cachelast Reporter | net Addr ess,
nmgndHost CacheSour ceFi | t er Mbde | NTEGER

}

nmgndHost CacheAddr essType OBJECT- TYPE
SYNTAX | net AddressType { ipv4(l), ipve(2) }
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The address type of the ngndHost CacheTable entry. This
val ue applies to both the ngndHost CacheAddress and the
ngndHost CachelLast Reporter entries.”
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.= { mgndHost CacheEntry 1 }

ngndHost CacheAddr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE(4] 16))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The I P nulticast group address for which this entry
contains information. The |InetAddressType, e.g., |Pv4d or

I Pv6, is identified by the ngndHost CacheAddressType vari abl e
in the ngndHost Cache table.”

.= { mgndHost CacheEntry 2 }

nmgndHost Cachel f I ndex OBJECT- TYPE

SYNTAX I nt er facel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The interface for which this entry contains information
for an I P multicast group address."

:: = { mgndHost CacheEntry 3 }

ngndHost CacheUpTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON

"The tinme el apsed since this entry was created.”
.= { mgndHost CacheEntry 4 }

nmgndHost Cachelast Reporter OBJECT- TYPE

SYNTAX I net Address (Sl ZE(4] 16))

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The | P address of the source of the last nmenbership report
received for this IP multicast group address on this
interface. If no nmenbership report has been received, this
obj ect has a value of 0. The InetAddressType, e.g., |Pv4 or
I Pv6, is identified by the ngndHost CacheAddressType vari abl e

in the ngndHost Cache table."
:: = { mgndHost CacheEntry 5 }

ngndHost CacheSour ceFi | t er Mode OBJECT- TYPE
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SYNTAX I NTEGER {i ncl ude (1),
exclude (2) }

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The state in which the interface is currently set.

April 2009

The

val ue indicates the rel evance of the correspondi ng source

list entries in the ngndHost SecLi st Tabl e for

interfaces."

:: = { mgndHost CacheEntry 6 }

--  The MAVWD Router Cache Tabl e

nmgndRout er CacheTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MgndRout er CacheEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the IP multicast groups for
whi ch there are nmenbers on a particular router interface.”

::={ nmgndM BObj ects 4 }

ngnmdRout er CacheEntry OBJECT- TYPE
SYNTAX MynmdRout er CacheEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry (conceptual row) in the ngndRout er CacheTable."

| NDEX { mgndRout er CacheAddr essType, ngndRout er CacheAddr ess,

nmgndRout er Cachel f I ndex }

.= { mgndRout er CacheTable 1 }

MymdRout er CacheEntry :: = SEQUENCE {
nmgndRout er CacheAddr essType | net Addr essType,
mgndRout er CacheAddr ess | net Addr ess,
ngndRout er Cachel f | ndex I nt erfacel ndex,
nmgndRout er CachelLast Report er | net Addr ess,
nmgndRout er CacheUpTi e Ti meTi cks,
ngndRout er CacheExpi ryTi ne Ti meTi cks,
nmgndRout er CacheExcl udeModeExpi ryTi nmer

Ti meTi cks,
ngndRout er CacheVer si on1Host Ti mer  Ti neTi cks,
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nmgndRout er CacheVer si on2Host Ti mer  Ti neTi cks,
nmgndRout er CacheSour ceFi | t er Mode | NTEGER

}
nmgndRout er CacheAddr essType OBJECT- TYPE
SYNTAX | net AddressType { ipv4(1l), ipv6(2) }
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The address type of the ngndRout er CacheTabl e entry. This
val ue applies to both the ngndRout er CacheAddress and the
ngndRout er CachelLast Reporter entries."

;.= { mgndRout er CacheEntry 1 }

nmgndRout er CacheAddr ess OBJECT- TYPE

SYNTAX I net Address (Sl ZE(4] 16))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The I P nulticast group address for which this entry
contains information. The Inet AddressType, e.g., |Pv4 or

I Pv6, is identified by the nmgndRout er CacheAddr essType
variable in the ngndRout er Cache table."

.= { mgndRout er CacheEntry 2 }

nmgndRout er Cachel f | ndex OBJECT- TYPE

SYNTAX I nt er f acel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The interface for which this entry contains information
for an I P multicast group address.”

;.= { mgndRout er CacheEntry 3 }

nmgndRout er CachelLast Report er OBJECT- TYPE

SYNTAX | net Addr ess (Sl ZE( 4| 16))

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The I P address of the source of the |last nenbership report
received for this IP nmulticast group address on this
interface. |If no nenbership report has been received, this
obj ect has the value 0. The | netAddressType, e.g., |Pv4d or
I Pv6, is identified by the nmgndRout er CacheAddr essType
variable in the ngndRout er Cache table."
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::= { ngndRout er CacheEntry 4 }

nmgndRout er CacheUpTi me OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The time el apsed since this entry was created.”

:: = { mgndRout er CacheEntry 5 }

ngndRout er CacheExpi ryTi ne OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"This value represents the tinme renaining before the G oup
Menbership Interval state expires. The value nust al ways be
greater than or equal to 1."

::= { mgndRout er CacheEntry 6 }

nmgndRout er CacheExcl udeModeExpi ryTi mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"This value is applicable only to Mav3-conpati bl e nodes
and represents the tinme remaining before the interface
EXCLUDE state expires and the interface state transitions
to I NCLUDE npde. This value can never be greater than
ngndRout er CacheExpi ryTi ne. "

:: = { mgndRout er CacheEntry 7 }

ngndRout er CacheVer si onlHost Ti mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The time remaining until the local router will assume that
there are no | onger any MAw version 1 nenbers on the IP
subnet attached to this interface. This entry only applies
to | GWv1l hosts, and is not inplenented for M.D. Upon
heari ng any Mavwbvl Menbership Report (I GwWvl1l only), this
value is reset to the group nmenbership tinmer. While this

Chesterfield & Haber man St andards Track [ Page 19]



RFC 5519 MGVD M B April 2009

time renmaining is non-zero, the local router ignores any
MaVDv2 Leave nessages (I GWv2 only) for this group that it
receives on this interface."

:: = { mgndRout er CacheEntry 8 }

nmgndRout er CacheVer si on2Host Ti mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The time remaining until the local router will assunme that
there are no | onger any Maw version 2 nenbers on the IP
subnet attached to this interface. This entry applies to
both I GWw and MLD hosts. Upon hearing any Mavbv2 Menber ship
Report, this value is reset to the group nenbership tiner.
Assum ng no MaGVDv1l hosts have been detected, the |ocal
router does not ignore any MaGVDv2 Leave nessages for this
group that it receives on this interface."

::= { nmgndRout er CacheEntry 9 }

nmgndRout er CacheSour ceFi | t er Mode OBJECT- TYPE
SYNTAX | NTEGER {i ncl ude (1),
exclude (2) }

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The current cache state, applicable to Mavbv3-conpati bl e
nodes. The val ue indicates whether the state is | NCLUDE or
EXCLUDE. "

::= { mgndRout er CacheEntry 10 }

-- The MGWD I nverse Host interface/cache | ookup Tabl e

nmgndl nver seHost CacheTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mgndl nver seHost CacheEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the interfaces that are
menbers of a particular group. This is an inverse | ookup
table for entries in the ngndHost CacheTabl e."

;.= { nmgndM BObj ects 5 }
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nmgndl nver seHost CacheEntry OBJECT- TYPE
SYNTAX Myndl nver seHost CacheEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the
nmgndl nver seHost CacheTabl e. "
| NDEX { mgmdl nver seHost Cachel f | ndex,
nmgndl nver seHost CacheAddr essType,
nmgndl nver seHost CacheAddr ess}

;.= { nmgndl nver seHost CacheTable 1 }

Mgndl nver seHost CacheEntry :: = SEQUENCE {
nmgd| nver seHost Cachel f | ndex I nt erf acel ndex,
nmgndl nver seHost CacheAddr essType | net Addr essType
mgndl nver seHost CacheAddr ess | net Addr ess

}

nmgndl nver seHost Cachel f | ndex OBJECT- TYPE
SYNTAX I nt erfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

April 2009

"The interface for which this entry contains information."

::= { mgndl nver seHost CacheEntry 1 }

mgndl nver seHost CacheAddr essType OBJECT- TYPE
SYNTAX | net AddressType { ipv4(1l), ipv6(2) }
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The address type of the ngndl nverseHost CacheTabl e entry. "

;.= { nmgndl nver seHost CacheEntry 2 }

nmgndl nver seHost CacheAddr ess OBJECT- TYPE
SYNTAX | net Addr ess (Sl ZE( 4| 16))
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON

"The I P multicast group address for which this entry

contains informati on about an interface. The

| net AddressType, e.g., IPv4d or IPv6, is identified by the

mgndl nver seHost CacheAddr essType variable in the

mgndl nver seHost Cache table.”
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.= { mgndl nver seHost CacheEntry 3 }
-- The MAWD I nverse Router interface/cache |ookup Tabl e

nmgndl nver seRout er CacheTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mgndl nver seRout er CacheEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the interfaces that
are nenbers of a particular group. This is an inverse
| ookup table for entries in the ngndRout er CacheTabl e. "

::={ mgmdM BObj ects 6 }

nmgndl nver seRout er CacheEntry OBJECT- TYPE
SYNTAX Mgndl nver seRout er CacheEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the
ngndl nver seRout er CacheTabl e. "
| NDEX { mgndl nver seRout er Cachel f | ndex,
nmgndl nver seRout er CacheAddr essType,
nmgd| nver seRout er CacheAddr ess }

::= { mgndl nver seRout er CacheTable 1 }

Mgndl nver seRout er CacheEntry :: = SEQUENCE {
nmgd| nver seRout er Cachel f | ndex I nt erfacel ndex,
nmgndl nver seRout er CacheAddr essType | net Addr essType
mgndl nver seRout er CacheAddr ess | net Addr ess
}
nmgndl nver seRout er Cachel f | ndex OBJECT- TYPE
SYNTAX I nt erfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The interface for which this entry contains information
for an I P nmulticast group address."

::= { mgndl nver seRout er CacheEntry 1 }

mgndl nver seRout er CacheAddr essType OBJECT- TYPE
SYNTAX | net AddressType { ipv4(1l), ipv6(2) }
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The address type of the ngndl nverseRout er CacheTable entry."
;.= { mgndl nver seRout er CacheEntry 2 }

nmgndl nver seRout er CacheAddr ess OBJECT- TYPE

SYNTAX | net Addr ess (Sl ZE( 4| 16))

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The I P multicast group address for which this entry
contains information. The |netAddressType, e.g., |Pv4d or

I Pv6, is identified by the ngndl nver seRout er CacheAddr essType
vari abl e in the ngnmdl nver seRout er Cache table."
;.= { mgndl nver seRout er CacheEntry 3 }

-- The MAWD Host Source |ist Table

ngndHost SrcLi st Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MgndHost SrclListEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the Source List entries
corresponding to each interface and nulticast group pair
on a host."

c:={ mgndM BObj ects 7 }

mgndHost SrcLi st Entry OBJECT- TYPE

SYNTAX MgndHost SrcLi stEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the ngndHost SrclLi st Table."
| NDEX { mgnmdHost SrcLi st Addr essType, ngndHost SrclLi st Addr ess,

ngndHost SrcLi st fl ndex, ngndHost SrclLi st Host Address }

.= { mgndHost SrcLi st Table 1 }

MygmdHost SrcLi stEntry :: = SEQUENCE {
mgndHost Sr cLi st Addr essType I net Addr essType,
ngndHost SrcLi st Addr ess | net Addr ess,
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nmgndHost SrcLi st fl ndex I nt erfacel ndex,
nmgndHost SrcLi st Host Addr ess | net Addr ess
nmgndHost SrcLi st Expire Ti meTi cks

}

ngndHost SrcLi st Addr essType OBJECT- TYPE
SYNTAX | net AddressType { ipv4(l), ipv6(2) }
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The address type of the InetAddress variables in this

table. This value applies to the ngndHost SrcLi st Host Addr ess
and ngndHost SrclLi st Address entries."

::= { mgndHost SrcListEntry 1 }

nmgndHost SrcLi st Addr ess OBJECT- TYPE
SYNTAX | net Addr ess (S| ZE(4| 16))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The I P multicast group address for which this entry
contains information."

::={ mgndHost SrcLi stEntry 2 }

nmgndHost SrclLi st fl ndex OBJECT- TYPE

SYNTAX I nt er facel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The interface for which this entry contains information
for an I P multicast group address.”

::= { mgndHost SrcLi stEntry 3 }

ngndHost SrcLi st Host Addr ess OBJECT- TYPE
SYNTAX | net Address (S| ZE(4] 16))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The host address to which this entry corresponds. The
ngndHost CacheSour ceFi | t er Mode val ue for this group address
and interface indicates whether this host address is

i ncl uded or excl uded. "

::= { mgndHost SrcLi stEntry 4 }
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nmgndHost SrcLi st Expi re OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"This value indicates the rel evance of the SrcList entry,
wher eby a non-zero value indicates this is an | NCLUDE state
val ue, and a zero value indicates this to be an EXCLUDE
state val ue."

::= { mgndHost SrcLi stEntry 5 }

--  The MAVWD Router Source |ist Table

nmgndRout er Sr cLi st Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MgndRout er SrcLi stEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the Source List entries
corresponding to each interface and nulticast group pair on
a Router.”

::={ nmgndM BObj ects 8 }

nmgndRout er SrcLi st Entry OBJECT- TYPE

SYNTAX MynmdRout er SrcLi st Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the ngndRout er SrclLi st Table. "
| NDEX { mgndRout er SrcLi st Addr essType,

mgndRout er Sr cLi st Addr ess,
ngndRout er SrcLi st | f | ndex,
nmgndRout er Sr cLi st Host Addr ess }

::= { nmgndRout er SrcListTable 1}

MynmdRout er SrcLi st Entry ::= SEQUENCE {
nmgndRout er Sr cLi st Addr essType | net Addr essType,
nmgndRout er Sr cLi st Addr ess | net Addr ess,
nmgndRout er SrcLi st | fl ndex I nt erfacel ndex,
ngnmdRout er Sr cLi st Host Addr ess | net Addr ess,
nmgndRout er SrcLi st Expire Ti meTi cks

}
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nmgndRout er SrcLi st Addr essType OBJECT- TYPE
SYNTAX | net AddressType { ipv4(1l), ipve(2) }
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The address type of the InetAddress variables in this
table. This value applies to the

ngnmdRout er Sr cLi st Host Addr ess and ngndRout er Sr cLi st Addr ess
entries.”

::={ mgndRouter SrcListEntry 1 }

nmgndRout er Sr cLi st Addr ess OBJECT- TYPE
SYNTAX | net Address (S| ZE(4] 16))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The I P nulticast group address for which this entry
contains information."

::= { mgndRout er SrcLi stEntry 2 }

mgndRout er SrcLi st | fl1 ndex OBJECT- TYPE

SYNTAX I nt er facel ndex
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The interface for which this entry contains information
for an I P nmulticast group address.”

;.= { nmgndRouter SrcListEntry 3 }

nmgndRout er Sr cLi st Host Addr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE(4] 16))
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The host address to which this entry corresponds. The
ngndRout er CacheSour ceFi | t er Mode val ue for this group address
and interface indicates whether this host address is

i ncl uded or excl uded. "

::={ ngndRouterSrcListEntry 4 }

ngndRout er Sr cLi st Expi re OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
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DESCRI PTI ON
"This value indicates the rel evance of the SrcList entry,
whereby a non-zero value indicates this is an | NCLUDE state
val ue, and a zero value indicates this to be an EXCLUDE

state val ue.”
;.= { nmgndRouter SrcLi stEntry 5 }
-- conformance information
nmgndM BConf or mance OBJECT | DENTI FI ER ::

nmgndM BConpl i ance OBJECT | DENTI FI ER : :
nmgndM BG oups OBJECT | DENTI FI ER ::

-- Protocol Version Confornmance

-- Read Compliance statenent for | GWv1l Hosts
-- 1Gwv1 only supports the I Pv4 Address Fanily

nmgndl gnpV1Host ReadM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

{ ngnmdStdM B 2 }
{ nmgndM BConf or mance 1 }
{ nmgnmdM BConf or mance 2 }

"A read-only conpliance statenent for hosts running | GWwv1l

[ RFC1112] and inplenenting the MaGvD M B.

support the | Pv4 address type."
MODULE -- this nodule
MANDATORY- GROUPS { ngndHost BaseM BG oup }

OBJECT ngndHost | nt er f aceSt at us
SYNTAX RowSt atus {active(l)}

M N- ACCESS r ead-onl y

DESCRI PTI ON

"Read-write or read-create access is not
the value "active(l)' needs to be supported.”

OBJECT ngndHost | nt er f aceVer si on
SYNTAX Unsi gned32 (1)

M N- ACCESS read-only

DESCRI PTI ON

| GWPv1l hosts nust

requi red and only

"Wite access is not required. Only version 1 needs to be

supported. "

GROUP ngndHost Ext endedM BGr oup
DESCRI PTI ON

"Supporting this group can be especially useful

an environment with a router that does not support the

MaGVWD M B. "
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;.= { nmgndM BConpl i ance 1 }

-- Read Conpliance statement for | GWv1l Routers
-- 1Gwv1 only supports the I Pv4 Address Fanily

ngndl gnpV1Rout er ReadM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"A read-only conpliance statenment for routers running
| GWvl1 [ RFC1112] and inplenenting the MGMD MB. | GwWv1
routers only support the | Pv4 address type.

Non- accessi bl e i ndex objects that only need | Pv4
support are:

OBJECT ngndRout er CacheAddr essType
SYNTAX | net Addr essType { ipv4(1l) }

OBJECT ngndRout er CacheAddr ess
SYNTAX | net Address (S| ZE(4))

OBJECT ngndRout er | nt erfaceQueri er Type
SYNTAX | net Addr essType { ipv4(1l) }

OBJECT ngndl nver seRout er CacheAddr essType
SYNTAX | net AddressType { ipv4(l) }

MODULE -- this nodule
MANDATORY- GROUPS { ngndRout er BaseM BG oup }

OBJECT ngnmdRout er CachelLast Reporter
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"I GWv1l routers only support |Pv4 addresses.”

OBJECT ngndRout erl nterfaceQuerier
SYNTAX | net Address (S| ZE(4))
DESCRI PTI ON
"I GWv1 routers only support |Pv4 addresses.”

OBJECT ngndl nver seRout er CacheAddr ess
SYNTAX | net Address (S| ZE(4))
DESCRI PTI ON
"I GWv1 routers only support |Pv4 addresses.”

OBJECT ngndRout er I nt er f aceVer si on
SYNTAX Unsi gned32 (1)
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M N- ACCESS r ead-onl y
DESCRI PTI ON
"Wite access is not required. Only version 1 needs to
be supported.”

OBJECT ngndRout erl nterfaceSt at us
SYNTAX RowSt atus {active(l)}

M N- ACCESS read-only

DESCRI PTI ON

"Read-write or read-create access is not required and only

the value "active(l)' needs to be supported.”

OBJECT ngndRout er | nt erfaceQueryl nt erval
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

;.= { nmgndM BConpl i ance 2 }

-- Wite Conpliance statenent for | GWv1l Routers
-- 1Gwv1 only supports the I Pv4 Address Fanily

nmgndl gnpV1Rout er Wit eM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"A read-create conpliance statenment for routers running
| GWv1l [ RFC1112] and inplementing the MGMD M B. | GWwWv1l
routers only support the |IPv4 address type.

Non- accessi bl e i ndex objects that only need | Pv4
support are:

OBJECT ngndRout er CacheAddr essType
SYNTAX | net Addr essType { ipv4(l) }

OBJECT ngndRout er CacheAddr ess
SYNTAX | net Address (S| ZE(4))

OBJECT ngndRout er | nt erfaceQueri er Type
SYNTAX | net Addr essType { ipv4(l) }

OBJECT ngndl nver seRout er CacheAddr essType
SYNTAX | net AddressType { ipv4(l) }
MODULE -- this nodul e
MANDATORY- GROUPS { ngndRout er BaseM BG oup }
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OBJECT ngndRout er CachelLast Reporter
SYNTAX | net Address (S| ZE(4))
DESCRI PTI ON
"Only | Pv4 addresses needed for | GWvl1l router support.”

OBJECT ngndRout erl nterfaceQuerier
SYNTAX | net Address (S| ZE(4))
DESCRI PTI ON
"Only | Pv4 addresses needed for | GWwv1l router support.”

OBJECT ngndl nver seRout er CacheAddr ess
SYNTAX | net Address (S| ZE(4))
DESCRI PTI ON
"Only | Pv4 addresses needed for | GWvl router support.”

OBJECT ngndRout er I nt er f aceVer si on
SYNTAX Unsi gned32 (1)
DESCRI PTI ON
"Wite access is not required. Only version 1 needs to
be supported.”

::={ mgndM BConpl i ance 3 }

-- Read Conpliance statenment for |IGWv2 and M.Dvl Hosts
-- 1 Gwv2 only supports the I Pv4 Address Fanily
-- M.Dvl only supports the | Pv6 Address Fanily

nmgndl gnpV2M dV1Host ReadM BConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"A read-only conpliance statenent for hosts running | GWv2
[ RFC2236] or M.Dvl [RFC2710] and inplenenting the MAWD
MB. |1QGwv2 hosts only support the | Pv4 address type and
M.Dv1l hosts only support the | Pv6 address type."

MODULE -- this nodule

MANDATORY- GROUPS { ngndHost BaseM BG oup,

nmgndV2Host M BGr oup

}

OBJECT ngndHost | nt er f aceSt at us

SYNTAX RowSt atus {active(1l)}

M N- ACCESS r ead-only

DESCRI PTI ON
"Read-write or read-create access is not required and only
the value ’"active(l)’' needs to be supported.”

OBJECT ngndHost | nt er f aceVer si on
SYNTAX Unsi gned32 (1..2)
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M N- ACCESS r ead-onl y

DESCRI PTI ON
"Wite access is not required. Only versions 1 and 2 need
to be supported.”

GROUP  ngndHost Ext endedM BG oup

DESCRI PTI ON
"Supporting this group can be especially useful in an
environnent with a router that does not support the
MGVD M B. "

;.= { nmgndM BConpl i ance 4 }

-- Wite Conpliance statenent for | GWv2 and M.Dvl Hosts
-- 1GwWv2 only supports the I Pv4 Address Fanily
-- M.Dvl only supports the | Pv6 Address Family

nmgndl gnpV2M dV1Host Wit eM BConpl i ance MODULE- COMPLI ANCE
STATUS current
DESCRI PTI ON
"A read-create conpliance statement for hosts running
| GWv2 [ RFC2236] or M.Dv1l [ RFC2710] and i npl ementing
the MGWD M B. |1GWv2 hosts only support the |IPv4 address
type and M.Dvl hosts only support the | Pv6 address type."
MODULE -- this nodul e
MANDATORY- GROUPS { ngndHost BaseM BGr oup,
nmgndV2Host M BGr oup }
OBJECT ngndHost | nt er f aceVer si on
SYNTAX Unsi gned32 (1..2)
DESCRI PTI ON
"Only versions 1 and 2 need to be supported.”

::= { mgndM BConpl i ance 5 }

-- Read Compliance statenment for |1GWv2 and M.Dvl Routers
-- 1GWwv2 only supports the I Pv4 Address Fanily
-- M.Dvl only supports the |Pv6 Address Fanily

nmgndl gnpV2M dV1Rout er ReadM BConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"A read-only conpliance statenent for routers running
| GWv2 [ RFC2236] or M.Dvl [ RFC2710] and i npl ementing
the MGVD MB. | GWv2 routers only support the |Pv4
address type and M.Dv1l routers only support the |Pv6
address type."

MODULE -- this nodule

MANDATORY- GROUPS { ngndRout er BaseM BGr oup,
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nmgndV2Rout er BaseM BGr oup
}

OBJECT ngndRout er I nt er f aceLast Menber Quer yl nt er val
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT ngndRout er | nt er f aceRobust ness
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."

OBJECT ngndRout er | nt er f aceQuer yMaxResponseTi nme
M N- ACCESS r ead-onl y
DESCRI PTI ON

"Wite access is not required.”

OBJECT ngndRout er I nt er f aceVer si on
SYNTAX Unsi gned32 (1..2)
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required. Only versions 1 and 2
need to be supported.”

OBJECT ngndRout er | nt er f aceSt at us

SYNTAX RowSt atus {active(1)}

M N- ACCESS r ead-only

DESCRI PTI ON
"Read-write or read-create access is not required and only
the value "active(l)' needs to be supported.”

OBJECT ngndRout er | nt er f aceQueryl nt erval
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

GROUP  ngndV2Pr oxyM BG oup
DESCRI PTI ON
"Wite access is not required.”

;.= { nmgndM BConpl i ance 6 }
-- Wite Conpliance statenent for |GwWv2, |GWv3, M.Dv1l, and M.Dv2
- - Routers

-- 1GwWv2 and | GWv3 only support the | Pv4d Address Family
-- M.Dvl and M.Dv2 only support the I Pv6 Address Fanily
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nmgndl gnpV2V3M dV1V2Rout er Wit eM BConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"A read-create conpliance statenment for routers running
| GWv2 [ RFC2236], | Gwv3 [ RFC3376], M.Dvl [RFC2710], or
M.Dv2 [ RFC3810] and inplenenting the MGVD MB. | GWv2 and
| GWv3 routers only support the I Pv4 address type, while
M.Dvl and M.Dv2 routers only support the |Pv6 address type."

MODULE -- this nodul e

MANDATORY- GROUPS { ngndRout er BaseM BGr oup,

mgndV2Rout er BaseM BG oup

}

GROUP  ngndV2Pr oxyM BG oup
DESCRI PTI ON
"Read-create access is required.”

;.= { nmgndM BConpl i ance 7 }

-- Read Conpliance statement for |Gwv2, |GwWv3, MDvl, and M.Dv2 Hosts
-- 1Gwv2 and | GWv3 only support the | Pv4 Address Family
-- M.Dvl and M.Dv2 only support the I Pv6 Address Fanily

nmgndl gnpV3M dV2Host ReadM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for hosts running | GWv3
[ RFC3376] or M.Dv2 [RFC3810] and inplenenting the
MGV M B. |1 GWv3 hosts only support the | Pv4 address
type and M.Dv2 hosts only support the | Pv6 address type."
MODULE -- this nodul e
MANDATORY- GROUPS { ngndHost BaseM BGr oup,
nmgndV2Host M BGr oup,
nmgndV3Host M BGr oup

}

OBJECT ngndHost | nt er f aceVer si on
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT ngndHost | nt er f aceSt at us

SYNTAX RowSt atus {active(l)}

M N- ACCESS read-only

DESCRI PTI ON
"Read-write or read-create access is not required and only
the value "active(l)' needs to be supported.”
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OBJECT ngndHost | nt er f aceVer si on3Robust ness
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

GROUP  ngndHost Ext endedM BG oup

DESCRI PTI ON
"Supporting this group can be especially useful in
an environment with a router that does not support the
MGVD M B. "

;.= { nmgndM BConpl i ance 8 }

-- Wite Conpliance statenent for |GwWv2, |GWv3, M.Dvl, and M.Dv2 Hosts

-- 1Gwv2 and | GWv3 only support the | Pv4 Address Family
-- M.Dvl and M.Dv2 only support the I Pv6 Address Fanily

nmgndl gnpV3M dV2Host Wi t eM BConpl i ance MODULE- COMPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statement for hosts running | GWv3
[ RFC3376] or M.Dv2 [RFC3810] and inplenenting the
MGV M B. 1GWv3 hosts only support the | Pv4 address
type and M.Dv2 hosts only support the | Pv6 address type."

MODULE -- this nodul e

MANDATORY- GROUPS { ngndHost BaseM BGr oup,

nmgndV2Host M BGr oup,

mgndV3Host M BG oup
}

GROUP  ngndHost Ext endedM BG oup
DESCRI PTI ON
"Supporting this group can be especially useful in
an environment with a router that does not support the
MGWD M B. "

::= { mgndM BConpl i ance 9 }

-- Read Conpliance statenment for |1GwWv2, |GWv3, MDvl, and M.Dv2
-- Rout ers

-- 1Gwv2 and | GWv3 only support the | Pv4 Address Family

-- M.Dvl and M.Dv2 only support the I Pv6 Address Fanily

nmgndl gnpV3M dV2Rout er ReadM BConpl i ance MODULE- COVPLI ANCE
STATUS current
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DESCRI PTI ON
"A read-only conpliance statenent for routers running
| GWv3 [ RFC3376] or M.Dv2 [ RFC3810] and i npl enenting
the MGVWD MB. |1GWv3 routers only support the |Pv4
address type and M.Dv2 routers only support the |Pv6
address type."
MODULE -- this nodule
MANDATORY- GROUPS { ngndRout er BaseM BG oup,
ngndV2Rout er BaseM BG oup,
nmgndVV3Rout er M BGr oup

}

OBJECT ngndRout er | nt erfacelLast Menber Queryl nt erval
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT ngndRout er | nt er f aceRobust ness
M N- ACCESS r ead-onl y
DESCRI PTI ON
"Wite access is not required."

OBJECT ngndRout er I nt er f aceQuer yMaxResponseTi nme
M N- ACCESS r ead-onl y
DESCRI PTI ON

"Wite access is not required.”

OBJECT ngndRout er I nt er f aceVer si on
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."

OBJECT ngndRout er | nt er f aceSt at us

SYNTAX RowSt atus {active(1l)}

M N- ACCESS r ead-only

DESCRI PTI ON
"Read-write or read-create access is not required and only
the value ’"active(l)’' needs to be supported.”

OBJECT ngndRout er | nt er f aceQueryl nt er val
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

GROUP  nmgndV2Pr oxyM BG oup

DESCRI PTI ON
"Wite access is not required.”
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;.= { mgndM BConpl i ance 10 }
-- units of conformance

nmgndHost BaseM BG oup OBJECT- GROUP
OBJECTS { ngndHost | nt erfaceSt at us,
ngndHost | nt er f aceVer si on

}

STATUS current

DESCRI PTI ON
"The basic collection of objects providi ng nanagenent of
MGWD version 1, 2, or 3 for hosts."

::={ mgnmdM BG oups 1 }

nmgndRout er BaseM BG oup OBJECT- GROUP
OBJECTS { mgndRout er | nterfaceSt at us,

nmgndRout er | nt er f aceQueryl nt erval ,
nmgndRout er CacheUpTi ne, ngndRout er CacheExpi ryTi ne,
nmgndRout er | nt er f aceVer si on,
nmgndRout er | nt er f aceJoi ns, ngndRout er | nterfaceG oups,
nmgndRout er Cachelast Report er,
mgndRout er | nt er f aceQueri er UpTi ne,
ngndRout er | nt er f aceQueri er Expi ryTi ne,
nmgndRout er | nt er f aceQueri er,
nmgd| nver seRout er CacheAddr ess

}

STATUS current

DESCRI PTI ON
"The basic collection of objects providi ng nanagenent of
MawD version 1, 2, or 3 for routers.”

::={ mgndM BG oups 2 }

ngnmdV2Host M BGr oup OBJECT- GROUP
OBJECTS { ngndHost | nt er f aceVer si on1Queri er Ti mer

}

STATUS current

DESCRI PTI ON
"A collection of additional read-only objects for managenent
of 1GW version 2 in hosts for M3AWD version 2 conpliance.”

;.= { mgndM BG oups 3 }
ngndHost Ext endedM BGr oup OBJECT- GROUP
OBJECTS { nmgndHost CachelLast Reporter, ngnmdHost CacheUpTi ne,

mgndHost | nt er f aceQueri er, ngndl nver seHost CacheAddr ess }
STATUS current
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DESCRI PTI ON
"A collection of optional objects for Maw hosts."

::={ mgmdM BG oups 4 }

ngndV2Rout er BaseM BGr oup OBJECT- GROUP
OBJECTS { ngndRout er | nt erf aceW ongVer si onQueri es,

nmgndRout er | nt er f aceLast Menber Quer yCount ,
ngndRout er | nt er f aceSt art upQuer yCount ,
mgndRout er I nt er f aceSt art upQueryl nterval ,
nmgndRout er CacheVer si on1Host Ti ner,
nmgndRout er | nt er f aceQuer yMaxResponseTi ne,
nmgndRout er | nt er f aceRobust ness,
nmgndRout er | nt er f aceLast Menber Quer yl nt er val

}

STATUS current

DESCRI PTI ON
"A collection of additional read-only objects for
managenent of MAVD version 2 in routers.”

::={ mgnmdM BG oups 5 }

mgndV2Pr oxyM BG oup OBJECT- GROUP
OBJECTS { ngndRout er |l nterfaceProxyl flndex }
STATUS current
DESCRI PTI ON
"A collection of additional read-create objects for
managenent of M3AVD proxy devices."

;.= { mgndM BG oups 6 }

nmgndV3Host M BGr oup OBJECT- GROUP
OBJECTS { ngndHost | nt er f aceVer si on2Queri er Ti mer,
nmgndHost CacheSour ceFi | t er Mbde,
nmgndHost | nt er f aceVer si on3Robust ness,
ngndHost SrcLi st Expire

}

STATUS current

DESCRI PTI ON
"A collection of additional objects for
managenent of MGVD version 3 in hosts.”

;.= { mgndM BG oups 7 }
ngrmdV3Rout er M BG oup OBJECT- GROUP
OBJECTS { nmgndRout er CacheSour ceFi | t er Mbde,

nmgndRout er CacheVer si on2Host Ti ner,
ngndRout er CacheExcl udeModeExpi ryTi ner,
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nmgndRout er SrcLi st Expire

}

STATUS current

DESCRI PTI ON
"A collection of additional read-only objects for
managenent of MAVD version 3 in routers.”

;.= { mgnmdM BG oups 8 }
END
6. Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-write and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnments. The support for SET operations in a non-secure

envi ronnment wi thout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:

o The ngndRouterlnterfaceTabl e provi des read-create access to 2
val ues: the ngndRouterlnterfaceStatus and the
nmgndRout er I nterfaceQuerylnterval. The ngndRout erl nterfaceStat us
presents a renote user with the ability to enable or disable
mul ticast support on a given router interface, and therefore
presents a significant denial-of-service vulnerability. The
mgndRout er I nt er f aceQueryl nterval controls the frequency wi th which
host - query packets are sent, providing less of a vulnerability,
but still requiring secure access control

o The ngndRout er CacheTabl e al so provi des access to read-create
objects. The ngndRouterl nterfaceVersion controls the protoco
conformance of an interface, and is therefore a potential denial-
of -service vulnerability. The
nmgndRout er | nt er f aceQuer yMaxResponseTi ne, the
nmgndRout er | nt er f aceRobust ness, and the
ngnmdRout er | nt er f aceLast Menber Queryl nterval are all tuning
paraneters to control the characteristic of the host-query
packets. Conpromni se of these objects can potentially be
di sruptive to local nulticast comrunication

o The ngndHost I nterfaceTabl e provides a read-create object, the
nmgndHost | nt er f aceVer si on3Robust ness, whi ch controls the robustness
of the interface to packet |loss. Disabling robustness in the face
of packet | oss could cause denial of service to hosts; however, in
general this presents a low risk
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SNMP versions prior to SNVWPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using | Psec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/delete) the objects
inthis MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).

Furt her, deploynent of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNWPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nmodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/ del ete) them

7. | ANA Consi derations
This MB introduces a newtermto refer to two existing nulticast
protocol s: Milticast G oup Menbership Discovery. |t enconpasses both
the 1 Pv4 Multicast discovery protocol, 1GW, and the | Pv6 Milticast
di scovery protocol, MD, as defined in RFCs 2933 [ RFC2933] and 3019
[ RFC3019], respectively.

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ue recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue
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