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Abst r act

Thi s docunent describes a SIP interface to VoiceXM. nmedi a services.
Commonl y, Application Servers controlling Media Servers use this
protocol for pure VoiceXM. processing capabilities. This protocol is
an adjunct to the full MEDI ACTRL protocol and packages nechani sm
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I ntroduction

Voi ceXML [ VXML20], [VXML21] is a Wrld Wde Wb Consortium (WC)
standard for creating audio and video dialogs that feature

synt hesi zed speech, digitized audio, recognition of spoken and dua
tone multi-frequency (DTMF) key input, recording of audio and video,
t el ephony, and mixed-initiative conversations. VoiceXM allows Wb-
based devel opnent and content delivery paradigns to be used with

i nteractive video and voi ce response applications.

Thi s docunment describes a SIP [RFC3261] interface to VoiceXM nedi a
services. Commonly, Application Servers controlling nedia servers
use this protocol for pure Voi ceXM. processing capabilities. SIPis
responsible for initiating a nmedia session to the VoiceXM. nedi a
server and sinmultaneously triggering the execution of a specified
Voi ceXML application. This protocol is an adjunct to the ful

MEDI ACTRL protocol and packages nmechani sm

The interface described here | everages a nechani smfor identifying

di al og nedi a services first described in [ RFC4240]. The interface
has been updated and extended to support the WBC Recommendati on for
Voi ceXM. 2.0 [ VXML.20] and VoiceXM. 2.1 [VXM.21]. A set of conmonly

i npl ement ed functions and extensi ons have been specified including
Voi ceXM. di al og preparation, outbound calling, video nedia support,
and transfers. VoiceXM session variabl e mappi ngs have been defined
for SIP with an extensible nechani smfor passing application-specific
val ues into the VoiceXM. application. Mechanisns for returning data
to the Application Server have al so been added.

1. Use Cases

The Voi ceXM. nedi a service user in this docunent is generically
referred to as an Application Server. |In practice, it is intended
that the interface defined by this docunent be applicable across a
wi de range of use cases. Several intended use cases are descri bed
bel ow.

1.1. |IVR Services with Application Servers

SIP Application Servers provide services to users of the network
Typically, there may be several Application Servers in the sane
networ k, each specialized in providing a particul ar service.
Throughout this specification and without |oss of generality, we
posit the presence of an Application Server specialized in providing
Interactive Voi ce Response (IVR) services. A typical configuration
for this use case is illustrated bel ow
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Assumi ng the Application Server also supports HTTP, the VoiceXM
application may be hosted on it and served up via HITP [ RFC2616] .
Not e, however, that the Web nodel allows the VoiceXM application to
be hosted on a separate (HTTP) Application Server fromthe (SIP)
Application Server that interacts with the VoiceXM. Media Server via
this specification. It is also possible for a static Voi ceXM
application to be stored locally on the Voi ceXM. Medi a Server,

| everagi ng the VoiceXM. 2.1 [VXM.21] <data> nmechanismto interact
with a Web/ Application Server when dynam c behavior is required. The
viability of static VoiceXM applications is further enhanced by the
mechani snms defined in Section 2.4, through which the Application
Server can make session-specific infornmation available within the
Voi ceXM. sessi on cont ext.

The approach described in this docunent is sonetinmes terned the

"del egation nodel" -- the Application Server is essentially

del egating progranmatic control of the hunman-machine interactions to
one or nore Voi ceXM. docunents running on the VoiceXM. Medi a Server
During the human-machi ne interactions, the Application Server renains
in the signaling path and can respond to results returned fromthe
Voi ceXML Medi a Server or other external network events.

1.2. PSTN | VR Servi ce Node

While this docunment is intended to enabl e enhanced use of VoiceXM as
a conponent of |arger systens and services, it is intended that
devices that are conpletely unaware of this specification remain
capabl e of invoking VoiceXM services offered by a Voi ceXM. Medi a
Server conpliant with this docunent. A typical configuration for
this use case is as follows:
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| | PFPSTN | | Voi ceXML |
| Gat eway | RTP/ SRTP | Media Server
I I I

Note al so that beyond the invocation and term nation of a Voi ceXM
di al og, the senmantics defined for call transfers using REFER are

i ntended to be conpatible with standard, existing |P/PSTN (Public
Swi t ched Tel ephone Networ k) gat eways.

1.1.3. 3GPP I M5 Media Resource Function (MRF)

The 3rd CGeneration Partnership Project (3GPP) I P Miltinmedia Subsystem
(I M5) [TS23002] defines a Media Resource Function (MRF) used to offer
medi a processing services such as conferencing, transcoding, and
pronpt/collect. The capabilities offered by VoiceXM. are ideal for
offering richer media processing services in the context of the MRF.
In this architecture, the interface defined here corresponds to the
"M" interface to the MRFC (MRF Controller); the inplenentation of
this interface m ght use separated MRFC and MRFP ( MRF Processor)

el ements (as per the I M5 architecture), or mght be an integrated MRF
(as is comon practice).

I +
| App |
| Server |
Fom e e - +

| SIP (1SQ

I
Foee - + SIP (M) R +
| S-CSCF |--------------- | Voi ceXM. |
I I I MRF I
Fomm e - + RS +

The above diagramis highly sinplified and shows a subset of nodes
typically involved in MRF interactions. |t should be noted that
while the MRF will prinmarily be used by the Application Server via
the Serving Call Session Control Function (S-CSCF), it is also
possible for calls to be routed directly to the MRF without the

i nvol venent of an Application Server.
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Al t hough the above is described in terns of the 3GPP | M5
architecture, it is intended that it is also applicable to 3GPP2,

Next Generation Network (NGN), and Packet Cabl e architectures that are
converging with 3GPP | M5 st andar ds.

1.1.4. CCXM. <-> VoiceXM Interaction

Call Control eXtensible Markup Language (CCXM.) 1.0 [ CCXM.10]
applications provide services nmainly through controlling the

i nteracti on between Connections, Conferences, and Dial ogs. Although
CCXML is capabl e of supporting arbitrary dial og environnents,

Voi ceXM. is commonly used as a dial og environnent in conjunction with
CCXM. applications; CCXM. is specifically designed to effectively
support the use of VoiceXM.. CCXM. 1.0 defines |anguage el enments
that allow for Dialogs to be prepared, started, and termi nated; it
further allows for data to be returned by the dialog environment, for
call transfers to be requested (by the dialog) and responded to by
the CCXM. application, and for arbitrary eventing between the CCXM
application and running dial og application

The interface described in this document can be used by CCXML 1.0

i npl ementations to control VoiceXM. Media Servers. Note, however,
that some CCXM. | anguage features require eventing facilities between
CCXM. and Voi ceXM. sessions that go beyond what is defined in this
specification. For exanple, VoiceXM.-controlled call transfers and

m d- di al og, application-defined events cannot be fully realized using
this specification alone. A SIP event package [ RFC3265] MAY be used
in addition to this specification to provide extended eventing.

1.1.5. Oher Use Cases

In addition to the use cases described in sone detail above, there
are a nunber of other intended use cases that are not described in
detail, such as:

1. Use of a VoiceXM. Media Server as an adjunct to an | P-based
Private Branch Exchange / Automatic Call Distributor (PBX ACD),
possi bly to provide voi cenai |l / nessagi ng, autonated attendant, or
other capabilities.

2. Invocation and control of a VoiceXM. session that provides the
voi ce nodality conponent in a nultinodal system
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1.2. Termnol ogy

Application Server: A SIP Application Server hosts and executes
services, in particular by terminating SIP sessions on a nedia
server. The Application Server MAY al so act as an HITP server
[ RFC2616] in interactions with nedia servers.

Voi ceXM. Medi a Server: A VoiceXM interpreter including a SlP-based
interpreter context and the requisite nedia processing
capabilities to support VoiceXM. functionality.

Voi ceXM. Session: A VoiceXM. Session is a nultinmedia session
conprising of at least a SIP User Agent, a VoiceXM. Medi a Server
the data streans between them and an executing Voi ceXM.
application.

Voi ceXML Di al og: Equi val ent to Voi ceXM. Sessi on

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

2. VoiceXM. Session Establishnment and Term nati on

This section describes how to establish a VoiceXM. Session, with or
wi t hout preparation, and how to terninate a session. This section
al so addresses how session information is made avail able to Voi ceXM
applications.

2.1. Service ldentification

The SIP Request-URl is used to identify the Voi ceXM. nedia service.
The user part of the SIP Request-URl is fixed to "dialog". This is
done to ensure conpatibility with [RFC4240], since this docunent
extends the dialog interface defined in that specification and
because this convention from|[RFC4240] is w dely adopted by existing
nmedi a servers

St andar di zi ng the SIP Request-URlI including the user part also

i nproves interoperability between Application Servers and nedi a
servers, and reduces the provisioning overhead that woul d be required
if use of a nedia server by an Application Server required an

i ndividually provisioned URI. In this respect, this docunent (and

[ RFC4240]) do not add semantics to the user part, but rather
standardi ze the way that targets on nedia servers are provisioned
Furt her, since Application Servers -- and not human beings -- are
generally the clients of nedia servers, issues such as interpretation
and internationalization do not apply.
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Exposi ng a Voi ceXM. nedi a service with a well-known address nmay
enhance the possibility of exploitation: the VoiceXM. Media Server is
RECOMVENDED t o use standard SI P nechani sns to authenticate endpoints
as discussed in Section 9.

The initial VoiceXM. docunent is specified with the "voicexnm"
paraneter. In addition, paraneters are defined that control how the
Voi ceXM. Medi a Server fetches the specified Voi ceXM. docunent. The
list of paraneters defined by this specification is as follows (nhote
t he paraneter nanes are case-insensitive):

voicexm: URlI of the initial VoiceXM. docunent to fetch. This will
typically contain an HTTP URI, but nmay use other URI schenes, for
exanple, to refer to local, static VoiceXM. docunents. |If the

"voicexm " paraneter is omitted, the VoiceXM. Media Server may
select the initial VoiceXM. docunent by other neans, such as by
applying a default, or may reject the request.

maxage: Used to set the nax-age val ue of the Cache-Control header in
conjunction with Voi ceXM. docunents fetched using HTTP, as per
[ RFC2616]. If onmitted, the VoiceXM. Media Server will use a
defaul t val ue.

maxstal e: Used to set the nmax-stale value of the Cache-Contro
header in conjunction with Voi ceXM. docunents fetched using HITP,
as per [RFC2616]. |If omtted, the VoiceXM. Media Server wll use
a default val ue.

met hod: Used to set the HITP nmethod applied in the fetch of the
initial VoiceXM. docunment. Allowed values are "get" or "post"
(case-insensitive). Default is "get".

postbody: Used to set the application/x-wweformurlencoded encoded
[ HTML4] HTTP body for "post" requests (or is otherw se ignored).

ccxm: Used to specify a "JSON val ue" [RFC4627] that is mapped to

t he session. connection.ccxnm Voi ceXM. session variable -- see
Section 2.4.

aai: Used to specify a "JSON val ue" [RFC4627] that is mapped to the
sessi on. connecti on. aai Voi ceXM. session variable -- see
Section 2.4.

O her application-specific paraneters nay be added to the Request-UR
and are exposed in Voi ceXM. session variables (see Section 2.4).
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Formal |y, the Request-URlI for the VoiceXM. nedia service has a fixed
user part "dialog". Seven URI paraneters are defined (see the
definition of uri-paraneter in Section 25.1 of [RFC3261]).

"voi cexm =" vxm -url ; vxml-url follows the UR

; syntax defined in [ RFC3986]

di al og- param

"maxage=" 1*DIA T
"maxstale=" 1*DIAT
"met hod=" ("get" / "post")
"post body=" t oken
"ccxm =" j son-val ue
"aal =" json-val ue

fal se /

null /

true /

obj ect /

array /

nurmber /

string ; defined in [ RFC4627]

nmaxage- par am
maxst al e- par am
nmet hod- par am
post body- par am
ccxml - par am
aai - param

j son-val ue

Paraneters of the Request-URI in subsequent re-INVITEs are ignored.
One consequence of this is that the VoiceXM. Media Server cannot be
instructed by the Application Server to change the executing Voi ceXM
Application after a VoiceXM. Session has been started.

Speci al characters contained in the dial og-param postbody-param
ccxm - param and aai - param val ues nmust be URL-encoded ("escaped") as
required by the SIP URI syntax, for example, '?° (93f), '= (%3d),
and ';’ (¥%8b). The VoiceXM. Medi a Server MJIST therefore unescape

t hese paraneter val ues before nmaki ng use of themor exposing themto
runni ng VoiceXM. applications. It is inportant that the Voi ceXM.
Medi a Server only unescape the paraneter val ues once since the
desired VoiceXM. URI value could itself be URL encoded, for exanple.

Since sone applications may choose to transfer confidenti al
i nformati on, the Voi ceXM. Medi a Server MJST support the sips: schene
as discussed in Section 9.

Informative note: Wth respect to the postbody-param val ue, since the
application/ x-wwe+formurlencoded content itself escapes non-

al phanuneric characters by inserting %H repl acenents, the escaping
rul es above will result in the "% characters being further escaped
in addition to the '& and '=" nane/val ue separators.
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As an exanple, the following SIP Request-URl identifies the use of
Voi ceXM. nedi a services, with
"http://appserver.exanpl e.com pronptcollect.vxm’ as the initia
Voi ceXM. docunent, to be fetched w th max-age/ max-stal e val ues of
3600s/ 0s, respectively:

si p: di al og@redi aserver. exanpl e. cony \
voi cexm =htt p: // appserver. exanpl e. com pronpt col | ect.vxm ; \
maxage=3600; naxst al e=0

2.2. Initiating a Voi ceXM. Sessi on

A Voi ceXM. Session is initiated via the Application Server using a
SIP INVITE. Typically, the Application Server will be specialized in
provi di ng Voi ceXM. services. At a mininum the Application Server
may behave as a sinple proxy by rewiting the Request-URl received
fromthe User Agent to a Request-URlI suitable for consunption by the
Voi ceXM. Medi a Server (as specified in Section 2.1). For exanple, a
User Agent night present a dialed nunber:

tel : +1-201- 555- 0123

that the Application Server maps to a directory assistance
application on the VoiceXM. Media Server with a Request-URlI of:

si p: di al og@rs1. exanpl e. cony \
voi cexm =htt p: //asl. exanpl e. coni da. vxni

Certain header values in the INVITE nmessage to the Voi ceXM. Medi a
Server are mapped into Voi ceXM. session variables and are specified
in Section 2.4.

On receipt of the INVITE, the VoiceXM. Media Server issues a

provi sional response, 100 Trying, and commences the fetch of the
initial VoiceXM. docunment. The 200 OK response indicates that the
Voi ceXM. docunent has been fetched and parsed correctly and is ready
for execution. Application execution conmences on recei pt of the ACK
(except if the dialog is being prepared as specified in Section 2.3).
Note that the 100 Trying response will usually be sent on receipt of
the INVITE in accordance with [ RFC3261], since the VoiceXM. Media
Server cannot in general guarantee that the initial fetch wll
conplete in less than 200 ns. However, certain inplenentations nmay
be able to guarantee response tines to the initial INVITE, and thus
may not need to send a 100 Tryi ng response.

As an optim zation, prior to sending the 200 OK response, the

Voi ceXML Medi a Server MAY execute the application up to the point of
the first VoiceXM. waiting state or pronpt flush

Burke & Scott St andards Track [ Page 10]



RFC 5552 SIP Interface to VoiceXM. Medi a Services May 2009

A Voi ceXM. Media Server, like any SIP User Agent, nay be unable to
accept the INVITE request for a variety of reasons. For instance, a
Session Description Protocol (SDP) offer contained in the INVITE

m ght require the use of codecs that are not supported by the Media
Server. In such cases, the Media Server should respond as defined by
[ RFC3261] . However, there are error conditions specific to VoiceXM,
as follows:

1. If the Request-URl does not conformto this specification, a 400
Bad Request MJST be returned (unless it is used to select other
services not defined by this specification).

2. If a URl paraneter in the Request-URl is repeated, then the
request MJST be rejected with a 400 Bad Request response.

3. If the Request-URl does not include a "voicexm " paraneter, and
the VoiceXM. Medi a Server does not elect to use a default page,
the VoiceXM. Media Server MJUST return a final response of 400 Bad
Request, and it SHOULD i nclude a Warning header with a 3-digit
code of 399 and a human-readabl e error nessage.

4. 1If the Voi ceXM. docunent cannot be fetched or parsed, the
Voi ceXML Medi a Server MJST return a final response of 500 Server
Internal Error and SHOULD include a Warni ng header with a 3-digit
code of 399 and a hunman-readabl e error nessage.

Informative note: Certain applications may pass a significant anount
of data to the VoiceXM. dialog in the formof Request-UR paraneters.
This may cause the total size of the INVITE request to exceed the MIU
of the underlying network. 1In such cases, applications/

i mpl enentations nust take care either to use a transport appropriate
to these | arger nessages (such as TCP) or to use alternative neans of
passing the required information to the Voi ceXM. dial og (such as
supplying a uni que session identifier in the initial VoiceXM. UR and
|ater using that identifier as a key to retrieve data fromthe HITP
server).

2.3. Preparing a Voi ceXM. Session
In certain scenarios, it is beneficial to prepare a Voi ceXM. Sessi on
for execution prior to running it. A previously prepared Voi ceXM

Session is expected to execute with mninmal delay when instructed to
do so.
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If a nedia-less SIP dialog is established with the initial INVITE to
the VoiceXM. Media Server, the VoiceXM. application will not execute
after receipt of the ACK. To run the VoiceXM application, the
Application Server (AS) nust issue a re-INVITE to establish a nedia
sessi on.

A nedi a-less SIP dialog can be established by sending an SDP
containing no nedia lines in the initial INVITE. Alternatively, if
no SDP is sent in the initial INVITE, the VoiceXM. Media Server will
i nclude an offer in the 200 OK nessage, which can be responded to
with an answer in the ACK with the nedia port(s) set to O.

Once a VoiceXM. application is running, a re-INVITE that disables the
medi a streans (i.e., sets the ports to 0) will not otherw se affect

t he executing application (except that recognition actions initiated
while the nedia streans are disabled will result in noinput

ti meouts).

2.4. Session Variable Mappi ngs

The standard Voi ceXM. session variables are assigned val ues accordi ng
to:

session.connection.local.uri: Evaluates to the SIP URl specified in
the To: header of the initial |INVITE

sessi on.connection.renote.uri: Evaluates to the SIP URI specified in
the From header of the initial |INVITE

session.connection.redirect: This array is populated by information
contained in the History-Info [ RFC4244] header in the initia
INVITE or is otherw se undefined. Each entry (hi-entry) in the
Hi story-Info header is mapped, in reverse order, into an el enent
of the session.connection.redirect array. Properties of each
el ement of the array are deternmined as foll ows:

* uri - Set to the hi-targeted-to-uri value of the History-Info
entry

* pi - Set to 'true’ if hi-targeted-to-uri contains a
"Privacy=history" paraneter, or if the INVITE Privacy header
includes "history'; 'false’ otherw se

* si - Set to the value of the "si" paraneter if it exists,

undefi ned ot herw se

* reason - Set verbatimto the value of the "Reason" paraneter of
hi -targeted-to-uri
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sessi on. connection. protocol . nane: Evaluates to "sip". Note that
this is intended to reflect the use of SIP in general, and does
not distingui sh between whether the nedia server was accessed via
SIP or SIPS procedures.

sessi on. connecti on. protocol .version: Evaluates to "2.0"
sessi on. connecti on. protocol . sip. headers: This is an associative

array where each key in the array is the non-conpact name of a SIP
header in the initial INVITE converted to | owercase (note the case

conversion does not apply to the header value). If multiple
header fields of the sane field nanme are present, the val ues are
conbined into a single conma-separated value. |nplenentations

MJUST at a minimuminclude the Call-1D header and MAY incl ude ot her
headers. For exanpl e,

sessi on. connecti on. protocol . si p. headers["call-id"] evaluates to
the Call-1D of the SIP dial og.

sessi on. connection. protocol .sip.requesturi: This is an associative
array where the array keys and values are forned fromthe UR
paraneters on the SIP Request-URl of the initial INVITE. The
array key is the URI paraneter nanme converted to | owercase (note
the case conversion does not apply to the paraneter value). The
correspondi ng array value is obtained by evaluating the UR
paraneter value as a "JSON val ue" [RFC4627] in the case of the
ccxm - param and aai - param val ues and otherwise as a string. In
addition, the array’s toString() function returns the full SIP
Request-URI. For exanple, assum ng a Request-URl of sip:dialog@
exanpl e. com voi cexm =htt p://exanpl e. cony aai =%/b" x": 19%2c"y": true%d
t hen sessi on. connecti on. protocol . sip.requesturi["voicexm"]
eval uates to "http://exanple.cont,
sessi on. connecti on. protocol .sip.requesturi["aai"].x evaluates to 1
(type Nunber), session.connection.protocol.sip.requesturi["aai"].y
eval uates to true (type Bool ean), and
sessi on. connecti on. protocol . sip.requesturi evaluates to the
conpl ete Request-URI (type String) ’'sip:dialog@
exanpl e. com voi cexnm =http://exanpl e.conaai ={"x":1,"y":true}’

sessi on.connection.aai: Evaluates to
sessi on. connecti on. protocol . sip.requesturi["aai"].

sessi on. connection.ccxm: Evaluates to
sessi on. connecti on. protocol . sip.requesturi["ccxm"].
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sessi on. connection. protocol.sip.nedia: This is an array where each
array elenent is an object with the follow ng properties:

* type: - This required property indicates the type of the nmedia
associated with the stream The value is a string. It is
strongly recommended that the followi ng val ues are used for
common types of nmedia: "audio" for audio nmedia, and "video" for
vi deo nedi a.

* direction: - This required property indicates the
directionality of the nedia relative to
session. connection.originator. Defined values are sendrecyv,
sendonly, recvonly, and inactive.

* format: - This property is optional. |If defined, the value of
the property is an array. Each array elenment is an object that
specifies informati on about one format of the nedia (there is
an array el enent for each payload type on the mline). The
obj ect contains at |east one property called "nane" whose val ue
is the MM subtype of the nedia format (M ME subtypes are
registered in [RFC4855]). Oher properties nay be defined with
string values; these correspond to required and, if defined,
optional paraneters of the format.

As a consequence of this definition, there is an array entry in
sessi on. connecti on. protocol . sip.media for each non-di sabled mline
for the negotiated nedia session. Note that this session variable
is updated if the nedia session characteristics for the Voi ceXM
Session change (i.e., due to a re-INVITE). For an exanpl e,

consi der a connection with bidirectional G 711 nu-|aw "audi 0"
sampled at 8 kHz. In this case,

sessi on. connecti on. protocol . sip.nedia[0].type evaluates to

"audi 0", session.connection. protocol.sip.media[0].direction to
"sendrecv",

sessi on. connecti on. protocol . sip.medi a[0] . format[ 0] . name eval uat es
to "audi o/ PCWJ', and

sessi on. connection. protocol .sip.media[0].format[0].rate eval uates
to "8000".

Not e that when accessing SI P headers and Request-URlI paraneters via

t he session. connection. protocol . sip. headers and

sessi on. connecti on. protocol . sip.requesturi associative arrays defined
above, applications can choose between two semantically equival ent
ways of referring to the array. For exanple, either of the follow ng
can be used to access a Request-URlI paraneter naned "foo"

sessi on. connecti on. protocol . si p.requesturi["fo0"]
sessi on. connecti on. protocol . si p.requesturi.foo

Burke & Scott St andards Track [ Page 14]



RFC 5552 SIP Interface to VoiceXM. Medi a Services May 2009

However, it is inportant to note that not all SIP header nanes or
Request - URI paraneter nanes are valid ECMAScri pt identifiers, and as
such, can only be accessed using the first form (array notation).

For exanple, the Call-1D header can only be accessed as

sessi on. connecti on. protocol . si p. headers["call-id"]; attenpting to
access the sane val ue as

sessi on. connecti on. protocol . sip. headers.call-id would result in an
error.

2.5. Termnating a Voi ceXM. Session

The Application Server can term nate a Voi ceXM. Session by issuing a
BYE to the VoiceXM. Media Server. Upon receipt of a BYE in the
context of an existing VoiceXM. Session, the VoiceXM. Media Server
MUST send a 200 OK response and MJST throw a

" connecti on. di sconnect. hangup’ event to the VoiceXM. application. |If
t he Reason header [RFC3326] is present on the BYE Request, then the
val ue of the Reason header is provided verbatimvia the ' _nessage
variable within the catch el enent’s anonynous vari abl e scope.

The VoiceXM. Media Server may also initiate termnation of the
session by issuing a BYE request. This will typically occur as a
result of encountering a <disconnect> or <exit> in the VoiceXM
application, due to the VoiceXM. application running to conpletion,
or due to unhandl ed errors within the VoiceXM. application

See Section 4 for nechanisns to return data to the Application
Server.
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2.6. Exanples
2.6.1. Basic Session Establishnent

This exanple illustrates an Application Server setting up a Voi ceXM
Session on behal f of a User Agent.

SIP Voi ceXML HTTP
User Appl i cation Medi a Appl i cation
Agent Server Server Server

I I I
| (1) INVITE [offer] | |
|- mm e >[(2) INVITE [offer] |

I
I
I
I
I
| <-mmmmmmm e I I
I
I
I
I

Cmmmmmmmmmecmeaeaaa |

| R >| (execute
| (11) RTP/ SRTP | | Voi ceXM

|
|
|
|
| |
R R > (10) ACK | I
|
[ | application) |

|
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2.6.2.
Thi s exanpl e denonstrates the
this exanpl e,
out bound cal |
Agent answers.

to a User Agent,

Voi ceXM. Medi a Services May 2009

Voi ceXM. Session Preparation

preparation of a VoiceXM. Session. In

the VoiceXM. session is prepared prior to placing an

and is started as soon as the User

The [answer1: 0] notation is used to indicate an SDP answer with the

medi a ports set to O.

SIP Voi ceXML HTTP
User Appl i cation Medi a Appl i cation
Agent Server Server Server
| | | |
| | (1) INVITE | |
| |---mmmmmm e > |
| | (2) 100 Trying | |
| | <---mmmmmme e | |
| | | |
| | | (3) GET |
| N R Ot >
| | | (4) 200 OK [VXM] |
: : A |
| | (5) 200 OK [offerl] | |
| | <---mommmiie s | |
| | (6) ACK [answer1l:0] | |
| (7) INVITE [----mmmm e >| |
| <-----mmooeeeoo oo | | |
| (8) 200 OK [offer2] | | |
I > (9) INVITE [offer2'] | |
N ROt > |
| | (10) 100 Trying | |
| | <-----mmmeemo | |
| | (11) 200 OK [answer 2] | |
| (12) ACK [answer2] | <-----------mmommnnn- | |
| <---mmmmmieee oo | (13) ACK | |
| I >| (execute |
| (14) RTP/ SRTP | Voi cexXM. |
[ oo | application) |
| | | |
| mpl enentation detail: offer2’ is derived fromoffer2 -- it
duplicates the mlines and a-lines fromoffer2. However, offer2’

differs fromoffer2 since it nust contain the sane o-line as used in

answer1: 0 but with the versi on nunber

has nore mlines than offer2,
(rejected) mlines.

Bur ke & Scott

St andards Track
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2.6.3. NMRCP Establishnent

Medi a Resource Control Protocol (MRCP) [ MRCPv2] is a protocol that
enabl es clients such as a VoiceXM. Media Server to control nedia
service resources such as speech synthesizers, recognizers,
verifiers, and identifiers residing in servers on the network.

The exanple below illustrates how a Voi ceXM. Medi a Server may
establish an MRCP session in response to an initial |NVITE

Voi ceXM. HTTP
User Medi a VRCPv 2 Appl i cation
Agent Server Server Server

| | |
| (1) INVITE [offerl] |

|
K

R L LGLCELEEEEEE PP PP PRER |
|

|

|

|

| |

| (6) 200 OK [answer 2] |

| <---mmmmmme e | |

| | |

| (7) ACK | |

[=--mmmmmm e >I I

| (8) MRCP connection | |

| <----mmmmmee e >| |

(9) 200 XK [answer1] | | |
Srmmmmeeeneieee | | |
| | |

(10) ACK | | |
| |

| |

| |

|

|
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In this exanple, the VoiceXM. Media Server is responsible for
establishing a session with the MRCPv2 Medi a Resource Server prior to
sendi ng the 200 OK response to the initial INVITE. The Voi ceXM
Media Server will performthe appropriate offer/answer with the
MRCPv2 Medi a Resource Server based on the SDP capabilities of the
Application Server and the MRCPv2 Medi a Resource Server. The

Voi ceXM. Media Server will change the offer received fromstep 1 to
establish an MRCPv2 session in step (5) and will re-wite the SDP to
include an mline for each MRCPv2 resource to be used and ot her
required SDP nodifications as specified by MRCPv2. Once the Voi ceXM
Medi a Server performs the offer/answer with the MRCPv2 Medi a Resource
Server, it will establish an MRCPv2 control channel in step (8). The
MRCPv2 resource is deallocated when the Voi ceXM. Media Server
receives or sends a BYE (not shown).

3. Media Support

This section describes the nandatory and optional nedia support
required by this interface.

3.1. O fer/Answer

The Voi ceXM. Medi a Server MJIST support the standard of fer/answer
mechani sm of [RFC3264]. |In particular, if an SDP offer is not
present in the INVITE, the VoiceXM. Media Server will nmake an offer
in the 200 OK response listing its supported codecs.

3.2. Early Media

The VoiceXM. Medi a Server NMAY support early establishnent of nedia
streans as described in [RFC3960]. This allows the Application
Server to establish nmedia streans between a User Agent and the

Voi ceXML. Media Server in parallel with the initial VoiceXM. docunent
bei ng processed (which may involve dynam c Voi ceXM. page generation
and interaction with databases or other systens). This is useful
primarily for mininmzing the delay in starting a Voi ceXM. Sessi on
particularly in cases where a session with the User Agent already
exists but the nedia stream associated with that session needs to be
redirected to a Voi ceXM. Medi a Server

The followi ng fl ow denonstrates the use of early nedia (using the
Gat eway nodel defined in [ RFC3960]):
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SIP Voi ceXM. HTTP
User Application Medi a Appl i cation
Agent Server Server Server

.. (existing session). .| |

application)

|
| |
| | (1) INVITE | |
| R At > |
I I I(Z) HTTP GET I
.................. >
| | (3) 183 [offer] |
| (4) re-INVITE [offer] |<------------------ | |
| <o | |
| (5) 200 OK [answer] | | |
|- > | |
| (6) ACK | | |
| <o | | |
| | (7) PRACK [answer] |
I R > |
I | (8) PRACK 200 OK | |
| | < | |
| (9) RTP/ SRTP | | I
T R | |
| | | (10) 200 OK [ VXM] |
| | R
| | | |
| | (11) 200 OK | |
| | <o | |
| | (12) ACK |
| I >| (execute |
| |
| |
| |

|
|
| VoicexXM
|
|

Al t hough [ RFC3960] prefers the use of the Application Server nodel
for early nedia over the Gateway nodel, the primary issue with the
Gateway nodel -- forking -- is significantly |ess common when i ssuing
requests to VoiceXM. Media Servers. This is because Voi ceXM. Medi a
Servers respond to all requests with 200 OK responses in the absence
of unusual errors, and they typically do so within several hundred
mlliseconds. This nakes themunlikely targets in forking scenarios,
since alternative targets of the forking process would virtually
never be able to respond nore quickly than an autonated system

unl ess they are thensel ves autonated systens -- in which case, there
is little point in setting up a response tine race between two
automat ed systems. |Issues with ringing tone generation in the

Gat eway nodel are also mtigated, both by the typically quick 200 OK
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response tinme, and because this specification nmandates that no nedi a
packets are generated until the receipt of an ACK (thus elimnating
the need for the User Agent to perform nmedi a packet analysis).

Note that the offer of early nedia by a VoiceXM. Media Server does
not inply that the referenced Voi ceXM. application can al ways be
fetched and executed successfully. For instance, if the HTTP
Application Server were to return a 4xx response in step 10 above, or
if the provided VoiceXM. content was not valid, the VoiceXM. Media
Server would still return a 500 response (as per Section 2.2). At
this point, it would be the responsibility of the Application Server
to tear down any nedi a streans established with the nedia server

3.3. Mdifying the Media Session

The Voi ceXM. Media Server MJST allow the nedia session to be nodified
via a re-1NVITE and SHOULD support the UPDATE net hod [ RFC3311] for
the sane purpose. In particular, it MJST be possible to change
streans between sendrecv, sendonly, and recvonly as specified in

[ RFC3264] .

Unidirectional streans are useful for announcenent- or |istening-only
(hotword). The preferred nmechanismfor putting the nedia session on
hold is specified in [RFC3264], i.e., the UA nodifies the streamto
be sendonly and nutes its own stream Modification of the nedia
session does not affect VoiceXM application execution (except that
recognition actions initiated while on hold will result in noinput

ti meouts).

3.4. Audio and Vi deo Codecs

For the purposes of achieving a basic level of interoperability, this
section specifies a mniml subset of codecs and RTP [ RFC3550]
payl oad formats that MJST be supported by the Voi ceXM. Medi a Server.

For audi o-only applications, G 711 nu-law and A-l aw MJST be supported
usi ng the RTP payload type 0 and 8 [ RFC3551]. O her codecs and
payl oad formats MAY be support ed.

Vi deo tel ephony applications, which enploy a video streamin addition
to the audio stream are possible in VoiceXM. 2.0/2.1 through the use
of multinedia file container formats such as the .3gp [TS26244] and
.mp4 formats [| EC14496-14]. Video support is optional for this
specification. |f video is supported then

1. H. 263 Baseline [RFC4629] MJST be supported. For |egacy reasons,

the 1996 version of H 263 MAY be supported using the RTP payl oad
format defined in [ RFC2190] (payl oad type 34 [ RFC3551]).
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2. Adaptive Milti-Rate (AMR) narrow band audi o [ RFC4867] SHOULD be
support ed.

3. MPEG 4 video [ RFC3016] SHOULD be support ed.

4. MPEG 4 Advanced Audi o Coding (AAC) audi o [ RFC3016] SHOULD be
support ed.

5. O her codecs and payl oad formats MAY be supported.

Vi deo record operations carried out by the VoiceXM. Medi a Server
typically require receipt of an intra-franme before the recording can
comence. The Voi ceXML Media Server SHOULD use the mechani sm
described in [RFC4585] to request that a new intra-frane be sent.

Since sonme applications may choose to transfer confidenti al
i nformati on, the VoiceXM. Media Server MJST support Secure RTP (SRTP)
[ RFC3711] as discussed in Section 9.

3.5. DIMF

DTMF events [ RFC4A733] MJST be supported. Wen the User Agent does
not indicate support for [RFC4733], the VoiceXM. Media Server MAY
perform DTMF detection using other neans such as detecting DIMF tones
in the audio stream |Inplenmentation note: the reason only [ RFC4733]
t el ephone-events nust be used when the User Agent indicates support
of it is to avoid the risk of double detection of DIMF if detection
on the audi o stream was si mul taneously appli ed.

4, Returning Data to the Application Server

This section discusses the nechanisns for returning data (e.qg.
collected utterance or digit information) fromthe Voi ceXM. Medi a
Server to the Application Server.

4.1. HITP Mechani sm

At any tine during the execution of the VoiceXM. application, data
can be returned to the Application Server via HITP using standard

Voi ceXM. el ements such as <submit> or <subdialog> Notably, the
<data> element in VoiceXM. 2.1 [VXM.21] allows data to be sent to the
Application Server efficiently without requiring a Voi ceXM. page
transition and is ideal for short VoiceXM. applications such as
"pronpt and collect".

For nost applications, it is necessary to correlate the information

bei ng passed over HITP with a particul ar Voi ceXM. Session. One way
this can be achieved is to include the SIP Call-1D (accessible in
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Voi ceXM. vi a the session. connection. protocol.sip. headers array)
within the HTTP POST fields. Alternatively, a unique "POST-back UR"
can be specified as an application-specific URI paraneter in the
Request-URI of the initial INVITE (accessible in VoiceXM via the
sessi on. connecti on. protocol . si p.requesturi array).

Since sone applications my choose to transfer confidenti al
i nformati on, the VoiceXM. Media Server MJST support the https: schene
as discussed in Section 9.

4.2. SIP Mechani sm

Data can be returned to the Application Server via the expr or
namel i st attribute on <exit> or the nanelist attribute on

<di sconnect>. A VoiceXM. Medi a Server MJST support encodi ng of the
expr/nanelist data in the nmessage body of a BYE request sent fromthe
Voi ceXML Media Server as a result of encountering the <exit> or

<di sconnect > el ement. A VoiceXM. Medi a Server MAY support inclusion
of the expr/nanelist data in the nessage body of the 200 OK nessage
in response to a received BYE request (i.e., when the Voi ceXM.
application responds to the connection. di sconnect. hangup event and
subsequently executes an <exit> elenent with the expr or naneli st
attribute specified).

Not e that sending expr/nanelist data in the 200 OK response requires
that the VoiceXM. Media Server delay the final response to the

recei ved BYE request until the VoiceXM. application’s post-disconnect
final processing state termnates. This mechanismis subject to the
constraint that the VoiceXM. Medi a Server nust respond before the
User Agent Client’'s (UAC s) tinmer F expires (defaults to 32 seconds).
Moreover, for unreliable transports, the UACwill retransnmt the BYE
request according to the rules of [RFC3261]. The Voi ceXM. Medi a
Server SHOULD i npl enent the recomrendati ons of [ RFC4320] regarding
when to send the 100 Trying provisional response to the BYE request.

If a VoiceXM. application executes a <di sconnect> [VXM.21] and then
subsequently executes an <exit> with nanelist information, the
nanelist information fromthe <exit> elenment is discarded.

Nanmel i st variables are first converted to their "JSON val ue"

equi val ent [ RFC4627] and encoded in the nessage body using the
application/ x-wwformurlencoded format content type [HTM.4]. The
behavi or resulting fromspecifying a recording variable in the
namel i st or an ECMAScript object with circular references is not
defined. |If the expr attribute is specified on the <exit> el enent
instead of the nanelist attribute, the reserved nane _ _exit is used.
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To allow the Application Server to differentiate between a BYE
resulting froma <disconnect> fromone resulting froman <exit>, the
reserved nane __reason is used, with a value of "disconnect" (without
brackets) to reflect the use of VoiceXM'’s <di sconnect> el enent, and
a value of "exit" (without brackets) to an explicit <exit> in the

Voi ceXM. docunent. |If the session ternminates for other reasons (such
as the nedia server encountering an error), this paraneter nay be
omtted, or nay take on platformspecific values prefixed with an

under score.

This specification extends the application/x-wweformurlencoded by
repl acing non-ASClI | characters with one or nore octets of the UTF-8
representation of the character, with each octet in turn replaced by
%1H, where HH represents the uppercase hexadeci mal notation for the
octet value and %is a literal character. As a consequence, the
Content - Type header field in a BYE nessage containi ng expr/naneli st
data MJST be set to application/x-wweformurl encoded; charset=utf-8

The follow ng tabl e provides some exanpl es of <exit> usage and the
correspondi ng result content.

| <exit> Usage | Result Content |
| oo | oo |
| <exit/> | _ _reason=exit |
| <exit expr="5"/> | __exit=5& reason=exit |
| <exit expr="'done'"/> | __exit="done"& reason=exit |
| <exit expr="userAut horized"/> | exit=true& _reason=exit

| <exit namelist="pin errors"/> | pin=1234&errors=0& reason=exit

assunming the follow ng VoiceXM. variabl es and val ues:
user Aut hori zed = true
pin = 1234
errors =0

For exanpl e, consider the Voi ceXM. sni ppet:
<exit nanelist="id pin"/>

If id equals 1234 and pin equals 9999, say, the BYE nessage woul d
ook sinmilar to:
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BYE si p: user @c33. exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP 192.0. 2. 4; branch=z9hG4bKnashds10

Max- Forwards: 70

From sip:dial og@xanpl e. com t ag=a6c85cf

To: sip:user @xanpl e. comtag=1928301774

Cal |l -1 D: a84b4c76e66710

CSeq: 231 BYE

Cont ent - Type: application/ x-ww-form url encoded; charset=utf-8
Content-Length: 30

i d=1234&pi n=9999& reason=exit

Since sone applications my choose to transfer confidenti al
i nformati on, the VoiceXM. Media Server MJST support the S/IM M=
encodi ng of SIP nessage bodi es as discussed in Section 9.

5. Qutbound Calling

Qut bound calls can be triggered via the Application Server using
third-party call control [RFC3725].

Flow IV from [ RFC3725] is recommended in conjunction with the
Voi ceXML Session preparati on nechanism This flow has severa
advant ages over others, nanely:

1. Selection of a VoiceXM. Media Server and preparation of the
Voi ceXM. application can occur before the call is placed to avoid
the cal |l ee experienci ng del ays.

2. Avoidance of timng difficulties that could occur with other
flows due to the tine taken to fetch and parse the initial
Voi ceXM. docunent .

3. The flowis |IPv6e conpatible.

An exanple flow for an Application-Server-initiated outbound call is
provided in Section 2.6. 2.

6. Call Transfer

VWhile VoiceXM. is at its core a dialog |anguage, it al so provides
optional call transfer capability. VoiceXM's transfer capability is
particularly suited to the PSTN | VR Servi ce Node use case descri bed
in Section 1.1.2. It is NOT RECOMWENDED to use VoiceXM.'s cal
transfer capability in networks involving Application Servers.

Rat her, the Application Server itself can provide call routing
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functionality by taking signaling actions based on the data returned
toit fromthe Voi ceXM. Media Server via HTTP or in the SIP BYE
nessage

If VoiceXM transfer is supported, the nechani smdescribed in this
section MJST be enployed. The transfer flows specified here are

sel ected on the basis that they provide the best interworking across
a wide range of SIP devices. CCXM.<->VoiceXM inplementations, which
require tight-coupling in the formof bidirectional eventing to
support all transfer types defined in VoiceXM., may benefit from

ot her approaches, such as the use of SIP event packages [ RFC3265].

In what follows, the provisional responses have been omitted for
clarity.

6.1. Blind

The blind-transfer sequence is initiated by the VoiceXM. Medi a Server
via a REFER nessage [ RFC3515] on the original SIP dialog. The

Ref er-To header contains the URI for the called party, as specified
via the dest or destexpr attributes on the VoiceXM. <transfer> tag.

If the REFER request is accepted, in which case the Voi ceXM. Medi a
Server will receive a 2xx response, the VoiceXM. Media Server throws
t he connection. di sconnect.transfer event and will terminate the

Voi ceXM. Session with a BYE nmessage. For blind transfers,

i mpl enent ati ons MAY use [RFC4488] to suppress the inplicit
subscription associated with the REFER nessage.

If the REFER request results in a non-2xx response, the <transfer>'s
formitemvariable (or event raised) depends on the SIP response and
is specified in the following table. Note that this indicates that
the transfer request was rejected.

| 404 Not Found | error.connection. baddestination

| 405 Method Not Allowed | error.unsupported.transfer.blind

| 503 Service Unavailable | error.connection.noresource |
| (No response) | network_busy |
| (Ot her 3xx/4xx/5xx/6xx) | unknown
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An exanple is illustrated bel ow (provisional responses and NOTI FY
messages corresponding to provisional responses have been onmtted for
clarity).

User Agent 1 Voi ceXM. User Agent 2
(Caller) Medi a Server (Call ee)

| |
| (0) RTP/ SRTP |

|
1) REFER | <transfer>

If the aai or aaiexpr attribute is present on <transfer>, it is
appended to the Refer-To URI as a paraneter naned "aai" in the REFER
met hod. Reserved characters are URL-encoded as required for SIP/SIPS
URI's [ RFC3261]. The napping of values outside of the ASCII range is
pl at f orm specifi c.

6.2. Bridge
The bridge transfer function results in the creation of a snall
mul ti-party session involving the Caller, the VoiceXM. Media Server,

and the Callee. The VoiceXM. Media Server invites the Callee to the
session and will eject the Callee if the transfer is term nated.
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If the aai or aaiexpr attribute is present on <transfer>, it is
appended to the Request-URI in the INVITE as a URl paraneter naned
"aai". Reserved characters are URL-encoded as required for SIP/SIPS
URIs [ RFC3261]. The nmappi ng of values outside of the ASCII range is
pl at f orm specifi c.

During the transfer attenpt, audio specified in the transferaudio
attribute of <transfer> is streamed to User Agent 1. A Voi ceXM
Medi a Server MAY play early nedia received fromthe Callee to the
Caller if the transferaudio attribute is omtted.

The bridge transfer sequence is illustrated below. The VoiceXM
Media Server (acting as a UAC) nakes a call to User Agent 2 with the
same codecs used by User Agent 1. Wen the call setup is conplete,
RTP fl ows between User Agent 2 and the VoiceXM. Media Server. This
streamis mxed with User Agent 1's.

User Agent 1 Voi ceXM. User Agent 2
(Caller) Medi a Server (Call ee)
| | |
| (0) RTP/ SRTP |

|
[ I I
<transfer>| (1)INVITE [offer] |
|
|

R >
| (2) 200 K [answer]
IS
------------------ >|
| (4) RTP/ SRTP |

|

|

|

|

|

| | (3) ACK |

| |

| .

| MX | |

| (0) +(4) | |
If a final response is not received fromUser Agent 2 fromthe INVITE
and the connecttineout expires (specified as an attribute of
<transfer>), the VoiceXM. Media Server will issue a CANCEL to
term nate the transaction and the <transfer>'s formitemvariable is
set to noanswer.

If INVITE results in a non-2xx response, the <transfer>s formitem

vari able (or event raised) depends on the SIP response and is
specified in the follow ng table.
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| 404 Not Found | error.connection.baddestination

| 405 Method Not Allowed | error.unsupported.transfer.bridge

| 408 Request Ti neout | noanswer

| 486 Busy Here | busy

| 503 Service Unavailable | error.connection.noresource |
| (No response) | network_busy |
| | |

(O her 3xx/4xx/ 5xx/ 6xx) unknown

Once the transfer is established, the VoiceXM. Media Server can
"listen" to the nmedia streamfrom User Agent 1 to perform speech or
DTMF hot word, which when matched results in a near-end di sconnect,
i.e., the VoiceXM. Media Server issues a BYE to User Agent 2 and the
Voi ceXM. application continues with User Agent 1. A BYE will also be
issued to User Agent 2 if the call duration exceeds the maxi num
duration specified in the nmaxtinme attribute on <transfer>.

If User Agent 2 issues a BYE during the transfer, the transfer

term nates and the VoiceXM. <transfer>'s formitemvariabl e receives
the value far_end_disconnect. |If User Agent 1 issues a BYE during
the transfer, the transfer term nates and the Voi ceXM. event
connection. di sconnect.transfer is thrown.

6.3. Consultation

The consultation transfer (also called attended transfer [RFC5359])
is simlar to a blind transfer except that the outconme of the
transfer call setup is known and the Caller is not dropped as a
result of an unsuccessful transfer attenpt.

Consul tation transfer comences with the sane flow as for bridge
transfer except that the RTP streans are not m xed at step (4) and
error.unsupported.transfer.consultation supplants
error.unsupported.transfer.bridge. Assuming a new SIP dialog with
User Agent 2 is created, the remainder of the sequence follows as
illustrated bel ow (provisional responses and NOTI FY nessages
correspondi ng to provisional responses have been onmitted for
clarity). Consultation transfer makes use of the Replaces: header
[ RFC3891] such that User Agent 1 calls User Agent 2 and repl aces the
latter’s SIP dialog with the VoiceXM. Media Server with a new SIP
di al og between the Caller and Call ee.
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User Agent 1 Voi ceXM. User Agent 2
(Caller) Medi a Server (Callee)

| | |

| (0) RTP/ SRTP | |

| | (4) RTP/ SRTP
| |

| |
| <o oem e | |
| |

|

| (7) INVITE Repl aces: ns1. exanpl e. con

| | (11) BYE |

| | <o |

| [ (12) 200 XK |

| [---------------- >| Stop
| (13) NOTI FY | | RTP (4)
|- > |

| (14) 200 &K | |

| <o | |

| (15) BYE | |

| <o | |

| (16) 200 K | |
[--------mmm oo >| Stop |

| | RTP (0) |

If a response other than 202 Accepted is received in response to the
REFER request sent to User Agent 1, the transfer term nates and an
error.unsupported.transfer.consultation event is raised. In
addition, a BYE is sent to User Agent 2 to ternminate the established
out bound | eg.

The Voi ceXM. Medi a Server uses receipt of a NOTIFY nessage with a

si pfrag nessage of 200 OK to determine that the consultation transfer
has succeeded. Wien this occurs, the connection.di sconnect.transfer
event will be thrown to the VoiceXM application, and a BYE is sent
to User Agent 1 to terninate the session. A NOIlIFY nessage with a
non-2xx final response sipfrag nessage body will result in the
transfer termnating and the associated VoiceXM input itemvariable
being set to 'unknown’. Note that as a consequence of this
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mechani sm inplenmentati ons MJUST NOT use [ RFC4488] to suppress the
inmplicit subscription associated with the REFER nessage for
consul tation transfers.
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9. Security Considerations

Exposi ng a Voi ceXM. nedi a service with a well-known address may
enhance the possibility of exploitation (for exanple, an invoked
network service may trigger a billing event). The VoiceXM. Medi a
Server is RECOWENDED to use standard SI P nmechani sms [ RFC3261] to
aut henti cate requesting endpoi nts and authorize per |ocal policy.
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10.

11.

11.

Some applications may choose to transfer confidential information to
or fromthe VoiceXM. Media Server. To provide data confidentiality,
t he VoiceXM. Media Server MJST inplenent the sips: and https: schenes
in addition to S/M M nessage body encodi ng as described in

[ RFC3261] .

The Voi ceXM. Medi a Server MJUST support Secure RTP (SRTP) [RFC3711] to
provide confidentiality, authentication, and replay protection for
RTP nmedi a streans (including RTCP control traffic).

To mtigate the possibility of denial-of-service attacks, the

Voi ceXM. Medi a Server is RECOMMENDED (in addition to authenticating
and aut hori zi ng endpoi nts descri bed above) to provide nechani sns for
i mpl ementing |l ocal policies such as the time-linmting of Voi ceXM
application execution.

| ANA Consi derations
| ANA has registered the follow ng paraneters in the SIP/SIPS URI

Paraneters registry, followi ng the Specification Required policy of
[ RFC3969] :

Par anet er Nane Pr edefi ned Val ues Ref er ence
mexage No RFC 5552
nmaxst al e No RFC 5552
met hod "get" / "post" RFC 5552
post body No RFC 5552
cexm No RFC 5552
aai No RFC 5552
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Appendi x A, Notes on Nornmative References

W make a "downref" normative reference to [ RFC4627] -- an
I nf ormati onal docunent describing a proprietary (but extrenely
popul ar) format.
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