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Extensi on for Storing Del egated Credential s

Abstract

Thi s docunent defines a new function for the Generic Security Service
Application ProgramInterface (GSS-APl), which allows applications to
store delegated (and other) credentials in the inplicit GSS-API
credential store. This is needed for GSS-API applications to use

del egated credentials as they would use other credentials.

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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1. Introduction

The GSS- APl [RFC2743] clearly assunes that credentials exist in an
inplicit store whence they can be acquired using GSS Acquire_cred()
and GSS_Add_cred() or through use of the default credential.

Multiple credential stores nmay exist on a given host, but only one
store may be accessed by GSS Acquire_cred() and GSS Add cred() at any
given tinme.

Thi s assunption can be seen in Sections 1.1.1.2 and 1.1.1.3 of
[ RFC2743] as well as in Section 3.5 of [RFC2744].

Applications may be able to change the credential store from which
credentials can be acquired, either by changing user contexts (where
the applications have the privilege to do so) or by other neans
(where a user may have nultiple credential stores).

Sonme GSS- APl acceptor applications always change user contexts, after
accepting a GSS-APlI security context and naki ng appropriate

aut hori zation checks, to the user context corresponding to the
initiator principal name or to a context requested by the initiator
The means by which credential stores are nmanaged are generally beyond
the scope of the GSS-API

In the case of del egated credential handl es however, such credentials
do not exist in the acceptor’s credential store or in the credentia
stores of the user contexts to which the acceptor application m ght
change. The GSS- APl provides no nechani sm by which del egat ed
credential handles can be nade avail able for acquisition through

GSS Acquire cred()/GSS_Add cred(). The GSS-API al so does not provide
any credential inmport/export interfaces |like the GSS-APlI context

i mport/export interfaces.

Thus, acceptors are linmted to making only direct use of del egated
credential handles and only with GSS Init_sec_context(),

GSS Inquire _cred*(), and GSS Rel ease cred(). This limtation is
particularly onerous on Unix systens where a call to exec() to
repl ace the process inmage obliterates any del egated credentials
handl e that may exist in that process.

In order to nmake del egated credentials generally as useful as
credentials that can be acquired with GSS Acquire_cred() and

GSS Add _cred(), a primtive is needed that allows storing of
credentials in the inplicit credential store. W call this prinitive
"GSS_Store_cred()".
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2.

Conventions Used in This Docunment
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

GSS Store_cred()
| nput s:

0o 1input_cred_handl e CREDENTI AL HANDLE, -- credential to store; MJST
NOT be GSS_C _NO _CREDENTI AL.

0 cred_usage | NTEGER -- 0=I N Tl ATE- AND- ACCEPT, 1=I NI TI ATE- O\LY,
2=ACCEPT- ONLY.

0 desired _nmech_element OBJECT IDENTIFIER, -- if GSS C NULL O D, then
store all the elenents of the input_cred _handl e, otherw se, store
only the el enent of the correspondi ng nechani sm

0 overwite_cred BOOLEAN, -- if TRUE, replace any credential for the
same principal in the credential store.

0 default _cred BOOLEAN -- advisory input; if TRUE, neke the stored
credential available as the default credential (for acquisition
with GSS_C NO NAME as the desired nane or for use as
GSS_C _NO_CREDENTI AL) .

Cut put s:

0 mmjor_status | NTEGER

0o mnor_status | NTEGER

o0 nech_elenments_stored SET OF OBJECT I DENTI FIER, -- the set of
mechani sm O Ds for which credential elenments were successfully
st or ed.

0 cred_usage_stored INTEGER -- |ike cred_usage, but indicates what

kind of credential was stored (useful when the cred_usage input
paraneter is set to | N Tl ATE- AND- ACCEPT) .

Return maj or _status codes:

0 GSS_ S COWLETE indicates that the credentials were successfully
st or ed.
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0 GSS S CREDENTI ALS EXPI RED i ndicates that the input credentials had
expired or expired before they could be stored.

0 GSS S NO CRED indicates that no input credentials were given

0 GSS S UNAVAI LABLE indicates that the credential store is not
avai |l abl e.

0 GSS_S DUPLI CATE_ELEMENT indicates that an el enent of the input
credential could not be stored because a credential for the sane
principal exists in the current credential store and the
overwrite cred input argunent was FALSE

0 GSS S FAILURE indicates that the credential could not be stored
for some other reason. The minor status code may provide nore
information if a non-GSS C NULL O D desired _nech_el ement was
gi ven.

GSS Store cred() is used to store, in the current credential store, a
given credential that has either been acquired froma different
credential store or been accepted as a del egated credenti al

Speci fic nechani smel enents of a credential can be stored one at a
tinme by specifying a non-GSS C NULL_O D nechanism O D as the

desired _nech_el ement input argunent; in which case, the m nor status
out put SHOULD have a nechani smspecific val ue when the major status
is not GSS_S COWPLETE.

The initiator, acceptor, or both usages of the input credential may
be stored as per the cred_usage input argunent.

The credential elenments that were actually stored, when the major
status is GSS_ S COWLETE, are indicated through the cred_usage_stored
and nech_el enents_stored function outputs.

If credentials already exist in the current store for the principa
of the input_cred _handl e, then those credentials are not replaced
with the input credentials unless the overwite cred input argunent
i s TRUE.

In the GSS-API, the default credential can be used by using

GSS _C NO CREDENTI AL or a CREDENTI AL handl e acquired by calling

GSS Acquire cred() or GSS Add cred() with the desired_nane input set
to GSS_C_NO_NAME

If the default_cred input argunment is TRUE, and the input credentia

can be successfully stored, then the input credential SHOULD be
stored as the default credential (see above).
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If the current credential store has no default credential (see
above), then the inplenentation MAY nmake the stored credentials
avail abl e as the default credential regardl ess of the value of the
default _cred input argument.

4. C-Bindings

The C-Bindings for GSS Store cred() nmake use of types fromand are
desi gned based on the style of the GSS-APlIv2 C Bindings [ RFC2744].

OM ui nt 32 gss_store_cred(

OM ui nt 32 *m nor _st at us,
gss_cred_id_t i nput _cred_handl e,
gss_cred_usage t cred_usage,

const gss_QAD desired_nech,
OM ui nt 32 overwite cred,
OM ui nt 32 default _cred,
gss_QA D set *el ements_stored,

gss_cred_usage t *cred_usage_stored)
Figure 1

The two bool ean argunments, 'overwite cred’” and 'default_cred , are
typed as OM uint32; 0 corresponds to FALSE, non-zero val ues

correspond to TRUE.
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5. Exampl es

The intended usage of GSS Store_cred() is to nake del egated
credentials available to child processes of GSS-APlI acceptor
applications. Exanple pseudo-code:

/
<GSS Accept _sec_context() loop resulting in GSS S COVWPLETE,
an initiator nanme (hereafter, "src_name") and a del egated
credential handle (hereafter "del eg_cred").>

<"requested usernane" is a usernane derived fromthe
initiator nane or explicitly requested by the initiator
application.>

L R R

~

if (authorize_gss_client(src_nane, requested usernane)) {
/*
* For Unix-type platfornms this may nean calling setuid() and
* it may or may not al so nean setting/unsetting such

* environnent vari abl es as KRB5CCNAME and what not -- al
* OS-specific details.
* [

i f (change_user_context (requested_usernane))
(void) gss_store_cred(&n nor_status, deleg cred,
GSS _C I NI TI ATE, actual _mech,
0, 1, NULL, NULL);

}

el se ..
}
el se ..

6. Security Considerations

Acceptor applications MIST only store del egated credentials into
appropriate credential stores and only after proper authorization of
the authenticated initiator principal to the requested service(s).

Acceptor applications that have no use for del egated credentials MJST
rel ease them (such acceptor applications that use the GSS-APlI C

Bi ndi ngs nmay sinply provide a NULL val ue for the

del egated_cred_handl e argunent to gss_accept _sec_context()).
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