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Internet Mail Architecture
Abstract

Over its thirty-five-year history, Internet Mail has changed
significantly in scale and conplexity, as it has becone a gl oba
infrastructure service. These changes have been evol utionary, rather
than revolutionary, reflecting a strong desire to preserve both its
installed base and its useful ness. To collaborate productively on
this large and complex system all participants need to work froma
common view of it and use a conmon | anguage to describe its
conponents and the interactions anong them But the nmany differences
in perspective currently make it difficult to know exactly what

anot her participant neans. To serve as the necessary conmon frane of
reference, this docunent describes the enhanced |Internet Mail
architecture, reflecting the current service.
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1. Introduction

Over its thirty-five-year history, Internet Mail has changed
significantly in scale and conplexity, as it has beconme a gl oba
infrastructure service. These changes have been evol utionary, rather
than revolutionary, reflecting a strong desire to preserve both its
installed base and its useful ness. Today, Internet Mail is

di stingui shed by nmany i ndependent operators, many different
components for providing service to Users, as well as many different
components that transfer nessages.

The underlying technical standards for Internet Ml conprise a rich
array of functional capabilities. These specifications formthe
core:

* Sinple Mail Transfer Protocol (SMIP) ([RFC0821], [RFC2821],
[ RFC5321]) noves a nessage through the Internet.

* Internet Mail Format (I MF) ([RFC0733], [RFC0822], [RFC2822],
[ RFC5322]) defines a message object.

* Ml tipurpose Internet Mail Extensions (M M) [RFC2045] defines
an enhancenment to the nessage object that permts using
nmul timedi a attachments.

Public collaboration on technical, operations, and policy activities
of email, including those that respond to the chall enges of emai
abuse, has brought a rmuch w der range of participants into the
techni cal community. To collaborate productively on this |arge and
conpl ex system all participants need to work froma comon vi ew of
it and use a conmon | anguage to describe its conponents and the

i nteractions anong them But the many differences in perspective
currently make it difficult to know exactly what another partici pant
neans.

It is the need to resolve these differences that notivates this
docunent, which describes the realities of the current system
Internet Mail is the subject of ongoing technical, operations, and
policy work, and the discussions often are hindered by different
nmodel s of emmil-service design and different nmeanings for the sane
terns.

To serve as the necessary common frane of reference, this docunent

descri bes the enhanced Internet Miil architecture, reflecting the
current service. The docunent focuses on
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* Capturing refinenents to the enmail nodel
* (darifying functional roles for the architectural conponents
* (darifying identity-related issues, across the email service

* Defining termnology for architectural conponents and their
i nteractions

H story

The first standardi zed architecture for networked enmmil specified a
simple split between the user world, in the formof Message User
Agents (MJAs), and the transfer world, in the formof the Message
Handl i ng Service (MHS), which is conposed of Message Transfer Agents
(MrAs) [ RFC1506]. The IMHS accepts a nessage from one User and
delivers it to one or nore other Users, creating a virtual MJA-to- MJA
exchange environnent.

As shown in Figure 1, this architecture defines two |ogical |ayers of
interoperability. One is directly between Users. The other is anong
the conponents along the transfer path. |In addition, there is
interoperability between the layers, first when a nessage is posted
fromthe User to the MHS and later when it is delivered fromthe MiS
to the User.

The operational service has evol ved, although core aspects of the
service, such as mail box addressing and nessage format style, remain
remarkably constant. The original distinction between the user |eve
and transfer level remains, but with elaborations in each. The term
"Internet Mail" is used to refer to the entire collection of user and
transfer conponents and services.

For Internet Mail, the term"end-to-end" usually refers to a single
posting and the set of deliveries that result froma single transit
of the WMHS. A conmmopn exception is group dial ogue that is nediated
through a Mailing List; in this case, two postings occur before

i ntended Recipients receive an Author’s nessage, as discussed in
Section 2.1.4. In fact, sonme uses of email consider the entire emai
service, including Author and Recipient, as a subordi nate conponent.
For these services, "end-to-end" refers to points outside the emi
service. Exanples are voicenmail over enmmil [RFC3801], ED
(Electronic Data |Interchange) over enmail [RFCL767], and facsinile
over emunil|l [RFC4142].
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Figure 1: Basic Internet Mail Service Model
End-to-end Internet Mail exchange is acconplished by using a
standardi zed infrastructure with these conponents and
characteristics:
* An enmil object
* G obal addressing

* An asynchronous sequence of point-to-point transfer nmechanisns

*  No requirenent for prior arrangenent between MIAs or between
Aut hors and Reci pi ents

* No requirenent for prior arrangenent between point-to-point
transfer services over the open Internet
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*  No requirenment for Author, Oiginator, or Recipients to be
online at the sanme tine

The end-to-end portion of the service is the email object, called a
"nmessage”. Broadly, the nessage itself distinguishes contro
i nformation, for handling, fromthe Author’s content.

A precept to the design of nail over the open Internet is pernmtting
User-to-User and MIA-to- MIA interoperability w thout prior, direct
arrangenent between the independent adninistrative authorities
responsi ble for handling a nessage. All participants rely on having
the core services universally supported and accessi ble, either
directly or through Gateways that act as translators between Internet
Mai |l and enmail environments confornming to other standards. G ven the
i mportance of spontaneity and serendipity in interpersona
communi cati ons, not requiring such prearrangenment between
participants is a core benefit of Internet Mail and remains a core
requirenent for it.

Wthin |localized networks at the edge of the public Internet, prior
admini strative arrangenent often is required and can include access
control, routing constraints, and configuration of the information
query service. Although Recipient authentication has usually been
required for nmessage access since the beginning of Internet Mail, in
recent years it also has been required for nessage subnission. In

t hese cases, a server validates the client’s identity, whether by
explicit security protocols or by inplicit infrastructure queries to
identify "local" participants.

1.2. The Role of This Architecture

An Internet service is an integration of related capabilities anong
two or nore participating nodes. The capabilities are acconplished
across the Internet by one or nore protocols. Wat connects a
protocol to a service is an architecture. An architecture specifies
how t he protocols inplenent the service by defining the |ogica
conmponents of a service and the rel ationshi ps anong them Fromthat
| ogical view, a service defines what is being done, an architecture
defines where the pieces are (in relation to each other), and a

prot ocol defines how particular capabilities are perforned.

As such, an architecture will nore fornmally describe a service at a
relatively high level. A protocol that inplenents sone portion of a
service will conformto the architecture to a greater or |esser
extent, depending on the pragmatic tradeoffs they make when trying to
i npl ement the architecture in the context of real-world constraints.
Failure to precisely follow an architecture is not a failure of the
protocol, nor is failure to precisely cast a protocol a failure of
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the architecture. Were a protocol varies fromthe architecture, it
will of course be appropriate for it to explain the reason for the
vari ance. However, such variance is not a mark agai nst a protocol
Happily, the | ETF prefers running code to architectural purity.

In this particular case, this architecture attenpts to define the

| ogi cal conponents of Internet enail and does so post hoc, trying to
capture the architectural principles that the current enail protocols
enmbody. To different extents, emmil protocols will conformto this
architecture nore or less well. Insofar as this architecture differs
fromthose protocols, the reasons are generally well understood and
are required for interoperation. The differences are not a sign that
protocols need to be fixed. However, this architecture is a best
attenpt at a logical nodel of Internet email, and insofar as new
protocol devel opnent varies fromthis architecture, it is necessary
for designers to understand those differences and explain them
careful ly.

1.3. Docunent Conventions

Ref erences to structured fields of a nessage use a two-part dotted
notation. The first part cites the docunent that contains the
specification for the field, and the second part is the nane of the
field. Hence <RFC5322.Fronk is the | M From header field in an
emai | content header, and <RFC5321. Mail Fronr is the address in the
SMIP "Mai | From' comand.

When occurring wthout the | M (RFC 5322) qualifier, header field
nanes are shown with a colon suffix. For exanple, From.

References to | abels for actors, functions or conponents have the
first letter capitalized.

2. Responsible Actor Roles

Internet Mail is a highly distributed service, with a variety of
Actors playing different roles. These Actors fall into three basic
types:

*  User

* Message Handling Service (IVHS)

*  ADm ni strative Managenent Domai n ( ADVD)
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Al though related to a technical architecture, the focus on Actors
concerns participant responsibilities, rather than functionality of
nmodul es. For that reason, the | abels used are different fromthose
used in classic diagrams of emmil architecture.

2.1. User Actors

Users are the sources and sinks of messages. Users can be peopl e,
organi zati ons, or processes. They can have an exchange that
iterates, and they can expand or contract the set of Users that
participate in a set of exchanges. 1In Internet Mail, there are four
types of Users:

* Aut hors

* Recipients

* Return Handl ers

* Mediators
Figure 2 shows the primary and secondary flows of messages anong

them As a pragmatic heuristic: User Actors can generate, nodify, or
| ook at the whol e nessage.
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Fi gure 2: Rel ationshi ps anon

g User Actors

From a User’s perspective, all nessage-transfer activities are
performed by a nonolithic Message Handling Service (MIS), eve

t he actua

n t hough

service can be provided by many i ndependent organi zations.
Users are custoners of this unified service.

Whenever any MHS Actor sends information back to an Author or
Oiginator in the sequence of handling a nessage, that Actor

User.

2.1. 1.

Aut hor

The Author is responsible for creating the nessage, its conte

its list of Recipient addresses.

the Author and delivers it to the Recipients. The MHS has an
Oiginator role (Section 2.2.1) that correlates with the Author role.

Crocker
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2.1.2. Recipient

The Recipient is a consumer of the delivered nessage. The MHS has a
Receiver role (Section 2.2.4) that correlates with the Reci pient
role. This is |abeled Recv in Figure 3.

Any Reci pi ent can cl ose the user-conmunication |oop by creating and
submitting a new nessage that replies to the Author. An exanple of
an automated formof reply is the Message Disposition Notification
(MDN), which infornms the Author about the Recipient’s handling of the
message. (See Section 4.1.)

2.1.3. Return Handl er

Al so called "Bounce Handler", the Return Handler is a special form of
Reci pi ent tasked with servicing notifications generated by the MHS as
it transfers or delivers the message. (See Figure 3.) These notices
can be about failures or conpletions and are sent to an address that
is specified by the Oiginator. This Return Handling address (al so
known as a Return Address) might have no visible characteristics in
conmmon with the address of the Author or Originator.

2.1.4. Medi at or

A Medi ator receives, aggregates, reformul ates, and redistributes
messages anong Aut hors and Recipients who are the principals in
(potentially) protracted exchanges. This activity is easily confused
with the underlying MHS transfer exchanges. However, each serves
very different purposes and operates in very different ways.

When mail is delivered to the Mediator specified in the
RFC5321. Rept To command for the origi nal nmessage, the MHS handles it
the same way as for any other Recipient. In particular, the MHS sees

each posting and delivery activity between sources and sinks as

i ndependent; it does not see subsequent re-posting as a continuation
of a process. Because the Mediator originates nessages, it can
receive replies. Hence, when submitting a refornul ated nessage, the
Medi ator is an Author, albeit an Author actually serving as an agent
of one or nore other Authors. So a Mediator really is a full-fledged
User. Mediators are considered extensively in Section 5.

A Mediator attenpts to preserve the original Author’s information in
the nmessage it refornulates but is pernmitted to nmake neani ngfu
changes to the nmessage content or envelope. The MHS sees a new
nmessage, but Users receive a nmessage that they interpret as being
from or at least initiated by, the Author of the original nessage.
The role of a Mediator is not limted to nmerely connecting ot her
participants; the Mediator is responsible for the new nessage.
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A Mediator’s role is conplex and contingent, for exanple, nodifying
and addi ng content or regulating which Users are allowed to

partici pate and when. The comon exanple of this role is a group
Mailing List. In a nore conmplex use, a sequence of Mediators could
perform a sequence of formal steps, such as review ng, nodifying, and
approvi ng a purchase request.

A Gateway is a particularly interesting formof Mediator. It is a
hybrid of User and Relay that connects heterogeneous mail services.
Its purpose is to emulate a Relay. For a detailed discussion, see
Section 2.2.3.

2.2. Message Handling Service (MHS) Actors

The Message Handling Service (MHS) perforns a single end-to-end
transfer on behalf of the Author to reach the Recipient addresses
specified in the original RFC5321. Rcpt To conmmands. Exchanges t hat
are either nediated or iterative and protracted, such as those used
for collaboration over time, are handl ed by the User Actors, not by
the MHS Actors. As a pragmatic heuristic MHS Actors generate,

nodi fy, or look at only transfer data, rather than the entire
nessage

Fi gure 3 shows the rel ationships anbng transfer participants in
Internet Mail. Although it shows the Originator (labeled Origin) as
distinct fromthe Author, and Receiver (labeled Recv) as distinct
from Reci pi ent, each pair of roles usually has the sane Actor
Transfers typically entail one or nore Relays. However, direct
delivery fromthe Oiginator to Receiver is possible. Intra-

organi zation nail services usually have only one Rel ay.
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Figure 3: Relationships anong MHS Actors
Ori gi nat or

The Originator ensures that a nmessage is valid for posting and then

submits it to a Rel ay.
Internet Mail standard
Oiginator can sinply review the nmessage for conformance and reject

or it can create sonme or all of the necessary

it if

it finds errors,

i nformati on. In effec
functions of the Mil

A nessage is valid if it conforns to both

s and | ocal operational policies.

The

t, the Oiginator is responsible for the

Submi ssi on Agent.

The Originator operates with dual allegiance. It serves the Author
and can be the sanme entity. But its role in assuring validity nmeans

t hat
| ocal

Crocker

it also represents the local operator of the MHS
ADm ni strative Managenent Domai n ( ADVD) .
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The Originator also perfornms any post-subni ssion, Author-related
admini strative tasks associated with message transfer and delivery.
Not abl y, these tasks pertain to sending error and delivery notices,
enforcing | ocal policies, and dealing with nessages fromthe Author
that prove to be problematic for the Internet. The Originator is
accountabl e for the nessage content, even when it is not responsible
for it. The Author creates the nessage, but the Oiginator handles
any transm ssion issues with it.

2.2.2. Relay

The Relay perforns MHS-1evel transfer-service routing and store-and-
forward by transmitting or retransmitting the nmessage to its

Reci pients. The Relay adds trace information [ RFC2505] but does not
nodi fy the envel ope information or the nessage content semantics. |t
can nodi fy message content representation, such as changing the form
of transfer encoding frombinary to text, but only as required to
nmeet the capabilities of the next hop in the MHS

A Message Handling System (VHS) network consists of a set of Relays.
This network is above any underlyi ng packet-sw tching network that
m ght be used and bel ow any Gateways or other Mediators.

In other words, emmil scenarios can involve three distinct
architectural |ayers, each providing its own type of data of store-
and-forward service:

*  User Mediators
*  MHS Rel ays
*  Packet Sw tches

The bottomlayer is the Internet’s IP service. The nost basic emil
scenari os involve Relays and Swi tches.

When a Relay stops attenpting to transfer a nessage, it becones an
Aut hor because it sends an error nmessage to the Return Address. The
potential for looping is avoided by onmitting a Return Address from
this message

2.2.3. Gateway
A Gateway is a hybrid of User and Relay that connects heterogeneous
mail services. |Its purpose is to emulate a Relay and the closer it

comes to this, the better. A Gateway operates as a User when it
needs the ability to nodify nessage content.
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Di fferences between mail services can be as small as mnor syntax
vari ations, but they usually enconpass significant, semantic
distinctions. One difference could be enail addresses that are

hi erarchi cal and machi ne-specific rather than a flat, globa
nanespace. Another difference could be support for text-only content
or multinedia. Hence the Relay function in a Gateway presents a
significant design challenge if the resulting performance is to be
seen as nearly seaml ess. The challenge is to ensure User-to-User
functionality between the services, despite differences in their
syntax and semanti cs.

The basic test of Gateway design is whether an Author on one side of
a Gateway can send a useful nessage to a Recipient on the other side
wi t hout requiring changes to any conponents in the Author’s or
Recipient’s mail services other than adding the Gateway. To each of
t hese ot herw se i ndependent services, the Gateway appears to be a
native participant. But the ultimte test of Gateway design is

whet her the Author and Recipient can sustain a dialogue. In
particular, can a Recipient’s MJA automatically forrmulate a valid
Reply that will reach the Author?

2.2.4. Recei ver

The Receiver perforns final delivery or sends the nessage to an
alternate address. It can also performfiltering and other policy
enforcenent imedi ately before or after delivery.

2.3. Admnistrative Actors

Admi nistrative Actors can be associated with different organizations,
each with its own adnministrative authority. This operationa

i ndependence, coupled with the need for interaction between groups,
provides the notivation to distinguish anong ADninistrative
Managenent Donmi ns (ADMDs). Each ADMD can have vastly different
operating policies and trust-based decision-making. One obvi ous
exanple is the distinction between nail that is exchanged within an
organi zation and nmail that is exchanged between i ndependent

organi zations. The rules for handling both types of traffic tend to
be quite different. That difference requires defining the boundaries
of each, and this requires the ADVD construct.

Qperation of Internet Mail services is carried out by different
providers (or operators). Each can be an i ndependent ADMD. This

i ndependence of administrative decision-making defines boundaries
that distinguish different portions of the Internet Mail service. A
departnent that operates a |local Relay, an I T departnent that
operates an enterprise Relay, and an | SP that operates a public
shared enmi| service can be configured i nto many conbi nati ons of
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adm ni strative and operational relationships. Each is a distinct
ADMD, potentially having a conpl ex arrangenment of functiona
components. Figure 4 depicts relationships anong ADMDs. The benefit
of the ADMD construct is that it facilitates discussion about
designs, policies, and operations that need to distinguish between
internal issues and external ones.

The architectural inpact of the need for boundaries between ADMDs is
di scussed in [Tussle]. Mbst significant is that the entities
communi cati ng across ADMD boundaries typically have the added burden
of enforcing organi zati onal policies concerning externa

conmmuni cations. At a nore nundane |evel, routing mail between ADMDs
can be an issue, such as needing to route nmail between organi zationa
partners over specially trusted paths.

These are three basic types of ADMDs:

Edge: I ndependent transfer services in networks at the edge of
the open Internet Miil service.

Consurner : M ght be a type of Edge service, as is comon for web-
based enmil access.

Transit: Mai |l Service Providers (MSPs) that offer val ue-added
capabilities for Edge ADMDs, such as aggregation and
filtering.

The mail-level transit service is different from packet-Ieve

swi tching. End-to-end packet transfers usually go through
internedi ate routers; enail exchange across the open Internet can be
directly between the Boundary MIAs of Edge ADMDs. This distinction
between direct and indirect interaction highlights the differences
di scussed in Section 2.2.2.

Cr ocker I nf or mat i onal [ Page 15]



RFC 5598 Emai | Architecture July 2009

| ADMDL |<===>| ADMD2 |<===>| ADMD3 |<===>|  ADMM
| ----- | | ----- | -

|
| | |
| | | | | | I
| Aut hor | | | | | | Recipient |
| | | | | | | " |
| Vv | | o | | | : |
| Edge..+ .>|.Transit.+....>-Edge..+....>|..Consuner |
| | | | | | | |
Fomm e o - + f S + S + S +
Legend: === lines indicate prinmary (possibly indirect)

transfers or roles
lines indicate supporting transfers or roles

Figure 4: Administrative Domain (ADMD) Exanpl e

Edge networks can use proprietary emmnil standards internally.

However, the distinction between Transit network and Edge network
transfer services is significant because it highlights the need for
concern over interaction and protection between independent

adm nistrations. In particular, this distinction calls for
additional care in assessing the transitions of responsibility and
the accountability and authorization rel ationshi ps anong partici pants
in nessage transfer.

The interactions of ADVD conponents are subject to the policies of
that domai n, which cover concerns such as these

* Reliability

* Access control

* Accountability

* Content evaluation and nodification

These policies can be inplenented in different functional conponents,
according to the needs of the ADMD. For exanple, see [ RFC5068].

Consumer, Edge, and Transit services can be offered by providers that

operate conponent services or sets of services. Further, it is
possi bl e for one ADMD to host services for other ADMDs.

Cr ocker I nf or mat i onal [ Page 16]



RFC 5598 Emai | Architecture July 2009

These are common exanpl es of ADMDs:
Enterprise Service Providers:

These ADMDs operate the internal data and/or the mail services
wi thin an organi zati on.

Internet Service Providers (ISP)

These ADMDs operate the underlying data conmmuni cation services,
whi ch are used by one or nore Relay and User. |SPs are not
responsi ble for performng email functions, but they can provide
an environment in which those functions can be perforned.

Mai | Service Providers:

These ADMDs operate email services, such as for consuners or
client conpanies.

Practical operational concerns demand that providers be involved in
admi ni stration and enforcenent issues. This involvenent can extend
to operators of |ower-Ilevel packet services.

3. ldentities

The fornms of identity used by Internet Mail are: nail box, domain
name, message-|1D, and ENVID (envel ope identifier). Each is globally
uni que.

3.1. Mailbox

"A mail box receives nail. It is a conceptual entity that does not
necessarily pertain to file storage." [RFC5322]

A mail box is specified as an Internet Miil address <addr-spec>. It
has two distinct parts, separated by an at-sign (@. The right side
is a globally interpreted donmain nane associated with an ADVD

Domai n nanmes are discussed in Section 3.3. Formal Internet Mi
addressi ng syntax can support source routes to indicate the path

t hrough which a nessage ought to be sent. The use of source routes
is not coomon and has been deprecated in [ RFC5321].

The portion to the left of the at-sign contains a string that is

gl obal | y opaque and is called the <local-part> It is interpreted
only by the entity specified by the address’s donmai n nane. Except as
noted later in this section, all other entities treat the

<l ocal -part> as an uninterpreted literal string and preserve al
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of its original details. As such, its public distribution is
equi val ent to sending a Wb browser "cookie" that is only interpreted
upon being returned to its creator

Some | ocal - part val ues have been standardi zed for contacting
personnel at an organi zation. These nanes cover conmbn operations
and busi ness functions [ RFC2142].

It is conmon for sites to have |ocal structuring conventions for the
| eft-hand side, <local-part> of an <addr-spec>  This pernits sub-
addr essi ng, such as for distinguishing different discussion groups
used by the sane participant. However, it is worth stressing that

t hese conventions are strictly private to the User’s organization and
are not interpreted by any domain except the one listed in the right
side of the <addr-spec>. The exceptions are those specialized
services that conformto public, standardized conventions, as noted
bel ow.

Basi ¢ emai| addressing defines the <local -part> as being globally
opaque. However, there are sone uses of enmil that add a
standardi zed, gl obal schena to the val ue, such as between an Aut hor
and a Gateway. The <local-part> details remain invisible to the
public email transfer infrastructure, but provide addressing and
handl i ng instructions for further processing by the Gateway.

St andar di zed exanpl es of these conventions are the tel ephone
nunmbering formats for the Voice Profile for Internet Mail (VPIM

[ RFC3801], such as:

+16137637582@ pi m exanpl e. com
and i Fax ([ RFC3192], [RFC4143] such as:
FAX=+12027653000/ T33S=1387@ f ax. exanpl e. com
3.2. Scope of Email Address Use
Enmai | addresses are being used far beyond their original role in
emai | transfer and delivery. |In practical terns, an enail address
string has becone the conmmon identifier for representing online
identity. Hence, it is essential to be clear about both the nature
and role of an identity string in a particular context and the entity

responsi ble for setting that string. For exanple, see Sections
4.1.4, 4.3.3, and 5.
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3.3. Donmi n Nanes

A domain nanme is a global reference to an Internet resource, such as
a host, a service, or a network. A domain name usually maps to one
or nore | P Addresses. Conceptually, the nane can enconpass an

organi zation, a collection of nachines integrated into a honbgeneous
service, or a single nmachine. A donain nane can be adninistered to
refer to an individual User, but this is not conmon practice. The
nane is structured as a hierarchical sequence of |abels, separated by
dots (.), with the top of the hierarchy being on the right end of the
sequence. There can be many names in the sequence -- that is, the
depth of the hierarchy can be substantial. Domain nanes are defined
and operated through the Domain Nane System (DNS) ([ RFC1034],

[ RFC1035], [RFC2181]).

When not part of a mail box address, a domain nane is used in Internet
Mail to refer to the ADMD or to the host that took action upon the
message, such as providing the adm nistrative scope for a nessage
identifier or perform ng transfer processing.

3.4. Message ldentifier

There are two standardi zed tags for identifying nmessages: Message-1D
and ENVID. A Message-ID: pertains to content, and an ENVID pertains
to transfer.

3.4.1. Message-ID

| M= provides for, at nost, a single Message-ID:. The Message-ID: for
a single nessage, which is a user-level M- tag, has a variety of
uses including threading, aiding identification of duplicates, and
DSN (Delivery Status Notification) tracking. The Oiginator assigns
the Message-1D:. The Recipient’s ADMD is the intended consumer of
the Message-1D:, although any Actor along the transfer path can use
it.

Message-I1D: is globally unique. |Its format is simlar to that of a
mai | box, with two distinct parts separated by an at-sign (@.
Typically, the right side specifies the ADVMD or host that assigns the
identifier, and the left side contains a string that is globally
opaque and serves to uniquely identify the nessage within the domain
referenced on the right side. The duration of uniqueness for the
message identifier is undefined.

When a nmessage is revised in any way, the decision whether to assign
a new Message-ID: requires a subjective assessnent to deternine

whet her the editorial content has been changed enough to constitute a
new nessage. |[RFC5322] states that "a nessage identifier pertains to
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exactly one version of a particular nmessage; subsequent revisions to
t he message each receive new nessage identifiers." Yet experience
suggests that sonme flexibility is needed. An inpossible test is
whet her the Recipient will consider the new nessage to be equival ent
to the old one. For nost conponents of Internet Mail, there is no
way to predict a specific Recipient’s preferences on this nmatter
Both creating and failing to create a new Message-1D; have their
downsi des

Here are sone gui delines and exanpl es:

o |If a nessage is changed only in form such as character encoding,
it is still the sane nessage.

o |If a message has minor additions to the content, such as a Mailing
Li st tag at the begi nning of the RFC5322. Subj ect header field, or
some Mailing List adnmnistrative information added to the end of
the primary body part text, it is probably the sane nessage.

o |If a nessage has viruses deleted fromit, it is probably the sane
nessage

o |If a nessage has offensive words deleted fromit, sonme Recipients
will consider it the sane nessage, but sonme will not.

o If a message is translated into a different |anguage, sone
Recipients will consider it the sane nessage, but sone will not.

o If a nmessage is included in a digest of nessages, the digest
constitutes a new nmessage.

o If a nessage is forwarded by a Recipient, what is forwarded is a
new message

o If a nessage is "redirected", such as using | MF "Resent-*" header
fields, some Recipients will consider it the sane nessage, but
sone will not.

The absence of both objective, precise criteria for regenerating a
Message-1 D: and strong protection associated with the string nmeans
that the presence of an ID can permt an assessnent that is

margi nally better than a heuristic, but the ID certainly has no val ue
onits ow for strict fornal reference or conparison. For that
reason, the Message-ID: is not intended to be used for any function
that has security inplications.
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3.4.2. ENVID
The ENVID (envel ope identifier) can be used for nessage-tracking
pur poses ([ RFC3885], [RFC3464]) concerning a single posting/delivery
transfer. The ENVID |l abels a single transit of the MHS by a specific
message. So, the ENVID is used for one nmessage posting until that
message is delivered. A re-posting of the nessage, such as by a
Medi at or, does not reuse that ENVID, but can use a new one, even
t hough the nessage nmight legitimately retain its original
Message- |1 D: .
The format of an ENVID is free form Although its creator night
choose to inpose structure on the string, none is inposed by Internet
standards. By inplication, the scope of the string is defined by the
domai n nanme of the Return Address.
4. Services and Standards
The Internet Mail architecture conprises six basic types of
functionality, which are arranged to support a store-and-forward
service. As shown in Figure 5, each type can have multiple
i nstances, sonme of which represent specialized roles. This section
considers the activities and rel ati onshi ps anong t hese conponents,
and the Internet Mail standards that apply to them
Message
Message User Agent (MJA)
Aut hor MUA (aMJA)
Reci pi ent MJA (r MJA)
Message Submi ssion Agent (NMBA)
Aut hor - f ocused MSA functions (alMsA)
MHS- f ocused MSA functions (hMSA)
Message Transfer Agent (MIA)
Message Delivery Agent (NDA)
Reci pi ent -focused MDA functions (rMDA)

IVHS- f ocused MDA functions (hNMDA)
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Message Store (MB)
Aut hor M5 (aMs)
Reci pi ent M5 (r M)

This figure shows function nodul es and the standardi zed protocols
used between them
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lines indicate supporting transfers or roles
*** |ines indicate aggregated service

Figure 5: Protocols and Services

4.1. Message Data

The purpose of the Message Handling System (MHS) is to exchange an
| M= nmessage obj ect anong participants [RFC5322]. Al of its
underlyi ng mechani snms serve to deliver that nessage fromits Author
toits Recipients. A nessage can be explicitly labeled as to its
nat ure [ RFC3458].

A nmessage conprises a transit-handling envel ope and the nessage
content. The envel ope contains information used by the MHS. The
content is divided into a structured header and the body. The header
conprises transit-handling trace information and structured fields
that are part of the Author’s nessage content. The body can be
unstructured lines of text or a tree of nultinmedia subordinate

obj ects, called "body-parts" or, popularly, "attachnents".

[ RFC2045], [RFC2046], [RFC2047], [RFC4288], [RFC4289], [RFC2049].

In addition, Internet Mail has a few conventions for special contro
data, notably:

Delivery Status Notification (DSN):

A Delivery Status Notification (DSN) is a nessage that can be
generated by the MHS (MSA, MIA, or MDA) and sent to the
RFC5321. Mai | From address. MDA and MIA are shown as sources of
DSNs in Figure 5, and the destination is shown as Returns. DSNs
provide information about message transit, such as transfer errors
or successful delivery [ RFC3461].

Message Disposition Notification (NMDN):

A Message Disposition Notification (MDN) is a nessage that

provi des informati on about post-delivery processing, such as

i ndi cating that the nessage has been di spl ayed [ RFC3798] or the
formof content that can be supported [RFC3297]. It can be
generated by an rMJA and is sent to the

Di sposition-Notification-To addresses. The mailbox for this is
shown as Disp in Figure 5.
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4.

4.

Message Filtering (S| EVE):

Sieve is a scripting |anguage used to specify conditions for
differential handling of mail, typically at the time of delivery

[ RFC5228]. Scripts can be conveyed in a variety of ways, such as
a MME part in a nessage. Figure 5 shows a Sieve script going
fromthe rMJAto the MDA. However, filtering can be done at nany
different points along the transit path, and any one or nore of
them mi ght be subject to Sieve directives, especially within a
single ADMD. Figure 5 shows only one relationship, for (relative)

simplicity.
1.1. Envel ope

Internet Mail has a fragnented framework for transit-rel ated handling
information. [Information that is used directly by the MHS is called
the "envelope". It directs handling activities by the transfer
service and is carried in transfer-service commands. That is, the
envel ope exists in the transfer protocol SMIP [ RFC5321].

Trace information, such as RFC5322. Received, is recorded in the
message header and is not subsequently altered [ RFC5322].

1.2. Header Fields

Header fields are attribute nane/value pairs that cover an extensible
range of enmil-service paranmeters, structured user content, and user
transaction neta-information. The core set of header fields is
defined in [RFC5322]. It is comon practice to extend this set for
different applications. Procedures for registering header fields are
defined in [ RFC3864]. An extensive set of existing header field
registrations is provided in [ RFC4021].

One danger of placing additional information in header fields is that
CGat eways often alter or delete them

4.1.3. Body

4,

The body of a nessage might be lines of ASCII text or a

hi erarchically structured conposition of nultinedia body part
attachnents using M M ([ RFC2045], [RFC2046], [RFC2047], [RFC4288],
and [ RFC2049]).

1.4. ldentity References in a Message

Table 1 lists the core identifiers present in a nmessage during
transit.
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S e e +
| Layer | Field | Set By |
T S T T +
| Message Body | M ME Header | Aut hor |
| Message header | From | Aut hor
| fields | | |
| | Sender: | Originator |
| | Reply-To: | Aut hor |
| | To:, CC., BCC | Author |
| | Message-|ID: | Originator |
| | Received: | Originator, Relay, |
| | | Receiver |
| | Return-Path: | MDA, from Mail From |
| | Resent-*: | Medi ator |
| | List-Id: | Mediator |
| | List-*: | Medi at or |
| SMrp | HELQ EHLO | Latest Relay dient |
| | ENVID | Oiginator |
| | Mail From | Originator |
| | RcptTo | Aut hor |
| | ORCPT | Originator
| IP | Source Address | Latest Relay Cdient |
o e e e S o e e e e e e m e e e +
Legend:

Layer - The part of the email architecture that uses the

identifier.

Field - The protocol construct that contains the identifier
Set By - The Actor role responsible for specifying the identifier
value (and this can be different fromthe Actor that perforns the
fill-in function for the protocol construct).
Table 1: Layered ldentities
These are the npbst common address-rel ated fiel ds:

RFC5322. From  Set by - Author

Nanmes and addresses for Authors of the nessage content are listed
in the From field.
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RFC5322. Repl y-To: Set by - Author

If a Recipient sends a reply nessage that would otherw se use the
RFC5322. From fi el d addresses in the original nessage, the
addresses in the RFC5322. Reply-To field are used instead. In
other words, this field overrides the From field for responses
from Reci pi ents.

RFC5322. Sender: Set by - Oiginator

This field specifies the address responsible for submtting the
message to the transfer service. This field can be omitted if it
contains the same address as RFC5322. From However, omitting this
field does not nmean that no Sender is specified; it neans that
that header field is virtual and that the address in the From
field is to be used.

Specification of the notifications Return Addresses, which are
contai ned in RFC5321. Mai |l From is nade by the RFC5322. Sender
Typically, the Return address is the sane as the Sender address.
However, some usage scenarios require it to be different.

RFC5322. To/ . CC:  Set by - Author

These fields specify MJA Recipi ent addresses. However, sone or
all of the addresses in these fields might not be present in the
RFC5321. Rept To conmands.

The distinction between To and CC is subjective. GCenerally, a To
addressee is considered primary and is expected to take action on
the message. A CC addressee typically receives a copy as a
courtesy.

RFC5322. BCC: Set by - Author

A copy of the nessage might be sent to an addressee whose
participation is not to be disclosed to the RFC5322. To or
RFC5322. CC Reci pi ents and, usually, not to the other BCC
Reci pients. The BCC. header field indicates a nessage copy to
such a Recipient. Use of this field is discussed in [ RFC5322].

RFC5321. HELQ . EHLO.  Set by - Originator, MSA, MA
Any SMIP client -- including Oiginator, MSA, or MIA -- can

specify its hosting donain identity for the SMIP HELO or EHLO
command operati on.
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RFC3461. ENVID: Set by - Originator

The MSA can specify an opaque string, to be included in a DSN, as
a nmeans of assisting the Return Address Recipient in identifying
the message that produced a DSN or nessage tracking.

RFC5321. Mai | From  Set by - Originator

This field is an end-to-end string that specifies an email address
for receiving return control information, such as returned
messages. The nane of this field is msleading, because it is not
required to specify either the Author or the Actor responsible for
submitting the nmessage. Rather, the Actor responsible for

subni ssion specifies the RFC5321. Mai | From address. U timately,
the sinple basis for deciding which address needs to be in the
RFC5321. Mail Fromfield is to deternm ne which address is to be

i nformed about transfer-1evel problens (and possibly successes).

RFC5321. Rcpt To:  Set by - Author, Final MIA, MDA

This field specifies the MJA nail box address of a Recipient. The
string mght not be visible in the nessage content header. For
exanpl e, the | M- destination address header fields, such as
RFC5322. To, might specify a Mailing List nmailbox, while the
RFC5321. Rcpt To address specifies a nmenber of that |ist.

RFC5321. ORCPT: Set by - Originator.
This is an optional paraneter to the RCPT command, indicating the
original address to which the current RCPT TO address corresponds,
after a mapping was perforned during transit. An ORCPT is the
only reliable way to correlate a DSN froma mnulti-Reci pi ent
nmessage transfer with the intended Reci pient.

RFC5321. Received: Set by - Originator, Relay, Mediator, Dest

This field contains trace information, including originating host,
Rel ays, Medi ators, and MSA host domain nanes and/or | P Addresses.

RFC5321. Return-Path: Set by - Oiginator

The MDA records the RFC5321. Mhi |l From address into the
RFC5321. Return-Path field.

RFC2919. List-1d: Set by - Mediator, Author

This field provides a globally unique Miiling List nanm ng
framework that is independent of particular hosts [ RFC2919].
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4. 2.

4. 2.
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The identifier is in the formof a donain nanme; however, the
string usually is constructed by conbining the two parts of an

emai | address. The result is rarely a true domain name, listed in

t he domai n name service, although it can be

RFC2369. List-*: Set by - Mediator, Author

[ RFC2369] defines a collection of message header fields for use by

Mailing Lists. 1In effect, they supply list-specific paraneters
for conmon Mailing-List user operations. The identifiers for
these operations are for the list itself and the user-as-
subscri ber [ RFC2369].

RFC0791. Sour ceAddr: Set by - The Cient SMIP sendi ng host
i medi ately preceding the current receiving SMIP server

[ RFCO791] defines the basic unit of data transfer for the

Internet: the IP datagram |t contains a Source Address field
that specifies the I P Address for the host (interface) from which
the datagramwas sent. This information is set and provi ded by

the I P layer, which makes it independent of mail-Ilevel mechanismns.

As such, it is often taken to be authoritative, although it is
possi ble to provide fal se addresses.

User - Level Services

Interactions at the user level entail protocol exchanges, distinct
fromthose that occur at |ower layers of the Internet Mail MHS
architecture that is, in turn, above the Internet Transport |ayer.
Because the notivation for enmail, and nuch of its use, is for

i nteracti on anong people, the nature and details of these protoco
exchanges often are deternined by the needs of interpersonal and
group comuni cation. To accomodate the idiosyncratic behavior

i nherent in such comunication, only subjective guidelines, rather
than strict rules, can be offered for sone aspects of system
behavior. Miiling Lists provide particularly salient exanples.

1. Message User Agent (MJA)

A Message User Agent (MJA) works on behalf of User Actors and User
applications. It is their representative within the email service.

The Aut hor MUA (aMJA) creates a nessage and perforns initial
subnission into the transfer infrastructure via a Mail Submi ssion
Agent (MSA). It can also performany creation- and posting-time
archiving in its Message Store (aMs). An MJA aMs5 can organi ze
messages in many different ways. A conmon nodel uses aggregati ons,
called "folders"; in IMAP they are called "nuail boxes". This node
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all ows a folder for nessages under devel opnent (Drafts), a folder for
messages waiting to be sent (Queued or Unsent), and a fol der for
nmessages that have been successfully posted for transfer (Sent). But
none of these folders is required. For exanple, IMAP allows drafts
to be stored in any folder, so no Drafts folder needs to be present.

The Recipient MJA (rMJA) works on behal f of the Recipient to process
received mail. This processing includes generating user-|evel

di sposition control nessages, displaying and disposing of the

recei ved message, and closing or expandi ng the user-conmmuni cation
loop by initiating replies and forwardi ng new nessages.

NOTE: Al t hough not shown in Figure 5, an MJA itself can have a
distributed inplenmentation, such as a "thin" user-interface
nodul e on a constrained device such as a snmartphone, with
nmost of the MJUA functionality running renotely on a nore
capabl e server. An exanple of such an architecture m ght use
| MAP [ RFC3501] for nobst of the interactions between an MJA
client and an MJA server. An approach for such scenarios is
defined by [ RFC4550].

A Mediator is a special class of MJA. It perfornms nmessage
re-posting, as discussed in Section 2.1.

An MJA can be automated, on behalf of a User who is not present at
the tine the MJAis active. One exanple is a bulk sending service
that has a tined-initiation feature. These services are not to be
confused with a Mailing List Mediator, since there is no incom ng
message triggering the activity of the automated service.
A popul ar and problematic MJA is an autonatic responder, such as one
that sends out-of-office notices. This behavior night be confused
with that of a Mediator, but this MJA is generating a new nessage.
Aut omati ¢ responders can annoy Users of Miiling Lists unless they
fol l ow [ RFC3834] .
The identity fields are relevant to a typical MJA

RFC5322. From

RFC5322. Repl y- To

RFC5322. Sender

RFC5322. To, RFC5322.CC

RFC5322. BCC
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4.2.2. Message Store (M)

An MJUA can enploy a long-term Message Store (MS). Figure 5 depicts
an Author’s Ms (aMs) and a Recipient’s M5 (rM5). An M5 can be
| ocated on a renote server or on the same machi ne as the MJA

An M5 acquires nessages froman MDA either proactively by a |loca
nmechani sm or even by a standardi zed nechani sm such as SMIP(!), or
reactively by using POP or | MAP. The MJA accesses the Ms either by a
| ocal mechani smor by using POP or I MAP. Using POP for individua
message accesses, rather than for bulk transfer, is relatively rare
and inefficient.

4.3. WHS-Level Services
4.3.1. Mil Subm ssion Agent (NMSA)
A Mai |l Submi ssion Agent (MSA) accepts the nessage subnitted by the

aMJA and enforces the policies of the hosting ADMD and the
requi renents of Internet standards. An MSA represents an unusua

functional dichotony. It represents the interests of the Author
(aMJA) during nessage posting, to facilitate posting success; it also
represents the interests of the MHS. In the architecture, these

responsibilities are nodel ed, as shown in Figure 5, by dividing the
MBA into two sub-conponents, aMSA and hMSA, respectively. Transfer
of responsibility for a single nessage, froman Author’s environnent
to the MHS, is called "posting”". In Figure 5, it is nmarked as the
(S) transition, within the MSA

The hMBA takes transit responsibility for a nessage that conforns to
the relevant Internet standards and to local site policies. It
rejects messages that are not in confornmance. The MSA perforns fina
nmessage preparation for subnission and effects the transfer of
responsibility to the MHS, via the hMSA. The ampunt of preparation
depends upon the |ocal inplenmentations. Exanples of aMSA tasks

i ncl ude addi ng header fields, such as Date: and Message-ID:, and
nodi fyi ng portions of the nmessage fromlocal notations to |nternet
standards, such as expanding an address to its formal | M-
representation.

Hi storically, standards-based MJA/ MSA nessage postings have used SMIP
[ RFC5321]. The standard currently preferred is SUBM SSI ON [ RFC4409] .
Al t hough SUBM SSI ON derives from SMIP, it uses a separate TCP port
and i nmposes distinct requirenents, such as access authorization.
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These identities are relevant to the MSA

RFC5321. HELQ . EHLO

RFC3461. ENVI D

RFC5321. Mai | From

RFC5321. Rept To

RFC5321. Recei ved

RFC0791. Sour ceAddr

4.3.2. Message Transfer Agent (MIA)

A Message Transfer Agent (MIA) relays mail for one application-|evel
"hop". It is like a packet switch or IP router in that its job is to
make routing assessnents and to nove the nessage closer to the

Reci pients. O course, enmil objects are typically nuch |arger than
t he payl oad of a packet or datagram and the end-to-end | atencies are
typically rmuch higher. Relaying is perforned by a sequence of MIAs
until the nessage reaches a destination MDA. Hence, an MIA

i npl enents both client and server MIA functionality; it does not
change addresses in the envel ope or refornmulate the editoria

content. A change in data form such as to M ME Content-Transfer-
Encoding, is within the purview of an MIA, but renoval or replacenent
of body content is not. An MIA also adds trace information

[ RFC2505] .

NOTE: Wthin a destinati on ADMD, enmil-relayi ng nodul es can nake a
variety of changes to the nessage, prior to delivery. In
such cases, these nodul es are acting as Gateways, rather than
MTAs.

Internet Mail uses SMIP ([ RFC5321], [RFC2821], [RFC0821]) primarily
to effect point-to-point transfers between peer MIAs. Oher transfer
nmechani sns i ncl ude Batch SMIP [ RFC2442] and On-Demand Mail Rel ay
(ODVMR) SMIP [ RFC2645]. As with nost network-1ayer mechani sms, the
Internet Mail SMIP supports a basic level of reliability, by virtue
of providing for retransm ssion after a tenporary transfer failure.
Unli ke typical packet switches (and Instant Messagi ng services),
Internet Mail MIAs are expected to store nessages in a nanner that
al | ows recovery across service interruptions, such as host-system
shutdown. The degree of such robustness and persistence by an MIA
can vary. The base SMIP specification provides a franework for

prot ocol response codes. An extensible enhancenent to this framework
is defined in [ RFC5248].
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Al t hough quite basic, the doninant routing nmechani smfor |nternet
Mail is the DNS MX record [RFCL035], which specifies an MIA through
whi ch the queried donain can be reached. This nechani sm presunes a
public, or at |east a common, backbone that pernits any attached MIA
to connect to any other.

MIAs can perform any of these well-established roles:

Boundary MIA: An MIA that is part of an ADMD and interacts with MIAs
in other ADMDs. This is also called a Border MIA.
There can be different Boundary MIAs, according to the
direction of mail-flow

Qut bound MTA:  An MTA that relays nessages to other
ADMDs.

| nbound MTA: An MTA that receives inbound SMIP
messages from MIA Rel ays in other
ADMDs, for exanple, an MIA runni ng on
the host listed as the target of an MX
record.
Fi nal MIA: The MIA that transfers a nmessage to the MDA
These identities are relevant to the MMA
RFC5321. HELQ' . EHLO
RFC3461. ENVI D
RFC5321. Mai | From
RFC5321. Rept To
RFC5322. Recei ved: Set by - Relay Server
RFCO791. Sour ceAddr
4.3.3. Ml Delivery Agent (MDA)
A transfer of responsibility fromthe MHS to a Recipient’s
environnent (nmilbox) is called "delivery". |In the architecture, as
depicted in Figure 5, delivery takes place within a Mail Delivery

Agent (MDA) and is shown as the (D) transition fromthe MHS-oriented
MDA component (hMDA) to the Recipient-oriented MDA conponent (rNVDA).
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An MDA can provide distinctive, address-based functionality, nade
possible by its detailed informati on about the properties of the
destination address. This information night also be present

el sewhere in the Recipient’s ADMD, such as at an organi zati ona
border (Boundary) Relay. However, it is required for the MDA, if
only because the MDA is required to know where to deliver the
nessage

Li ke an MBSA, an MDA serves two roles, as depicted in Figure 5.

Formal transfer of responsibility, called "delivery", is effected

bet ween the two conponents that enbody these roles and is shown as
"(D)" in Figure 5. The WMHS portion (hWVDA) primarily functions as a
server SMIP engine. A conmon additional role is to redirect the
nessage to an alternative address, as specified by the Recipient
addressee’s preferences. The job of the Recipient portion of the MDA
(rMDA) is to performany delivery actions that the Recipient
specifies.

Transfer into the MDA is acconplished by a normal MIA transfer
mechani sm Transfer froman MDA to an MS uses an access protocol
such as POP or | MAP.

NOTE: The term"delivery" can refer to the formal, IMHS function
specified here or to the first tine a nessage is displayed to
a Recipient. A sinple, practical test for whether the MS-
based definition applies is whether a DSN can be generat ed.

These identities are relevant to the MDA

RFC5321. Return-Path: Set by - Author Originator or Mediator
Ori gi nat or

The MDA records the RFC5321. Mail From address into the
RFC5321. Return-Path fi el d.

RFC5322. Recei ved: Set by - MDA server

An MDA can record a Received: header field to indicate trace
i nformation, including source host and receiving host domain
nanes and/or | P Addresses.

4.4, Transition Mdes

Fromthe origination site to the point of delivery, Internet Mai
usually follows a "push" nodel. That is, the Actor that holds the
message initiates transfer to the next venue, typically with SMIP

[ RFC5321] or the Local Miil Transfer Protocol (LMIP) [RFC2033]. Wth
a "pull" nodel, the Actor that holds the nessage waits for the Actor
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in the next venue to initiate a request for transfer. Standardized
mechani sms for pull-based MHS transfer are ETRN [ RFC1985] and ODMR
[ RFC2645] .

After delivery, the Recipient’s MJA (or M5S) can gain access by having
t he nmessage pushed to it or by having the receiver of access pull the
message, such as by using POP [ RFC1939] and | MAP [ RFC3501].

4.5. Inplenmentation and Operation

A di scussion of any interesting systemarchitecture often bogs down
when architecture and i nplenentation are confused. An architecture
defines the conceptual functions of a service, divided into discrete
conceptual nmodules. An inplenentation of that architecture can
conbi ne or separate architectural conmponents, as needed for a
particul ar operational environment. For exanple, a software system
that primarily perfornms nessage relaying is an MIA, yet it mght also
i nclude MDA functionality. That same MIA system m ght be able to
interface with non-Internet enmail services and thus performboth as
an MTA and as a Gateway.

Simlarly, inplenmented nodul es m ght be configured to form

el aborations of the architecture. An interesting exanple is a
distributed MS5. One portion mght be a renote server and anot her
m ght be local to the MJA. As discussed in [RFC1733], there are
three operational relationships anong such Mss:

Online: The M5 is renote, and nmessages are accessible only when the
MJA is attached to the M5 so that the MJAwill re-fetch all or
part of a nessage from one session to the next.

Ofline: The Msis local to the User, and nessages are conpletely
nmoved from any renote store, rather than (al so) being retained
t here.

D sconnected: An rMS and a uMs are kept synchronized, for all or
part of their contents, while they are connected. When they are
di sconnected, nmail can arrive at the rMs and the User can nake
changes to the uMs. The two stores are re-synchronized when they
are reconnect ed.

5. Mediators

Basi ¢ nmessage transfer from Author to Recipients is acconplished by
usi ng an asynchronous store-and-forward comunication infrastructure
in a sequence of independent transm ssions through some nunber of
MIAs. A very different task is a sequence of postings and deliveries
t hrough Medi ators. A Mediator forwards a nessage through a
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re-posting process. The Mediator shares some functionality with
basi ¢ MIA rel ayi ng, but has greater flexibility in both addressing
and content than is available to MIAs.

This is the core set of nessage information that is commonly set by
all types of Mediators:

RFC5321. HELOQ' . EHLO  Set by - Mediator Oigi nator
RFC3461. ENVID:  Set by - Mediator Oiginator
RFC5321. Rcpt To:  Set by - Medi ator Aut hor
RFC5321. Recei ved: Set by - Mediator Dest

The Mediator can record received information to indicate the
delivery to the original address and subm ssion to the alias
address. The trace of Received: header fields can include
everything fromoriginal posting, through relaying, to fina
delivery.

The aspect of a Mediator that distinguishes it fromany other MJA
creating a nmessage is that a Mediator preserves the integrity and
tone of the original nessage, including the essential aspects of its
origination information. The Mediator nmight also add comentary.

Exanpl es of MJA nessages that a Mediator does not create include:
New nessage that forwards an existing nessage:

Al t hough this action provides a basic tenplate for a class of
Medi ators, its typical occurrence is not, itself, an exanple of
a Mediator. The new nessage is viewed as being fromthe Actor
that is doing the forwarding, rather than fromthe origina

Aut hor .

A new nessage encapsul ates the original nessage and is seen as
fromthe new Originator. This Mediator Oiginator mght add
comrentary and can nodify the original nessage content.
Because the forwarded nessage is a conponent of the nessage
sent by the new Originator, the new nmessage creates a new

di al ogue. However, the final Recipient still sees the
cont ai ned nessage as fromthe original Author

Repl y:
When a Recipient responds to the Author of a nessage, the new

message is not typically viewed as a forwarding of the
original. |Its focus is the new content, although it m ght
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contain all or part of the material fromthe original nessage
The earlier material is merely contextual and secondary. This
i ncl udes automated replies, such as vacation out-of-office
noti ces, as discussed in Section 4.2.1.

Annot at i on:

The integrity of the original message is usually preserved, but
one or nore coments about the nmessage are added in a nmanner
that distinguishes comentary fromoriginal text. The primary
pur pose of the new nessage is to provide comentary froma new
Author, simlar to a Reply.

The renai nder of this section describes common exanpl es of Medi ators.
5.1. Alias

One function of an MDA is to deternmine the internal |ocation of a
mai | box in order to performdelivery. An Alias is a sinple
re-addressing facility that provides one or nore new | nternet Mail
addresses, rather than a single, internal one; the nessage continues
through the transfer service, for delivery to one or nore alternate
addresses. Although typically inplemented as part of an MDA, this

facility is a Recipient function. It resubmts the nessage, although
all handling information except the envel ope Reci pi ent
(rfcb5321. Rept To) address is retained. |In particular, the Return

Address (rfcb321. Mail From) is unchanged.

What is distinctive about this forwardi ng nechanismis how closely it

resenbl es normal MIA store-and-forward relaying. Its only
significant difference is that it changes the RFC5321. Rcpt To val ue.
Because this change is so small, aliasing can be viewed as a part of

the lower-level mail-relaying activity. However, this small change
has a large semantic inpact: The designated Recipi ent has chosen a
new Reci pi ent.

NOTE: When the repl acenent list includes nore than one address, the
alias is increasingly likely to have delivery problens. Any
problemreports go to the original Author, not the
adm nistrator of the alias entry. This makes it nore
difficult to resolve the problem because the original Author
has no knowl edge of the Alias nmechani sm

Including the core set of nmessage information listed at the begi nning
of this section, Alias typically changes:
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RFC5322. To/ . CC/ . BCC. Set by - Author
These fields retain their original addresses.
RFC5321. Mai | From  Set by - Aut hor

The benefit of retaining the original Mail Fromvalue is to
ensure that an Actor related to the originating ADVMD knows
there has been a delivery problem On the other hand, the
responsibility for handling problenms, when transiting fromthe
original Recipient mailbox to the alias mail box usually lies
with that original Recipient, because the Alias nechanismis
strictly under that Recipient’s control. Retaining the
original Ml From address prevents this.

5. 2. ReSender

Al'so called the ReDirector, the ReSender’s actions differ from
forwardi ng because the Medi ator "splices" a nmessage’s addressing

i nfornmati on to connect the Author of the original nmessage with the
Reci pi ent of the new nmessage. This connection pernmits themto have
di rect exchange, using their normal MJA Reply functions, while al so
recording full reference information about the Recipient who served
as a Mediator. Hence, the new Recipient sees the nessage as being
fromthe original Author, even if the Medi ator adds comentary.

Including the core set of nmessage information |listed at the begi nning
of this section, these identities are relevant to a resent nessage:

RFC5322. From Set by - original Author
Names and addresses for the original Author of the nessage
content are retained. The free-form (display-nanme) portion of
the address might be nodified to provide an informal reference
to the ReSender.

RFC5322. Repl y-To: Set by - original Author

If this field is present in the original nessage, it is
retained in the resent nessage.

RFC5322. Sender: Set by - Author’s Originator or Mediator
Ori gi nat or

RFC5322. To/ . CC/ . BCC:  Set by - original Author

These fields specify the original nmessage Recipients.
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RFC5322. Resent - From Set by - Mediator Author

This address is of the original Recipient who is redirecting
the message. O herwi se, the sane rules apply to the Resent-
From field as to an original RFC5322.From field.

RFC5322. Resent - Sender: Set by - Mediator Oiginator

The address of the Actor responsible for resubnmitting the
message. As with RFC5322. Sender, this field can be omitted
when it contains the same address as RFC5322. Resent - From

RFC5322. Resent - To/ - CC/ - BCC.  Set by - Medi ator Author

The addresses of the new Recipients who are now able to reply
to the original Author.

RFC5321. Mai | From  Set by - Mediator Oigi nator

The Actor responsible for resubm ssion (RFC5322. Resent - Sender)
is also responsible for specifying the new Mil From addr ess.

5.3. Miling Lists

A Mailing List receives nessages as an explicit addressee and then
re-posts themto a list of subscribed menbers. The Mailing List
performs a task that can be viewed as an el aboration of the ReSender.
In addition to sending the new nessage to a potentially |arge nunber
of new Recipients, the Mailing List can nodify content, for exanple,
by del eting attachnents, converting the format, and adding li st-
specific coments. Miiling Lists also archive nessages posted by
Authors. Still the message retains characteristics of being fromthe
ori gi nal Author.

Including the core set of nessage information listed at the beginning
of this section, these identities are relevant to a Mailing List
processor when subnitting a nessage:

RFC2919. List-1d: Set by - Mediator Author

RFC2369. List-*: Set by - Mediator Author

RFC5322. From Set by - original Author

Names and enmil addresses for the original Author of the
nmessage content are retained.
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RFC5322. Repl y-To: Set by - Mediator or original Author

Al t hough problematic, it is common for a Mailing List to assign
its own addresses to the Reply-To: header field of nessages
that it posts. This assignnent is intended to ensure that
replies go to all list nenbers, rather than to only the
original Author. As a User Actor, a Mailing List is the Author
of the new nessage and can legitinmately set the Reply-To:
value. As a Mediator attenpting to represent the nessage on
behal f of its original Author, creating or nodifying a
Reply-To: field can be viewed as violating that Author’s
intent. When the Reply-To is nodified in this way, a reply
that is neant only for the original Author will instead go to
the entire list. When the Mailing List does not set the field,
areply meant for the entire list can instead go only to the
original Author. At best, either choice is a matter of group
culture for the particular list.

RFC5322. Sender: Set by - Author Oiginator or Mediator Oiginator

This field usually specifies the address of the Actor
responsible for Mailing List operations. Mailing Lists that
operate in a manner simlar to a sinple MIA Relay preserve as
much of the original handling information as possi bl e,

i ncluding the original RFC5322. Sender field. (Note that this
node of operation causes the Mailing List to behave much |ike
an Alias, with a possible difference in nunber of new

addr essees.)

RFC5322. To/ . CC. Set by - original Author

These fields usually contain the original |ist of Recipient
addr esses.

RFC5321. Mai | From  Set by - Mediator Oigi nator

Because a Mailing List can nodify the content of a nessage in
any way, it is responsible for that content; that is, it is an
Aut hor. As such, the Return Address is specified by the
Mailing List. Although it is plausible for the Mailing List to
reuse the Return Address enployed by the original Oiginator,
notifications sent to that address after a nessage has been
processed by a Mailing List could be problematic.
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5.4. CGateways

A Gateway performs the basic routing and transfer work of message
relaying, but it also is permtted to nodify content, structure,
address, or attributes as needed to send the nessage into a nessagi ng
environnent that operates under different standards or potentially

i nconpatible policies. Wen a Gateway connects two differing
messagi ng services, its role is easy to identify and understand.

Wien it connects environments that follow similar technica

standards, but significantly different adnmnistrative policies, it is
easy to view a Gateway as nerely an MMA

The critical distinction between an MIA and a Gateway is that a

Gat eway can nake substantive changes to a nessage to map between the
standards. In virtually all cases, this mapping results in some
degree of semantic |loss. The challenge of Gateway design is to
mnimze this loss. Standardi zed Gateways to Internet Mail are
facsimle [ RFC4143], voicenmail [RFC3801], and the Miltinedia
Messagi ng Service (MVB) [ RFC4356].

A Gateway can set any identity field available to an MJA. Including
the core set of nessage information listed at the beginning of this
section, these identities are typically relevant to Gateways:
RFC5322. From Set by - original Author
Names and addresses for the original Author of the nmessage
content are retained. As for all original addressing
information in the nessage, the Gateway can transl ate addresses
as required to continue to be useful in the target environnent.
RFC5322. Repl y-To:  Set by - original Author
It is best for a Gateway to retain this information, if it is
present. The ability to performa successful reply by a
Recipient is a typical test of Gateway functionality.
RFC5322. Sender: Set by - Author Originator or Mediator Oiginator

This field can retain the original value or can be set to a new
address.

RFC5322. To/ . CC/ . BCC. Set by - original Recipient

These fields usually retain their original addresses.
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RFC5321. Mai | From  Set by - Author Oiginator or Mediator
Ori gi nat or

The Actor responsible for handling the nessage can specify a
new address to receive handling notices.

5.5. Boundary Filter

To enforce security boundaries, organizations can subject nessages to
anal ysis for conformance with its safety policies. An exanple is
detection of content classed as spamor a virus. A filter m ght
alter the content to render it safe, such as by renovi ng content
deenmed unacceptable. Typically, these actions add content to the
nmessage that records the actions.

6. Considerations
6.1. Security Considerations

Thi s docunent describes the existing Internet Mail architecture. It

i ntroduces no new capabilities. The security considerations of this
depl oyed architecture are docunented extensively in the technica
specifications referenced by this docunent. These specifications
cover classic security topics, such as authentication and privacy.

For exanple, enmil-transfer protocols can use standardi zed nechani sns
for operation over authenticated and/or encrypted |inks, and nessage
content has similar protection standards avail able. Exanples of such
mechani sms i ncl ude SMIP-TLS [ RFC3207], SMIP-Auth [ RFC4954], OpenPGP

[ RFC4880], and S/M ME [ RFC3851].

The core of the Internet Mail architecture does not inpose any
security requirements or functions on the end-to-end or hop-by-hop
conmponents. For exanple, it does not require participant

aut henti cation and does not attenpt to prevent data disclosure.

Particul ar message attributes m ght expose specific security

consi derations. For exanple, the blind carbon copy feature of the
architecture invites disclosure concerns, as discussed in Section 7.2
of [RFC5321] and Section 5 of [RFC5322]. Transport of text or non-
text content in this architecture has security considerations that
are discussed in [ RFC5322], [RFC2045], [RFC2046], and [ RFC4288];

al so, security considerations are present for sone of the nedia types
regi stered with | ANA

Agents that automatically respond to email raise significant security
consi derations, as discussed in [ RFC3834]. Gateway behavi ors affect
end-to-end security services, as discussed in [ RFC2480]. Security
considerations for boundary filters are discussed in [ RFC5228].
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See Section 7.1 of [RFC5321] for a discussion of the topic of
origination validation. As nmentioned in Section 4.1.4, it is comon
practice for conponents of this architecture to use the
RFC0791. Sour ceAddr to make policy decisions [ RFC2505], although the
address can be "spoofed”. It is possible to use it wthout

aut hori zation. SMIP and Subm ssion authentication ([RFC4409],

[ RFC4954]) provide nore secure alternatives.

The di scussion of trust boundaries, ADVDs, Actors, roles, and
responsibilities in this docunment highlights the rel evance and
potential conplexity of security factors for operation of an Internet
Mai |l service. The core design of Internet Mail to encourage open and
casual exchange of nessages has nmet with scaling challenges, as the
popul ation of enmil participants has grown to include those with
probl ematic practices. For exanple, spam as defined in [ RFC2505],
is a by-product of this architecture. A nunber of Standards Track or
BCP docunents on the subject have been issued (see [ RFC2505],

[ RFC5068], and [ RFC5235]).

6. 2. I nternationalization

The core Internet email standards are based on the use of US-ASCII --
that is, SMIP [ RFC5321] and | MF [ RFC5322], as well as their
predecessors. They describe the transport and conposition of
messages as conposed strictly of US-ASCI|I 7-bit encoded characters.
The standards have been increnentally enhanced to allow for
characters outside of this limted set, while retaining nechani sns
for backwards-conpatibility. Specifically:

o The M ME specifications ([ RFC2045], [RFC2046], [RFC2047],
[ RFC2049]) allow for the use of coded character sets and
character-encodi ng schenes ("charsets" in M ME terninol ogy) other
than US-ASCII. MM s [RFC2046] allows the textual content of a
message to have a |l abel affixed that specifies the charset used in
that content. Equally, MM s [RFC2047] allows the textua
content of certain header fields in a nessage to be simlarly
| abel ed. However, since nessages mght be transported over SMIP
i mpl ement ati ons only capable of transporting 7-bit encoded
characters, M ME s [ RFC2045] al so provides for "content transfer
encodi ng" so that characters of other charsets can be re-encoded
as an overlay to US-ASCl |

o0 MM s [RFC2045] allows for the textual content of a nessage to be
in an 8-bit character-encoding scheme. |n order to transport
these without re-encoding them the SMIP specification supports an
option [RFC1652] that pernmits the transport of such textua
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content. However, the [RFC1652] option does not address the use
of 8-bit content in nessage header fields, and therefore [ RFC2047]
encoding is still required for those.

0 A series of experinmental protocols on Email Address
Internationalization (EAI) have been rel eased that extend SMIP and
IM-to allow for 8-bit encoded characters to appear in addresses
and other information throughout the header fields of nessages.

[ RFC5335] specifies the format of such nessage header fields
(whi ch encode the characters in UTF-8), and [ RFC5336] specifies an
SMIP option for the transport of these nessages.

o MM s [RFC2045] and [ RFC2046] all ow for the transport of true
mul ti media material; such material enables internationalization
because it is not restricted to any particular | anguage or |ocale.

o The formats for Delivery Status Notifications (DSNs -- [RFC3462],
[ RFC3463], [RFC3464]) and Message Disposition Notifications (NMDNs
-- [RFC3798]) include both a structured and unstructured
representation of the notification. |In the event that the
unstructured representation is in the wong | anguage or is
otherw se unsuitable for use, this allows an MJA to construct its
own appropriately localized representation of notification for
di splay to the User.

o POP and | MAP have no difficulties with handling M ME nessages,
i ncl udi ng ones containing 8bit, and therefore are not a source of
i nternationalization issues.

Hence, the use of UTF-8 is fully established in existing Internet

Mail. However, support for |ong-standing encoding forms is retained
and is still used.
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