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OSPF Li nk-Local Signaling
Abst r act

OSPF is a link-state intra-donmain routing protocol. OSPF routers
exchange information on a link using packets that follow a well -
defined fixed format. The format is not flexible enough to enable
new features that need to exchange arbitrary data. This docunent
descri bes a backward-compati ble technique to performlink-1oca
signaling, i.e., exchange arbitrary data on a link. This docunent
repl aces the experinental specification published in RFC 4813 to
bring it on the Standards Track

Status of This Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunent (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

Thi s docunent describes an extension to OSPFv2 [ OSPFV2] and OSPFv3

[ OSPFV3] all owi ng additional information to be exchanged between
routers on the sane link. OSPFv2 and OSPFv3 packet formats are fixed
and do not allow for extension. This docunent proposes appending an
optional data bl ock conposed of Type/lLength/Value (TLV) triplets to
exi sting OSPFv2 and OSPFv3 packets to carry this additional

i nformati on. Throughout this docunment, OSPF wi |l be used when the
specification is applicable to both GSPFv2 and OSPFv3. Simlarly,
OSPFv2 or OSPFv3 will be used when the text is protocol specific.

One potential way of solving this task could be introducing a new
packet type. However, that would mean introducing extra packets on
the network that may not be desirable and may cause backward
conpatibility issues. This docunent describes how to exchange data
usi ng standard OSPF packet types.

1.1. Requirenments Notation
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [KEY].
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2. Proposed Sol ution

To performlink-local signaling (LLS), OSPF routers add a specia
data block to the end of OSPF packets or right after the

aut henti cati on data bl ock when cryptographic authentication is used.
The Il ength of the LLS block is not included into the Iength of the
OSPF packet, but is included in the IPv4/1Pv6 packet length. Figure

1 illustrates how the LLS data block is attached.
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Figure 1: LLS Data Block in OSPFv2 and OSPFv3

The LLS bl ock MAY be attached to OSPF Hell o and Dat abase Description
(DD) packets. The LLS block MJST NOT be attached to any other OSPF
packet types on generation and MJST be ignored on reception

The data included in the LLS block attached to a Hell o packet MAY be
used for dynamic signaling since Hell o packets nay be sent at any
time. However, delivery of LLS data in Hello packets is not
guaranteed. The data sent with DD packets is guaranteed to be
delivered as part of the adjacency form ng process.

Thi s docunent does not specify how the data transnmitted by the LLS
mechani sm shoul d be interpreted by OSPF routers. As routers that do
not understand LLS rmay receive these packets, changes nade due to LLS
bl ock TLV's do not affect the basic routing when interacting with
non-LLS routers.
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2.1. L-Bit in Options Field

A new L-bit (L stands for LLS) is introduced into the OSPF Options
field (see Figures 2a and 2b). Routers set the L-bit in Hello and DD
packets to indicate that the packet contains an LLS data block. 1In
other words, the LLS data block is only exanmined if the L-bit is set.

g S S S S
| |1 O] DA L [NP M] E| * |

e I e -

Fi gure 2a: OSPFv2 Options Field

0 1 2
012345678901234 567 8 9 0 1 2 3
I
et TLAR**I DS R N MJ E Ve
T T e

Fi gure 2b: OSPFv3 Options Field

The L-bit MJST NOT be set except in Hello and DD packets that contain
an LLS bl ock.

2.2. LLS Data Bl ock

The data bl ock used for link-local signaling is formatted as

LLS TLVs

descri bed below (see Figure 3 for illustration).

0 1 2 3
01234567890123456789012345678901
B T et e i T e e S Tk b I R
| Checksum | LLS Data Length

B b i T e S S i s Sl e e T e e e

|
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Figure 3: Format of LLS Data Bl ock

The Checksum field contains the standard | P checksum for the entire

contents of the LLS block. Before conputing the checksum the

checksumfield is set to 0. |f the checksumis incorrect, the OSPF
packet MUST be processed, but the LLS bl ock MJST be di scarded.
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The 16-bit LLS Data Length field contains the length (in 32-bit
words) of the LLS bl ock including the header and payl oad.

Note that if the OSPF packet is cryptographically authenticated, the

LLS data bl ock MJST al so be cryptographically authenticated. In this
case, the regular LLS checksumis not calculated, but is instead set

to 0.

The rest of the block contains a set of Type/Length/Value (TLV)
triplets as described in Section 2.3. Al TLVs MJST be 32-bit
aligned (with padding if necessary).

2.3. LLS TLVs

The contents of an LLS data bl ock are constructed using TLVs. See
Figure 4 for the TLV format.

The Type field contains the TLV ID, which is unique for each type of
TLV. The Length field contains the length of the Value field (in
bytes). The Value field is variable and contains arbitrary data.

+ P
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Figure 4: Format of LLS TLVs
Note that TLVs are al ways padded to a 32-bit boundary, but padding
bytes are not included in the TLV Length field (though they are
included in the LLS Data Length field in the LLS bl ock header).
Unrecogni zed TLV types are ignored.
2.4. Extended Options and Flags TLV

Thi s subsection describes a TLV called the Extended Options and Fl ags
(EOF) TLV. The format of the EO--TLV is shown in Figure 5.

Bits in the Value field do not have any senmantics fromthe point of
view of the LLS nechanism Bits MAY be allocated to announce OSPF
link-local capabilities. Bits MAY also be allocated to perform
bool ean |ink-1ocal signaling.
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The I ength of the Value field in the EOF-TLV is 4 bytes.

The val ue of the Type field in the EOF-TLV is 1. The EOF-TLV MJST
only appear once in the LLS data bl ock.
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Fi gure 5: Format of the ECF-TLV

Currently, [OOB] and [ RESTART] use bits in the Extended Options field
of the EOF-TLV.

The Extended Options and Flags bits are defined in Section 3.
2.5. Cryptographic Authentication TLV (OSPFv2 ONLY)

Thi s docunent defines a special TLV that is used for cryptographic
aut hentication (CA-TLV) of the LLS data block. This TLV MJST only be
included in the LLS bl ock when cryptographic authentication is
enabl ed on the corresponding interface. The nessage digest of the
LLS bl ock MJUST be cal cul ated using the same key and aut hentication

al gorithm as used for the OSPFv2 packet. The cryptographic sequence
nunber is included in the TLV and MJST be the sanme as the one in the
OSPFv2 authentication data for the LLS block to be considered

aut henti c.

The TLV is constructed as shown in Figure 6.
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Figure 6: Format of Cryptographic Authentication TLV
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The value of the Type field for the CA-TLV is 2.

The Length field in the header contains the length of the data
portion of the TLV including 4 bytes for Sequence Nunmber and the
I ength of the nessage digest block for the whole LLS block in bytes.

The Sequence Nunber field contains the cryptographic sequence nunber

that is used to prevent sinple replay attacks. For the LLS block to

be consi dered authentic, the Sequence Nunmber in the CA-TLV MJUST match
the Sequence Nunber in the OSPFv2 packet header Authentication field

(whi ch MUST be present). 1In the event of Sequence Nunber mi smatch or
Aut hentication failure, the whole LLS block MJST be ignored.

The CA-TLV MJST NOT appear nore than once in the LLS block. Also,
when present, this TLV MIST be the last TLV in the LLS block. If it
appears nore than once, only the first occurrence is processed and
any others MJST be ignored.

The Aut hData field contains the nessage di gest calculated for the LLS
data block up to the CA-TLV AuthData field (i.e., excludes the CA-TLV
Aut hDat a) .

The CA-TLV is not applicable to CSPFv3 and it MJST NOT be added to
any OSPFv3 packet. |If found on reception, this TLV MJST be ignored

2. 6. Private TLVs

LLS type values in the range of 32768-65536 are reserved for private
use. The first four octets of the Value field MIST be the private
enterprise code [ENTNUM. This allows nultiple vendor private
extensions to coexist in a network.

3. | ANA Consi derations
This docunment uses the registry that was originally created in
[ RFC4813]. | ANA updated the following registry to point to this
docunent i nstead:

0 "Open Shortest Path First (OSPF) Link-Local Signalling (LLS) -
Type/ Lengt h/ Val ue Identifiers (TLV)"

| ANA allocated L-bit in the "OSPFv2 Options Registry" and "OSPFv3
Options Registry" as per Section 2.1.

LLS TLV types are maintained by the | ANA. Extensions to OSPF that

require a new LLS TLV type MJIST be revi ewed by a Desi gnated Expert
fromthe routing area.
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The criteria for allocating LLS TLVs are:

0 LLS should not be used for information that would be better suited
to be advertised in a link-local link state adverti senent (LSA)

0 LLS should be confined to signaling between direct nei ghbors.

o Discretion should be used in the volume of information signal ed
using LLS due to the obvious MIU and performance inplications.

Fol lowing the policies outlined in [I ANA], LLS type values in the
range of 0-32767 are allocated through an | ETF Revi ew and LLS type
val ues in the range of 32768-65535 are reserved for private use.

Thi s docunent assigns the followi ng LLS TLV types in OSPFv2/ OSPFv3.

TLV Type Narme Ref er ence
0 Reserved

1 Ext ended Options and Fl ags [ RFC5613]
2 Crypt ogr aphi ¢ Aut henti cati on+ [ RFC5613]
3- 32767 Reserved for assignment by the | ANA

32768- 65535 Private Use
+ Cryptographic Authentication TLV is only defined for OSPFv2

| ANA renaned the sub-registry from"LLS Type 1 Extended Options" to
"LLS Type 1 Extended Options and Fl ags"

Thi s docunent al so assigns the following bits in the ECF- TLV outlined
in Section 2.5:

Bi t Narme Ref erence
0x00000001 LSDB Resynchroni zati on (LR) [ RFC4811]
0x00000002 Restart Signal (RS-bit) [ RFC4812]

Future allocation of Extended Options and Flags bits MJST be revi ewed
by a Designated Expert fromthe routing area
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4.

6.

6.

Compatibility Issues

The nodifications to OSPF packet formats are conpatible with standard
OSPF since OSPF routers not supporting LLS will ignore the LLS data
bl ock after the OSPF packet or cryptographi c nessage digest. As of
this witing, there are inplenentations deployed with [ RFC4813] -
conpliant software. Routers not inplenenting [ RFC4813] ignore the
LLS data at the end of the OSPF packet.

Careful consideration should be given to carrying additional LLS
data, as it may affect the OSPF adjacency bring-up tine due to
addi ti onal propagation delay and/ or processing tine.

Security Considerations

Security considerations inherited from OSPFv2 are described in

[ OSPFV2]. This techni que provides the sane | evel of security as the
basi ¢ OSPFv2 protocol by allowi ng LLS data to be authenticated using
the sane cryptographi c authentication that OSPFv2 uses (see

Section 2.5 for nore details).

Security considerations inherited from OSPFv3 are described in

[ OSPFV3] and [ OSPFV3AUTH]. OSPFv3 utilizes IPsec for authentication
and encryption. Wth IPsec, the AH (Authentication Header), ESP
(Encapsul ating Security Payload), or both are applied to the entire
OSPFv3 payl oad including the LLS bl ock
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