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Passwor d- Aut henti cat ed Key (PAK) Diffie-Hellman Exchange
Abst r act

Thi s docunment proposes to add mutual authentication, based on a
human- nenori zabl e password, to the basic, unauthenticated Diffie-
Hel | man key exchange. The proposed algorithmis called the Password-
Aut henti cated Key (PAK) exchange. PAK allows two parties to

aut henticate thensel ves while perfornming the Diffie-Hellman exchange.

The protocol is secure against all passive and active attacks. In
particular, it does not allow either type of attacker to obtain any
i nformati on that would enable an offline dictionary attack on the
password. PAK provides Forward Secrecy.

Status of This Meno

This docunment is not an Internet Standards Track specification; it is
published for infornational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and makes no statenment about its value for

i npl enent ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any |l evel of I|nternet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc5683
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I ntroduction
PAK has the foll ow ng advant ages:
- It provides a secure, authenticated key-exchange protocol
- It is secure against offline dictionary attacks when passwords are

used.

- It ensures Forward Secrecy.
- It has been proven to be as secure as the Diffie-Hellnan solution
The PAK protocol ([BMPOO], [MPO5], [X 1035]) has been proven to be as
secure as the Diffie-Hell man ([ RFC2631], [DH76]) in the random oracle
nodel [BR93]. That is, PAK retains its security when used with | ow
entropy passwords. Therefore, it can be seam essly integrated into
exi sting applications, requiring secure authentication based on such
| ow-entropy shared secrets

Conventi ons
- Ais anidentity of Alice.
- Bis an identity of Bob.
- Ra is a secret random exponent sel ected by A
- Rb is a secret random exponent selected by B
- Xab denotes a value (X presumably conmputed by A) as derived by B
- Yba denotes a value (Y presunmably conputed by B) as derived by A

- A nod b denotes the | east non-negative renmai nder when a is divided
by b.

- Hi(u) denotes an agreed-on function (e.g., based on SHA-1
SHA- 256, etc.) conputed over a string u; the various H() act as
i ndependent random functions. Hl(u) and H2(u) are the key
derivation functions. H3(u), H4(u), and H5(u) are the hash
functions.

- s|t denotes concatenation of the strings s and t.
- ™ denotes exponentiation.

- Miltiplication, division, and exponentiation are performed over
(Zp)*; in other words:
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1) a*b always nmeans a*b (nod p).

2) a/b always neans a * x (nod p), where x is the multiplicative
i nverse of b nodul o p.

3) a*b neans a”“b (nod p).
3. Password- Aut henti cated Key Exchange
Diffie-Hell man key agreenent requires that both the sender and
reci pient of a nessage create their own secret, random nunbers and

exchange the exponentiation of their respective nunbers.

PAK has two parties, Alice (A) and Bob (B), sharing a secret password
PWthat satisfies the follow ng conditions:

0
0

H1( Al B| PW !
H2( Al B| PW !

The global Diffie-Hellman publicly known constants, a prinme p and a
generator g, are carefully selected so that:

1. A safe prinme pis large enough to nake the conputation of
di screte logarithns infeasible, and

2. Powers of g nodulo p cover the entire range of p-1 integers from
1to p-1. (References denonstrate working exanpl es of
sel ections).

Initially, Alice (A selects a secret, random exponent Ra and
conputes g”Ra; Bob (B) selects a secret, random exponent Rb and
computes g"Rb. For efficiency purposes, short exponents could be
used for Ra and Rb, provided they have a certain mninmum size. Then:

A-->B {A X=H/(ADB PW*(g*Ra)}
(The above precondition on PWensures that X = 0)

Bob
receives Q (presumably Q = X), verifies that Q!=10
(if Q= 0, Bob aborts the procedure);
divides Q by HL(A B|PW to get Xab, the recovered value of g"Ra
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B-->A {Y=H(AB PW*(g"Rb), S1 = H3(A| Bl PW Xab| g"Rb| ( Xab) *Rb) }
(The above precondition on PWensures that Y != 0)

Alice
verifies that Y I= 0;
divides Y by H2(A B|PW to get Yba, the recovered value of g"Rb,
and conputes S1' = H3(A| Bl PWg"Ra| Yba| (Yba)"Ra);
aut henti cates Bob by checki ng whether S1' = Si;
i f authenticated, then sets key K = H5(A] B| PW g"Ra| Yba| (' Yba) "Ra)

A --> B S2 = H4(A| Bl PW g”Ra| Yba| ( Yba) “Ra)

Bob
Comput es S2' = H4( Al B| PW Xab| g"Rb| ( Xab) *Rb) and
aut henticates Alice by checking whether S2° = S2;
i f authenticated, then sets K = H5(A| Bl PW Xab| g"Rb| ( Xab) *Rb)

If any of the above verifications fails, the protocol halts;
ot herwi se, both parties have authenticated each other and established
t he key.

4. Sel ection of Paraneters

This section provides guidance on sel ection of the PAK paraneters.
First, it addresses general considerations, then it reports on
speci fic inplenentations.

4.1. GCeneral Considerations

In general inplenentations, the paraneters nust be selected to neet
al gorithmrequirenments of [BMPOO].

4.2. Over-the-Air Service Provisioning (OTASP) and Wreless Local Area
Net work (WLAN) Diffie-Hellnman Paraneters and Key Expansion
Functi ons

[ OTASP], [Tl A683], and [ WLAN] pre-set public paraneters p and g to
their "published" values. This is necessary to protect against an
attacker sending bogus p and g values, tricking the legitimte user
to engage in inproper Diffie-Hellman exponentiation and | eaki ng sone
i nformati on about the password.

According to [OTASP], [TIA683], and [WLAN], g shall be set to

00001101, and p to the follow ng 1024-bit prine nunber (nost
significant bit first):
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OxFFFFFFFF
0x80DC1CD1
0x514A0879
OxF25F1437
OxF44CA2E9
Ox5A899FAS5
OxFFFFFFFF

I n addition,
paraneters Ra and Rb,
The i ndependent,
assuning prine p is 1024 bits long and session keys K are
H3, H4, and H5 each output 128 bits.

bits.
1152 bits,

128 bits | ong.

PAK Di ffie-Hell man Exchange

OxFFFFFFFF
0x29024E08
0x8E3404DD
0x4FE1356D
OxA637EDGB
OxAE9F2411
OxFFFFFFFF

i f short exponents [MPO5] are used for
then they should have a m ni mum si ze of 384

0xCOOFDAA2
0x8A67CC74
OxEF9519B3
0x6D51C245
Ox0BFF5CB6
Ox7CABL1FEG

0x2168C234
0x020BBEA6
0xCD3A431B
OxE485B576
O0xF406B7ED
0x49286651

February 2010

0xC4C6628B
0x3B139B22
0x302B0A6D
0x625E7EC6
OxEE386BFB
OxECE65381

Diffie-Hell man

random functi ons Hl and H2 shoul d each out put

Mor e

information on instantiating random functions using hash functions
We use the FIPS 180 SHA-1 hashing function
[ FI PS180] below to instantiate the random function as done in [ WAN];

can be found in [BR93].

however,

H1(z):

SHA-1(1| 1| z) nod 27128 |
| SHA-1(1]|9|z) nod 27128

H2(z):

SHA-1(2| 1| z) nod 27128 |
| SHA-1(2]|9|z) nod 27128

H3(z): SHA-1(3|len(z)]|z|z) nmod 27128
Hi(z): SHA-1(4|len(z)|z|z) nod 27128
H5(z): SHA-1(5|len(z)|z|z) nod 27128

In order to create 1152 output bits for

SHA- 256 can al so be used:

SHA-1(1]2|z) nod 27128 |...|

SHA-1(2| 2| z) nod 27128 |...|

H1L and H2,

nine calls to

SHA-1 are nade and the 128 least significant bits of each output are

used. The input payload of each call to SHA-1 consists of:

a) 32 bits of function type, which for HL is set to 1 and for H2 is
set to 2;

b) a 32-bit counter value, which is increnented from1 to 9 for each
call to SHA-1;

c) the argunment z [for (Al B PW].

The functions H3, H4, and H5 require only one call to the SHA-1
hashi ng function and their respective payl oads consi st of:

a) 32 bits of function type (e.g.
b) a 32-bit value for the bit
c) the actual argunent

3 for H3);
| ength of the argunent z;
repeated tw ce.

Finally, the 128 least significant bits of the output are used.
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5.

Security Considerations

Security considerations are as follows:

Identifiers

Any protocol that uses PAK nust specify a nethod for producing a
single representation of identity strings.

Shar ed secr et

PAK invol ves the use of a shared secret. Protection of the shared
val ues and nmanaging (limting) their exposure over tine is
essential and can be achi eved using well-known security policies
and nmeasures. |If a single secret is shared anong nore than two
entities (e.g., Alice, Bob, and Mallory), then Mallory can
represent hinself as Alice to Bob w thout Bob being any the w ser

Sel ection of Diffie-Hellman paraneters

The paranmeters p and g nust be carefully selected in order not to
conprom se the shared secret. Only previously agreed-upon val ues
for paraneters p and g should be used in the PAK protocol. This
is necessary to protect against an attacker sending bogus p and g
val ues and thus tricking the other comrunicating party in an

i mproper Diffie-Hell man exponentiation. Both parties also need to
randonl y select a new exponent each tine the key-agreenent

protocol is executed. |If both parties re-use the sane val ues,
then Forward Secrecy property is |ost.

In addition, if short exponents Ra and Rb are used, then they
shoul d have a mi ni num si ze of 384 bits (assunming that 128-bit
session keys are used). Historically, the devel opers, who strived
for 128-bit security (and thus sel ected 256-bit exponents), added
128 bits to the exponents to ensure the security reduction proofs.
This should explain how an "odd" |ength of 384 has been arrived
at .

Protection agai nst attacks

a) There is a potential attack, the so-called discrete |ogarithm
attack on the nultiplicative group of congruencies nodulo p, in
whi ch an adversary can construct a table of discrete logarithns
to be used as a "dictionary". A sufficiently large prinme, p,
nmust be selected to protect against such an attack. A proper
1024-bit value for p and an appropriate value for g are
published in [W.AN] and [TI A683]. For the nmonment, this is what
has been inpl emented; however, a larger prinme (i.e., one that
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is 2048 bits long, or even larger) will definitely provide
better protection. It is inportant to note that once this is
done, the generator nust be changed too, so this task nust be
approached with extrene care.

b) An online password attack can be | aunched by an attacker by
repeat edly guessing the password and attenpting to
aut henticate. The inplenmenters of PAK shoul d consider
enpl oyi ng mechani sms (such as | ockouts) for preventing such
at t acks.

- Recommendations on H() functions
The i ndependent, random functions H1 and H2 shoul d output 1152
bits each, assuming prine p is 1024 bits long and session keys K
are 128 bits long. The random functions H3, H4, and H5 shoul d
out put 128 bhits.
An exanpl e of secure inplenentation of PAK is provided in [Pl an9].
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