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Abst r act

Thi s docunent provides a problem statenment, lists requirenents, and
captures design aspects for a GEOPRIV Layer 7 (L7) Location
Configuration Protocol (LCP). This protocol ains to allow an end
host to obtain location information, by value or by reference, froma
Location Information Server (LIS) that is located in the access
network. The obtained |ocation information can then be used for a
variety of different protocols and purposes. For exanple, it can be
used as input to the Location-to-Service Translation (LoST) Protocol
or to convey location within the Session Initiation Protocol (SIP) to
other entities.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc5687.
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1. Introduction

Thi s docunent provides a problem statenment, lists requirenents, and
captures design aspects for a GEOPRIV Layer 7 (L7) Location
Configuration Protocol (LCP). The protocol has two purposes:

0 It is used by a device to obtain its own location (referred as
"Location by Value" or LbyV) froma dedi cated node, called the
Location Information Server (LIYS)

o0 It enables the device to obtain a reference to |location
information (referred as "Location by Reference" or LbyR). This
reference can take the formof a subscription URI, such as a SIP
presence-based Uni form Resource ldentifier (URI), an HTTP/ HTTPS

URI, or another URI. The requirenents related to the task of
obt ai ning an LbyR are described in a separate docunent, see
[ LBYR- REQS] .

The need for these two functions can be derived fromthe scenari os
presented in Section 3.

For this docunent, we assune that the GEOPRIV Layer 7 LCP runs
bet ween the device and the LIS

This docunent is structured as follows. Section 4 discusses the
chal | enge of discovering the LIS in the access network. Section 5
compares different types of identifiers that can be used to retrieve
location information. A list of requirements for the L7 LCP can be
found in Section 6.

Thi s docunent does not describe how the access network provider
determines the location of the device since this is largely a matter
of the capabilities of specific link-layer technol ogies or certain
depl oynent environments.

2. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", " REQUI RED"
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOMMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119

[ RFC2119], with the qualification that unless otherw se stated these
words apply to the design of the GEOPRIV Layer 7 Location
Configuration Protocol

The term Location Information Server (LIS) refers to an entity
capabl e of determining the |ocation of a device and of providing that
|l ocation information, a reference to it, or both via the Location
Configuration Protocol (LCP) to the Target.
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Thi s docunent al so uses terninology from][RFC5012] (such as Internet
Access Provider (1 AP), Internet Service Provider (I1SP), and
Application Service Provider (ASP)).

Wth the term"Access Network Provider” we refer to the 1 AP and the
I SP) without further distinguishing these two entities, as it is not
rel evant for the purpose of this docunment. An additiona

requi renents docunment on LIS-to-LIS protocol [LIS2LIS] shows a
scenari o where the separation between | AP and ISP is inportant.

3. Scenarios
This section describes a few network scenari os where the L7 LCP nmay
be used. Note that this section does not aimto exhaustively I|ist
all possible deployment environments. Instead, we focus on the
foll owi ng environments:

o DSL/Cabl e networks, WMAX-1ike (Wrldwi de Interoperability for
M crowave Access) fixed access

o Airport, city, canmpus wreless networks, such as 802.11a/b/g,
802. 16e/ W MAX

0 3G networks
o Enterprise networks

Note that we use the term ' host’ instead of device for better
readability.

3.1. Fixed-Wred Environment
Figure 1 shows a Digital Subscriber Line (DSL) network scenario with
the Access Network Provider and the customer prenises. The Access

Net wor k Provi der operates |ink- and network-|ayer devices
(represented as a node) and the LIS
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Figure 1: Fixed-Wred Scenario

The custoner prem ses network consists of a router with a Network
Address Translator with Port Address Transl ation (NAPT) and a DHCP
server as used in nost Custonmer Prem ses Networks (CPNs) and the

Net wor k Termi nati on Equi prent (NTE) where Layer 1 and sonetines Layer
2 protocols are termnated. The router in the honme network (e.g.,
broadband router, cable or DSL router) typically runs a NAPT and a
DHCP server. The NTE is a | egacy device and in many cases cannot be
nmodi fied for the purpose of delivering location information to the
host. The same is true of the device with the NAPT and DHCP server.
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It is possible for the NTE and the honme router to physically be in
t he same box, or for there to be no home router, or for the NTE and
host to be in the same physical box (with no hone router). An
exanple of this last case is where Ethernet service is delivered to
customers’ hones, and the Ethernet network interface card (NIC) in
their PC serves as the NTE

Current CPN depl oynents generally fall into one of the follow ng
cl assifications:

1. Single PC

1. with Ethernet network interface card (NIC), with Point-to-
Poi nt Protocol Over Ethernet (PPPoE), or Dynam c Host
Configuration Protocol (DHCP) on PC, there nmay be a bridged
DSL or cable nbdem as the NTE, or the Ethernet N C mi ght be
t he NTE

2. with USB-based DSL access or a cabl e nobdem access using
Poi nt -t o- Poi nt Protocol over ATM ( PPPoA), PPPoE, or DHCP on
PC

Note that the device with NAPT and DHCP of Figure 1 is not
present in such a scenario.

2. One or nore hosts with at | east one router (DHCP client or PPPoOE
DHCP server in router; Voice over |IP (VolP) can be a soft client
on a PC, a stand-al one Vol P device, or an Anal og Termni nal Adaptor
(ATA) function enbedded in a router):

1. conbined router and NTE.
2. separate router with NTE in bridged node

3. separate router with NTE (NTE/router does PPPoE or DHCP to
WAN, router provides DHCP server for hosts in LAN, double
NAT) .

The majority of fixed-access broadband custonmers use a router. The
pl acenent of the VolP client is nmentioned to describe what sorts of
hosts may need to be able to request | ocation information. Soft
clients on PCs are frequently not |launched until |ong after
bootstrapping is conplete, and are not able to control any options
that may be specified during bootstrapping. They also cannot contro
whet her a VPN client is running on the end host.
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3.2. Mbbile Network

One exanple of a noving network is a WMAX-fixed wirel ess scenario.
This also applies to "pre-WMAX"' and "W MAX-1ike" fixed wrel ess
networks. In inplenentations intended to provide broadband service
to a hone or other stationary |location, the custoner-side antenna/ NTE
tends to be rather snmall and portable. The LAN-side output of this
device is an Ethernet jack, which can be used to feed a PC or a
router. The PC or router then uses DHCP or PPPOE to connect to the
access network, the sane as for wired access networks. Access

provi ders who deploy this technol ogy nmay use the sane core network
(including network el ements that terninate PPPoOE and provide IP
addresses) for DSL, fiber to the prem ses (FTTP), and fixed wreless
cust omer s.

G ven that the custoner antenna is portable and can be battery-
powered, it is possible for a user to connect a laptop to it and nove
within the coverage area of a single base antenna. This coverage
area can be nany square kilometers in size. In this case, the |laptop
(and any SIP client running on it) would be conpletely unaware of
their nobility. Only the user and the network are aware of the

| aptop’s nobility.

Furt her exanpl es of noving networks (where end devices may not be
aware that they are noving) can be found in busses, trains, and
ai rpl anes.

Fi gure 2 shows an exanpl e topol ogy for a noving network
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Fi gure 2: Mbving Network
3.3. Wreless Access

Figure 3 shows a wirel ess access network where a novi ng host obtains
| ocation information or references to |location information fromthe
LIS. The access equi pnent uses, in many cases, |ink-layer devices.
Figure 3 represents a hotspot network found, for exanple, in hotels,
airports, and coffee shops. For editorial reasons we only describe a
singl e access point and do not depict how the LIS obtains |ocation

i nformation since this is very deploynment specific.
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Figure 3: Wrel ess Access Scenario
4. Discovery of the Location Information Server

Note that this section |ists nechanisns that were di scussed in the
CEOPRI 'V Layer 7 Location Configuration Protocol design team They
are included to show chall enges in the probl em space and are
listed for conpl eteness reasons. They do not in any way nean that
there is consensus about any of the nmechanisnms or that the | ETF
recommends any of the procedures described in this section

Wien a device wants to retrieve location information fromthe LIS, it
first needs to discover it. Based on the problem statenent of
determning the location of the device, which is known best by
entities close to the device itself, we assune that the LIS is
located in the |l ocal subnet or in the access network. Severa
procedures have been investigated that aimto discover the LIS in
such an access networKk.

DHCP- based Di scovery:

In some environments, the Dynanic Host Configuration Protoco
(DHCP) m ght be a good choice for discovering the fully-qualified

domai n nane (FQDN) or the I P address of the LIS. |In environments
where DHCP can be used, it is also possible to use the already
defined location extensions. In environnments with | egacy devi ces,

such as the one shown in Section 3.1, a DHCP-based di scovery
solution may not be possible.
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DNS- based Di scovery:

Bef ore a Donmain Nane System (DNS) | ookup can be started, it is
necessary to learn the domain nanme of the access network that runs
an LI'S. Several ways to learn the domain name exist. For

exanpl e, the end host obtains its own public IP address via Sinple
Traversal of the UDP Protocol through NAT (STUN) [RFC5389], and
perfornms a reverse DNS | ookup (assuming the data is provisioned
into the DNS). Then, the DNS Service (SRV) record or the DNS

Nam ng Authority Pointer (NAPTR) record for that domain is
retrieved. A nore detailed description of this approach can be
found in [LIS-D SC.

Redi rect Rul e:

A redirect rule at an entity in the access network could be used
to redirect the L7 LCP signaling nmessages (destined to a specific
port) to the LIS. The device could then discover the LIS by
sendi ng a packet with a specific (registered) port nunber to

al nost any address as long as the destination | P address does not
target an entity in the local network. The packet would be
redirected to the respective LIS being configured. The same
procedure is used by captive portals whereby any HITP traffic is
i ntercepted and redirected.

To sonme extent, this approach is sinlar to packets that are
marked with a Router Alert option [RFC2113] and intercepted by
entities that understand the specific marking. In the above-
menti oned case, however, the marking is provided via a registered
port nunber instead of relying on a Router Alert option

This solution approach would require a deep packet inspection
capability at an entity in the access provider’s networks that
scans for the occurrence of particular destination port numbers.

Mul ticast Query:
A device could al so discover an LIS by sending a DNS query to a
wel | - known address. An exanple of such a nechanismis nulticast

DNS (see [RFC4795] and [nDNS]). Unfortunately, these mechanisns
only work on the local |ink
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Anycast :

Wth this solution, an anycast address is defined (for |Pv4 and

I Pv6) in the style of [RFC3068] that allows the device to route

di scovery packets to the nearest LIS. Note that this procedure
woul d be used purely for discovery and is therefore simlar to the
| ocal Teredo server discovery approach outlined in Section 4.2 of
[ TEREDO- SEL] .

The LIS discovery procedure raises deploynment and security issues.
The access network needs to be designed to prevent man-in-the-mnddle
adversaries frompresenting thenselves as an LIS to devices. Wen a
device discovers an LIS, it needs to ensure (and be able to ensure)
that the discovered entity is indeed an authorized LIS.

5. Identifier for Location Deterni nation

Note that this section lists nechanisns that were discussed in the
CGEOPRI V Layer 7 Location Configuration Protocol design team They
are included to show chall enges in the probl em space and are
listed for conpl eteness reasons. They do not in any way nean that
there is consensus about any of the mechanisnms or that the | ETF
recommends any of the procedures described in this section

The LIS returns location information to the device when it receives a
request. Sone formof identifier is therefore needed to allow the
LISto retrieve the device's current location, or a good
approxi mati on, from a database

The chosen identifier needs to have the followi ng properties:
Ability for Device to learn or know the identifier:

The device MJUST know or MJST be able to learn of the identifier
(explicitly or inmplicitly) in order to send it to the LIS.
Inmplicitly refers to the situation where a device along the path
bet ween the device and the LIS nodifies the identifier, as it is
done by a NAT when an | P address based identifier is used.

Ability to use the identifier for |ocation determ nation
The LIS MIST be able to use the identifier (directly or
indirectly) for location determination. |Indirectly refers to the

case where the LIS uses other identifiers internally for |ocation
determination, in addition to the one provided by the device.
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Security properties of the identifier:

M suse needs to be minimzed whereby an off-path adversary MJST
NOT be able to obtain location information of other devices. An
on-path adversary in the sane subnet SHOULD NOT be able to spoof
the identifier of another device in the same subnet.

The following Iist discusses frequently mentioned identifiers and
their properties:

Medi a Access Control (MAC) Address:

The MAC address is known to the device itself, but not carried
beyond a single I P hop and therefore not accessible to the LIS in
nost depl oynent environnents (unless carried in the L7 LCP
itself).

Asynchronous Transfer Mde (ATM Virtual Path ldentifier / Virtual
Circuit ldentifier (VPI/VC):

The VCI/VPI is generally only seen by the DSL nodem Al nost all
routers in the United States use 1 of 2 VPI/VCI value pairs: 0/35
and 8/35. This VCis ternminated at the digital subscriber |ine
access nultiplexer (DSLAM, which uses a different VPI/VC (per
end custoner) to connect to the ATMswitch. Only the network
provider is able to map VPI/VCl values through its network. Wth
the arrival of Very high rate Digital Subscriber Line (VDSL), ATM
will slowy be phased out in favor of Ethernet.

Et hernet Switch (Bridge)/Port Nunber:
This identifier is available only in certain networks, such as
enterprise networks, typically available via the | EEE 802. 1AB
protocol [802.1AB] or proprietary protocols like the G sco
Di scovery Protocol (CDP) [CDP].

Cell ID:

This identifier is available in cellular data networks and the
cell 1D may not be visible to the device.
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Host ldentifier:

The Host Identifier introduced by the Host ldentity Protocol (H P)
[ RFC5201] allows identification of a particular host.
Unfortunately, the network can only use this identifier for

| ocation determination if the operator already stores a mappi ng of
host identities to location information. Furthernore, there is a
depl oynent problem since the host identities are not used in
today’ s networks.

Crypt ographi cally Generated Address (CGA):
The concept of a Cryptographically Generated Address (CGA) was

i ntroduced by [RFC3972]. The basic idea is to put the truncated
hash of a public key into the interface identifier part of an | Pv6

address. In addition to the properties of an |IP address, it
all ows a proof of ownership. Hence, a return routability check
can be omtted. It is only available for |Pv6 addresses.

Net wor k Access |ldentifiers:

A Network Access ldentifier [RFC4282] is used during the network
access authentication procedure, for exanple, in RAD US [ RFC2865]
and D aneter [RFC3588]. In DSL networks, the user credentials
are, in many cases, only known by the hone router and not
configured at the device itself. To the network, the

aut henticated user identity is only available if a network access
aut henti cation procedure is executed. |In case of roam ng, the
user’s identity mght not be available to the access network since
security protocols mght offer user identity confidentiality and
thereby hide the real identity of the user allowi ng the access
network to only see a pseudonymor a randomi zed string.

Unique Cient ldentifier

The Broadband Forum has defined that all devices that expect to be
managed by the TR-069 interface, see [TR069], have to be able to
generate an identifier that uniquely identifies the device. It

al so has a requirenment that routers that use DHCP to the WAN use
RFC 4361 [RFC4361] to provide the DHCP server with a unique client
identifier. This identifier is, however, not visible to the

devi ce when | egacy NTE devices are used.
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| P Addr ess:

The device's | P address nay be used for | ocation determination
This I P address is not visible to the LIS if the device is behind
one or nmultiple NATs. This may not be a problem since the
location of a device that is |ocated behind a NAT cannot be
determi ned by the access network. The LIS would in this case only
see the public I P address of the NAT binding allocated by the NAT
which is the expected behavior. The property of the | P address
for a return routability check is attractive to return |ocation
information only to the address that submitted the request. [If an
adversary wants to learn the location of a device (as identified
by a particular I P address), then it does not see the response
message (unless it is on the subnetwork or at a router along the
path towards the LIS)

On a shared nedium an adversary could ask for |ocation

i nformati on of another device. The adversary would be able to see
the response nessage since it is sniffing on the shared medi um
unl ess security mechani sms, such as |ink-layer encryption, are in
place. Wth a network deploynment as shown in Section 3.1 with
multiple devices in the Customer Premnm ses being behind a NAT, the
LISis unable to differentiate the individual devices. For WAN
depl oynents as found in hotels, as shown in Section 3.3, it is
possi bl e for an adversary to eavesdrop data traffic and
subsequently to spoof the IP address in a query to the LIS to
learn nore detailed location information (e.g., specific room
nunbers). Such an attack night, for exanple, conpronise the
privacy of hotel guests.

6. Requirenents
The foll owi ng requirenents and assunptions have been identified:
Requirement L7-1: Identifier Choice
The L7 LCP MUST be able to carry different identifiers or MJUST
define an identifier that is mandatory to inplenment. Regarding
the latter aspect, such an identifier is only appropriate if it is

fromthe sane real mas the one for which the |ocation information
service nmaintains identifier-to-location mapping.
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Requirement L7-2: Mbility Support

The L7 LCP MJST support a broad range of nobility from devices
that can only nove between reboots, to devices that can change
attachnent points with the inpact that their I P address is
changed, to devices that do not change their | P address while
roanmi ng, to devices that continuously nove by being attached to
the sanme network attachment point.

Requirement L7-3: ASP and Access Network Provider Rel ationship

The design of the L7 LCP MJUST NOT assunme that a business or trust
rel ati onshi p between the Application Service Provider (ASP) and
the Access Network Provider. Requirenents for resolving a
reference to location information are not discussed in this
docurnent .

Requirement L7-4: Layer 2 and Layer 3 Provider Rel ationship

The design of the L7 LCP MJST assune that there is a trust and
busi ness rel ati onship between the L2 and the L3 provider. The L3

provi der operates the LIS that the device queries. It, in turn,
needs to obtain location information fromthe L2 provider since
this one is closest to the device. |If the L2 and L3 provider for

the sane device are different entities, they cooperate for the
pur poses needed to deternine |ocations.

Requi rement L7-5: Legacy Device Considerations

The design of the L7 LCP MJST consi der | egacy devices, such as
resi dential NAT devices and NTEs in a DSL environnent, that cannot
be upgraded to support additional protocols, for exanple, to pass
additional information towards the device.

Requirement L7-6: Virtual Private Network (VPN) Awareness

The design of the L7 LCP MJST assune that at |east one end of a
VPN is aware of the VPN functionality. In an enterprise scenario,
the enterprise side will provide the LIS used by the device and
can thereby detect whether the LIS request was initiated through a
VPN t unnel
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7.

Requirement L7-7: Network Access Authentication

The design of the L7 LCP MJST NOT assune that prior network access
aut henti cati on.

Requi rement L7-8: Network Topol ogy Unawar eness

The design of the L7 LCP MJST NOT assune that devices are aware of
the access network topol ogy. Devices are, however, able to
determine their public I P address(es) via mechani sms, such as
Simpl e Traversal of User Datagram Protocol (UDP) Through Network
Address Translators (NATs) (STUN) [ RFC5389] or Next Steps in
Signaling (NSIS) NAT/Firewall NSIS Signaling Layer Protocol (NSLP)
[ NSLP] .

Requi rement L7-9: Discovery Mechanism

The L7 LCP MUST define a mandatory-to-inplenent LIS discovery
nmechani sm

Requi rement L7-10: PIDF-LO Creation

When an LIS creates a Presence Information Data Format (Pl DF)
Location hject (LO [RFC4119], then it MJST put the <geopriv>
el ement into the <device> el ement of the presence docunent (see
[ RFC4479]). This ensures that the resulting PlIDFLO docunent,
which is subsequently distributed to other entities, conforms to
the rules outlined in [ RFC5491].

Security Considerations

By using a Ceol ocation L7 Location Configuration Protocol, the device
(and a human user of such a device, if applicable) exposes thensel ves
to a privacy risk whereby an unauthorized entity receives |ocation
information. Providing confidentiality protected | ocation to the
requestor depends on the success of four steps:

1

2.

The client MJUST have a neans to di scover a LIS,
The client MJST authenticate the di scovered LIS.

The LIS MUST be able to deternmine location and return it to the
aut horized entity.

The LIS MIST securely exchange nmessages wi thout internediaries
eavesdroppi ng or tanpering with them
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Thi s docunent contains various security-related requirenments
t hroughout the docunent addressing the above-nentioned steps. For a
broader security discussion of the overall geol ocation privacy
architecture, the reader is referred to [ GEOPRI V- ARCH] .
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