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Abstract

Thi s docunent describes how to produce RSA/ SHA-256 and RSA/ SHA-512
DNSKEY and RRSI G resource records for use in the Dormain Nane System
Security Extensions (RFC 4033, RFC 4034, and RFC 4035).

Status of This Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
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publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the BSD License.

Jansen St andards Track [ Page 1]



RFC 5702 DNSSEC RSA/ SHA- 2 Cct ober 2009

Tabl e of Contents

1. IntroduCti ON . ... e 2
2. DNSKEY Resource Records ......... ... e 3
2.1. RSA/ SHA- 256 DNSKEY Resource Records ................. . ...... 3
2.2. RSA/SHA-512 DNSKEY Resource Records ............ ... 3
3. RRSIG ResoUurce ReCOrds ........ . e e 3
3.1. RSA/SHA-256 RRSI G Resource Records ............. ... 4
3.2. RSA/SHA-512 RRSI G Resource Records ............. ... ... . 4
4. Deployment Considerati ons .......... . ... 5
4.1, KeY Si ZBS . it 5
4.2, Signature SiZeS ...ttt e 5
5. Inplenentation Considerations .............. . .. iiiiiinnan. 5
5.1. Support for SHA-2 Signatures ........... ..o 5
5.2. Support for NSEC3 Denial of Existence ...................... 5
6. EXaNpl €S ... 6
6.1. RSA/SHA-256 Key and Signature ............ ... ..., 6
6.2. RSA/SHA-512 Key and Signature ...............0 .. 7
7. TANA Considerati ONS ... .. i e e e 8
8. Security Considerati oOns .. ....... ... 8

8.1. SHA-1 versus SHA-2 Considerations for RRSIG
Resource ReCOords ......... ... e e 8
8.2. Signature Type Downgrade Attacks ............ ... .. ... ...... 8
9. ACkNOoW edgmENt S . .. . e 9
10, Ref BreNCEeS ..o i 9
10.1. Normative Ref erences ... ... ... i 9
10.2. Informative References ........... . . ... @ i, 9

1. Introduction

The Donain Name System (DNS) is the global, hierarchical distributed
dat abase for Internet Nami ng. The DNS has been extended to use
cryptographi c keys and digital signatures for the verification of the
authenticity and integrity of its data. [RFC4033], [RFC4034], and

[ RFC4035] describe these DNS Security Extensions, called DNSSEC

RFC 4034 describes how to store DNSKEY and RRSI G resource records,
and specifies a list of cryptographic algorithns to use. This
docunent extends that list with the algorithnms RSA/ SHA- 256 and RSA/
SHA- 512, and specifies how to store DNSKEY data and how to produce
RRSI G resource records with these hash al gorithns.

Familiarity with DNSSEC, RSA, and the SHA-2 [ FI PS. 180- 3. 2008] fanily
of algorithnms is assumed in this docunent.
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To refer to both SHA-256 and SHA-512, this docunment will use the nane
SHA-2. This is done to inprove readability. Wen a part of text is
specific for either SHA-256 or SHA-512, their specific nanmes are
used. The same goes for RSA/ SHA-256 and RSA/ SHA-512, which will be
grouped using the nane RSA/ SHA- 2.

The term "SHA-2" is not officially defined but is usually used to
refer to the collection of the algorithnms SHA-224, SHA-256, SHA- 384,
and SHA-512. Since SHA-224 and SHA-384 are not used in DNSSEC, SHA-2
will only refer to SHA-256 and SHA-512 in this document.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

2. DNSKEY Resource Records

The fornmat of the DNSKEY RR can be found in [ RFC4034]. [RFC3110]
descri bes the use of RSA/SHA-1 for DNSSEC si gnatures.

2.1. RSA/ SHA-256 DNSKEY Resource Records

RSA public keys for use with RSA/ SHA-256 are stored in DNSKEY
resource records (RRs) with the al gorithm nunber 8.

For interoperability, as in [RFC3110], the key size of RSA/ SHA-256
keys MUST NOT be |ess than 512 bits and MJUST NOT be nore than 4096
bits.

2.2. RSA/ SHA-512 DNSKEY Resource Records

RSA public keys for use with RSA/ SHA-512 are stored in DNSKEY
resource records (RRs) with the al gorithm nunber 10.

The key size of RSA/ SHA-512 keys MJST NOT be | ess than 1024 bits and
MJUST NOT be nore than 4096 bits.

3. RRSIG Resource Records
The value of the signature field in the RRSIG RR foll ows the RSASSA-
PKCS1-v1 5 signature schene and is calculated as follows. The val ues

for the RDATA fields that precede the signature data are specified in
[ RFC4034] .
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hash = SHA- XXX( dat a)

Here XXX is either 256 or 512, depending on the algorithmused, as
specified in FIPS PUB 180-3; "data" is the wire fornat data of the
resource record set that is signed, as specified in [ RFC4034].

signature = ( 00 | O1 | FF* | 00 | prefix | hash ) ** e (nod n)

Here "|" is concatenation; "00", "01", "FF", and "00" are fixed
octets of correspondi ng hexadeci mal value; "e" is the private
exponent of the signing RSA key; and "n" is the public nodulus of the
signing key. The FF octet MJST be repeated the exact nunber of tines
so that the total length of the concatenated termin parentheses
equal s the I ength of the nmodulus of the signer’s public key ("n"

The "prefix" is intended to make the use of standard cryptographic
libraries easier. These specifications are taken directly fromthe
speci fications of RSASSA-PKCS1-vl 5 in PKCS #1 v2.1 (Section 8.2 of
[ RFC3447]), and EMBA- PKCS1-v1l 5 encoding in PKCS #1 v2.1 (Section 9.2
of [RFC3447]). The prefixes for the different algorithns are
speci fi ed bel ow

3.1. RSA/SHA-256 RRSI G Resource Records

RSA/ SHA- 256 signatures are stored in the DNS using RRSIG resource
records (RRs) with al gorithm nunber 8.

The prefix is the ASN.1 DER SHA- 256 al gorithm designator prefix, as
specified in PKCS #1 v2.1 [ RFC3447]:

hex 30 31 30 0d 06 09 60 86 48 01 65 03 04 02 01 05 00 04 20
3.2. RSA/SHA-512 RRSI G Resource Records

RSA/ SHA- 512 signatures are stored in the DNS using RRSIG resource
records (RRs) with al gorithm nunber 10.

The prefix is the ASN.1 DER SHA-512 al gorithm designator prefix, as
specified in PKCS #1 v2.1 [ RFC3447]:

hex 30 51 30 0d 06 09 60 86 48 01 65 03 04 02 03 05 00 04 40
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4. Depl oynent Consi derations
4.1. Key Sizes

Apart fromthe restrictions in Section 2, this document will not
specify what size of keys to use. That is an operational issue and
depends largely on the environnent and i ntended use. A good starting
point for nmore information would be NI ST SP 800-57 [ NI ST800-57].

4.2. Signature Sizes

Inthis famly of signing algorithns, the size of signatures is
related to the size of the key and not to the hashing al gorithm used
in the signing process. Therefore, RRSIG resource records produced
wi th RSA/ SHA- 256 or RSA/ SHA-512 will have the sane size as those
produced with RSA/SHA-1, if the keys have the sane | ength.

5. I nplenentation Considerations
5.1. Support for SHA-2 Signatures

DNSSEC- awar e i npl enent ati ons SHOULD be able to support RRSIG and
DNSKEY resource records created with the RSA/ SHA-2 al gorithnms as
defined in this docunent.

5.2. Support for NSEC3 Denial of Existence

[ RFC5155] defines new algorithmidentifiers for existing signing
algorithnms, to indicate that zones signed with these al gorithm
identifiers can use NSEC3 as well as NSEC records to provide denial
of existence. That nmechani smwas chosen to protect inplenentations
predati ng RFC 5155 from encountering resource records about which
they could not know. This docunent does not define such algorithm
al i ases.

A DNSSEC val i dator that inplenents RSA/ SHA-2 MUST be able to validate
negative answers in the formof both NSEC and NSEC3 wi th hash
algorithm 1, as defined in [RFC5155]. An authoritative server that
does not inplenent NSEC3 MAY still serve zones that use RSA/ SHA-2

wi th NSEC deni al of existence.
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6. Exanples
6.1. RSA/ SHA-256 Key and Signature
G ven a private key with the follow ng val ues (in Base64):

Private-key-format: vl1.2

Al gorithm 8 (RSASHA256)

Modul us: wWWwaxr HF2CK64aYKRUI bLi H30KpPuPB;j el 7E8Zy dQM HYWHf oGm
i dzC2RnhwCC293hCzw+TFR2ngn80OVSY5t 2Q==

Publ i cExponent: AQAB

Pri vat eExponent: UR44xX6zB3eaeyvTRznskHADr PCnPWAr 8dxsNwi DGHzr MKLN+i /
HAam+97Hx | KVWANDH2ba9M 1SA8xu9dcHZAQ==

Prinel: 4c8l VFUlAVXGNeFLLFh5vs7f bdzdC6U82f duE6Kk SVKk=
Prinme2: 2zZpBE8ZXVNnL74Q G4z N Df HH+EOEt j JJ3Rt aYDugvE=
Exponent 1: @ xAPFf KOKGxGANDVNxd1K1cOwOnml51nGhz KFFNMFk =
Exponent 2: GYxP1Pa7CAwM HTBSAGX594qZVof Ovhgd6YFCNyeVpKE=
Coef ficient: i CQNRj | ZGPmuJnR2Tl adubcBX7V4y07aVhX464t x8Q=

The DNSKEY record for this key would be:

exanpl e. net. 3600 IN DNSKEY (256 3 8 AwWEAAcFcGsaxxdgi uuGntkVi
my4h99CqT7j wy3pexPGcnUFt R2ZFh36Bponcwt kZ4cAgt vd4Qs 8P
kxUdp6p/ Dl Urtbdk= );{id = 9033 (zsk), size = 512b}

Wth this key, sign the followi ng RRSet, consisting of 1 A record:
www. exanpl e.net. 3600 IN A 192.0.2.91

If the inception date is set at 00:00 hours on January 1st, 2000, and
the expiration date at 00: 00 hours on January 1st, 2030, the
followi ng signature should be created:

waw, exanpl e. net. 3600 IN RRSIG (A 8 3 3600 20300101000000
20000101000000 9033 exanpl e. net. kRCOH6U7I 0QGY9qpCo
| 1sLncJcOKFLI7Ghi UD bu4t eYp5VE9Rncr i ShZNz85mi MyNEa
CFYK/ | Pt Pi VYP4bwg==); {i d = 9033}
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6.2. RSA/SHA-512 Key and Signature
G ven a private key with the followi ng values (in Base64):

Private-key-format: vl1.2

Al gorithm 10 (RSASHA512)

Modul us: 0eglMbb563z0q4k5ZEOnWd2/ Bvpj zedJVdf | s Dc MuuhE5SQ@pf
Q7qndaeM C6Nf 8DKGoUPGPXe06c P27/ WRODE x XquSUyt kQ0k J Dk
8KX8Pt A0+yBWwy 7UnZDy Cky nC00Uuk 8HPVt ZeMOLpHt | AGVnc8V
j XZI NKdyi t 99waaE4s=

Publ i cExponent: AQAB

Pri vat eExponent: rFS1l PbJl | FFgFc33B5DD ClegCB8e81P4f FadODbp56V7sphKa6
AZQCx BNYAews VXFFPAKTWA 1QdHNK5K 1 YOwx v FDOj DcUGza88qbj
yr DPSJenkeZbl SMUSSqy 7 AMFz Eol kk6WEn6k 3t hUVRgSI qDoOV3
SEl Asr B043XzG Kl VE=

Prinmel: 8nbt su9Tl 9v7t KSHACI epr LI QXQLzxl SZun5T1n/ G vXSUt vD7x
nZJ+LHgaBj 1dl gMbCq2U8C04QVcK3TS9G Q==

Prime2: 3a6gkf s74d0Jb7yL4j 4adAi f 4f cp7Zr G 7G5NRVDDY/ Mr4TERAK
MaOTKN30kKEOA7X+Rv2K84mhT4QLDI | | Ecw==

Exponent 1: v3D5A9uuCn5r gVR7wWgV8ba0/ KSpsdSi LgsoA42CGxi Blgvvs7gJM
MYWTDu/ ZGlplZnpLbhh/ S/ Qd/ Mswy Nl x C+Q==

Exponent 2: mrezf 9dsDvY(K+gzj OLWreKg5xWYBEYFGa3BLocM F4oxkz(Qz3J
PZSWJ/ h1Fj p5RV7aPPOVx+hNj YMPI (BY5w==

Coef ficient: Je5YhYpUr on/ WHOXj xNAXDubAp3i 5X7UQUf hJcyl ggqwy861 EOQ

/ BkODWASC9zxnsi nmdBXW2| zd8Lwuk8FQc Q==
The DNSKEY record for this key woul d be:

exanpl e. net . 3600 IN DNSKEY (256 3 10 AWEAAdHONTOWet 86KuJOWNRD
plpndvwb6Y83nSVXXyLA3DLr oROUKNEX0O6pnWhj JQuj X/ AyhgFD
Xj 13t OnDOu/ 1kTg7cVer kl M zDt JCQBPA / D7TQNPsgVsMu1J2(8Bg
pMpzt NFLpPBz 1bWXj Dt aR7Z@Bl Z3PFY12ZTSncor f f cGrhOL
);{id = 3740 (zsk), size = 1024b}

Wth this key, sign the followi ng RRSet, consisting of 1 A record:
www. exanpl e.net. 3600 IN A 192.0.2.91

If the inception date is set at 00: 00 hours on January 1st, 2000, and
the expiration date at 00: 00 hours on January 1st, 2030, the
foll owi ng signature should be created:

www. exanmpl e.net. 3600 IN RRSIG (A 10 3 3600 20300101000000
20000101000000 3740 exanpl e. net. tsb4wnj RUDNB1BU +t
6 TMIXThj VnGteCkWjj vvj hzQ.1d0YRoCe0Chxr VDYdOxDt suJRa
eUwlep94PzEWr 0i GYgZBWi zpq+9f CuagYJRf Dgf ReKBz Mve OL
Di Na8i P5g9vMpuv6OPl vpXwrdSa9ZXl bNI 1MBGkOf t hPgxdDLw
=);{id = 3740}
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7.

8.

8.

8.

| ANA Consi der ati ons

Thi s docunent updates the | ANA registry "DNS SECURI TY ALGORI THM
NUVBERS -- per [RFC4035]" (http://ww.iana.org/protocols). The
following entries are added to the registry:

Zone Trans.

Val ue Description Mhenoni ¢ Si gni ng Sec. Ref er ences
8 RSA/ SHA- 256 RSASHA256 Y * RFC 5702
10 RSA/ SHA- 512 RSASHA512 Y * RFC 5702

* There has been no determ nati on of standardi zati on of the use of
this algorithmw th Transaction Security.

Security Considerations

1. SHA-1 versus SHA-2 Considerations for RRSI G Resource Records

Users of DNSSEC are encouraged to deploy SHA-2 as soon as software

i mpl ementations allow for it. SHA-2 is widely believed to be nore
resilient to attack than SHA-1, and confidence in SHA-1's strength is
bei ng eroded by recently announced attacks. Regardless of whether or
not the attacks on SHA-1 will affect DNSSEC, it is believed (at the
time of this witing) that SHA-2 is the better choice for use in
DNSSEC r ecor ds.

SHA-2 is considered sufficiently strong for the i mediate future, but
predi cti ons about future devel opnent in cryptography and
cryptanal ysis are beyond the scope of this docunent.

The signature scheme RSASSA- PKCS1-v1l 5 is chosen to match the one
used for RSA/ SHA-1 signatures. This should ease inplenentation of
t he new hashing al gorithms in DNSSEC software.

2. Signature Type Downgrade Attacks

Since each RRSet MUST be signed with each algorithmpresent in the
DNSKEY RRSet at the zone apex (see Section 2.2 of [RFC4035]), a

mal i ci ous party cannot filter out the RSA/SHA-2 RRSIG and force the
validator to use the RSA/SHA-1 signature if both are present in the
zone. This should provide resilience against algorithm downgrade
attacks, if the validator supports RSA/ SHA-2.
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9.
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