Net wor k Wor ki ng Group T. Hansen

Request for Comments: 5703 AT&T Laboratories
Cat egory: Standards Track C. Daboo
Appl e Inc.

Cct ober 2009

Sieve Email Filtering: MME Part Tests, Iteration, Extraction
Repl acenent, and Encl osure

Abst r act

Thi s docunent defines extensions to the Sieve email filtering
| anguage to pernmit analysis and mani pul ati on of the M ME body parts
of an emnil nessage.

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice

Copyright (c) 2009 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the BSD License.

This docunent nmay contain material from | ETF Docunents or |ETF
Contributions published or nade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the I ETF Trust the right to all ow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
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outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages other
than Engli sh.
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1. I nt roducti on

M ME nessages ([ RFC2045]) are often conpl ex objects, consisting of
many parts and sub-parts. This Sieve ([ RFC5228]) extension defines
nmechani sns for performng tests on MME body parts, |ooping through
the M ME body parts, extracting information froma M ME body part,
changi ng the contents of a MM body part, and enclosing the entire
message within a w apper.
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2.

Conventions Used in This Docunent
Conventions for notations are as in [RFC5228], Section 1.1.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Si eve Loops: Actions "foreverypart" and "break"

The base Si eve | anguage has no | oopi ng nmechanism @ ven that
messages may contain nmultiple parts, in order to support filters that
apply to any and all parts, we introduce a new control conmand:
"foreverypart", which is an iterator that wal ks though every M ME
part of a nessage, including nested parts, depth first, and applies
the conmands in the specified block to each of them The iterator
will start with the first MME part (as its current context) and will
execute a conmand bl ock (Sieve conmands enclosed by {...}). Upon
compl etion of this command bl ock, the iterator advances to the next
M ME part (as its current context) and executes the sane comand

bl ock agai n.

The iterator can be termnated prematurely by a new Sieve contro
command, "break".

Usage: foreverypart [":nane" string] block
Usage: break [":name" string];

"foreverypart" conmands can be nested inside other "foreverypart"
commands. When this occurs, the nested "foreverypart" iterates over
the M ME parts contained within the MME part currently being
targeted by the nearest enclosing "foreverypart" conmand. (That is,
the inner loop only operates on children of the bodypart currently
accessed by the outer loop.) |If that MME part is a termnal MM
part (i.e., does not contain other MM parts), then the nested
"foreverypart" loop is sinply ignored.

Si eve inplenentations MAY linmit the nunber of nested | oops that occur
wi t hi n one anot her; however, they MJST support at |east one nested
| oop inside another | oop

If a name is given to a "break" conmand, it ternmi nates the cl osest
enclosing loop with the identical matching name. (If a nested
"foreverypart" name is the same as a "foreverypart” nane in an outer
I evel, the outer level nane is hidden.) It is an error if there is
no enclosing | oop with that nane.
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If no nane is given in a "break"” command (i.e., the ":nane" paraneter
is onitted), the break command termi nates the closest enclosing | oop

4. Changes to Sieve Tests

This specification extends the base Sieve "header", "address", and
"exists" tests to support targeting those tests at a specific MM
part or at all MM parts in the encl osing scope.

4.1. Test "header"

The "header" test is extended with the addition of new ":m nme" and
":anychild" tagged argunments and their associ ated options.

Usage: header [":mnme"] [":anychild"] [M MEOPTS]
[ COWPARATOR] [ MATCH TYPE]
<header-names: string-list> <key-list: string-Ilist>

The definition of [MMEOPTS] is:

Syntax: ":type" / ":subtype" / ":contenttype" /
":param <paramlist: string-list>

When the ":mne" tagged argunent is present in the "header" test, it
will parse the M ME header lines in the nessage so that tests can be
performed on specific elenents. The ":anychild" tagged argunment nay
only appear when the ":mne" tagged argunent is present, and only
nmodi fies the semantics of the ":m nme" tagged argunent. That is,
presence of the ":anychild" in absence of ":mnme" is an error

When used outside the context of a "foreverypart" iterator, and
wi thout an ":anychild" tagged argunent, the "header" test will
exam ne only the outer top-level [RFC5322] headers of the nessage.

When used inside the context of a "foreverypart” iterator, and

wi t hout an ":anychild" tagged argunent, the "header" test wll
exam ne the headers associated with the current MM part context
fromthe | oop.

When used outside the context of a "foreverypart" iterator, and with
an ":anychild" tagged argument, the "header"” test will examnmi ne al
M ME body parts and return true if any of themsatisfies the test.

Wien used inside the context of a "foreverypart" iterator, and with
an ":anychild" tagged argunent, the "header" test will exami ne the
current MME part context and all its nested MM body parts
returning true if any of themsatisfies the test.
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The "header" test with the ":m nme" tagged argunent can test various
aspects of certain structured M ME headers. |nplenentati ons SHOULD
support desegnentation, decodi ng, and charset translation of

par anet er val ues encoded according to [ RFC2231] as part of this test.
Addi tionally, [RFC2047] describes a process whereby [ RFC5322] headers
can be encoded in various ways. That encoding is not strictly
allowed in MM paraneters; however, in practice, it has been used in
many email inplenentations. So, Sieve inplenentations MAY decode

[ RFC2047] - encoded words in paraneter values as part of this test.

These options are avail abl e:

(type for a "Content-Type" M ME header field, parses and
tests the value of the MM type specified in the
header; for a "Content-Disposition" MM header field,
parses and tests the value of the disposition
specified in the header; for other M ME headers, uses
a blank string for the test.

. subt ype for a "Content-Type" M ME header field, parses and
tests the value of the M ME subtype specified in the
header; for a "Content-Disposition" MM header field,
uses a blank string for the test; for other M M
headers, uses a blank string for the test.

.contenttype for a "Content-Type" M ME header field, parses and
tests the conbined value of the M ME type and subtype
specified in the header; for a "Content-Di sposition”
M ME header field, behaves the sane as the ":type"
option; for other M ME headers, uses a blank string
for the test.

: param parses the header |ooking for M ME paraneters in the
header. The supplied string-list lists the nanes of
any paraneters to be tested. |If any one naned

paraneter val ue matches any of the test string val ues,
the test will return true.

Wien the ":count” option from|[RFC5231] is used, the follow ng
applies:

a. for ":type", ":subtype", or ":contenttype", return a count of the
nunber of headers that parsed successfully

b. for ":paran, return a count of the nunber of paranmeters with the
gi ven nane that were found
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Exanpl e:
require ["mme", "fileinto"];

if header :mime :type "Content-Type" "inmage"

{
}

In this exanple, any nessage that contains a M ME i nmage type part at
the top-level is saved to the mail box "1 NBOX i mages".

fileinto "1 NBOX. i mages";

Exanpl e:
require ["mine", "fileinto"];

if header :mime :anychild :contenttype
"Content - Type" "text/htm"

fileinto "INBOX. html ";
}

In this exanple, any nessage that contains any M ME part with a
content-type of "text/html" is saved to the mailbox "INBOX htm".

Exanpl e:
require ["mne", "foreverypart", "fileinto"];
foreverypart

if allof (
header :mine :param"filenane" :contains
"Cont ent - Di sposition" "inportant"”,
header :m ne :subtype "Content-Type" "pdf",
size :over "100K")

fileinto "I NBOX. i nportant";
br eak;

}

In this exanple, any nessage that contains a MM part that has a
content-disposition with a filenane paraneter containing the text
"inmportant", has a content-subtype of "pdf" and is bigger than 100 Kb
is saved to the mail box "INBOX. inportant".
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4. 2.

Test "address"

The "address" test is extended with the addition of new ":mne" and
":anychild" tagged argunments and their associ ated options.

Usage: address [":mne"] [":anychild"] [ COVPARATOR]
[ ADDRESS- PART] [ MATCH TYPE]
<header-list: string-list> <key-list: string-list>

When the ":mnme" tagged argunment is present in the "address" test, it
will parse the MM header lines as if they were standard address
header lines in a nessage so that tests can be perforned on specific
el ement s.

The behavi or of the ":anychild" tagged argunent and the interaction
with the "foreverypart"” iterator is the sanme as for the extended
"header" test in Section 4.1.

That is,

the use of "address" when both the ":mnme" and ":anychild" tagged
argunents are onmtted is the test defined in [ RFC5228], i.e., it
will *only* operate on top-level header fields, whether or not it
is inside "foreverypart™".

the use of "address" with ":mine" and no ":anychild" operates on
the current M ME part only (or on the top-level header fields, if
out side "foreverypart").

the use of "address" with ":minme" and ":anychild" operates on the
current MMe part and all of its descendants.

Exanpl e:

require ["mne", "fileinto"];

if address :mine :is :all "content-from "tim@xanple. coni
{

fileinto "I NBOX part-fromtint;
}

In this exanple, any nessage that contains a M ME Content-From header
at the top-level nmatching the text "tim@xanple.com is saved to the
mai | box "1 NBOX. part-fromtini.
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4,3. Test "exists"

The "exists" test is extended with the addition of the new ":m ne"
and ":anychild" tagged argunents and their associated options.

Usage: exists [":mnme"] [":anychild"] <header-nanes: string-Ilist>
When the ":m nme" tagged argunent is present in the "exists" test, the

test is extended to check for the existence of MM headers in M M
parts.

The behavi or of the ":anychild" tagged argunent and the interaction
with the "foreverypart" iterator is the sane as for the extended
"header" test Section 4.1.

That i s,

the use of "exists" when both the ":mnme" and ":anychild" tagged
argunents are omtted is the test defined in [ RFC5228], i.e., it
will *only* operate on top-level header fields, whether or not it
is inside "foreverypart".

the use of "exists" with ":mne" and no ":anychild" operates on
the current MME part only (or on the top-level header fields, if
outside "foreverypart").

the use of "exists" with ":nine" and ":anychild" operates on the
current MME part and all of its descendants.

Exanpl e:
require ["mine", "fileinto"];
if exists :mme :anychild "content-nd5"

fileinto "1 NBOX. mi5";
}

In this exanple, any nessage that contains a M ME Content-M)5 header
in any MME part is saved to the nail box "1 NBOX. md5".

5. Action "replace"

Usage: replace [":mne"] [":subject” string] [":fronml' string]
<repl acenment: string>

The "replace"” conmmand is defined to allowa MM part to be repl aced
with the text supplied in the conmand.
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When used in the context of a "foreverypart" iterator, the MM part
to be replaced is the "current" MMe part. |f the current MM
context is a multipart MME part, the entire multipart MM part is
repl aced, which would alter the M ME structure of the nessage by
elimnating all of the children of the nmultipart part. (Replacing a
non-nul tipart MME part within a "foreverypart" |oop context does not
alter the overall nessage structure.) |If the MM structure is
altered, the change takes effect imediately: the "foreverypart"
iterator that is executing does not go into the no-longer existing
body parts, and subsequent "foreverypart" iterators would use the new
nessage structure

When used outside the context of a "foreverypart" |oop, the MM part
to be replaced is the entire nessage.

If the ":mme" paraneter is not specified, the replacenent string is
atext/plain part in UTF-8 [ RFC3629].

If the ":minme" parameter is specified, then the replacenent string
is, in fact, a MME entity as defined in [ RFC2045], Section 2.4,

i ncl uding both M ME headers and content.

If the entire nmessage is being replaced, the optional ":subject”
paraneter specifies a subject line to attach to the nessage that is
generated. UTF-8 characters can be used in the string argunent;

i mpl enent ati ons MJST convert the string to [ RFC2047] - encoded words i f

and only if non-ASCI| characters are present. |f the ":subject”
paraneter is used, inplenmentations MJST preserve any previous Subject
header as an Oigi nal - Subj ect header. |Inplenentations MJST preserve

all other header fields fromthe original nmessage with the exception
of those relating to the MM structure that is being replaced.

If the entire nmessage is being replaced, as an indication that the
message is no longer as created by the original author of the
message, the optional ":fronm' paranmeter nmay be used to specify an
alternate address to use in the Fromfield of the nessage that is
generated. The string nust specify a valid [ RFC5322] mail box-1i st.

| mpl enent ati ons SHOULD check the syntax and generate an error when a
syntactically invalid ":from paraneter is specified.

| mpl enent ati ons MAY al so i npose restrictions on what addresses can be
specified in a ":fronf paraneter; it is suggested that val ues that
fail such a validity check sinply be ignored rather than causing the
"replace" action to fail. |[If the From header is changed

i mpl ement ati ons MUST preserve the previous From header as an

Ori gi nal - From header .
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| npl enent ations that support the "editheader" extension [ RFC5293]
MUST ensure that any Oiginal -Subject or Oiginal-Fromheaders added
by the system cannot be nodified or renoved. |nplenentations MAY
prevent the addition of Oiginal-Subject and Oignal - From headers via
the "edi theader"” extension

If ":mme" is specified and either ":subject” or ":from' is
specified, the ":subject:" or ":fronml' paraneter MJIST be ignored.
This SHOULD be flagged as a conpilation error

6. Action "encl ose”
Usage: enclose <:subject string> <:headers string-list> string

A new Si eve action command is defined to allow an entire nessage to
be enclosed as an attachment to a new nessage. After enclosure,
subsequent actions affecting the nmessage header or content, as well
as tests operating on the M ME structure or accessing M ME header
fields, use the newy created nessage i nstead of the origina
message; this nmeans that any use of a "replace" action or other
simlar actions should be executed before the "encl ose" action

If multiple "enclose" actions are executed by a script, the nessage
is enclosed nultiple tines. (If a Sieve script desires to choose
bet ween di fferent encl osures, or wants to delay the enclosure to the
end of the script, it can use variables with appropriate tests

[ RFC5229].)

This action does not affect nessages that are forwarded via a
"redirect" action.

Specifically, the original nessage becones a multipart/ni xed nmessage
with two parts: a text/plain portion with the string argunment as its
body, and a nessage/rfc822 portion with the original message

encl osed. The Content-Type: header field becones mnultipart/m xed.
The optional Subject: header is specified by the ":subject" argunent;
if not present, the subject will be taken fromthe encl osed nessage.
Any headers specified by ":headers" are copied fromthe old nessage
into the new nessage. |If not specified by ":headers", Date: and
From headers should be synthesized to reflect the current date and
the user running the Sieve action
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7.

Action "extracttext"
Usage: extracttext [MODIFIER] [":first" nunmber] <varnane: string>

The "extracttext” action may be used within the context of a
"foreverypart" loop and is used to store text into a variable as
defined by [ RFC5229]. Servers MJST support transcodi ng of any
textual body part into UTF-8 for use with this action. This requires
decodi ng any transfer encoding as well as transcoding fromthe

i ndi cated character set into UTF-8. It stores at nost ":first”
characters of the transcoded content of the current M ME body part in
the variable identified by varnane. |If the ":first" parameter is not

present, the whole content of the current M ME body part is stored.
In either case, the actually stored data MAY be truncated to conform
to implenentation specific Iimt on variable | ength and/or on M ME
body part length. |If the transfer encoding or character set is
unrecogni zed by the inplenentation or recognized but invalid, an
enpty string will result.

If "extracttext" is used outside the context of a "foreverypart"
| oop, the action will set the variable identified by varname to the
enpty string. This SHOULD be flagged as a conpilation error.

Modi fiers are applied on the extracted text before it is stored in
the vari abl e.

Si eve Capability Strings

A Sieve inplenmentation that defines the "foreverypart” and "break"
actions will advertise the capability string "foreverypart".

A Sieve inplenentation that defines the ":minme" and ":anychild"
tagged argunents to the "header", "address", and "exists" comands
will advertise the capability string "m nme"

A Sieve inplenentation that defines the "replace" action will
advertise the capability string "repl ace".

A Sieve inplenentation that defines the "enclose" action will
advertise the capability string "encl ose".

A Sieve inplenentation that defines the "extracttext" action will
advertise the capability string "extracttext”. Note that to be
useful, the "extracttext" action also requires the "vari abl es"

[ RFC5229] and "foreverypart" capabilities.
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9. Exampl es
9.1. Exanple 1

Consi der a Sieve script to replace sone of the Wndows executable
attachnents in a nessage. (The actual list of executable types and
extensions is considerably |onger and constantly changing. The tests
shown here are an exanple only.) Such a script mght ook Iike this:

require [ "foreverypart", "mnme", "replace" ];
foreverypart

i f anyof (
header :nmime :contenttype :is
"Cont ent - Type" "application/exe"
header :mne :param"fil enane"
:mat ches ["Content-Type", "Content-Disposition"] "*.com )
{

}
}

9.2. Exanple 2

repl ace "Executabl e attachnment renoved by user filter"

Consider a Sieve script to warn the user about sone of the executable
attachnent types. (The actual |ist of executable types and

extensions is considerably |onger and constantly changing. The tests
shown here are an exanple only.) Such a script mght ook Iike this:

require [ "foreverypart", "mne", "enclose" ];
foreverypart

i f header :mime :param"fil enane"
:matches ["Content-Type", "Content-Di sposition”]
["*.com', "*. exe", "*.vbs", "*.scr",
"*opif", "* hta", "*.bat", "*.zip" ]
{
# these attachnment types are executable
encl ose :subject "Warning" :text
WARNI NG The encl osed nessage contai ns executabl e attachments
These attachnment types nmy contain a conmputer virus program
that can infect your conputer and potentially danmage your data.

Before clicking on these nessage attachnents, you should verify

with the sender that this nessage was sent by them and not a
comput er virus.
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br eak;

}
}

9.3. Exanple 3

A Sieve script to extract subject and text out of nessages fromthe
boss might |ook like this:

require ["mnme", "variables", "extracttext"];
i f header :contains "front "boss@xanple. org"

# :matches is used to get the value of the Subject header
i f header :matches "Subject" "*"
{
set "subject" "${1}";
}

# extract the first 100 characters of the first text/* part
foreverypart

if header :nminme :type :is "Content-Type" "text"

extracttext :first 100 "msgcontent";
br eak;
}
}

#if it’s not a 'for your information’ nessage

i f not header :contains "subject" "FYl:"

{
# do sonet hing using ${subject} and ${nsgcontent}
# such as sending a notification using a
# notification extension

}

}
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11.

12.

Security Considerations

The "encl ose" action creates an entirely new nessage, as conpared to
just redirecting or forwarding the existing nessage. Therefore, any
site policies applicable to nmessage subm ssion shoul d be enforced.

The | oopi ng specification specified here provides easier access to

i nformati on about the nmessage contents, which nay al so be achieved
through other sieve tests. This is not believed to raise any
additional security issues beyond those for the Sieve "envel ope" and
"body" [RFC5173] tests.

Any change in nessage content may interfere with digital signature
nmechani snms that include that content in the signed material. In
particular, using "replace" makes direct changes to the body content
and will affect the body hash included in Domain Keys ldentified Mail
(DKIM signatures [RFC4871], or the nessage signature used for Secure
MME (S/M ME) [RFC3851], Pretty Good Privacy (PGP) [RFC1991] or
OpenPGP [ RFC4880] .

It is not possible to exanmine the MM structure of decrypted content
ina nmultipart/encrypted MM part.

When "encl ose" is used on a nessage containing a nultipart/signed
M ME part, the Sieve inplenentation MIST ensure that the origina
message is copied octet-for-octet to maintain the validity of the
digital signature.

The system MUST be sized and restricted in such a manner that even
mal i ci ous use of M ME part nmatching does not deny service to other
users of the host system

Al'l of the security considerations given in the base Sieve
specification also apply to these extensions.

| ANA Consi der ati ons

The Original -Subject and Oiginal - From headers have been registered
in the Pernmanent Message Header Fields registry.

The followi ng tenplates specify the I ANA registrations of the Sieve
extensions specified in this docunent. This information has been
added to the I ANA registry of Sieve Extensions (currently found at
http://ww.iana. org).
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12.

12

12.

1. foreverypart capability

To: iana@ ana. org
Subj ect: Registration of new Sieve extension

Capability nane: foreverypart
Description: adds the "foreverypart" and "break" actions for
iterating through M ME parts of a nessage.

RFC nunber: RFC 5703
Cont act address: The Sieve discussion |ist
<ietf-ma-filters@nt. org>.

.2. mnme capability

To: iana@ana.org
Subj ect: Registration of new Sieve extension

Capability nanme: mne

Description: adds the ":mnme" and ":anychild" tagged arguments to the
"header", "address", and "exists" tests. Adds the ":type",
":subtype", ":contenttype", and ":parani options when ":mnme" is used
with the "header" test.

RFC nunber: RFC 5703
Cont act address: The Sieve discussion |ist
<ietf-nma-filters@nt. org>.

3. replace capability

To: iana@ana.org
Subj ect: Registration of new Sieve extension

Capability nane: repl ace
Description: adds the "replace" action for replacing a MM body part
of a nessage.

RFC nunber: RFC 5703
Cont act address: The Sieve discussion |ist
<ietf-nma-filters@nt. org>.
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12.

12.

13.

13.

4. enclose capability

To: iana@ ana. org
Subj ect: Registration of new Sieve extension

Capabi lity nane: encl ose
Description: adds the "enclose" action for enclosing a nessage with a
Wr apper.

RFC nunber: RFC 5703
Cont act address: The Sieve discussion |ist
<ietf-ma-filters@nt. org>.

5. extracttext capability

To: iana@ana.org
Subj ect: Registration of new Sieve extension

Capability nane: extracttext
Description: adds the "extracttext" action for extracting text froma

M ME body part.

RFC nunber: RFC 5703
Cont act address: The Sieve discussion |ist
<ietf-ma-filters@nt. org>.
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