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Abst r act

Thi s docunent describes how Resource ReserVation Protocol (RSVP)

Pat hErr nessages nmay be used to trigger rerouting of Milti-Protocol
Label Switching (MPLS) and Generalized MPLS (GWLS) poi nt-to-point
Traffic Engineering (TE) Label Switched Paths (LSPs) without first
renovi ng LSP state or resources. Such LSP rerouting nmay be desirable
in a nunber of cases, including, for exanple, soft-preenption and
graceful shutdown. This docunent describes the usage of existing

St andards Track mechani sms to support LSP rerouting. 1In this case

it relies on nmechanisns already defined as part of RSVP-TE and sinply
descri bes a sequence of actions to be executed. Wile existing
protocol definitions can be used to support reroute applications,
this docunent al so defines a new reroute-specific error code to all ow
for the future definition of reroute-application-specific error

val ues.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww.rfc-editor.org/info/rfc5710
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1

I ntroduction

The Resource ReserVation Protocol (RSVP), see [RFC2205], has been
extended to support the control of Traffic Engineering (TE) Labe

Swi tched Paths (LSPs) for both Milti-Protocol Label Swi tching (MPLS)
and Generalized MPLS (GWLS) in, respectively, [RFC3209] and
[RFC3473]. In all cases, a PathErr nessage is used to report errors
to nodes upstream of the error-detecting node. As defined in

[ RFC2205] and left unnodified by [ RFC3209], PathErr nessages "do not
change path state in the nodes through which they pass”
Notwi t hstanding this definition, PathErr nmessages are nost commonly
used to report errors during LSP establishnment, i.e., the RSVP-TE
processing that occurs prior to the ingress receiving a Resv nessage.
(See [RFC5711] for a broader discussion on PathErr nessage handling.)
Support for such usage was enhanced via the introduction of the

Pat h_State Renoved flag in [ RFC3473], which enabl es a processing node
to free related LSP state and resources. The usage of PathErr
messages during LSP establishnment was further covered in [ RFC4920],
whi ch describes in detail how a node may indicate that it or one of
its associ ated resources should be avoided, i.e., routed around,
during LSP establishnent.

Pat hErr nessages can al so be used to support a nunmber of other cases
that can occur after an LSP is established. This docunent focuses on
the cases where PathErr nessages can be used for a node to indicate
that it desires an upstreamnode to reroute an LSP around the

i ndi cati ng node or resources associated with the indicating node.
Some exanpl es of such cases are soft-preenption and graceful shutdown
(see [RFC5712] and [ GRACEFUL]).

This docunent uses the term nology "reroute request” to refer to the
i ndi cation by a node that an upstreamreroute shoul d take pl ace.
Thi s docunent describes how a node can initiate a reroute request

Wi t hout disrupting LSP data traffic or, when so desired, with the

di sruption of data traffic and renoval of LSP-associated state and
resources. The applicability of this docunent is linmted to point-
to-point LSPs. Support for point-to-nultipoint LSPs are for further
st udy.

The mechani sms used to indicate reroute requests are derived fromthe
mechani snms described in [RFC4920] and the error codes defined in

[ RFCA736]. This docunment describes (1) how a non-disruptive reroute
request may be issued and, (2) based on an optional "timeout" period,
how rerouting may be forced by renoving LSP state and associ at ed
resources and signaling such renoval. VWhile this document descri bes
how exi sting protocol definitions can be used to support rerouting,

it also defines a new reroute-specific error code to allow for the
future definition of reroute-application-specific error val ues.
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1.1. Conventions Used in This Docunment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Reroute Requests

Thi s section describes how a downstream node can indicate that it
desires a node upstream (along the LSP path) to initiate the
rerouting of an LSP, and how t he upstream nodes can respond to such a
request. Initiating nodes, transit nodes, and ingress nodes are
descri bed separately.

2.1. Processing at Requesting Node

When a transit or egress node desires to request the rerouting of an
established LSP, it first determines if it can act on the reroute
request locally. Such a check MUST be perforned on the condition
that the Explicit Route Object (ERO, see [RFC3209], received in the
LSP's incom ng Path nmessage does not preclude LSP rerouting.
Exanpl es of requests that may trigger reroutes are avoiding an

out goi ng interface, a conponent, |abel resource, or a next hop not
explicitly listed in the ERO In all cases, the actual repair action
SHOULD be perfornmed after verification that the local policy allows
local repair for that LSP/state. That is, any traffic-rerouting
action (associated to this state) nust be initiated and conpl et ed
only as allowed by |ocal node policy.

When the node cannot act locally, it MJST i ssue a PathErr nessage
indicating its inability to performlocal rerouting. The PathErr
message MJST contain an ERROR SPEC object of the format defined in
[ RFC2205] or [RFC3473]. Such a message MUST include one of the
foll owi ng combi nati ons of error codes and error val ues:

1. "Notify/Local node mai ntenance required" to support backwards
conpatibility and to reroute around the | ocal node.

2. "Notify/Local |ink maintenance required" to support backwards
conmpatibility and to reroute around a local interface.

3. "Reroute/<any Reroute error value>" for future conpatibility
and when backwards conpatibility is not a concern
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The rest of the ERROR SPEC object is constructed based on the |oca
rerouting decision and the resource that is to be avoided by an
upstreamnode. It is inportant to note that the address and TLVs
carried by the ERROR SPEC object identify the resource to be avoided
and not the error code and val ue.

When the reroute decision redirects traffic around the |ocal node,
the | ocal node MJUST be indicated in the ERROR _SPEC obj ect.

O herwise, i.e., when the reroute decision does not redirect traffic
around the |l ocal node, the inpacted interface MJUST be indicated in

t he ERROR_SPEC obj ect and the IF_ID [RFC3473] ERROR_SPEC obj ect
formats SHOULD be used to indicate the inpacted interface.

The | F_I D [ RFC3473] ERROR_SPEC obj ect format MJUST be used to indicate
a reroute request that is nore specific than an interface. The TLVs
defined in [ RFC3471], as updated by [RFC3477], [RFC4201], and

[ RFC4920] MAY be used to provide specific, additional reroute request
information, e.g., reroute around a specific label. The principles
rel ated to ERROR SPEC obj ect construction, defined in Section 6.3.1
of [RFC4920], SHOULD be foll owed.

2.1.1. Reroute Request Tinmeouts

Reroute request tineouts are used to renpve an LSP when there is no
response to a reroute request. A reroute request timeout is used
when an LSP is to be renoved at the expiration of the reroute request
ti meout period. Wen such LSP renoval is desired, and after
initiating a reroute request, the initiating node MIST initiate a

ti meout during which it expects to receive a response to the reroute
request. Valid responses are a PathTear nessage or a trigger Path
message with an ERO avoiding the resource that was indicated in the
reroute request. If either type of nessage is received, the tineout
peri od MIST be cancel ed and no further action is needed. Note,
normal refresh processing is not nodified by the introduction of
reroute request tinmeouts. Such processing may result in Path state
bei ng renoved during the timeout period, in which case the tineout
peri od MUST al so be cancel ed.

If the reroute request tineout is reached, the initiating node MJST
renove the LSP and its associated state and resources. Renoval of
LSP state is indicated downstream via a correspondi ng Pat hTear
message. Renoval is indicated upstreamvia a PathErr nessage with
the error code of "Service preenpted'. The Path_State Renoved flag
MUST be set if supported. Wen the Path _State Renoved flag is not
supported, a correspondi ng ResvTear MJST al so be sent.
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2.2. Processing at Upstream Node

When a transit node’'s policy permits it to support reroute request
processing and | ocal repair, the node MJST exam ne inconi ng PathErr
messages to see it the node can performa requested reroute. A
reroute request is indicated in a received PathErr nmessage, which
carries one of the error code and val ue conbinations |isted above in
Section 2.1. Note that a conformant inplenentati on MIUST check for
any of the three conbinations listed in Section 2.1.

A transit node MAY act on a reroute request locally when the ERO
received in the LSP's inconing Path nessage does not preclude the
reroute. As before, exanples include |oosely routed LSP next hops.
When the reroute request can be processed |locally, standard, |oca
repair processing MJST be followed. The node SHOULD linit the nunber
of local repair attenpts. Again, the expected normis for |oca
repair, and thereby this case, to be precluded due to policy.

When the transit node supports [RFC4920] and is a boundary node, and
Boundary rerouting is allowed, it SHOULD use a route request as a
trigger to reroute the LSP. (Per [RFC4920], the Flags field of the
LSP_ATTRI BUTES object of the initial Path nessage indicates "Boundary
rerouting”".) |In the case the node triggers rerouting, it first MJST
identify an alternate path within the domain. Wen such a path is
avai |l abl e, the node MJUST term nate the PathErr nessage and issue a
Path nmessage reflecting the identified alternate path. Processing
then continues per [RFC4920]. Wien an alternate path is not
avai l abl e, the node cannot act on the reroute request.

When a transit node cannot act on a reroute request locally, per
standard processing, it MJST propagate the received Pat hErr nessage
to the previous hop.

2.3. Processing at Ingress

When reroute processing is supported, an ingress node MJST check
recei ved PathErr nessages to identify themas indicating reroute
requests. A reroute request is indicated in a received PathErr
nmessage, which carries one of the error code and val ue conbi nati ons
listed above in Section 2.1. Note that a conformant inplenentation
MUST check for any of the three conbinations listed in Section 2.1.

Upon receiving a reroute request, the ingress MJST attenpt to
identify an alternate path, avoiding the node, interface, resource,
etc. identified within the ERROR SPEC object. Wen an alternate path
cannot be identified, the reroute request MJST be discarded. Wen an
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alternate path is identified, a correspondi ng nake- before-break LSP
SHOULD be initiated and standard nake- bef ore-break procedures MJIST be
fol | owed.

3. Exanpl e Reroute Requests

This section provides exanple reroute requests. This section is
informative rather than prescriptive. Reroute requests are always
sent via PathErr nessages. As described above, a PathErr nessage may
contain either an [ RFC2205] format ERROR_SPEC object, or an IF_ID

[ RFC3473] format ERROR SPEC object; it is the address and TLVs
carried by the ERROR SPEC object, and not the error value, that

i ndi cates the resource that is to be avoided by the reroute.

3.1. Node Reroute Request
To indicate that the node should be avoi ded by an upstream node, the

node originating the reroute may fornat the ERROR SPEC per [ RFC2205],
for exanpl e:

o] | Pv4 ERROR _SPEC object: Class = 6, CType =1

B S B S B S B S +
| | Pv4 Error Node Address (4 bytes) |
S - R R +
| FI ags | Error Code | Error Val ue
oo oo oo oo +

The node address is set to the local node’'s TE router address. Error
code is set to either "Notify/Local node nmaintenance required" or
"Rerout e/ <any Reroute error val ue>"

3.2. Interface Reroute Request
To indicate that a nunbered interface should be avoided by an

upstream node, the node originating the reroute may fornmat the
ERROR_SPEC per [RFC3473], for exanple:
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0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Length | dass-Num (6) | G Type (3) |
B T e o i S I i i S S N iy St S I S S
| | Pv4 Error Node Address |
e e i i e T S i S e e e R
| Fl ags | Error Code | Error Val ue |
i T i i o T i e e S L e S s ol S R SR
I Type (1) I Length (8)

B T e o i S I i i S S N iy St S I S S
| | P Addr ess |
e e i i e T S i S e e e R

The node address is set to the local node’'s TE router address. Error
code is set to either "Notify/Local |ink maintenance required" or
"Reroute/ <any Reroute error value>". |IP address is set to the TE
address of the interface to be avoi ded.

3.3. Conponent Reroute Request

To indicate that an unnunbered conmponent shoul d be avoi ded by an
upstream node, the node originating the reroute formats the
ERROR_SPEC per [RFC4201], for exanple:

0 1 2 3
01234567890123456789012345678901
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Length | dass-Num (6) | G Type (3) |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| | Pv4 Error Node Address |
T T ik e S e e e st i s s s SN R SR
| FI ags | Error Code | Error Val ue |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Type (3) | Length (12)

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Router ID |
T T ik e S e e e st i s s s SN R SR
| Interface ID (32 bits) |
B s T s s e T o e S T ks et s oot ST S S S o S S 3

The node address is set to the local TE address used in the
adverti senent of the bundle associated with the conponent. Error
code is set to either "Notify/Local |ink maintenance required" or
"Reroute/ <any Reroute error value>". Router IDis set to the |ocal
router ID, and Interface IDis the identifier assigned to the
component |ink by the |ocal node.
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3.4. Label Reroute Request

To indicate that a |abel should be avoided by an upstream node, the
node originating the reroute may format the ERROR SPEC per [ RFC4920],
for exampl e:

0 1 2 3

01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Length | dass-Num (6) | G Type (3) |
B T e o i S I i i S S N iy St S I S S
| | Pv4 Error Node Address |
e e i i e T S i S e e e R
| Fl ags | Error Code | Error Val ue |
i T i i o T i e e S L e S s ol S R SR
I Type (1) I Length (8) I
B T e o i S I i i S S N iy St S I S S
| | P Addr ess |
e e i i e T S i S e e e R
I Type (6) I Length (8) I
i T i e S e e S R o s o i N R S R R SR
| DOANSTREAM _LABEL |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S

The node address is set to the local node’'s TE router address. Error
code is set to either "Notify/Local |ink maintenance required" or
"Reroute/ <any Reroute error value>". |P address is set to the TE
address of the interface that supports the |abel to be avoi ded.
DOWNSTREAM LABEL i ndicates the | abel to be avoi ded.

4. | ANA Consi derations

| ANA assigned val ues for namespaces defined in this docunent and
reviewed in this section.

| ANA made the assignnment in the "Error Codes and d obal |l y- Defi ned
Error Val ue Sub- Codes" section of the "RSVP Paraneters" registry:

34 Reroute [ RFC5710]
This error code has the followi ng defined Error Val ue sub-code:
0 = Generic LSP reroute request

Reroute error val ues should be allocated based on the follow ng
al l ocation policy as defined in [ RFC5226] .
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5.

6.

6.

Range Regi stration Procedures
0- 32767 | ETF Consensus
32768- 65535 Private Use

Security Considerations

Sections 9 of [RFC4920] and [ RFC4736] should be used as the starting
point for reviewing the security considerations related to the
formats and mechani sms di scussed in this docunent. This docunent
i ntroduces a new error code, but this code is functionally equival ent
to existing senmantics, in particular, the error code/error val ue
conbi nations of "Notify/Local node nai ntenance required" and
"Notify/Local I|ink maintenance required". As such, this docunent
i ntroduces no new security considerations beyond what al ready applies
to these existing formats and mechani sms. Future docunents may
define new error val ues; any considerations specific to those val ues
shoul d be di scussed in the docunent defining them
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