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Abst ract

The Access Node Control Protocol (ANCP) ains to conmunicate Quality
of Service (QS)-related, service-related, and subscriber-rel ated
configurations and operations between a Network Access Server (NAS)
and an Access Node (e.g., a Digital Subscriber Line Access

Mul ti pl exer (DSLAM). The main goal of this protocol is to allow the
NAS to configure, manage, and control access equi pnent, including the
ability for the Access Nodes to report information to the NAS

This present docunment investigates security threats that all ANCP
nodes could encounter. This docunent devel ops a threat nodel for
ANCP security, with the aimof deciding which security functions are
required. Based on this, security requirements regarding the Access
Node Control Protocol are defined

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc5713
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1

I ntroduction

The Access Node Control Protocol (ANCP) ains to conmmuni cate QoS-

rel ated, service-related, and subscriber-related configurations and
operations between a Network Access Server (NAS) and an Access Node
(e.g., a Digital Subscriber Line Access Miltiplexer (DSLAM).

[ ANCP- FRAME] illustrates the framework, usage scenarios, and genera
requirenents for ANCP. This docunent focuses on describing security
threats and deriving security requirenents for the Access Node
Control Protocol, considering the ANCP use cases defined in

[ ANCP- FRAME] as well as the guidelines for | ETF protocols’ security
requirenents given in [ RFC3365]. Section 5 and Section 6,
respectively, describe the potential attacks and the different attack
forns that are liable to take place within ANCP, while Section 7
appl i es the described potential attacks to ANCP and its different use
cases. Security policy negotiation, including authentication and

aut hori zation to define the per-subscriber policy at the policy/ AAA
(Aut henti cation, Authorization, and Accounting) server, is out of the
scope of this work. As a high-level summary, the follow ng aspects
need to be consi dered:

Message Protection:

Si gnal i ng message content can be protected agai nst eavesdroppi ng,
nodi fication, injection, and replay while in transit. This
applies to both ANCP headers and payl oads.

Prevention agai nst | npersonation:

It is inmportant that protection be avail abl e agai nst a device

i mpersonati ng an ANCP node (i.e., an unauthorized device
generating an ANCP nessage and pretending it was generated by a
valid ANCP node).

Prevention of Denial -of -Service Attacks:

ANCP nodes and the network have finite resources (state storage,
processi ng power, bandwidth). It is inportant to protect against
exhaustion attacks on these resources and to prevent ANCP nodes
frombeing used to | aunch attacks on other network el ements.

Speci ficati on Requirenments
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119], with the
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qualification that, unless otherwi se stated, they apply to the design
of the Access Node Control Protocol (ANCP), not its inplenentation or
application.

The rel evant conponents are described in Section 3.
3. System Overvi ew and Threat Model

As described in [ ANCP- FRAME] and schenatically shown in Figure 1, the
Access Node Control system consists of the foll ow ng conponents:

Net wor k Access Server (NAS):

A NAS provides access to a service (e.g., network access) and
operates as a client of the AAA protocol. The AAAclient is
responsi bl e for passing authentication information to designated
AAA servers and then acting on the response that is returned.

Aut henti cation, Authorization, and Accounting (AAA) server:

A AAA server is responsible for authenticating users, authorizing
access to services, and returning authorization information
(including configuration parameters) back to the AAA client to
deliver service to the user. As a consequence, service usage
accounting mght be enabled and informati on about the user’s
resource usage will be sent to the AAA server

Access Node (AN):
The AN is a network device, usually located at a service provider
central office or street cabinet, that terninates access-I|oop
connections from subscribers. |n case the access loop is a
Di gital Subscriber Line (DSL), this is often referred to as a DSL
Access Miltipl exer (DSLAM .

Cust oner Preni ses Equi pnent (CPE):

A CPE is a device located inside a subscriber’s prem se that is
connected at the LAN side of the Home Gateway (HGW .

Home Gateway (HGW :

The HGW connects the different Custoner Prenises Equi pnents (CPES)

to the Access Node and the access network. |n case of DSL, the
HGWis a DSL Network Ternination (NT) that could either operate as
a layer 2 bridge or as a layer 3 router. |In the latter case, such

a device is also referred to as a Routing Gateway (RG .
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Aggr egati on Networ k:

The aggregati on network provides traffic aggregation frommnultiple
ANs towards the NAS. ATM or Ethernet transport technol ogi es can
be used.

For the threat analysis, this docunent focuses on the ANCP

communi cati on between the Access Node and the NAS. However,

communi cati ons with the other conponents (such as HGW CPE, and the
AAA server) play a role in the understanding of the system
architecture and of what triggers ANCP conmmuni cations. Note that the
NAS and the AN might belong to two different adm nistrative real ns.
The threat nodel and the security requirenents in this docunent
consider this latter case.

Fom e e e - +
| AAA |
| Server
oo +
|
|
Fomedt Aemed oo + o + S + Ao +
| CPE| - - - | HGN - - - | | | Aggr egati on| | |
+-- -+ +-- -+ | Access| | Network | | | | I nt er net
| Node |----| |----] NAS |---] /]
+---+ +---+ | (AN | | | | | | Regi onal
| CPE| - --| HGWN - - - | | | | | | | Network |
R L A + e + R S Rp +

Figure 1: System Overvi ew

In the absence of an attack, the NAS receives configuration
informati on fromthe AAA server related to a CPE attenpting to access
the network. A nunmber of parameters, including Quality of Service

i nformati on, need to be conveyed to the Access Node in order to
becone effective. The Access Node Control Protocol is executed
between the NAS and the AN to initiate control requests. The AN
returns responses to these control requests and provides infornmation
reports.

For this to happen, the follow ng individual steps nust occur
0 The AN di scovers the NAS

0 The AN needs to start the protocol comrunication with the NAS to
announce its presence.
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(o]

The AN and the NAS perform a capability exchange.
The NAS sends requests to the AN.

The AN processes these requests, authorizes the actions, and
responds with the appropriate answer. 1In order to fulfill the
commands, it might be necessary for the AN to comrunicate with the
HGW or ot her nodes, for exanple, as part of a keep-alive
mechani sm

The AN provides status reports to the NAS

Att ackers can be:

(o]

of f-path, i.e., they cannot see the nessages exchanged between the
AN and t he NAS

on-path, i.e., they can see the nessages exchanged between the AN
and the NAS

Both off-path and on-path attackers can be:

(0]

Ve

(o]

passive, i.e., they do not participate in the network operation
but rather listen to all transfers to obtain the naxi num possible
i nformation;

active, i.e., they participate in the network operation and can
inject falsified packets.

assune the follow ng threat nodel

An of f-path adversary located at the CPE or the HGW

An off-path adversary located on the Internet or a regiona
networ k that connects one or nore NASes and associ ated access
networks to Network Service Providers (NSPs) and Application
Service Providers (ASPs).

An on-path adversary |ocated at network el ements between the AN
and the NAS.

An on-path adversary taking control over the NAS

An on-path adversary taking control over the AN
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4.

5.

bj ectives of Attackers

Attackers may direct their efforts either against an individua
entity or against a large portion of the access network. Attacks
fall into three classes

0 Attacks to disrupt the conmunication for individual custoners

0 Attacks to disrupt the communication of a large fraction of
customers in an access network. These also include attacks to the
network itself or a portion of it, such as attacks to disrupt the
network services or attacks to destruct the network functioning.

0 Attacks to gain profit for the attacker through nodifying the QS
settings. Also, through replaying old packets (of another
privileged client, for instance), an attacker can attenpt to
configure a better QS profile on its own DSL line, increasing its
own benefit.

Potential Attacks

This section discusses the different types of attacks agai nst ANCP
whil e Section 6 describes the possible neans of their occurrence.

ANCP is mainly susceptible to the follow ng types of attacks:
1. Denial of Service (DoS)

A nunber of denial -of-service (DoS) attacks can cause ANCP nodes to
mal function. Wien state is established or certain functions are
performed without requiring prior authorization, there is a chance to
mount deni al -of -service attacks. An adversary can utilize this fact
to transnmit a large nunber of signaling nessages to allocate state at
nodes and to cause consunption of resources. Also, an adversary,

t hrough DoS, can prevent certain subscribers fromaccessing certain
services. Mbreover, DoS can take place at the AN or the NAS

t hensel ves, where it is possible for the NAS (or the AN) to
intentionally ignore the requests received fromthe AN (or the NAS)
through not replying to them This causes the sender of the request
to retransmt the request, which mght allocate additional state at
the sender side to process the reply. Allocating nore state may
result in nmenory depletion
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5.2. Integrity Violation

Adversaries gaining illegitimte access on the transferred nessages
can act on these nessages, causing integrity violation. Integrity
viol ati on can cause unexpected network behavior, leading to a

di sturbance in the network services as well as in the network
functioning.

5.3. Downgr adi ng

Protocols may be useful in a variety of scenarios with different
security and functional requirenents. Different parts of a network
(e.g., within a building, across a public carrier’s network, or over
a private mcrowave link) may need different levels of protection

It is often difficult to nmeet these (sonetines conflicting)
requirenents with a single mechanismor fixed set of paraneters

thus, often a selection of nmechani snms and paraneters is offered. A
protocol is required to agree on certain (security) mechani sns and
paraneters. An insecure paraneter exchange or security negotiation
protocol can give an adversary the opportunity to nmount a downgradi ng
attack to force selection of mechani sms weaker than those nutually
desired. Thus, without binding the negotiation process to the
legitimate parties and protecting it, ANCP might only be as secure as
t he weakest nechani sm provided (e.g., weak authentication) and the
benefits of defining configuration paraneters and a negoti ation
protocol are |ost.

5.4. Traffic Analysis

An adversary can be placed at the NAS, the AN, or any ot her network
el ement capturing all traversing packets. Adversaries can thus have
unaut hori zed i nfornmati on access. As well, they can gather
information relevant to the network and then use this information in
gai ning | ater unauthorized access. This attack can also help
adversaries in other malicious purposes -- for exanple, capturing
messages sent fromthe AN to the NAS announcing that a DSL line is up
and containing sone infornation related to the connected client.

This could be any formof information about the client and could al so
be an indicator of whether or not the DSL subscriber is at home at a
particul ar nmonent.

5.5. Managenent Attacks

Since the ANCP sessions are configured in the AN and not in the NAS

[ ANCP- FRAME], nost configurati ons of ANCP are done in the AN
Consequently, the managenment attacks to ANCP mainly concern the AN
configuration phase. In this context, the AN M B nodul e could create
di scl osure- and misconfiguration-related attacks. [ANCP-M B] defines
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the vulnerabilities on the nanagenent objects within the AN MB
nodul e. These attacks mainly concern the unauthorized changes of the
managenment objects, leading to a nunber of attacks such as session
del etion, a session using an undesired/ unsupported protocol,

di sabling certain ANCP capabilities or enabling undesired
capabilities, ANCP packets being sent out to the wong interface (and
t hus being received by an uni ntended receiver), harmng the
synchroni zati on between the AN and the NAS, and inpacting traffic in
t he network other than ANCP

6. Attack Forns

The attacks nentioned above in Section 5 can be carried out through
the foll owi ng nmeans:

Message Repl ay:

This threat scenario covers the case in which an adversary
eavesdrops, collects signaling nessages, and replays themat a
later tinme (or at a different place or in a different way; e.g.
cut - and- paste attacks). Through repl ayi ng signaling nmessages, an
adversary m ght nount denial -of -service and theft-of-service
attacks.

Faked Message | njection:

An adversary nay be able to inject false error or response
nmessages, causi ng unexpected protocol behavior and succeeding wth
a DoS attack. This could be achieved at the signaling-protoco

| evel, at the level of specific signaling paraneters (e.g., QS
information), or at the transport layer. An adversary mght, for
exanpl e, inject a signaling nmessage to request allocation of QS
resources. As a consequence, other users’ traffic mght be

i npacted. The di scovery protocol, especially, exhibits
vulnerabilities with regard to this threat scenario.

Messages Modifi cation:

This involves integrity violation, where an adversary can nodify
signaling messages in order to cause unexpected network behavior.
Possible related actions an adversary m ght consider for its
attack are the reordering and del ayi ng of nessages, causing a
protocol's process failure.
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7.

Man-i n-t he- M ddl e:

An adversary might claimto be a NAS or an AN, acting as a man-in-
the-m ddle to | ater cause comunication and services di sruption
The consequence can range fromDoS to fraud. An adversary acting
as a man-in-the-mddle could nodify the intercepted nessages,
causing integrity violation, or could drop or truncate the

i ntercepted nessages, causing DoS and a protocol’s process

failure. |In addition, a man-in-the-niddle adversary can signha
information to an illegitimate entity in place of the right
destination. In this case, the protocol could appear to continue

working correctly. This nmay result in an AN contacting a w ong
NAS. For the AN, this could nean that the protocol failed for
unknown reasons. A nman-in-the-niddle adversary can al so cause
downgr adi ng attacks through initiating faked configuration
paraneters and through forcing selection of weak security
paraneters or mechani sns.

Eavesdr oppi ng:

This is related to adversaries that are able to eavesdrop on
transferred messages. The collection of the transferred packets
by an adversary may allow traffic analysis or be used later to
nmount replay attacks. The eavesdropper mght |earn QS
paraneters, comunication patterns, policy rules for firewall
traversal, policy information, application identifiers, user
identities, NAT bindings, authorization objects, network
configuration, performance information, and nore.

At t acks agai nst ANCP

ANCP is susceptible to security threats, causing disruption/

unaut hori zed access to network services, manipulation of the
transferred data, and interference with network functions. Based on
the threat nodel given in Section 3 and the potential attacks
presented in Section 5, this section describes the possible attacks
agai nst ANCP, considering the four use cases defined in [ ANCP- FRAME] .

Al 't hough ANCP is not involved in the conmmunication between the NAS
and the AAA/policy server, the secure comruni cati on between the NAS
and the AAA/policy server is inportant for ANCP security.
Consequently, this docunent considers the attacks that are related to
the ANCP operation associated with the communicati on between t he NAS
and the AAA/Policy server. |n other words, the threat nodel and
security requirenments in this docunment take into consideration the
data transfer between the NAS and the AAA server, when this data is
used within the ANCP operation
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Besi des the attacks against the four ANCP use cases described in the
foll owi ng subsections, ANCP is susceptible to a nunber of attacks
that can take place during the protocol -establishnment phase. These
attacks are mainly on-path attacks, taking the formof DoS or man-in-
the-m ddl e attacks, which could be as follows:

0 Attacks during the session initiation fromthe AN to the NAS
DoS attacks could take place affecting the session-establishnent
process. Al so, man-in-the-nmiddl e attacks coul d take pl ace,
causi ng nessage truncati on or nessage nodification and |leading to
sessi on-est abli shnent failure.

0 Attacks during the peering establishnent:
DoS attacks could take place during state synchroni zati on between
the AN and the NAS. Also, man-in-the-niddle attacks could take
pl ace through nmessage nodification during identity discovery,
which may lead to | oss of contact between the AN and the NAS

0 Attacks during capabilities negotiation
Message replay could take place, leading to DoS. Also, man-in-
the-m ddl e attacks could take place, |eading to nessage
nmodi fi cation, nmessage truncation, or downgradi ng through
advertising | esser capabilities.

7.1. Dynamic Access-Loop Attributes

Thi s use case concerns the conmmuni cati on of access-loop attributes
for dynam c, access-line topology discovery. Since the access-Ioop
rate may change over tine, advertisenent is beneficial to the NAS to
gai n know edge about the topol ogy of the access network for QS
scheduling. Besides data rates and access-loop links identification
other information may al so be transferred fromthe AN to the NAS
(exanples in case of a DSL access | oop are DSL type, maxi num

achi evabl e data rate, and maxi num data rate configured for the access
|l oop). This use case is thus vulnerable to a nunber of on-path and
of f-path attacks that can be either active or passive.

On-path attacks can take place between the AN and the NAS, on the AN
or on the NAS, during the access-loop attributes transfer. These
attacks may be:

o0 Active, acting on the transferred attributes and injecting
falsified packets. The nmain attacks here are:

* Man-in-the-niddl e attacks can cause access-1oop attributes
transfer between the AN and a forged NAS or a forged AN and the
NAS, which can directly cause faked attributes and nmessage
nodi fication or truncation.
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Mou

* Signaling replay, by an attacker between the AN and the NAS, on
the AN or on the NAS itsel f, causing DoS.

* An adversary acting as man-in-the-m ddl e can cause downgradi ng
t hrough changi ng the actual data rate of the access |oop, which
i mpacts the downstream shaping fromthe NAS

o Passive, only learning these attributes. The main attacks here
are caused by:

* Eavesdroppi ng through | earning access-1oop attributes and
i nformation about the clients’ connection state, and thus
i mpacting their privacy protection.

* Traffic analysis allow ng unauthorized information access,
whi ch could allow | ater unaut hori zed access to the NAS

O f-path attacks can take place on the Internet, affecting the
access-loop attribute sharing between the NAS and the AAA/ policy
server. These attacks may be:

0 Active attacks, which are mainly concerning:

*  DoS through flooding the conmrunication links to the AAA/ policy
server, causing service disruption.

* Man-in-the-niddl e, causing access-loop configuration retrieva
by an illegitimte NAS

0 Passive attacks, gaining information on the access-I|oop
attributes. The nain attacks in this case are:

* Eavesdroppi ng through | earning access-loop attributes and
| earning information about the clients’ connection states, and
thus inpacting their privacy protection

* Traffic analysis allow ng unauthorized informati on access,
whi ch could allow | ater unauthorized access to the NAS

Access-Loop Configuration

This use case concerns the dynamc, local-loop line configuration
through allowing the NAS to change the access-| oop paraneters (e.g.
rate) in a dynanmic fashion. This allows for centralized, subscriber-
rel ated service data. This dynanic configuration can be achieved

for instance, through profiles that are pre-configured on ANs. This
use case is vulnerable to a nunber of on-path and of f-path attacks.
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On-path attacks can take place where the attacker is between the AN
and the NAS, is on the AN, or is on the NAS. These can be as
fol | ows:

0 Active attacks, taking the follow ng forns:

*  DoS attacks of the AN can take place by an attacker, through
replayi ng the Configure Request nmessages.

* An attacker on the AN can prevent the AN fromreacting on the
NAS request for the access-1oop configuration, leading to the
NAS continual |y sendi ng the Configure Request nessage and,
hence, allocating additional states.

* Damaging clients’ profiles at ANs can take place by adversaries
that gai ned control on the network through di scovery of users
information froma previous traffic analysis.

* An adversary can replay old packets, nodify nessages, or inject
faked nessages. Such adversary can also be a man-in-the-
m ddl e. These attack fornms can be related to a privil eged
client profile (having nore services) in order to configure
this profile on the adversary’s own DSL |ine, which is |ess

privileged. 1In order that the attacker does not expose its
identity, he may also use these attack forns related to the
privileged client profile to configure a nunber of illegitimte

DSL lines. The adversary can al so force configuration
paraneters other than the selected ones, leading to, for
i nstance, downgrading the service for a privileged client.

0 Passive attacks, where the attacker listens to the ANCP nessages.
This can take place as foll ows:

* Learning configuration attributes is possible during the update
of the access-loop configuration. An adversary mght profit to
see the configuration that soneone else gets (e.g., one ISP
m ght be interested to know what the custoners of another |SP
get and therefore nmight break into the AN to see this).

O f-path attacks can take place as foll ows:
0 An off-path passive adversary on the Internet can exert

eavesdroppi ng during the access-loop configuration retrieval by
the NAS fromthe AAA/ policy server
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7.

0 An off-path active adversary on the Internet can threaten the
centralized subscribers-related service data in the AAA policy
server through, for instance, naking subscribers’ records
i naccessi bl e.

Renote Connectivity Test

In this use case, the NAS can carry out a Renpte Connectivity Test
using ANCP to initiate an access-loop test between the AN and the
HGW Thus, multiple access-loop technol ogi es can be supported. This
use case is vulnerable to a nunber of active attacks. Modst of the
attacks in this use case concern the network operation.

On-path active attacks can take place in the follow ng forns:

0 Man-in-the-mddle attack during the NAS's triggering to the ANto
carry out the test, where an adversary can inject falsified
signals or can truncate the triggering.

0 Message nodification can take place during the Subscriber Response
nmessage transfer fromthe AN to the NAS announcing the test
results, causing failure of the test operation

0 An adversary on the AN can prevent the AN from sending the
Subscri ber Response nessage to the NAS announci ng the test
results, and hence the NAS will continue triggering the ANto
carry out the test, which results in nore state being allocated at
the NAS. This may result in unavailability of the NAS to the ANs.

O f-path active attacks can take place as foll ows:

0 An adversary can cause DoS during the access-loop test, in case of
an ATM based access | oop, when the AN generates | oopback cells.
This can take place through signal replaying.

0 Message truncating can take place by an adversary during the
access-loop test, which can lead to service disruption due to
assunption of test failures.

Mul ti cast

In this use case, ANCP could be used in exchanging information
between the AN and the NAS, allowing the ANto performreplication
inline with the policy and configuration of the subscriber. Al so,
this allows the NAS to foll ow subscribers’ multicast (source, group)
menbershi p and control replication perforned by the AN. Four
mul ti cast use cases are expected to take place, making use of ANCP
these are typically nulticast conditional access, nulticast adm ssion
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control, nulticast accounting, and spontaneous adni ssion response.
This section gives a high-level description of the possible attacks
that can take place in these cases. Attacks that can occur are
nmostly active attacks.

On-path active attacks can be as foll ows:

(o]

DoS attacks, causing inability for certain subscribers to access
particular nulticast streams or only access the nulticast stream
at a reduced bandwi dth, inpacting the quality of the possible
video stream This can take place through nmessage replay by an
attacker between the AN and the NAS, on the AN or on the NAS

Such DoS attacks can al so be done by tenpering, for instance, wth
white/ black list configuration or by placing attacks to the

bandwi dt h- adni ssi on-control nechani sm

An adversary on the NAS can prevent the NAS fromreacting on the
AN requests for white/black/grey lists or for adnission contro

for the access line. The ANin this case would not receive a
reply and woul d continue sending its requests, resulting in nore
states being allocated at the AN. A sinilar case happens for

adm ssion control when the NAS can al so send requests to the AN
When the NAS does not receive a response, it could also retransmt
requests, resulting in nore state being all ocated at the NAS side
to process responses. This may result in the unavailability of
the NAS to the ANs.

Man-in-the-niddl e, causing the exchange of messages between the AN
and a forged NAS or a forged AN and the NAS. This can lead to the
fol | owi ng:

* Message nodification, which can cause service downgrading for
legitimate subscribers -- for instance, an illegiti mte change
of a subscriber’s policy.

* Message truncation between the AN and the NAS, which can result
in the non-continuity of services.

* Message replay between the AN and the NAS, on the AN or on the
NAS, | eading to a DoS or services fraud.

*  Message nodification to tenper with accounting information, for
exanple, in order to avoid service charges or, conversely, in
order to artificially increase service charges on other users.
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8.

An off-path active attack is as foll ows:

(o]

DoS coul d take place through nessage replay of join/leave requests
by the HGWor CPE, frequently triggering the ANCP activity between
the AN and the NAS. DoS could also result from generating heaps
of 1GWP join/leaves by the HGWor CPE, leading to very high rate
of ANCP query/response.

Security Requirenents

This section presents a nunmber of requirements notivated by the
different types of attacks defined in the previous section. These
requirenents are as foll ows:

(o]

The protocol solution MIST offer authentication of the ANto the
NAS.

The protocol solution MIST offer authentication of the NAS to the
AN.

The protocol solution MJUST allow authorization to take place at
the NAS and the AN

The protocol solution MIST offer replay protection
The protocol solution MJST provide data-origin authentication

The protocol solution MJST be robust against denial -of -service
(DoS) attacks. In this context, the protocol solution MJST
consi der a specific nmechanismfor the DoS that the user night
create by sending nmany | GvWP nessages.

The protocol solution SHOULD offer confidentiality protection

The protocol solution SHOULD ensure that operations in default
configuration guarantees a | ow nunber of AN NAS protoco
i nteractions.

The protocol solution SHOULD ensure the access control of the
managenent objects and possibly encrypt the values of these
obj ects when sending them over the networks.

Security Considerations

Thi s docunent focuses on security threats, deriving a threat node
for ANCP and presenting the security requirenents to be considered
for the design of ANCP
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