Net wor k Wor ki ng G oup B. Lengye
Request for Comments: 5717 Eri csson
Cat egory: Standards Track M Bj or kl und
Tail -f Systens

Decenber 2009

Partial Lock Renmpte Procedure Call (RPC) for NETCONF
Abstr act

The Networ k Configuration protocol (NETCONF) defines the |ock and
unl ock Renmpote Procedure Calls (RPCs), used to lock entire
configuration datastores. In some situations, a way to |lock only
parts of a configuration datastore is required. This documnent
defines a capability-based extension to the NETCONF protocol for

| ocki ng portions of a configuration datastore.

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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the copyright in such materials, this docunment may not be nodified
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outside the | ETF Standards Process, and derivative works of it may

not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages other
than Engli sh.
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1. Introduction

The [ NETCONF] protocol describes the [ock and unl ock operations that
operate on entire configuration datastores. Oten, multiple
managenent sessions need to be able to nodify the configuration of a
managed device in parallel. 1In these cases, locking only parts of a
configuration datastore is needed. This docunent defines a
capability-based extension to the NETCONF protocol to support partial
| ocki ng of the NETCONF running datastore using a nmechani sm based on
the existing XPath filtering nechanisns.

1.1. Definition of Terns

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14, [RFC2119].

Additionally, the following terns are defined:

0 Instance ldentifier: an XPath expression identifying a specific
node in the conceptual XM. datastore. It contains an absolute
pat h expression in abbreviated syntax, where predicates are used
only to specify values for nodes defined as keys to distinguish
mul ti pl e instances.

0 Scope of the lock: initially, the set of nodes returned by the
XPat h expressions in a successful partial-lock operation. The set
m ght be nodified if sone of the nodes are deleted by the session
owni ng t he | ock.

0 Protected area: the set of nodes that are protected from
nodi fication by the lock. This set consists of nodes in the scope
of the Iock and nodes in subtrees under them

2. Partial Locking Capability
2.1. Overview

The :partial-lock capability indicates that the device supports the

| ocking of its configuration with a nore limted scope than a

conpl ete configuration datastore. The scope to be locked is
specified by using restricted or full XPath expressions. Partia

| ocking only affects configuration data and only the running
datastore. The candidate or the start-up datastore are not affected.
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The system MUST ensure that configuration resources covered by the

| ock are not nodified by other NETCONF or non- NETCONF managenent
operations such as Sinple Network Managenment Protocol (SNWP) and the
Command Line Interface (CLI).

The duration of the partial |ock begins when the partial lock is
granted and lasts until (1) either the correspondi ng <partial -unl ock>
operation succeeds or (2) the NETCONF session term nates.

A NETCONF session MAY have nultiple parts of the running datastore
| ocked using partial |ock operations.

The <partial -1 ock> operation returns a lock-id to identify each
successfully acquired | ock. The lock-id is unique at any given tine
for a NETCONF server for all partial-locks granted to any NETCONF or
non- NETCONF sessi ons.

2.1.1. Usage Scenarios

In the followi ng, we describe a few scenarios for partial |ocking.
Besi des the two described here, there are nany other usage scenari os
possi bl e.

2.1.1.1. Miltiple Managers Handling the Witable Running Datastore with
Overl appi ng Sections

Mul tipl e managers are handling the sane NETCONF agent simultaneously.
The agent is handled via the witable running datastore. Each
manager has his or her own task, which nmight involve the nodification
of overl appi ng sections of the datastore.

After collecting and anal yzing input and preparing the NETCONF
operations off-line, the nmanager | ocks the areas that are inportant
for his task using one single <partial-lock> operation. The nanager
executes a nunber of <edit-config> operations to nodify the
configuration, then releases the partial-lock. The |Iock should be
held for the shortest possible tine (e.g., seconds rather than

m nutes). The nmanager should collect all human input before | ocking
anyt hing. As each manager |locks only a part of the data nodel
usual ly nmultiple operators can execute the <edit-config> operations
si mul t aneousl y.
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2.1.1.2. Miltiple Managers Handling the Witable Runni ng Datastore,
Di stinct Managenent Areas

Mul tipl e managers are handling the sane NETCONF agent simultaneously.
The agent is handled via the witable running datastore. The agent’s
data nodel contains a nunber of well-defined separate areas that can
be configured wi thout inpacting other areas. An exanple can be a
server with multiple applications running on it, or a nunber of
network elements with a common NETCONF agent for nanagenent.

Each manager has his or her own task, which does not involve the
nodi fi cation of overl apping sections of the datastore.

The manager | ocks his area with a <partial-lock> operation, uses a
nunmber of <edit-config> commands to nodify it, and | ater rel eases the
| ock. As each nanager has his functional area assigned to him and
he | ocks only that area, nultiple managers can edit the configuration
si mul taneously. Locks can be held for extended periods (e.g.

m nutes, hours), as this will not hinder other nanagers.

This scenario assumes that the global |ock operation from [ NETCONF]
i's not used.

2.2. Dependencies
The device MJST support restricted XPath expressions in the sel ect
el ement, as described in Section 2.4.1. Optionally, if the :xpath
capability is also supported (as defined in [ NETCONF], Section 8.9.

"XPat h Capability"), the device MIST al so support using any XPath 1.0
expression in the select el enent.

2.3. Capability Identifier
urn:ietf:parans: netconf:capability:partial-lock:1.0

2.4. New Qperations

2.4.1. <partial-lock>
The <partial -1 ock> operation allows the client to lock a portion of
the running datastore. The portion to lock is specified with XPath
expressions in the "select" elenents in the <partial-lock> operation
Each XPat h expression MJST return a node set.
Wien a NETCONF session holds a |l ock on a node, no other session or

non- NETCONF nechani sm of the system can change that node or any node
in the hierarchy of nodes beneath it.
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Locking a node protects the node itself and the conplete subtree
under the node from nodification by others. The set of |ocked nodes
is called the scope of the lock, while all the | ocked nodes and the
nodes in the subtrees under them nake up the protected area.

The XPath expressions are evaluated only once: at |ock tine.
Thereafter, the scope of the lock is nmaintained as a set of nodes,
i.e., the returned nodeset, and not by the XPath expression. If the
configuration data is later altered in a way that would make the
original XPath expressions evaluate to a different set of nodes, this
does not affect the scope of the partial |ock

Let's say the agent’s data nodel includes a list of interface nodes.
If the XPath expression in the partial-lock operation covers al

i nterface nodes at |ocking, the scope of the lock will be maintained
as the list of interface nodes at the tine when the | ock was granted.
If soneone later creates a new interface, this newinterface will not
be included in the | ocked-nodes list created previously so the new
interface will not be | ocked.

A <partial -1ock> operati on MIUST be handl ed atomically by the NETCONF
server. The server either |locks all requested parts of the datastore
or none. |If during the <partial-lock> operation one of the requested
parts cannot be | ocked, the server MJST unlock all parts that have

al ready been | ocked during that operation

If a node in the scope of the lock is deleted by the session owning
the lock, it is renmoved fromthe scope of the | ock, so any other

session or non- NETCONF nmechani smcan recreate it. |If all nodes in
the scope of the lock are deleted, the lock will still be present.

However, its scope will becone enpty (since the lock will not cover
any nodes).

A NETCONF server that supports partial |ocking MIST be able to grant
mul ti ple sinmultaneous partial |locks to a single NETCONF session. |If
the protected area of the individual |ocks overlap, nodes in the
conmon area MJST be protected until all of the overlapping | ocks are
rel eased.

A <partial -1 ock> operation MIST fail if:

0 Any NETCONF session (including the current session) owns the
gl obal lock on the running datastore.

0 Any part of the area to be protected is already | ocked (or
protected by partial |ocking) by another nanagenment session,
i ncl udi ng ot her NETCONF sessions using <partial-lock> or any other
non- NETCONF nmanagenent net hod.
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0 The requesting user is not successfully authenticated.

0 The NETCONF server inplenents access control and the |ocking user
does not have sufficient access rights. The exact handling of
access rights is outside the scope of this docunent, but it is
assuned that there is an access control systemthat MAY deny or
all ow the <partial -1 ock> operation

The <partial -1 ock> operation is designed for sinplicity, so when a
partial lock is executed, you get what you asked for: a set of nodes
that are | ocked for witing.

As a consequence, users nust observe the follow ng:
0 Locking does not affect read operations.

o If part of the running datastore is |ocked, this has no effect on
any unl ocked parts of the datastore. |If this is a problem(e.gqg.
changes depend on data val ues or nodes outside the protected part
of the datastore), these nodes SHOULD be included in the protected
area of the | ock.

o Configuration data can be edited both inside and outside the
protected area of a lock. It is the responsibility of the NETCONF
client application to lock all relevant parts of the datastore
that are crucial for a specific managenent action

Note: The <partial -1 ock> operation does not nodify the gl obal <Iock>
operation defined in the base NETCONF protocol [NETCONF]. |If part of
the running datastore is already | ocked by <partial-lock> then a

gl obal lock for the running datastore MIUST fail even if the globa

I ock is requested by the NETCONF session that owns the partial |ock

2.4.1.1. Paraneters, Results, Exanples
Par anet ers:
select: One or nore 'select’ elenments, each containing an XPath
expression. The XPath expression is evaluated in a context
where the context node is the root of the server’'s
conceptual data nodel, and the set of nanespace decl arations
are those in scope on the select elenent.

The nodes returned fromthe sel ect expressions are reported in the
rpc-reply nessage.

Each sel ect expression MIST return a node set, and at |east one of
t he node sets MJST be non-enpty.
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If the device supports the :xpath capability, any valid XPath 1.0
expression can be used. |If the device does not support the
:xpath capability, the XPath expression MJST be linited to an
Instance ldentifier expression. An Instance ldentifier is an
absol ute path expression in abbreviated syntax, where predicates
are used only to specify values for nodes defined as keys to
di stinguish nultiple instances.

Exanpl e: Lock virtual router 1 and interface ethl

<nc: rpc
xm ns="urn:ietf:parans: xm:ns:netconf:partial-Iock:1.0"
xm ns: nc="urn:ietf:paranms: xnl : ns: net conf: base: 1. 0"
nmessage-i d="135">
<partial -1 ock>
<sel ect xmns:rte="http://exanpl e.conf ns/route">
/rte:routing/rte:virtual Router[rte:routerNanme=" routerl’]
</ sel ect >
<select xmns:if="http://exanple.conlns/interface">
lif:interfaces/if:interface[if:id="ethl ]

</ sel ect >
</partial -1 ock>
</nc:rpc>

<nc:rpc-reply
xm ns: nc="urn:ietf:parans: xnm : ns: net conf: base: 1. 0"
xm ns="urn:ietf:params: xm:ns:netconf:partial-Iock:1.0"
nmessage-i d="135">
<l ock-id>127</1 ock-id>
<l ocked-node xm ns:rte="http://exanpl e.coni ns/route">
/rte:routing/rte:virtual Router[rte:routerNane="routerl’]
</ | ocked- node>
<l ocked-node xm ns:if="http://exanple.com ns/interface">
lif:interfaces/if:interface[if:id="ethl ]
</l ocked- node>
</nc:rpc-reply>

Note: The XML Schema in [ NETCONF] has a known bug that requires the
<data> XML elenent in a <rpc-reply>  This neans that the above
exanples will not validate using the XM_ Schema found in [ NETCONF].

Positive Response
If the device was able to satisfy the request, an <rpc-reply> is sent
with a <lock-id> elenent (lock identifier) in the <rpc-reply>

element. A list of |ocked nodes is also returned in |Instance
Identifier format.
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Negati ve Response

I f any select expression is an invalid XPath expression, the <error-
tag> is ’invalid-val ue’

I f any sel ect expression returns sonething other than a node set, the
<error-tag>is 'invalid-value', and the <error-app-tag> is 'not-a-
node-set’ .

If all the select expressions return an enpty node set, the <error-
tag> is 'operation-failed , and the <error-app-tag> is ’no-natches’

If the :xpath capability is not supported and the XPath expression is
not an Instance ldentifier, the <error-tag>is 'invalid-value', the
<error-app-tag> is 'invalid-Iock-specification’

I f access control denies the partial lock, the <error-tag> is
"access-denied’ . Access control SHOULD be checked before checking
for conflicting |locks to avoid giving out information about other
sessions to an unaut hori zed client.

If alock is already held by another session on any node within the
subtrees to be | ocked, the <error-tag> elenent is 'lock-denied and
the <error-info> elenment includes the <session-id> of the | ock owner
If the lock is held by a non- NETCONF session, a <session-id> of 0O
(zero) SHOULD be included. The same error response is returned if
the requesting session already holds the (global) lock for the
runni ng dat astore.

I f needed, the returned session-id nmay be used to <kill-session> the
NETCONF session hol ding the | ock

2.4.1.2. Deadl ock Avoi dance

As with nost |ocking systenms, it is possible that two nmanagenent
sessions trying to lock different parts of the configuration could
becone deadl ocked. To avoid this situation, clients SHOULD | ock
everything they need in one operation. |If locking fails, the client
MUST back-off, release any previously acquired | ocks, and SHOULD
retry the procedure after waiting sone random zed tine interval
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2.4.2. <partial-unl ock>

The operation unlocks the parts of the running datastore that were
previously | ocked using <partial-lock> during the same session. The
operation unlocks the parts that are covered by the lock identified

by the lock-id paraneter. |n case of multiple potentially
overl apping locks, only the lock identified by the lock-id is
renoved

Par anet ers:

lock-id: Ildentity of the lock to be unlocked. This lock-id MJST
have been received as a response to a | ock request by the
manager during the current session, and MJUST NOT have been
sent in a previous unlock request.

Exanpl e: Unl ock a previously created |ock

<nc:rpc xm ns="urn:ietf:parans: xm:ns:netconf:partial-Iock: 1. 0"
xm ns: nc="urn:ietf:parans: xnm : ns: net conf: base: 1. 0"
nmessage-i d="136">
<parti al -unl ock>
<l ock-id>127</1 ock-id>
</ partial -unl ock>
</nc:rpc>

Posi ti ve Response

If the device was able to satisfy the request, an <rpc-reply> is sent
that contains an <ok> elenent. A positive response MIST be sent even
if all of the locked parts of the datastore have already been
del et ed.

Negati ve Response

If the <lock-id> paraneter does not identify a |lock that is owned by
the session, an 'invalid-value' error is returned.

2.5. Modifications to Existing Operations

A successful partial lock will cause a subsequent operation to fai

if that operation attenpts to nodify nodes in the protected area of
the lock and is executed in a NETCONF session other than the session
that has been granted the lock. The <error-tag> 'in-use’ and the
<error-app-tag> 'locked is returned. Al operations that nodify the
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runni ng datastore are affected, including: <edit-config> <copy-
config> <delete-config> <comit>, and <di scard-changes>. |f

partial |ock prevents <edit-config> fromnodifying sonme data, but the
operation includes the continue-on-error option, nodification of
other parts of the datastore, which are not protected by partia

| ocking, might still succeed.

If the datastore contains nodes | ocked by partial lock, this wll

cause the (global) <lock> operation to fail. The <error-tag> el ement
"l ock-deni ed’” and an <error-info> el enment including the <session-id>
of the lock ower will be returned. |If the lock is held by a non-

NETCONF session, a <session-id> of 0O (zero) is returned.

Al'l of these operations are affected only if they are targeting the
runni ng datastore.

2.6. Interactions with Qther Capabilities
2.6.1. Candidate Configuration Capability

The candi date datastore cannot be | ocked using the <partial -1 ock>
operati on.

2.6.2. Confirnmed Conmit Capability
| f:
o a partial lock is requested for the running datastore, and

o the NETCONF server inplenents the :confirmed-commit capability,
and

0o there was a recent confirmed <conm t> operation where the
confirmng <conmt> operation has not been received

then the | ock MUST be deni ed, because if the confirmation does not
arrive, the running datastore MJUST be rolled back to its state before
the conmit. The NETCONF server might therefore need to nodify the
configuration.

In this case, the <error-tag> 'in-use’ and the <error-app-tag>
" out st andi ng-confirned-comit’ is returned.

2.6.3. Distinct Startup Capability

The startup datastore cannot be | ocked using the <partial -1 ock>
operati on.
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3. Security Considerations

The sanme considerations are relevant as for the base NETCONF protoco
[ NETCONF] . <partial -1 ock> and <partial -unl ock> RPCs MJST only be

all owed for an authenticated user. <partial-lock> and <parti al -

unl ock> RPCs SHOULD only be allowed for an authorized user. However,
as NETCONF access control is not standardi zed and not a nandatory
part of a NETCONF inplenentation, it is strongly reconmrended, but
OPTI ONAL (al t hough nearly all inplenentations include sone kind of
access control).

A lock (either a partial lock or a global |ock) nmight prevent other
users fromconfiguring the system The follow ng nechanisns are in
place to prevent the misuse of this possibility:

A user, that is not successfully authenticated, MJST NOT be
granted a partial |ock.

Only an authorized user SHOULD be able to request a partial |ock.

The partial lock is automatically rel eased when a session is
term nated regardl ess of how the session ends.

The <kill-session> operation nakes it possible to terninate other
users’ sessions.

The NETCONF server MAY log partial |ock requests in an audit
trail

A lock that is hung for sone reason (e.g., a broken TCP connection
that the server has not yet recognized) can be rel eased using another
NETCONF session by explicitly killing the session owning that |ock
using the <kill-session> operation

Partial locking is not an authorization mechanism it SHOULD NOT be

used to provide security or access control. Partial |ocking SHOULD
only be used as a nechani sm for providing consistency when nultiple
managers are trying to configure the node. It is vital that users

easily understand the exact scope of a lock. This is why the scope
is determ ned when granting a lock and is not nodified thereafter.

4. | ANA Consi derations

Thi s docunent registers one capability identifier URN fromthe

"Net wor k Configuration Protocol (NETCONF) Capability URNs" registry,
and one URI for the NETCONF XML nanespace in the "I ETF XM. registry"”
[ RFC3688]. Note that the capability URN is conpliant to [ NETCONF],
Section 10. 3.
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| ndex Capability ldentifier
spartial -1ock urn:ietf:parans: netconf:capability: partial-lock:1.0
URI: urn:ietf:parans: xm :ns:netconf:partial-lock:1.0
Regi strant Contact: The | ESG
XML: N A, the requested URI is an XM. nanespace.
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Appendi x A XM. Schema for Partial Locking (Normative)

The following XM. Schena defines the <partial-1ock> and <parti al -
unl ock> operations:

<CODE BEG NS>

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns="urn:ietf:paranms: xm :ns:netconf:partial-Iock:1. 0"
xm ns: nc="urn:ietf:parans: xnm : ns: net conf: base: 1. 0"
t ar get Nanespace="urn:ietf: parans: xm : ns: netconf:partial -l ock: 1. 0"
el ement For mDef aul t ="qual i fi ed" attri but eFornDefaul t="unqualified">

<Xs:annot ati on>
<xs: docunent ati on>
Schema defining the partial-Ilock and unl ock operations.
organi zation "I ETF NETCONF Wr ki ng G oup”

cont act

Net conf Wbrki ng G oup

Mailing list: netconf@etf.org

Web: http://ww.ietf.org/html.charters/netconf-charter. htm

Bal azs Lengyel
bal azs. | engyel @ri csson. com

revi sion 2009-10-19
description Initial version, published as RFC 5717.
</ xs: docunent ati on>
</ xs: annot ati on>

<xs:inmport namespace="urn:ietf:parans: xn : ns: netconf: base: 1. 0"
schemalLocati on="urn:ietf:params: xm : ns: net conf: base: 1. 0"/ >

<xs: si npl eType nane="1|ock-id-type">
<Xs:annot ati on>
<xs: docunent ati on>
A nunber identifying a specific
partial -1 ock granted to a session
It is allocated by the system and SHOULD
be used in the unl ock operation
</ xs: docunent ati on>
</ xs:annot at i on>
<xs:restriction base="xs:unsignedlnt"/>
</ xs:si npl eType>
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<xs: conpl exType nane="parti al LockType">
<xs: annot ati on>
<xs: docunent ati on>
A NETCONF operation that | ocks parts of
the runni ng datastore.
</ xs: docunent ati on>
</ xs:annot at i on>
<xs: conpl exCont ent >
<xs: extensi on base="nc:rpcQperati onType">
<XSs: sequence>
<xs:el ement nane="select" type="xs:string"
maxQOccur s=" unbounded" >
<Xs:annot ati on>
<xs: docunent ati on>
XPat h expression that specifies the scope
of the lock. An Instance Identifier
expression nust be used unless the :xpath
capability is supported in which case any
XPath 1.0 expression is allowed.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType name="partial UnLockType" >
<xs:annot ati on>
<xs: docunent ati on>
A NETCONF operation that rel eases a previously acquired
partial -1 ock.
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exCont ent >
<xs: extensi on base="nc:rpcQperati onType">
<XS:sequence>
<xs: el enent nane="lock-id" type="lock-id-type">
<xs:annotati on>
<xs: docunent ati on>
Identifies the lock to be rel eased. MJST
be the value received in the response to
the partial-lock operation
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: ext ensi on>
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</ xs: conpl exCont ent >
</ xs: conpl exType>

<l-- <partial-Ilock> operation -->
<xs: el ement nane="partial -1 ock” type="partial LockType"
substituti onG oup="nc:rpcQOperation"/>

<l-- <partial -unl ock> operation -->
<xs: el enment nane="partial -unl ock" type="partial UnLockType"
substituti onG oup="nc: rpcQOperation"/>

<l-- reply to <partial-lock> -->

<xs: conpl exType nanme="content PartlnParti al LockRepl yType">
<xs:annot ati on>
<xs: docunent ati on>
The content of the reply to a successfu
partial -1 ock request MJUST conformto this conplex type
</ xs: docunent ati on>
</ xs: annot ati on>
<XSs: sequence>
<xs: el ement nane="lock-id" type="lock-id-type">
<xs:annot ati on>
<xs: docunent ati on>
Identifies the lock to be rel eased. Muist be the val ue
received in the response to a partial-lock operation
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nane="I| ocked- node" type="xs:string"
maxQccur s=" unbounded" >
<xs: annot ati on>
<xs: docunent ati on>
Li st of | ocked nodes in the running datastore.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: schema>

<CODE ENDS>
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Appendi x B.  YANG Modul e for Partial Locking (Non-Nornative)

The followi ng YANG nodul e defines the <partial-lock> and <parti al -
unl ock> operations. The YANG | anguage is defined in [ YANGF .

<CODE BEG NS>
nodul e ietf-netconf-partial-lock {

nanespace urn:ietf:parans: xm :ns: netconf:partial-Iock:1.0;
prefix pl

organi zation "I ETF Network Configuration (netconf) Wrking G oup";

cont act
"Net conf Wbrking G oup
Mailing list: netconf@etf.org
Web: http://ww.ietf.org/htnl.charters/netconf-charter. htni

Bal azs Lengyel
Eri csson
bal azs. | engyel @ri csson. conf';

description
"Thi s YANG nodul e defines the <partial-1ock> and
<partial -unl ock> operations."

revi sion 2009-10-19 {

description

"Initial version, published as RFC 5717."
}

typedef | ock-id-type {
type uint32;
description
"A nunber identifying a specific partial-lock granted to a session
It is allocated by the system and SHOULD be used in the
partial -unl ock operation.";

}

rpc partial-1ock {
description
"A NETCONF operation that |ocks parts of the running datastore."

i nput {
leaf-1ist select {
type string;

m n-el enents 1;
description
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"XPat h expression that specifies the scope of the |ock
An Instance ldentifier expression MIST be used unl ess the
:xpath capability is supported, in which case any XPath 1.0
expression is allowed."
}
}
out put {
| eaf lock-id {
type | ock-id-type
description
"Identifies the lock, if granted. The |ock-id SHOULD be
used in the partial-unlock rpc."
}
| eaf-1ist | ocked-node {
type instance-identifier;
m n- el enents 1;
description
"Li st of |locked nodes in the running datastore"
}

}
}

rpc partial -unl ock {
description
"A NETCONF operation that rel eases a previously acquired
partial -1 ock.";
i nput {
| eaf lock-id {
type | ock-id-type
description
"Identifies the lock to be released. MJIST be the val ue
received in the response to a partial-lock operation.”

<CODE ENDS>
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Appendi x C. Usage Exanple - Reserving Nodes for Future Editing
(Non- Normat i ve)

Partial l|ock cannot be used to | ock non-existent nodes, which would
effectively attenpt to reserve themfor future use. To guarantee
that a node cannot be created by sone other session, the parent node
shoul d be | ocked, the top-level node of the new subtree created, and
then | ocked with another <partial-lock> operation. After this, the
| ock on the parent node shoul d be renopved.

In this section, an exanple illustrating the above is given

W want to create <user> Joe under <users>, and start editing it.
Editing might take a number of minutes. W want to inmediately |ock
Joe so no one will touch it before we are finished with the editing.

We al so want to minimze | ocking other parts of the running datastore
as multiple nmanagers m ght be addi ng users near sinmultaneously.

First, we check what users are already defined.
Step 1 - Read existing users

<rpc nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<get - confi g>
<sour ce>
<runni ng/ >
</ sour ce>
<filter type="subtree">
<top xm ns="http://exanpl e. com users">
<users/>
</t op>
</filter>
</ get-config>
</rpc>

The NETCONF server sends the follow ng reply.
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Step 2 - Receiving existing data

<rpc-reply message-i d="101"
xm ns="urn:ietf:paranms: xm : ns: netconf: base: 1. 0" >
<dat a>
<top xm ns="http://exanpl e. com users">
<user s>
<user >
<name>f r ed</ nane>
<phone>8327</ phone>
</ user>
</ users>
</t op>
</ dat a>
</rpc-reply>

We want to add the new user Joe and inmediately | ock himusing
partial |ocking. The way to do this, is to first lock all <user>
nodes by | ocking the <users> node.

Note that if we would lock all the <user> nodes using the select
expression '/usr:top/usr:users/usr:user’; this would not |ock the new
user Joe, which we will create after locking. So we rather have to

| ock the <users> node.

Step 3 - Lock users

<nc:rpc
xm ns: nc="urn:ietf:parans: xn : ns: net conf: base: 1. 0"
xm ns="urn:ietf:parans: xm :ns:netconf:partial-Iock:1. 0"
message-i d="102">
<partial -1 ock>
<sel ect xm ns:usr="http://exanple.conf users">
[ usr:top/usr:users
</ sel ect >
</partial -l ock>
</nc:rpc>

The NETCONF server grants the partial |ock. The scope of the |ock

i ncludes only the <users> node. The |lock protects the <users> node
and all <user> nodes below it fromnodification (by other sessions).
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Step 4 - Receive lock

<nc:rpc-reply
xm ns: nc="urn:ietf:paranms: xn : ns: net conf: base: 1. 0"
xm ns="urn:ietf:paranms: xm :ns:netconf:partial-Iock:1. 0"
message-i d="102">
<l ock-id>1</1 ock-id>
<l ocked- node xm ns:usr="http://exanple.conf users">
/usr:top/usr:users
</ | ocked- node>
</nc:rpc-reply>

Next we create user Joe. Joe is protected by the |ock received
above, as it is under the subtree rooted at the <users> node.

Step 5 - Create user Joe

<rpc nessage-i d="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<edi t-config>
<t ar get >
<runni ng/ >
</target>
<confi g>
<top xm ns:usr="http://exanpl e.confusers">
<users>
<user >
<nane>Joe</ nane>
</ user>
</ users>
</t op>
</ config>
</ edit-config>
</rpc>

We receive a positive reply to the <edit-config> (not shown). Next
we request a lock, that |ocks only <user> Joe, and rel ease the |ock
on the <users> node. This will allow other nmanagers to create
addi ti onal new users

Lengyel & Bjorkl und St andards Track [ Page 21]



RFC 5717 Partial Lock RPC for NETCONF Decenber 2009

Step 6 - Lock user Joe

<nc:rpc
xm ns: nc="urn:ietf:paranms: xn : ns: net conf: base: 1. 0"
xm ns="urn:ietf:paranms: xm :ns:netconf:partial-Iock:1. 0"
nmessage-i d="104">
<partial -l ock>
<sel ect xm ns:usr="http://exanple.confusers">
[ usr:top/usr:users/user[usr:nane="Joe"]"
</ sel ect >
</partial -1 ock>
</ nc:rpc>

The NETCONF server grants the partial lock. The scope of this second
| ock includes only the <user> node with name Joe. The |ock protects
all data below this particul ar <user> node.

Step 7 - Receive lock

<nc:rpc-reply
xm ns: nc="urn:ietf:parans: xm : ns: net conf: base: 1. 0"
xm ns="urn:ietf:params: xm :ns:netconf:partial-Iock:1. 0"
message-i d="104">
<l ock-id>2</1 ock-id>
<l ocked- node xm ns:usr="http://exanple.conf users">
[ usr:top/usr:users/user[usr:nane="Joe"]"
</ | ocked- node>
</nc:rpc-reply>

The scope of the second lock is the <user> node Joe. It protects
this <user> node and any data below it (e.g., phone nunber). At this
point of tinme, these nodes are protected both by the first and second
l ock. Next, we unlock the other <user>s and the <users> node, to
al | ow ot her managers to work on them W still keep the second | ock
so the <user> node Joe and the subtree belowis still protected.

Step 8 - Rel ease | ock on <users>

<nc:rpc xmns="urn:ietf:parans: xm :ns:netconf:partial-Ilock:1. 0"
xm ns: nc="urn:ietf:paranms: xn : ns: net conf: base: 1. 0"
message-i d="105">

<parti al -unl ock>
<l ock-id>1</1 ock-id>
</partial -unl ock>

</ nc:rpc>
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