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Abstr act

Thi s docunent describes how an Extensi bl e Provisioning Protocol (EPP)
session is mapped onto a single Transm ssion Control Protocol (TCP)
connection. This mapping requires use of the Transport Layer
Security (TLS) protocol to protect information exchanged between an
EPP client and an EPP server. This docunment obsol etes RFC 4934.

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet comunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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1. Introduction

Thi s docunent describes how the Extensible Provisioning Protoco

(EPP) is mapped onto a single client-server TCP connection. Security
servi ces beyond those defined in EPP are provided by the Transport
Layer Security (TLS) Protocol [RFC2246]. EPP is described in

[ RFC5730]. TCP is described in [RFC0793]. This docunent obsol etes
RFC 4934 [ RFC4934].

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

2. Session Managenent

Mappi ng EPP session managenent facilities onto the TCP service is
straightforward. An EPP session first requires creation of a TCP
connection between two peers, one that initiates the connection
request and one that responds to the connection request. The
initiating peer is called the "client", and the respondi ng peer is
called the "server". An EPP server MJST listen for TCP connection
requests on a standard TCP port assigned by | ANA

The client MJST issue an active OPEN call, specifying the TCP port
nunber on which the server is listening for EPP connection attenpts.
The EPP server MJST return an EPP <greeting> to the client after the
TCP session has been established.
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An EPP session is normally ended by the client issuing an EPP

<l ogout > comand. A server receiving an EPP <l ogout> command MJST
end the EPP session and close the TCP connection with a CLOSE call.
A client MAY end an EPP session by issuing a CLOSE call

A server MAY limt the life span of an established TCP connection
EPP sessions that are inactive for nore than a server-defined period
MAY be ended by a server issuing a CLOSE call. A server NMAY al so

cl ose TCP connections that have been open and active for |onger than
a server-defined period.

3. Message Exchange

Wth the exception of the EPP server greeting, EPP messages are
initiated by the EPP client in the formof EPP commands. An EPP
server MJST return an EPP response to an EPP command on the sane TCP
connection that carried the conmand. |If the TCP connection is closed
after a server receives and successfully processes a command but
before the response can be returned to the client, the server MAY
attenpt to undo the effects of the command to ensure a consi stent
state between the client and the server. EPP conmands are

i dempotent, so processing a command nore than once produces the sane
net effect on the repository as successfully processing the conmand
once.

An EPP client streanms EPP commands to an EPP server on an established
TCP connection. A client MJUST NOT distribute commands froma single
EPP session over multiple TCP connections. A client MAY establish
mul ti ple TCP connections to support nultiple EPP sessions with each
session mapped to a single connection. A server SHOULD linmt a
client to a maxi mum nunber of TCP connections based on server
capabilities and operational |oad.

EPP describes client-server interaction as a conmand-response
exchange where the client sends one conmand to the server and the
server returns one response to the client. A client mght be able to
realize a slight perfornance gain by pipelining (sending nore than
one command before a response for the first conmand i s received)
conmands with TCP transport, but this feature does not change the
basi ¢ single conmand, single response operating node of the core

pr ot ocol

Each EPP data unit MJST contain a single EPP nessage. Comands MJST

be processed i ndependently and in the sane order as sent fromthe
client.
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A server SHOULD inpose a lint on the anbunt of tine required for a
client to issue a well-fornmed EPP command. A server SHOULD end an
EPP session and cl ose an open TCP connection if a well-fornmed command
is not received within the tinme linmt.

A general state machine for an EPP server is described in Section 2

of [RFC5730]. General client-server nessage exchange using TCP
transport is illustrated in Figure 1
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4, Data Unit Fornat

The EPP data unit contains two fields: a 32-bit header that describes
the total length of the data unit, and the EPP XM. instance. The

I ength of the EPP XML instance is determ ned by subtracting four
octets fromthe total length of the data unit. A receiver nust
successfully read that many octets to retrieve the conplete EPP XM

i nstance before processing the EPP nessage.

EPP Data Unit Format (one tick mark represents one bit position):

0 1 2 3
01234567890123456789012345678901
B T T i e e S e e e R e ale i S T S e e S e i o e sl i S T

| Total Length

B T T T o o S S S e i S S Tk e e Y S
| EPP XM I nstance

B o T S e B e i it S e e B B S S S s s ks T S S S S S

Total Length (32 bits): The total length of the EPP data unit
nmeasured in octets in network (big endian) byte order. The octets
contained in this field MIUST be included in the total |ength

cal cul ati on.

EPP XM. I nstance (variable length): The EPP XM. instance carried in
the data unit.

5. Transport Considerations

Section 2.1 of the EPP core protocol specification [ RFC5730]

descri bes considerations to be addressed by protocol transport

mappi ngs. This docunent addresses each of the considerations using a
conbi nation of features described in this docunent and features

provi ded by TCP as foll ows:

- TCP includes features to provide reliability, flow control
ordered delivery, and congestion control. Section 1.5 of RFC 793
[ RFC0793] describes these features in detail; congestion contro
principles are described further in RFC 2581 [ RFC2581] and RFC
2914 [RFC2914]. TCP is a connection-oriented protocol, and
Section 2 of this docunent describes how EPP sessions are mapped
to TCP connecti ons.

- Sections 2 and 3 of this docunent describe how the stateful nature

of EPP is preserved through nmanaged sessions and controlled
nessage exchanges
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6.

- Section 3 of this docunent notes that conmand pipelining is
possible with TCP, though batch-oriented processing (conbining
mul tiple EPP conmands in a single data unit) is not permtted.

- Section 4 of this docunent describes features to frane data units
by explicitly specifying the nunber of octets used to represent a
data unit.

Internationalization Considerations

Thi s docunent does not introduce or present any internationalization
or localization issues.

| ANA Consi der ati ons

System port nunber 700 has been assigned by the | ANA for mappi ng EPP
onto TCP

User port nunber 3121 (which was used for devel opment and test
pur poses) has been reclained by the | ANA

Security Considerations

EPP as-is provides only sinple client authentication services using
identifiers and plain text passwords. A passive attack is sufficient
to recover client identifiers and passwords, allowing trivial comand
forgery. Protection against nost other common attacks MJST be

provi ded by ot her |ayered protocols.

When | ayered over TCP, the Transport Layer Security (TLS) Protoco
version 1.0 [ RFC2246] or its successors (such as TLS 1.2 [RFC5246]),
using the latest version supported by both parties, MJST be used to
provide integrity, confidentiality, and nutual strong client-server
aut hentication. Inplenentations of TLS often contain a weak
cryptographi ¢ node that SHOULD NOT be used to protect EPP. dients
and servers desiring high security SHOULD i nstead use TLS with
cryptographic algorithns that are | ess susceptible to conpronise.

Aut henti cation using the TLS Handshake Protocol confirnms the identity
of the client and server nachines. EPP uses an additional client
identifier and password to identify and authenticate the client’s
user identity to the server, supplenenting the nmachi ne authentication
provided by TLS. The identity described in the client certificate
and the identity described in the EPP client identifier can differ,
as a server can assign multiple user identities for use from any
particul ar client machine. Acceptable certificate identities MJIST be
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negoti ated between client operators and server operators using an
out - of -band nechanism Presented certificate identities MJST nmatch
negotiated identities before EPP service is granted.

There is a risk of login credential conpromise if a client does not
properly identify a server before attenpting to establish an EPP
session. Before sending login credentials to the server, a client
needs to confirmthat the server certificate received in the TLS
handshake is an expected certificate for the server. A client also
needs to confirmthat the greeting received fromthe server contains
expected identification information. After establishing a TLS
session and receiving an EPP greeting on a protected TCP connection
clients MJUST conpare the certificate subject and/or subjectAltNane to
expected server identification information and abort processing if a
msmatch is detected. |If certificate validation is successful, the
client then needs to ensure that the information contained in the
received certificate and greeting is consistent and appropriate. As
descri bed above, both checks typically require an out-of - band
exchange of infornation between client and server to identify
expected val ues before in-band connections are attenpted.

EPP TCP servers are vulnerable to common TCP deni al - of - servi ce
attacks including TCP SYN fl ooding. Servers SHOULD take steps to
mnimze the inpact of a denial-of-service attack using conbi nations
of easily inplenented sol utions, such as depl oynent of firewall
technol ogy and border router filters to restrict inbound server
access to known, trusted clients.

9. TLS Usage Profile
The client should initiate a connection to the server and then send
the TLS dient Hello to begin the TLS handshake. When the TLS
handshake has finished, the client can then send the first EPP
nessage

TLS i npl enentations are REQUI RED to support the nandatory ci pher
suite specified in the inplenmented version

o TLS 1.0 [RFC2246]: TLS DHE DSS W TH 3DES EDE CBC SHA

o TLS 1.1 [RFC4346]: TLS_RSA W TH 3DES _EDE_CBC SHA

o TLS 1.2 [RFC5246]: TLS_RSA W TH _AES 128 CBC_SHA

This docunent is assuned to apply to future versions of TLS, in which

case the nmandatory ci pher suite for the inplenmented versi on MIST be
support ed.
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Mutual client and server authentication using the TLS Handshake
Protocol is REQU RED. Signatures on the conplete certification path
for both client nachi ne and server machi ne MJST be validated as part
of the TLS handshake. Information included in the client and server
certificates, such as validity periods and nachi ne names, MJST al so
be validated. A conplete description of the issues associated with
certification path validation can be found in RFC 5280 [ RFC5280].
EPP service MJUST NOT be granted until successful conpletion of a TLS
handshake and certificate validation, ensuring that both the client
machi ne and the server nachi ne have been aut henticated and
cryptographic protections are in place.

If the client has external infornmation as to the expected identity of
the server, the server name check MAY be omitted. For instance, a
client may be connecting to a nachi ne whose address and server name
are dynamic, but the client knows the certificate that the server

will present. |In such cases, it is inportant to narrow the scope of
acceptable certificates as nuch as possible in order to prevent nan-
in-the-mddle attacks. |In special cases, it might be appropriate for

the client to sinply ignore the server’s identity, but it needs to be
understood that this | eaves the connection open to active attack

During the TLS negotiation, the EPP client MJUST check its
under standi ng of the server nane / |P address against the server’'s
identity as presented in the server Certificate nessage in order to

prevent man-in-the-nmddle attacks. 1In this section, the client’s
understandi ng of the server’'s identity is called the "reference
identity". Checking is performed according to the following rules in

the specified order
o If the reference identity is a server nane:

* | f a subjectAltNanme extension of the dNSNane [ CCl TT. X509. 1988]
type is present in the server’s certificate, then it SHOULD be
used as the source of the server’s identity. Matching is
perforned as described in Section 7.2 of [RFC5280], with the
exception that wildcard matching (see below) is allowed for
dNSNanme type. |If the certificate contains nultiple nanes
(e.g., nore than one dNSNanme field), then a match with any one
of the fields is considered acceptable.

* The '*' (ASCII 42) wildcard character is allowed in
subj ect Al t Nane val ues of type dNSNane, and then only as the
left-nost (least significant) DNS | abel in that value. This
wi I dcard matches any left-nmost DNS | abel in the server nane.
That is, the subject *.exanple.com nmatches the server nanes
a. exanmpl e. com and b. exanpl e. com but does not match exanpl e. com
or a.bh.exanple.com
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* The server’s identity MAY al so be verified by conparing the
reference identity to the Common Nane (CN) [ RFC4519] value in
the | eaf Relative Distinguished Name (RDN) of the subject Name
field of the server’'s certificate. This conparison is
performed using the rules for conparison of DNS names in bullet
1 above (including wildcard matching). Although the use of the
Conmmon Nane value is existing practice, it is deprecated, and
Certification Authorities are encouraged to provide
subj ect Al t Nane val ues instead. Note that the TLS
i npl ementation nay represent DNs in certificates according to
X. 500 or other conventions. For exanmple, some X. 500
i npl enentations order the RDNs in a DN using a left-to-right
(nmost significant to | east significant) convention instead of
LDAP' s right-to-left convention

o If the reference identity is an |IP address:

*  The i PAddress subj ect Al t Nane SHOULD be used by the client for
conparison. |In such a case, the reference identity MJST be
converted to the "network byte order"” octet string
representation. For |IP Version 4 (as specified in RFC 791
[ RFCO791]), the octet string will contain exactly four octets.
For 1P Version 6 (as specified in RFC 2460 [ RFC2460]), the
octet string will contain exactly sixteen octets. This octet
string is then conpared agai nst subject Al t Name val ues of type
i PAddress. A match occurs if the reference identity octet
string and value octet strings are identical.

If the server identity check fails, user-oriented clients SHOULD
either notify the user (clients MAY give the user the opportunity to
continue with the EPP session in this case) or close the transport
connection and indicate that the server’'s identity is suspect.

Aut omat ed clients SHOULD return or log an error indicating that the
server’s identity is suspect and/or SHOULD cl ose the transport
connection. Automated clients MAY provide a configuration setting
that disables this check, but MJST provide a setting which enables
it.

During the TLS negotiation, the EPP server MJST verify that the
client certificate matches the reference identity previously

negoti ated out of band, as specified in Section 8. The server should
match the entire subject name or the subjectAl tNane as described in
RFC 5280. The server MAY enforce other restrictions on the

subj ect Al t Nane, for exanple if it knows that a particular client is
al ways connecting froma particular hostnane / |P address.
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10.

11.

11.

Al'l EPP nessages MJST be sent as TLS "application data". It is
possi ble that rmultiple EPP nessages are contained in one TLS record,
or that an EPP nessage is transferred in nmultiple TLS records.

When no data is received froma connection for a long tinme (where the
application decides what "long" neans), a server MAY cl ose the
connection. The server MJST attenpt to initiate an exchange of

close notify alerts with the client before closing the connection
Servers that are unprepared to receive any nore data MAY cl ose the
connection after sending the close notify alert, thus generating an

i nconpl ete close on the client side.
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Appendi x A, Changes from RFC 4934

1.

Changed "Thi s docunment obsol etes RFC 3734" to "This docunent
obsol et es RFC 4934".

Repl aced references to RFC 3280 with references to 5280.
Repl aced references to RFC 3734 with references to 4934.

Updated references to RFC 4346 and TLS 1.1 with references to
5246 and TLS 1. 2.

Repl aced references to RFC 4930 with references to 5730.

Added cl arifying TLS Usage Profile section and included
ref erences.

Moved the paragraph that begins with "Mitual client and server
aut hentication" fromthe Security Considerations section to the
TLS Usage Profile section.
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