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tinme applications can nake use of the services provided by DCCP
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1

I ntroduction

The Real -tine Transport Protocol (RTP) [1] is widely used in video
stream ng, telephony, and other real-tinme networked applications.
RTP can run over a range of |ower-layer transport protocols, and the
performance of an application using RTP is heavily influenced by the
choi ce of |ower-layer transport. The Datagram Congestion Contro
Protocol (DCCP) [2] is a transport protocol that provides desirable
properties for real-time applications running on unnanaged best -
effort 1P networks. This nmeno describes how RTP can be franed for
transport using DCCP, and discusses sonme of the inplications of such
a framng. 1t also describes how the Session Description Protoco
(SDP) [3] can be used to signal such sessions.

The renmai nder of this nmenp is structured as follows: it begins with a
rationale for the work in Section 2, describing why a nmappi ng of RTP
onto DCCP is needed. Followi ng a description of the conventions used
inthis meno in Section 3, the specification begins in Section 4 with
the definition of how RTP packets are franed within DCCP. Associ ated
signalling is described in Section 5. Security considerations are

di scussed in Section 6, and | ANA considerations in Section 7.

Rati onal e

Wth the w despread adopti on of RTP have conme concerns that nany

real -tinme applications do not inplenent congestion control, |eading
to the potential for congestion collapse of the network [15]. The
designers of RTP recognised this issue, stating in RFC 3551 that [4]:

If best-effort service is being used, RTP receivers SHOULD nonitor
packet |oss to ensure that the packet loss rate is within
acceptabl e paranmeters. Packet loss is considered acceptable if a
TCP flow across the sane network path and experiencing the sane
networ k conditions woul d achi eve an average throughput, mneasured
on a reasonable timescale, that is not less than the RTP flow is
achieving. This condition can be satisfied by inplenenting
congestion control nechanisns to adapt the transm ssion rate (or
t he nunber of layers subscribed for a | ayered nulticast session),
or by arranging for a receiver to | eave the session if the | oss
rate i s unacceptably high.

Wil e the goals are clear, the devel opnent of TCP friendly congestion
control that can be used with RTP and real-tinme nedia applications is
an open research question with many proposals for new al gorithns, but
little depl oynment experience.
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Two approaches have been used to provide congestion control for RTP
1) devel op RTP extensions that incorporate congestion control; and 2)
provi de nmechani snms for running RTP over congestion-controlled
transport protocols. An exanple of the first approach can be found
in [16], extending RTP to incorporate feedback information such that
TCP Friendly Rate Control (TFRC) [17] can be inplenented at the
application level. This will allow congestion control to be added to
exi sting applications w thout operating systemor network support,
and it offers the flexibility to experinment with new congestion
control algorithms as they are devel oped. Unfortunately, it also
passes the complexity of inplenenting congestion control onto
application authors, a burden which many woul d prefer to avoid.

The second approach is to run RTP on a | ower-|ayer transport protoco
that provides congestion control. One possibility is to run RTP over
TCP, as defined in [5], but the reliable nature of TCP and the
dynamics of its congestion control algorithmmake this inappropriate
for nost interactive real-tine applications (the Stream Contro
Transm ssion Protocol (SCTP) is inappropriate for simlar reasons).

A better fit for such applications nay be to run RTP over DCCP, since
DCCP offers unreliable packet delivery and a choice of congestion
control. This gives applications the ability to tailor the transport
to their needs, taking advantage of better congestion contro

al gorithns as they cone available, while passing the conplexity of

i npl enentation to the operating system |f DCCP should cone to be
widely available, it is believed these will be conpelling advantages.
Accordingly, this meno defines a nmapping of RTP onto DCCP

3. Conventions Used in This Menp

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [6].

4. RTP over DCCP: Fram ng

The follow ng section defines how RTP and RTP Control Protocol (RTCP)
packets can be franmed for transport using DCCP. It also describes
the di fferences between RTP sessions and DCCP connections, and the

i npact these have on the design of applications.

4.1. RTP Data Packets
Each RTP data packet MJST be conveyed in a single DCCP datagram
Fields in the RTP header MJST be interpreted according to the RTP

speci fication, and any applicable RTP Profile and Payl oad Format.
Header processing is not affected by DCCP fram ng (in particul ar
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note that the semantics of the RTP sequence nunber and the DCCP
sequence nunmber are not conpatible, and the val ue of one cannot be
inferred fromthe other).

A DCCP connection is opened when an end systemjoins an RTP session,
and it renmains open for the duration of the session. To ensure NAT
bi ndi ngs are kept open, an end system SHOULD send a zero-|ength DCCP-
Dat a packet once every 15 seconds during periods when it has no other
data to send. This renoves the need for RTP no-op packets [18], and
simlar application-Ilevel keepalives, when using RTP over DCCP. This
application-level keepalive does not need to be sent if it is known
that the DCCP CCID in use provides a transport-|evel keepalive, or if
the application can deternmine that there are no NAT devices on the
pat h.

RTP data packets MJST obey the dictates of DCCP congestion control

In sone cases, the congestion control will require a sender to send
at a rate below that which the payload fornmat woul d ot herw se use.

To support this, an application could use either a rate-adaptive

payl oad format, or a range of payload formats (allowing it to switch
to a lower rate format if necessary). Details of the rate adaptation
policy for particular payload formats are outside the scope of this
meno (but see [19] and [20] for guidance).

RTP ext ensions that provide application-Ievel congestion contro
(e.g., [16]) will conflict with DCCP congestion control, and MJST NOT
be used.

DCCP al l ows an application to choose the checksum coverage, using a
partial checksumto allow an application to receive packets with
corrupt payloads. Sone RTP Payl oad Fornmats (e.g., [21]) can nake use
of this feature in conjunction wth payl oad-specific nechanisns to

i mprove performance when operating in environments with frequent non-
congestive packet corruption. |f such a payload format is used, an
RTP end system MAY enabl e partial checksuns at the DCCP | ayer, in

whi ch case the checksum MJST cover at |east the DCCP and RTP headers
to ensure packets are correctly delivered. Partial checksuns MJST
NOT be used unl ess supported by nmechanisnms in the RTP payl oad fornmat.

4.2. RTP Control Packets
The RTP Control Protocol (RTCP) is used in the standard nanner with
DCCP. RTCP packets are grouped into conpound packets, as described

in Section 6.1 of [1], and each conmpound RTCP packet is transported
in a single DCCP datagram
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The usual RTCP timng rules apply, with the additional constraint
that RTCP packets MJUST obey the DCCP congestion control algorithm
negoti ated for the connection. This can prevent a participant from
sendi ng an RTCP packet at the expiration of the RTCP transm ssion
timer if there is insufficient network capacity available. In such
cases the RTCP packet is delayed and sent at the earliest possible

i nstant when capacity becones available. The actual tinme the RTCP
packet was sent is then used as the basis for cal culating the next
RTCP transni ssion tine.

RTCP packets conprise only a small fraction of the total traffic in
an RTP session. Accordingly, it is expected that delays in their
transm ssion due to congestion control will not be conmon, provided
the configured nom nal "session bandw dth" (see Section 6.2 of [1])
isinline with the bandw dth achi evabl e on the DCCP connection. |If,
however, the capacity of the DCCP connection is significantly bel ow
t he nomi nal session bandw dth, RTCP packets nmay be del ayed enough for
participants to tinme out due to apparent inactivity. In such cases,
the session paraneters SHOULD be re-negotiated to nore closely match
the avail abl e capacity, for exanple by perforning a re-invite with an
updated "b=" line when using the Session Initiation Protocol [22] for
signal li ng.

Not e: Since the nominal session bandwi dth is chosen based on nedia
codec capabilities, a session where the nonminal bandwi dth is nuch
| arger than the available bandwidth will I|ikely become unusable
due to constraints on the nedia channel, and so require

negoti ati on of a | ower bandw dth codec, before it becones unusable
due to constraints on the RTCP channel

As noted in Section 17.1 of [2], there is the potential for overlap
bet ween i nformati on conveyed in RTCP packets and that conveyed in
DCCP acknowl edgenent options. In general this is not an issue since
RTCP packets contain nedia-specific data that is not present in DCCP
acknow edgenent options, and DCCP options contain network-|evel data
that is not present in RTCP. Indeed, there is no overlap between the
five RTCP packet types defined in the RTP specification [1] and the
standard DCCP options [2]. There are, however, cases where overl ap
does occur: nost clearly between the Loss RLE Report Bl ocks defined
as part of the RTCP Extended Reports [23] and the DCCP Ack Vect or
option. If there is overlap between RTCP report packets and DCCP
acknow edgenents, an application SHOULD use either RTCP feedback or
DCCP acknow edgenents, but not both (use of both types of feedback
will waste available network capacity, but is not otherw se harnful).
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4.3. Miltiplexing Data and Contro

The obvi ous mappi ng of RTP onto DCCP creates two DCCP connections for
each RTP flow one for RTP data packets and one for RTP contro
packets. A frequent criticismof RTP relates to the nunmber of ports
it uses, since |arge tel ephony gateways can support nore than 32768
RTP fl ows between pairs of gateways, and so run out of UDP ports. In
addition, use of nultiple ports conplicates NAT traversal. For these
reasons, it is RECOMVENDED that the RTP and RTCP traffic for a single
RTP session is nmultiplexed onto a single DCCP connection foll ow ng
the guidelines in [7], where possible (it may not be possible in all
circunstances, for exanple when translating froman RTP stream over a
non- DCCP transport that uses conflicting RTP payl oad types and RTCP
packet types).

4. 4, RTP Sessi ons and DCCP Connecti ons

An end system SHOULD NOT assune that it will observe only a single
RTP synchroni sati on source (SSRC) because it is using DCCP fram ng
An RTP session can span any nunber of transport connections, and can
i nclude RTP mixers or translators bringing other participants into
the session. The use of a unicast DCCP connection does not inply
that the RTP session will have only two participants, and RTP end
systens SHOULD assune that nultiple synchronisation sources nmay be
observed when using RTP over DCCP, unl ess otherw se signalled.

An RTP translator bridging nultiple DCCP connections to forma single
RTP session needs to be aware of the congestion state of each DCCP
connection, and nust adapt the nmedia to the avail abl e capacity of
each. The Codec Control Messages defined in [24] may be used to
signal congestion state to the nedia senders, allow ng themto adapt
their transmssion. Alternatively, nedia transcoding nmay be used to
perform adaptation: this is conputationally expensive, induces delay,
and generally gives poor-quality results. Depending on the payl oad,
it might also be possible to use sone form of scal abl e codi ng.

A single RTP session may al so span a DCCP connection and sone ot her
type of transport connection. An exanple mght be an RTP over DCCP
connection froman RTP end systemto an RTP translator, with an RTP
over UDP/IP nulticast group on the other side of the translator. A
second exanple m ght be an RTP over DCCP connection that |inks Public
Swi t ched Tel ephone Network (PSTN) gateways. The issues for such an
RTP translator are simlar to those when |inking two DCCP
connections, except that the congestion control algorithns on either
side of the translator may not be conpatible. |nplenmentation of
effective translators for such an environment is non-trivial
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4.5, RTP Profiles

In general, there is no conflict between new RTP profiles and DCCP
fram ng, and nost RTP profiles can be negotiated for use over DCCP
with the foll ow ng exceptions

0 An RTP profile that is intolerant of packet corruption may
conflict with the DCCP partial checksumfeature. An exanple of
this is the integrity protection provided by the RTP/ SAVP profile,
whi ch cannot be used in conjunction with DCCP partial checksuns.

0 An RTP profile that mandates a particul ar non- DCCP | ower -1 ayer
transport will conflict with DCCP

RTP profiles that fall under these exceptions SHOULD NOT be used with
DCCP unl ess the conflicting features can be disabl ed.

O the profiles currently defined, the RTP Profile for Audio and

Vi deo Conferences with Mninal Control [4], the Secure Real -tine
Transport Protocol [8], the Extended RTP Profile for RTCP-based
Feedback [9], and the Extended Secure RTP Profile for RTCP-based
Feedback [10] MAY be used with DCCP (noting the potential conflict
bet ween DCCP partial checksuns and the integrity protection provided
by the secure RTP variants -- see Section 6).

5. RTP over DCCP: Signalling using SDP

The Session Description Protocol (SDP) [3] and the offer/answer node
[11] are widely used to negotiate RTP sessions (for exanple, using
the Session Initiation Protocol [22]). This section describes how
SDP is used to signal RTP sessions running over DCCP

5.1. Protocol Identification

SDP uses a nedia ("m=") line to convey details of the nedia fornat
and transport protocol used. The ABNF syntax of a nedia line is as
follows (from[3]):

nmedia-field = %6d "=" nedia SP port ["/" integer] SP proto
1*(SP fnt) CRLF

The proto field denotes the transport protocol used for the nedia,
while the port indicates the transport port to which the nediais
sent. Following [5] and [12], this nmenp defines these five val ues of
the proto field to indicate nmedia transported using DCCP
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DCCP

DCCP/ RTP/ AVP
DCCP/ RTP/ SAVP
DCCP/ RTP/ AVPF
DCCP/ RTP/ SAVPF

The "DCCP" protocol identifier is simlar to the "UDP" and "TCP"
protocol identifiers and denotes the DCCP transport protocol [2], but
not its upper-layer protocol. An SDP "n¥" line that specifies the
"DCCP" protocol MJIST further qualify the application-layer protoco
using a "fnt" identifier (the "fm" nanespace is managed in the sane
manner as for the "UDP" protocol identifier). A single DCCP port is
used, as denoted by the port field in the nmedia line. The "DCCP"
protocol identifier MJUST NOT be used to signal RTP sessions running
over DCCP; those sessions MJST use a protocol identifier of the form
"DCCP/ RTP/..." as described bel ow.

The " DCCP/ RTP/ AVP" protocol identifier refers to RTP using the RTP
Profile for Audio and Video Conferences with Mnimal Control [4]
runni ng over DCCP

The " DCCP/ RTP/ SAVP" protocol identifier refers to RTP using the
Secure Real -tine Transport Protocol [8] running over DCCP

The " DCCP/ RTP/ AVPF" protocol identifier refers to RTP using the
Ext ended RTP Profile for RTCP-based Feedback [9] running over DCCP

The " DCCP/ RTP/ SAVPF" protocol identifier refers to RTP using the
Ext ended Secure RTP Profile for RTCP-based Feedback [10] running over
DCCP

RTP payl oad formats used with the "DCCP/ RTP/ AVP", " DCCP/ RTP/ SAVP"

" DCCP/ RTP/ AVPF", and " DCCP/ RTP/ SAVPF" protocol identifiers MJST use

t he payl oad type nunber as their "fnt" value. |If the payload type
nunber is dynamically assigned, an additional "rtpmap" attribute MJST
be included to specify the format nane and paranmeters as defined by
the nmedia type registration for the payload fornat.

DCCP port 5004 is registered for use by the RTP profiles listed
above, and SHOULD be the default port chosen by applications using

those profiles. |If multiple RTP sessions are active froma host,
even-nunbered ports in the dynam c range SHOULD be used for the other
sessions. |If RTCP is to be sent on a separate DCCP connection to

RTP, the RTCP connection SHOULD use the next higher destination port
nunber, unless an alternative DCCP port is signalled using the
"a=rtcp:" attribute [13]. For inproved interoperability, "a=rtcp:"
SHOULD be used whenever an alternate DCCP port is used.
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5.2. Service Codes
In addition to the port nunber, specified on the SDP "m" line, a

DCCP connecti on has an associ at ed
attribute ("dccp-service-code")

is defined to signa

service code. A single new SDP

t he DCCP service

code according to the followi ng ABNF [ 14]:

dccp-service-attr =
servi ce- code =

hex-sc = %53 %43

deci mal - sc = %53 %43

ascii-sc = %53 943

sc-char = %@42-43 /

where DA T and HEXDI G are as defi

interpreted as defined in Section
using either the hexadeci mal,

deci

%61 "=dccp-service-code:" service-code

hex-sc / decimal-sc / ascii-sc

%78 *HEXDI G

"= *DIAT

":" *sc-char

%l45-47 | %€63-90 / %95 / 9%97-122
ned in [14]. The service code is

8.1.2 of [2] and may be specified
mal, or ASCII formats. A parser

MUST interpret service codes according to their nuneric val ue,

i ndependent of the fornmat used to

represent themin SDP

The following DCCP service codes are registered for use with RTP

0 SC RTPA (equivalently SC=1381257281 or SC=x52545041):
conveyi ng audi o data (and OPTI ONAL nul ti pl exed RTCP)

sessi on

0 SC RTPV (equivalently SC=1381257302 or SC=x52545056):
conveyi ng video data (and OPTI ONAL nul ti pl exed RTCP)

sessi on

0o SC. RTPT
sessi on

0 SC RTPO (equival ently SC=1381257295 or SC=x5254504f):

(equival ently SC=1381257300 or SC=x52545054):
conveying text nmedia (and OPTI ONAL nul ti pl exed RTCP)

an RTP

an RTP

an RTP

an RTP

session conveying any other type of nedia (and OPTI ONAL

mul ti pl exed RTCP)

0 SC RTCP (equival ently SC=1381253968 or SC=x52544350):
separate fromthe correspondi ng RTP

connecti on,

To ease the job of niddleboxes,

codes to identify RTP sessions running w thin DCCP
medi a type signalled for the session

SHOULD mat ch the top-1evel

Per ki ns
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(i.e., the SDP "m" line), with the exception connections using nedia
types other than audi o, video, or text, which use SC. RTPO and
connections that transport only RTCP packets, which use SC RTCP

The "a=dccp-service-code:" attribute is a nedia-level attribute that
is not subject to the charset attribute.

5.3. Connection Managenent

The "a=setup:" attribute indicates which of the endpoints should
initiate the DCCP connection establishnent (i.e., send the initia
DCCP- Request packet). The "a=setup:" attribute MJST be used in a
manner conparable with [12], except that DCCP connections are being
initiated rather than TCP connecti ons.

After the initial offer/answer exchange, the endpoints may decide to
re-negotiate various paraneters. The "a=connection:" attribute MJST
be used in a manner conpatible with [12] to deci de whether a new DCCP
connection needs to be established as a result of subsequent offer/
answer exchanges, or if the existing connection should still be used.

5.4. Miltiplexing Data and Contro

A single DCCP connection can be used to transport nultipl exed RTP and
RTCP packets. Such multiplexi ng MJST be signalled using an "a=rtcp-
mux" attribute according to [7]. If multiplexed RTP and RTCP are not
to be used, then the "a=rtcp-nux" attribute MJST NOT be present in
the SDP offer, and a separate DCCP connecti on MJST be opened to
transport the RTCP data on a different DCCP port.

5.5. Exanple

An offerer at 192.0.2.47 signals its availability for an H 261 video
session, using RTP/AVP over DCCP with service code "RTPV' (using the
hexadeci mal encodi ng of the service code in the SDP). RTP and RTCP
packets are nultiplexed onto a single DCCP connection

v=0

o=alice 1129377363 1 IN I P4 192.0. 2. 47
S=-

c=IN I P4 192.0. 2. 47

t=0 0

mevi deo 5004 DCCP/ RTP/ AVP 99
a=rtcp- nux

a=rtpmap: 99 h261/ 90000

a=dccp- servi ce- code: SC=x52545056
a=set up: passi ve
a=connecti on: new
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An answerer at 192.0.2.128 receives this offer and responds with the
foll owi ng answer:

v=0

o=bob 1129377364 1 IN IP4 192.0.2.128
S=-

c=IN P4 192.0.2.128

t=0 0

mevi deo 9 DCCP/ RTP/ AVP 99
a=rtcp- nux

a=rtpmap: 99 h261/ 90000
a=dccp- servi ce-code: SC. RTPV
a=setup: active
a=connecti on: new

The end point at 192.0.2.128 then initiates a DCCP connection to port
5004 at 192.0.2.47. DCCP port 5004 is used for both the RTP and RTCP
data, and port 5005 is unused. The textual encoding of the service
code is used in the answer, and represents the sanme service code as
in the offer.

6. Security Considerations

The security considerations in the RTP specification [1] and any
applicable RTP profile (e.g., [4], [8], [9], or [10]) or payl oad
format apply when transporting RTP over DCCP

The security considerations in the DCCP specification [2] apply.

The SDP signalling described in Section 5 is subject to the security
consi derations of [3], [11], [12], [5], and [7].

The provision of effective congestion control for RTP through use of
DCCP is expected to help reduce the potential for denial of service
present when RTP flows ignore the advice in [1] to nonitor packet

| oss and reduce their sending rate in the face of persistent
congesti on.

There is a potential conflict between the Secure RTP profiles ([8],
[10]) and the DCCP partial checksum option, since these profiles

i ntroduce, and recommend the use of, nessage authentication for RTP
and RTCP packets. Message authentication codes of the type used by
these profiles cannot be used with partial checksuns, since any bit
error in the DCCP packet payload will cause the authentication check
to fail. Accordingly, DCCP partial checksuns SHOULD NOT be used in
conjunction with Secure Real -time Transport Protocol (SRTP)

aut hentication. The confidentiality features of the basic RTP
specification cannot be used with DCCP partial checksuns, since bit
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errors propagate. Also, despite the fact that bit errors do not
propagat e when using AES in counter node, the Secure RTP profiles
SHOULD NOT be used with DCCP partial checksunms, since the profiles
require authentication for security, and authentication is

i nconpatible with partial checksuns.

7. | ANA Consi derati ons

The following SDP "proto" field identifiers have been registered (see
Section 5.1):

Type SDP Narne Ref er ence
proto DCCP [ RFC5762]
DCCP/ RTP/ AVP [ RFC5762]
DCCP/ RTP/ SAVP [ RFC5762]
DCCP/ RTP/ AVPF [ RFC5762]
DCCP/ RTP/ SAVPF [ RFC5762]

The following new SDP attribute ("att-field") has been registered:
Cont act name: Colin Perkins <csp@sperkins. org>
Attribute nanme: dccp-service-code
Long-formattribute name in English: DCCP service code
Type of attribute: Media |level.
Subj ect to the charset attribute? No.
Purpose of the attribute: see RFC 5762, Section 5.2
Allowed attribute values: see RFC 5762, Section 5.2

The followi ng DCCP service code val ues have been regi stered (see
Section 5.2):

1381257281 RTPA RTP session conveyi ng audi o [ RFC5762]
data (and associ ated RTCP)

1381257302 RTPV RTP session conveyi ng vi deo [ RFC5762]
data (and associ ated RTCP)

1381257300 RTPT RTP session conveyi ng text [ RFC5762]
medi a (and associ ated RTCP)

1381257295 RTPO RTP session conveyi ng ot her [ RFC5762]

medi a (and associ ated RTCP)
1381253968 RTCP RTCP connection, separate from [RFC5762]
the correspondi ng RTP
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9.

9.

The following DCCP ports have been registered (see Section 5.1):

avt-profile-1 5004/ dccp RTP nedia data [ RFC3551, RFC5762]
avt-profile-2 5005/ dccp RTP control protocol [RFC3551, RFC5762]

Note: ports 5004/tcp, 5004/ udp, 5005/tcp, and 5005/ udp have existing
regi strations, but incorrect descriptions and references. The | ANA
has updated the existing registrations as follows:

avt-profile-1 5004/tcp RTP nedi a data [ RFC3551, RFCA571]
avt-profile-1 5004/ udp RTP nedi a data [ RFC3551]
avt-profile-2 5005/tcp RTP control protocol [RFC3551, RFC4571]
avt-profile-2 5005/ udp RTP control protocol [RFC3551]
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