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Abst ract
This meno defines a path prefix for "well-known | ocations"
"/.well-known/", in selected Uniform Resource Identifier (URI)
schenes.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc5785

Copyright Notice

Copyright (c) 2010 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

It is increasingly conmon for Wb-based protocols to require the

di scovery of policy or other information about a host ("site-w de

net adata") before nmaking a request. For exanple, the Robots

Excl usi on Protocol <http://ww.robotstxt.org/> specifies a way for
aut omat ed processes to obtain perm ssion to access resources;
|ikewise, the Platformfor Privacy Preferences [ WBC. REC- P3P-20020416]
tells user-agents how to di scover privacy policy beforehand

While there are several ways to access per-resource netadata (e.g.
HTTP headers, WebDAV' s PROPFI ND [ RFC4918]), the perceived overhead
(either in ternms of client-perceived |atency and/ or depl oynment
difficulties) associated with themoften precludes their use in these
scenari os.

When this happens, it is conmon to designate a "well-known | ocation”
for such data, so that it can be easily located. However, this
approach has the drawback of risking collisions, both with other such
designated "wel | -known | ocations" and with pre-existing resources.

To address this, this nmeno defines a path prefix in HTTP(S) URIs for
these "wel | -known | ocations", "/.well-known/". Future specifications
that need to define a resource for such site-w de netadata can
register their use to avoid collisions and m nim se inpi ngenent upon
sites’ URI space
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1.1. Appropriate Use of Well-Known URIs

There are a nunber of possible ways that applications could use Wl -
known URI's. However, in keeping with the Architecture of the Wrld-
W de Wb [ WBC. REC- webar ch- 20041215], wel |l -known URI's are not intended
for general information retrieval or establishnent of |large URI
nanespaces on the Web. Rather, they are designed to facilitate

di scovery of information on a site when it isn't practical to use

ot her nechani sns; for exanple, when discovering policy that needs to
be eval uated before a resource is accessed, or when using nmultiple
round-trips is judged detrinental to performance.

As such, the well-known URI space was created with the expectation
that it will be used to nake site-wi de policy information and ot her
net adata available directly (if sufficiently concise), or provide
references to other URIs that provide such netadata.

2. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Well-Known URIs

A well-known URI is a URI [RFC3986] whose path conponent begins with
the characters "/.well-known/", and whose scheme is "HITP", "HITPS"
or another schenme that has explicitly been specified to use well -
known URIs.

Applications that wish to mint new well-known URI's MJST register
them followi ng the procedures in Section 5.1.

For exanple, if an application registers the nane ’'exanple’, the
correspondi ng wel | -known URI on ’'http://ww.exanple.coni’ would be
"http://ww. exanpl e. conl . wel | - known/ exanpl e’ .

Regi st ered nanmes MUST conformto the segnent-nz production in
[ RFC3986] .

Note that this specification defines neither how to determ ne the
authority to use for a particular context, nor the scope of the

nmet adat a di scovered by dereferencing the well-known URI; both should
be defined by the application itself.

Typically, a registration will reference a specification that defines

the format and associ ated nedia type to be obtained by dereferencing
the wel | -known UR
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5.

5.

It MAY also contain additional information, such as the syntax of
addi ti onal path conponents, query strings and/or fragnent identifiers
to be appended to the well-known URI, or protocol -specific details
(e.g., HITP [ RFC2616] nethod handl i ng).

Note that this specification does not define a format or nedia-type
for the resource located at "/.well-known/" and clients should not
expect a resource to exist at that |ocation

Security Considerations

This meno does not specify the scope of applicability of netadata or
policy obtained froma well-known URI, and does not specify how to
di scover a well-known URI for a particular application. |ndividua
applications using this mechani smnust define both aspects.

Applications mnting new well-known URI's, as well as adm nistrators
depl oying them wll need to consider several security-related

i ssues, including (but not limted to) exposure of sensitive data,
deni al -of -service attacks (in addition to normal |oad issues), server
and client authentication, vulnerability to DNS rebinding attacks,
and attacks where linmted access to a server grants the ability to

af fect how well-known URIs are served.

| ANA Consi derations
1. The Well-Known URI Registry
Thi s docunment establishes the well-known UR registry.

Wel | -known URI's are registered on the advice of one or nore

Desi gnhat ed Experts (appointed by the I1ESG or their delegate), with a
Specification Required (using termnology from|[RFC5226]). However,
to allow for the allocation of values prior to publication, the

Desi gnat ed Expert(s) nay approve registration once they are satisfied
that such a specification will be published.

Regi stration requests should be sent to the

wel | known-uri-review@etf.org mailing list for review and conment,
with an appropriate subject (e.g., "Request for well-known URI:
exanpl e").

Before a period of 14 days has passed, the Designated Expert(s) wll
ei ther approve or deny the registration request, conmunicating this
decision both to the review list and to | ANA. Denials should include
an explanation and, if applicable, suggestions as to how to make the
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request successful. Registration requests that are undeterm ned for
a period |onger than 21 days can be brought to the IESG s attention
(using the iesg@esg.org mailing list) for resolution.

5.1.1. Registration Tenplate

URI suffix: The name requested for the well-known URI, relative to
"/.well-known/"; e.g., "exanple".

Change controller: For Standards-Track RFCs, state "IETF'. For
others, give the nane of the responsible party. Oher details
(e.g., postal address, e-nmil address, hone page URI) may al so be
i ncl uded.

Speci fication docunment(s): Reference to the docunment that specifies
the field, preferably including a URI that can be used to retrieve
a copy of the document. An indication of the relevant sections
may al so be included, but is not required.

Rel ated information: Optionally, citations to additional documents
containing further relevant infornmation

6. Ref er ences
6.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to |ndicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, January 2005.

[ RFC5226] Narten, T. and H Alvestrand, "CGuidelines for Witing an
I ANA Consi derations Section in RFCs", BCP 26, RFC 5226,
May 2008.
6.2. Informative References
[ RFC2616] Fielding, R, Gettys, J., Mgul, J., Frystyk, H, Masinter,
L., Leach, P., and T. Berners-Lee, "Hypertext Transfer
Protocol -- HTTP/1.1", RFC 2616, June 1999.

[ RFC4918] Dusseault, L., "HTTP Extensions for Wb Distributed
Aut horing and Versioning (WbDAV)", RFC 4918, June 2007.

Not t i ngham & Hanmmer - Lahav St andards Track [ Page 5]



RFC 5785 Defi ning Wl |l - Known URI s April 2010

[ WVBC. REC- P3P-20020416]
Marchiori, M, "The Platformfor Privacy Preferences 1.0
(P3P1.0) Specification", Wrld Wde Wb Consortium
Recommendat i on REC- P3P- 20020416, April 2002,
<http://ww. w3. or g/ TR/ 2002/ REC- P3P-20020416>.

[ WVBC. REC- webar ch-20041215]
Jacobs, |. and N. Walsh, "Architecture of the Wrld Wde
Web, Vol une One", Wrld Wde Web Consortium
Recommendati on REC- webar ch-20041215, Decenber 2004,
<http:// ww. w3. org/ TR/ 2004/ REC- webar ch- 20041215>.

Not t i ngham & Hanmmer - Lahav St andards Track [ Page 6]



RFC 5785 Defi ning Wl |l - Known URI s April 2010

Appendi x A, Acknow edgenent s
We woul d li ke to acknow edge the contributions of everyone who
provi ded feedback and use cases for this document; in particular,
Phil Archer, Dirk Bal fanz, Adam Barth, Tim Bray, Brian Eaton, Brad
Fitzpatrick, Joe Gregorio, Paul Hoffrman, Barry Lei ba, Ashok Ml hotra,
Breno de Medeiros, John Panzer, and Drummond Reed. However, they are
not responsible for errors and oni ssions.
Appendi x B. Frequently Asked Questions
1. Aren’t well-known | ocations bad for the Wb?
They are, but for various reasons -- both technical and social --
they are commonly used and their use is increasing. This meno
defines a "sandbox" for them to reduce the risks of collision and
to mnimse the inmpact upon pre-existing URIs on sites.
2. Wy /.well-known?

It’s short, descriptive, and according to search indices, not
wi dely used.

3. What inpact does this have on existing nmechani snms, such as P3P and
robots.txt?

None, until they choose to use this nechani sm
4. Wy aren’t per-directory well-known | ocations defined?

Al'l owi ng every URI path segnent to have a well-known | ocation

(e.g., "limages/.well-known/") would increase the risks of
colliding with a pre-existing URl on a site, and generally these
solutions are found not to scale well, because they're too
"chatty".
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