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1

I ntroduction

Thi s specification extends the WebDAV Di stri buted Authoring Protoco
([RFC4918]) to enable clients to create new access paths to existing
resources. This capability is useful for several reasons:

URI s of WebDAV-conpliant resources are hierarchical and correspond to
a hierarchy of collections in resource space. The WbDAV Distributed
Aut horing Protocol nakes it possible to organize these resources into
hi erarchi es, placing theminto groupings, known as collections, which
are nore easily browsed and mani pul ated than a single flat

collection. However, hierarchies require categorization decisions
that |locate resources at a single location in the hierarchy, a
drawback when a resource has multiple valid categories. For exanple,
in a hierarchy of vehicle descriptions containing collections for
cars and boats, a description of a conbination car/boat vehicle could
belong in either collection. Ideally, the description should be
accessible fromboth. Allowing clients to create new URI s t hat
access the existing resource lets themput that resource into

mul tiple collections.

Hi erarchies al so make resource sharing nore difficult, since
resources that have utility across many collections are still forced
into a single collection. For exanple, the nathenmatics departnent at
one university mght create a collection of information on fractals
that contains bindings to sone |ocal resources but al so provides
access to some resources at other universities. For many reasons, it
may be undesirabl e to make physical copies of the shared resources on
the | ocal server, for example, to conserve di sk space, to respect
copyright constraints, or to make any changes in the shared resources
visible automatically. Being able to create new access paths to
existing resources in other collections or even on other servers is
useful for this sort of case.

The BI ND net hod, defined here, provides a nechanismfor allow ng
clients to create alternative access paths to existing WbDAV
resources. HITP [ RFC2616] and WebDAV [ RFC4918] nethods are able to
wor k because there are mappi ngs between URI's and resources. A nethod
is addressed to a URI, and the server follows the mapping fromthat
URI to a resource, applying the method to that resource. Miltiple
URIs may be mapped to the same resource, but until now, there has
been no way for clients to create additional URI's nmapped to existing
resources

BIND lets clients associate a new URI with an existing WbDAV
resource, and this URI can then be used to submt requests to the
resource. Since URIs of WebDAV resources are hierarchical, and
correspond to a hierarchy of collections in resource space, the BIND
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nmet hod al so has the effect of adding the resource to a collection
As new URI's are associated with the resource, it appears in
addi tional collections.

A BIND request does not create a new resource, but sinply nakes a new
URI for submitting requests to an existing resource available. The
new URI is indistinguishable fromany other URI when submitting a
request to a resource. Only one round trip is needed to submt a
request to the intended target. Servers are required to enforce the
integrity of the relationshi ps between the new URIs and the resources
associated with them Consequently, it may be very costly for
servers to support BIND requests that cross server boundaries.

This specification is organized as follows. Section 1.1 defines
term nol ogy used in the rest of the specification, while Section 2
overvi ews bindings. Section 3 defines the new properties needed to
support multiple bindings to the sane resource. Section 4 specifies
the BIND nethod, used to create nultiple bindings to the sanme
resource. Section 5 specifies the UNBIND net hod, used to renove a
binding to a resource. Section 6 specifies the REBIND nethod, used
to nove a binding to another collection.

1.1. Term nol ogy

The terninol ogy used here follows and extends that in the WbDAV
Di stributed Authoring Protocol specification [RFC4918].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

This docunent uses XML DTD fragnents ([ XM.]) as a notationa
convention, using the rules defined in Section 17 of [RFC4918].

URI Mappi ng

A relation between an absolute URI and a resource. For an
absolute URI U and the resource it identifies R the UR napping
can be thought of as (U => R). Since a resource can represent
itens that are not network retrievable as well as those that are,
it is possible for a resource to have zero, one, or many URI
mappi ngs. Mapping a resource to an "http"-schenme URI nakes it
possi ble to submit HTTP requests to the resource using the UR

Pat h Segnent

Informally, the characters found between slashes ("/") in a UR
Formal ly, as defined in Section 3.3 of [RFC3986].
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1

2.

Bi ndi ng

A relation between a single path segnment (in a collection) and a

resource. A binding is part of the state of a collection. If two

different collections contain a binding between the same path
segnment and the sane resource, these are two distinct bindings.
So for a collection C, a path segnent S, and a resource R the
bi ndi ng can be thought of as C. (S -> R. Bindings create UR

mappi ngs, and hence allow requests to be sent to a single resource

frommltiple locations in a URI nanespace. For exanple, given a
collection C (accessible through the UR
http://ww. exanpl e.conf Col | X), a path segnent S (equal to
"foo.htm "), and a resource R then creating the binding C (S ->
R) makes it possible to use the UR
http://ww:. exanpl e. conf Col | X/ foo. html to access R

Col | ection

A resource that contains, as part of its state, a set of bindings
that identify internal nmenber resources

I nternal Menber UR
The URI that identifies an internal nmenber of a collection and
that consists of the URI for the collection, followed by a slash
character ('/’'), followed by the path segnment of the binding for
that internal nenber

Binding Integrity
The property of a binding that says that:

* the binding continues to exist, and

* the identity of the resource identified by that binding does
not change,

unl ess an explicit request is executed that is defined to delete
that binding (exanpl es of requests that delete a binding are
DELETE, MOVE, and -- defined later on -- UNBIND and REBI ND)

Met hod Preconditi ons and Postconditions

See Section 16 of [RFC4918] for the definitions of "precondition" and

"postcondition".
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2.

Overvi ew of Bi ndi ngs

Bi ndings are part of the state of a collection. They define the
internal nenbers of the collection and the nanes of those interna
menbers.

Bi ndi ngs are added and renoved by a variety of existing HTTP net hods.
A nethod that creates a new resource, such as PUT, COPY, and MKCOL,
adds a binding. A nethod that deletes a resource, such as DELETE
renoves a binding. A method that noves a resource (e.g., MOVE) both
adds a binding (in the destination collection) and renoves a bi ndi ng
(in the source collection). The BIND nethod i ntroduced here provides
a nmechani sm for adding a second binding to an existing resource.
There is no difference between an initial binding added by PUT, COPY,
or MKCOL and additional bindings added wi th Bl ND

It would be very undesirable if one binding could be destroyed as a
side effect of operating on the resource through a different binding.
In particular, the renoval of one binding to a resource (e.g., with a
DELETE or a MOVE) MUST NOT di srupt another binding to that resource,
e.g., by turning that binding into a dangling path segnent. The
server MJST NOT recl aimsystemresources after renoving one binding,
whil e other bindings to the resource remain. In other words, the
server MUST naintain the integrity of a binding. It is pernissible,
however, for future nethod definitions (e.g., a DESTROY nethod) to
have senmantics that explicitly renove all bindings and/or inmediately
recl ai m system resources.

Note: the collection nodel described herein is not compatible with
systens in which resources inherit properties based solely on the
access path, as the ability to create additional bindings wll
cause a single resource to appear as nmenber of several different
collections at the sane tine.

Bi ndings to Coll ections

Creating a new binding to a collection nakes each resource associ at ed
with a binding in that collection accessible via a new URI, and thus
creates new URI mappings to those resources but no new bindi ngs

For exanpl e, suppose a new binding CollY is created for collection Cl
inthe figure below. It inmmediately becones possible to access
resource RL using the URI /CollY/x.gif and to access resource R2
using the URI /CollY/y.jpg, but no new bindings for these child
resources were created. This is because bindings are part of the
state of a collection, and they associate a URI that is relative to
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that collection with its target resource. No change to the bindings
in Collection ClL is needed to make its children accessible using
/I CollYIx.gif and /CollY/y.jpg.

o e e e e e e e e +
| Root Collection |
| bindings: |
| CollX Col 'Y
T +

| /

| /

| /
Fommmmeeiiieaaana +
| Collection Cl1 |
| bindings: |
| x.gif y-ipg |
Fom e e e e e o +

| \

| \

| \
. + e +
| Resource R1 | | Resource R2
B S + B S +

2.1.1. Bind Loops

Bi ndings to collections can result in loops ("cycles"), which servers
MUST detect when processing "Depth: infinity" requests. It is

soneti nmes possible to conplete an operation in spite of the presence

of a loop. For instance, a PROPFIND can still succeed if the server

uses the new status code 208 (Al ready Reported) defined in

Section 7. 1.

However, the 508 (Loop Detected) status code is defined in
Section 7.2 for use in contexts where an operation is term nated
because a | oop was encount er ed.

Support for loops is OPTIONAL: servers MAY reject requests that would
lead to the creation of a bind | oop (see DAV: cycl e-al | owed
precondition defined in Section 4).

2.2. URI Mappings Created by a New Bi ndi ng

Suppose a binding from "Bi ndi ng-Nane" to resource Ris to be added to
a collection, C Then if CGMAP is the set of URIs that were napped
to C before the BIND request, then for each URI "CURI" in C MAP, the
URI "C- URI/Bi ndi ng-Nane" is mapped to resource R follow ng the BIND
request.
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For exanple, if a binding from"foo.htm" to Ris added to a
collection C, and if the following URIs are nmapped to C

http://ww. exanpl e. com A/ 1/
http://exanpl e. com A/ one/

then the foll owi ng new nmappings to R are introduced:

http://ww. exanpl e. comi A/ 1/ f 0o. ht ni
http://exanpl e. com A/ one/ f 0o. ht

Note that if Ris a collection, additional URI nappings are created
to the descendents of R Also, note that if a binding is nade in
collection Cto Citself (or to a parent of C, an infinite nunber of
mappi ngs are introduced.

For exanple, if a binding from"nyself" to Cis then added to C, the
following infinite nunber of additional nmappings to C are introduced:

http://ww. exanpl e. cont A/ 1/ nysel f
http://ww. exanpl e. coml A/ 1/ nysel f/ nysel f

and the following infinite nunmber of additional mappings to R are
i ntroduced:

http://ww. exanpl e. conf A/ 1/ nysel f/f 0o. ht m
http: //ww. exanpl e. comf A/ 1/ nysel f/ mysel f/foo. ht n

2.3. COPY and Bi ndi ngs

As defined in Section 9.8 of [RFC4918], COPY causes the resource
identified by the Request-URI to be duplicated and nmakes the new
resource accessible using the URI specified in the Destination
header. Upon successful conpletion of a COPY, a new binding is
created between the | ast path segnent of the Destination header and
the destination resource. The new binding is added to its parent
collection, identified by the Destination header nmnus its fina
segnent .
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The following figure shows an exanpl e: suppose that a COPY is issued
to URI-3 for resource R (which is also mapped to URI -1 and URI-2),
with the Destination header set to URI-X. After successfu

conpl etion of the COPY operation, resource Ris duplicated to create
resource R, and a new binding has been created that creates at |east
the URI mappi ng between URI-X and the new resource (although other
URI mappi ngs nay al so have been created).

URI -1 URI - 2 URI - 3 URI - X

| | | |

| | | <--- UR Mappings ----> |

| | | |
T + o e e e e e e e i e oo +
| Resource R | | Resource R
Fmm e e e e + o e e e e e oo +

It might be thought that a COPY request with "Depth: 0" on a
collection would duplicate its bindings, since bindings are part of
the collection's state. This is not the case, however. The
definition of Depth in [ RFC4918] nekes it clear that a "Depth: 0"
request does not apply to a collection’s nenbers. Consequently, a
COPY with "Depth: 0" does not duplicate the bindings contained by the
col l ection.

If a COPY request causes an existing resource to be updated, the

bi ndings to that resource MJST be unaffected by the COPY request.
Usi ng the precedi ng exanpl e, suppose that a COPY request is issued to
URI - X for resource R, with the Destination header set to URI-2. The
content and dead properties of resource R would be updated to be a
copy of those of resource R, but the nmappings fromURI -1, URI -2, and
URI-3 to resource R renain unaffected. |f, because of nultiple

bi ndings to a resource, nore than one source resource updates a
singl e destination resource, the order of the updates is server
defined (see Section 2.3.2 for an exanple).

If a COPY request would cause a new resource to be created as a copy
of an existing resource, and that COPY request has already created a
copy of that existing resource, the COPY request instead creates
anot her binding to the previous copy, instead of creating a new
resource (see Section 2.3.3 for an exanple).
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2.3.1. Exanple: COPY with "Depth: infinity" in Presence of Bind Loops

As an exanple of how COPY with "Depth: infinity" would work in the
presence of bindings, consider the follow ng collection:

Fom e e e oo oo +
| Root Collection |
| bindings: |
| CollX |
e +
|
|
o e e e +
| Collection Cl1 [ <------- +
| bindings: | |
| x.gif ColI'Y | |
o + |
| \ (creates | oop) |
\
+| --------- S USSR R + I
| Resource R1 | | Collection C2 | |
e T + | bindi ngs | |
| y.gif Collz | |
Fom e e e oo oo + |
| | |
| Fomm e +
+---|- --------- +
| Resource R2 |
S +

If a COPY request with "Depth: infinity" is submtted to /Coll X, wth
a destination of /Coll A the outconme of the copy operation is that a
copy of the tree is replicated to the target /Coll A
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Fommmmeeiiieaaana +
| Root Collection |
| bindings: |
| CollX Col | A |
Fom e e e e e o +
| |
| o e e e e e e ee e aa e +
| |
- + |
| Collection Cl IR +
| bindings: | |
| x.gif CollY | | |
SO + | |
| \ (creates loop) | |
| \ ||
B TS + B + | |
| Resource R1 | | Collection C2 | |
e + | bindings: | | |
| y.gif Col |l Z | | ]
dmmm e e e ae e + | |
| | ||
| oo +
| |
S + |
| Resource R2 | |
B - + |
e .
+----------|- -------- +
| Collection C3 [ <---emmmm e +
| bindings: | |
| x.gif CollY | |
B + |
| \ (creates | oop) |
\
+| ---------- + eeemeeianeaiianas + I
| Resource R3 | | Collection C4 | |
R + | bindings: | |
| v.gif Coll Z | |
S + |
| | |
| S RS +
+| --------- +
| Resource R4 |
B S +
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Note that the sane would apply for nore conpl ex | oops.
2.3.2. Exanple: COPY Updating Miltiple Bindings

G ven the follow ng collection hierarchy:

Fommmmeeiiieaaana +
| Root Collection |
| bindings: |
| CollX CollY |
S +

/ \
/ \

/ \
e R ISR +
| Collection C1 | | Collection C2 |
| bi ndi ngs: | | bindings: |
| X. gif y.gif | | x.gif y.gif |
e eeeeiaieaacciaaeaaeaaa + eeemeeianeaiianas +

| | | |
| | | |

B TS [ R PSS + B TS +

| Resource R1 | | Resource R2 | | Resource R3 |

S ST T + S +

A COPY of /Coll X with "Depth: infinity" to /CollY will not result in

a changed hi erarchy, and Resource R3 will be updated with the content
of either Resource Rl or Resource R2.
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2.3.3. Exanple: COPY with "Depth: infinity" with Miltiple Bindings to a
Leaf Resource

G ven the follow ng collection hierarchy:

| Root Collection |
| bindings: |
| CollX |

| Collection C1 |
| bindings: |
| x.gif y.gif |

A COPY of /Coll X with "Depth: infinity" to /CollY results in the
followi ng collection hierarchy:

e +
| Root Collection |
| bindings: |
| CollX Col lY |
T +
| \
| \
| \
S B RN SO +
| Collection C1 | | Collection C2 |
| bindings: | | bindings: |
| x.gif y.gif | | x.qgif y.gif |
e e +
| | | |
| | | |
. + . +
| Resource R1 | | Resource R2 |
N . + N . +
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2. 4. DELETE and Bi ndi ngs

When there are multiple bindings to a resource, a DELETE applied to
that resource MJUST NOT renove any bindings to that resource other
than the one identified by the Request-URI. For exanple, suppose the
collection identified by the URI "/a" has a binding nanmed "x" to a
resource R, and another collection identified by "/b" has a binding
naned "y" to the sane resource R Then, a DELETE applied to "/a/Xx"
removes the binding named "x" from"/a" but MJUST NOT renove the

bi ndi ng naned "y" from"/b" (i.e., after the DELETE, "/y/b" continues
to identify the resource R

When DELETE is applied to a collection, it MJST NOT nodify the
menbership of any other collection that is not itself a nenber of the
collection being deleted. For exanple, if both "/a/.../x" and
"Ibl...ly" identify the same collection, C, then applying DELETE to
"/a" must not delete an internal menber from C or from any other
collection that is a nenber of C, because that would nodify the
menbership of "/b".

If a collection supports the UNBIND nethod (see Section 5), a DELETE
of an internal nmenber of a collection MAY be inplenmented as an UNBI ND
request. In this case, applying DELETE to a Request-URl has the
effect of renoving the binding identified by the final segnent of the
Request-URI fromthe collection identified by the Request-URl m nus
its final segment. Although [RFC4918] allows a DELETE to be a non-
atomi c operation, when the DELETE operation is inplenmented as an

UNBI ND, the operation is atomic. |In particular, a DELETE on a

hi erarchy of resources is sinply the renoval of a binding to the
collection identified by the Request-UR

2.5. MOVE and Bi ndi ngs

When MOVE is applied to a resource, the other bindings to that
resource MJST be unaffected; and if the resource being noved is a
collection, the bindings to any nenbers of that collection MIUST be
unaffected. A so, if MOVE is used with OQverwite:T to delete an
existing resource, the constraints specified for DELETE apply.

If the destination collection of a MOVE request supports the REBIND
met hod (see Section 6), a MOVE of a resource into that collection MAY
be i nplenmented as a REBIND request. Although [ RFC4918] allows a MOVE
to be a non-atonic operation, when the MOVE operation is inplenented
as a REBIND, the operation is atomic. |In particular, applying a MOVE
to a Request-URI and a Destination URI has the effect of renoving a
binding to a resource (at the Request-URI) and creating a new bindi ng

Cemm et al. Experi ment al [ Page 15]



RFC 5842 Bi ndi ng Extensions to WebDAV April 2010

to that resource (at the Destination URI). Even when the Request-URI
identifies a collection, the MOVE operation involves only renoving
one binding to that collection and addi ng anot her.

2.5.1. Exanple: Sinple MOE

As an exanpl e, suppose that a MOVE is issued to URI-3 for resource R
bel ow (which is also mapped to URI-1 and URI-2), with the Destination
header set to URI-X. After successful conpletion of the MOVE
operation, a new binding has been created that creates the URI

mappi ng between URI-X and resource R The binding corresponding to
the final segnent of URI-3 has been renoved, which al so causes the
URI nappi ng between URI-3 and Rto be renoved. |If resource R were a
collection, old URI-3-based mappi ngs to nenbers of R would have been
renoved, and new URI - X- based mappi ngs to nenbers of R would have been
creat ed.

>> Before Request:

URI -1 URI -2 URI -3

| | | <---- URI Mappi ngs
| | |

i +

| Resource R |

e +

>> After Request:
URI -1 URI - 2 URI - X

| | |
| | | <---- URl Mappings
| | |

o e e e e e e e ea oo +

| Resource R |

i +

2.5.2. Exanple: MOE Request Causing a Bind Loop

Note that in the presence of collection bindings, a MWE request can
cause the creation of a bind | oop.
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Consi der the top-level collections ClL and C2 with URIs "/Coll W" and

"/Col I X/". Cl1 also contains an additional binding named "CollY" to
C2:
Fom e e e e e o +
| Root Collection |
| bindings: |
| CollW Col I X |
o e oo +
| |
| |
R + |
| Collection Cl1 | |
| bindings: | |
| CollY | |
Fmm e oo - + |
| |
| |
oo +

In this case, the MOVE request bel ow woul d cause a bind | oop:
>> Request:
MOVE / Col IWHTTP/ 1. 1

Host: exanpl e.com
Destination: /Coll X/ Coll Z
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2.

2.

6.

7.

If the request succeeded, the resulting state would be:

T +
| Root Collection |
| bindings:
| Col | X |
. +

|
|
B S + |
| Collection Cl | |
+----> | bindings: |

| | Col 'Y | |

| - +

| | |

| | |

| oo +

| | Collection C2 |

| | bindings: |
| | Collz |

| R +

| |

| |

o +

PROPFI ND and Bi ndi ngs

Consi stent with [ RFC4918], the value of a dead property MJST be

i ndependent of the number of bindings to its host resource or of the

path submtted to PROPFIND. On the other hand, the behavior for each
live property depends on its individual definition (for exanple, see

[ RFC3744], Section 5, Paragraph 2 for a case where the value is

i ndependent of its path and bi ndings, and [ RFC4918], Section 8.8 for

a di scussion about the live properties DAV: getetag and DAV

getl astnodi fi ed, which may behave differently).

Det erm ni ng Wiet her Two Bindings Are to the Sane Resource

It is useful to have some way of deternining whether two bindings are
to the sanme resource. Two resources m ght have identical contents
and properties, but not be the sane resource (e.g., an update to one
resource does not affect the other resource).

The REQUI RED DAV:resource-id property defined in Section 3.1 is a
resource identifier, which MJST be uni que across all resources for
all time. |If the values of DAV:resource-id returned by PROPFIND
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requests through two bindings are identical character by character
the client can be assured that the two bindings are to the sane
resource.

The DAV:resource-id property is created, and its val ue assigned, when
the resource is created. The value of DAV:resource-id MJST NOT be
changed. Even after the resource is no |onger accessible through any
URI, that value MJST NOT be reassigned to another resource’s DAV
resource-id property.

Any met hod that creates a new resource MJST assign a new, unique
value to its DAV:resource-id property. For exanple, a PUT applied to
a null resource, COPY (when not overwiting an existing target) and
CHECKI N (see [ RFC3253], Section 4.4) nust assign a new, unique val ue
to the DAV:resource-id property of the new resource they create.

On the other hand, any nmethod that affects an existing resource nust
not change the value of its DAV:resource-id property. Specifically,
a PUT or a COPY that updates an existing resource nust not change the
val ue of its DAV:resource-id property. A REBIND, since it does not
create a new resource, but only changes the location of an existing
resource, nust not change the value of the DAV:resource-id property.

2.8. Discovering the Bindings to a Resource

An OPTI ONAL DAV: parent-set property on a resource provides a |list of
t he bindings that associate a collection and a URI segnment with that
resource. |f the DAV:parent-set property exists on a given resource,
it MUST contain a conplete list of all bindings to that resource that
the client is authorized to see. When deciding whether to support
the DAV: parent-set property, server inplenenters / admnistrators
shoul d bal ance the benefits it provides against the cost of

mai ntai ning the property and the security risks enunerated in
Sections 12.4 and 12.5.

3. Properties
The bind feature introduces the properties defined bel ow
A DAV: al | prop PROPFI ND request SHOULD NOT return any of the
properties defined by this docunent. This allows a binding server to
performefficiently when a naive client, which does not understand

the cost of asking a server to conpute all possible live properties,
i ssues a DAV: al | prop PROPFI ND request.
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3.1. DAV:resource-id Property

The DAV:resource-id property is a REQU RED property that enables
clients to determ ne whether two bindings are to the same resource.
The value of DAV:iresource-id is a URI, and may use any registered URI
schene that guarantees the uni queness of the value across al
resources for all tine (e.g., the urn:uuid: URN nanespace defined in
[ RFC4122] or the opaquel ocktoken: URI schenme defined in [ RFC4918]).

<I ELEMENT resource-id (href)>
3.2. DAV parent-set Property

The DAV: parent-set property is an OPTIONAL property that enables
clients to discover what collections contain a binding to this
resource (i.e., what collections have that resource as an interna
menber). 1t contains an href/segnent pair for each collection that
has a binding to the resource. The href identifies the collection
and the segnent identifies the binding name of that resource in that
col I ection.

A given collection MIST appear only once in the DAV: parent-set for
any given binding, even if there are nmultiple URI mappings to that
col | ecti on.

<! ELEMENT parent-set (parent)*>

<! ELEMENT parent (href, segnment)>

<I ELEMENT segment (#PCDATA) >

<l -- PCDATA val ue: segnent, as defined in Section 3.3 of
[ RFC3986] -->

3.2.1. Exanple for DAV:parent-set Property

For exanple, if collection Cl1 is mapped to both /Coll X and /CollY,
and Cl contains a binding naned "x.gif" to a resource Rl, then either
[/Coll X, x.gif] or [/CollY, x.gif] can appear in the DAV: parent-set
of Rl, but not both. But if ClL also had a binding naned "y.gif" to
R1, then there would be two entries for Cl1 in the DAV: parent-set of
RL (i.e., both [/CollX, x.gif] and [/CollX, y.gif] or, alternatively,
both [/CollY, x.gif] and [/CollY, y.gif]).
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S +
| Root Collection |
| bindings: |
| CollX Col 'Y
o e e e e e e e e +
| /
| /
| /
T +
| Collection Cl |
| bindings: |
| x.gif y.gif |
. +
| |
| |
| |
B S +
| Resource R1
N +

In this case, one possible value for the DAV: parent-set property on
"/Col | X/ x.gif" would be:

<parent-set xm ns="DAV:">
<par ent >
<hr ef >/ Col | X</ hr ef >
<segment >x. gi f </ segnent >
</ par ent >
<par ent >
<hr ef >/ Col | X</ hr ef >
<segnent >y. gi f </ segnent >
</ par ent >
</ parent - set >

4. BIND Met hod

The BIND net hod nodifies the collection identified by the Request-
URI, by adding a new binding fromthe segnment specified in the BIND
body to the resource identified in the Bl ND body.

If a server cannot guarantee the integrity of the binding, the BIND
request MJST fail. Note that it is especially difficult to maintain
the integrity of cross-server bindings. Unless the server where the
resource resides knows about all bindings on all servers to that
resource, it may unwittingly destroy the resource or make it

i naccessi bl e without notifying another server that manages a binding
to the resource. For exanmple, if server A pernmits the creation of a
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binding to a resource on server B, server A nust notify server B
about its binding and nust have an agreement with B that B will not
destroy the resource while A s binding exists. Oherw se, server B
may receive a DELETE request that it thinks renoves the |ast binding
to the resource and destroy the resource while A's binding stil

exi sts. The precondition DAV:cross-server-binding is defined bel ow
for cases where servers fail cross-server BIND requests because they
cannot guarantee the integrity of cross-server bindings.

By default, if there already is a binding for the specified segnent
in the collection, the new binding replaces the existing binding.
This default binding replacenent behavior can be overridden using the
Overwrite header defined in Section 10.6 of [RFC4918].

If a BIND request fails, the server state preceding the request MJST
be restored. This nethod is unsafe and idenpotent (see [RFC2616],
Section 9.1).
Mar shal |i ng:
The request MAY include an Overwite header
The request body MJST be a DAV: bi nd XM el enent.
<! ELEMENT bi nd (segnent, href)>
If the request succeeds, the server MIST return 201 (Created) when
a new bi nding was created and 200 (OK) or 204 (No Content) when an
exi sting binding was repl aced.
If a response body for a successful request is included, it MJST
be a DAV: bi nd-response XML el enent. Note that this docunent does
not define any elenments for the BIND response body, but the DAV
bi nd-response elenent is defined to ensure interoperability
between future extensions that do define elenents for the BIND
response body.
<! ELEMENT bi nd-response ANY>

Precondi ti ons:

(DAV: bi nd-into-collection): The Request-UR MJST identify a
col I ection.

(DAV: bi nd- sour ce-exi sts): The DAV: href elenent MJST identify a
resource.
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(DAV: bi ndi ng-al | owed): The resource identified by the DAV: href
supports nultiple bindings to it.

(DAV: cross-server-binding): If the resource identified by the DAV
href element in the request body is on another server fromthe
collection identified by the Request-URI, the server MJST support
cross-server bindings (servers that do not support cross-server

bi ndi ngs can use this condition code to signal the client exactly
why the request failed).

(DAV: nane-al | owed) : The name specified by the DAV: segnent is
avai l abl e for use as a new bi ndi ng nane.

(DAV: can-overwite): If the collection already contains a binding
with the specified path segment, and if an Overwite header is
i ncl uded, the value of the Overwite header MJST be "T".

(DAV: cycl e-al l owed): If the DAV: href elenent identifies a
collection, and if the Request-URlI identifies a collection that is
a nenber of that collection, the server MJUST support cycles in the
URI namespace (servers that do not support cycles can use this
condition code to signal the client exactly why the request
failed).

(DAV: | ocked-update-all owed): If the collection identified by the
Request-URI is wite-locked, then the appropriate token MJST be
specified in an If request header.

(DAV: | ocked-overwrite-allowed): If the collection already contains
a binding with the specified path segnent, and if that binding is
protected by a wite | ock, then the appropriate token MIUST be
specified in an |If request header

Post condi ti ons:
( DAV: new- bi ndi ng): The col l ection MIUST have a bi nding that maps
the segnent specified in the DAV: segnent el enment in the request

body to the resource identified by the DAV: href elenent in the
request body.
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4.1. Exanple: BIND
>> Request:

BIND /CollY HTTP/ 1.1

Host: www. exanpl e. com

Cont ent - Type: application/xm; charset="utf-8"
Cont ent - Lengt h: 172

<?xm version="1.0" encodi ng="utf-8" ?>
<D: bi nd xm ns: D="DAV: " >

<D: segnent >bar . ht nl </ D: segnent >

<D: href >http: // ww. exanpl e. com Col | X/ f 0o. ht Ml </ D; hr ef >
</ D: bi nd>

>> Response:

HTTP/ 1.1 201 Created
Location: http://ww. exanpl e. com Col | Y/ bar. ht n

The server added a new binding to the collection,
"http://ww. exanpl e. conl Col | Y', associating "bar.htnm" with the
resource identified by the URI

"http://ww. exanpl e.com Col | X foo.htm". dients can now use the UR
"http://ww. exanpl e.com Col | Y/ bar.htm" to subnmit requests to that
resource.

5. UNBI ND Met hod

The UNBI ND net hod nodifies the collection identified by the Request-
URI by renoving the binding identified by the segnent specified in
t he UNBI ND body.

Once a resource is unreachable by any URI mapping, the server MAY
recl ai m systemresources associated with that resource. |f UNBIND
renoves a binding to a resource, but there remain URl mappings to
that resource, the server MJST NOT recl ai msystemresources
associ ated with the resource.
If an UNBIND request fails, the server state preceding the request
MUST be restored. This nmethod is unsafe and idenpotent (see
[ RFC2616], Section 9.1).
Mar shal |'i ng:

The request body MJST be a DAV: unbi nd XM el enent.

<! ELEMENT unbi nd (segnent) >
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If the request succeeds, the server MJST return 200 (OK) or 204
(No Content) when the binding was successful ly del et ed.

If a response body for a successful request is included, it MJST
be a DAV: unbi nd-response XM. el enent. Note that this docunent
does not define any elenments for the UNBIND response body, but the
DAV: unbi nd-response elenent is defined to ensure interoperability
bet ween future extensions that do define elenents for the UNBI ND
response body.

<! ELEMENT unbi nd-response ANY>
Precondi ti ons:

(DAV: unbi nd-fromcol I ection): The Request-URI MJST identify a
col l ection.

( DAV: unbi nd- sour ce-exi sts): The DAV: segnent el enent MUST identify
a binding in the collection identified by the Request-URl.

(DAV: | ocked-update-allowed): If the collection identified by the
Request-URI is wite-locked, then the appropriate token MJST be
specified in the request.

(DAV: protected-url-deletion-allowed): If the binding identified by
the segnent is protected by a wite |lock, then the appropriate
t oken MUST be specified in the request.

Post condi ti ons:

(DAV: bi ndi ng-del eted): The coll ecti on MIST NOT have a binding for
the segment specified in the DAV: segnment el ement in the request
body.

(DAV: | ock-del eted): If the internal nenber URI of the binding
specified by the Request-URlI and the DAV: segnent elenent in the
request body was protected by a wite lock at the time of the
request, that wite | ock nust have been del eted by the request.

Cemm et al. Experi ment al [ Page 25]



RFC 5842 Bi ndi ng Extensions to WebDAV April 2010

5.1. Exanple: UNBIND
>> Request:

UNBIND / Col | X HTTP/ 1.1

Host: www. exanpl e. com

Cont ent - Type: application/xm; charset="utf-8"
Cont ent - Lengt h: 117

<?xm version="1.0" encodi ng="utf-8" ?>
<D: unbi nd xm ns: D="DAV: " >
<D: segnent >f 0o. ht nl </ D. segnent >
</ D: unbi nd>
>> Response:

HTTP/ 1.1 200 K

The server renoved the binding named "foo.htm" fromthe collection,

"http://ww. exanpl e.com Col | X'. A request to the resource naned
"http://ww. exanpl e.com Col | X/ foo.htm " will return a 404 (Not Found)
response.

6. REBI ND Met hod

The REBI ND net hod renpoves a binding to a resource froma collection,
and adds a binding to that resource into the collection identified by
the Request-URI. The request body specifies the binding to be added
(segnent) and the old binding to be renoved (href). It is
effectively an atonmic formof a MOVE request, and MJST be treated the
same way as MOVE for the purpose of determ ning access pernm ssions.

If a REBIND request fails, the server state preceding the request
MUST be restored. This nethod is unsafe and idenpotent (see
[ RFC2616], Section 9.1).
Mar shal | i ng:
The request MAY include an Overwite header.
The request body MJST be a DAV:rebind XM el enent.
<! ELEMENT rebi nd (segnent, href)>
If the request succeeds, the server MIST return 201 (Created) when

a new bi nding was created and 200 (OK) or 204 (No Content) when an
exi sting binding was repl aced.
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If a response body for a successful request is included, it MJST
be a DAV:rebind-response XM. el enent. Note that this docunent
does not define any elenments for the REBIND response body, but the
DAV: r ebi nd-response elenent is defined to ensure interoperability
bet ween future extensions that do define elenments for the REBIND
response body.

<! ELEMENT r ebi nd-response ANY>
Precondi ti ons:

(DAV: rebi nd-into-coll ection): The Request-URI MJST identify a
col I ection.

(DAV: r ebi nd- source-exi sts): The DAV: href elenment MJIST identify a
resource.

(DAV: cross-server-binding): If the resource identified by the DAV
href element in the request body is on another server fromthe
collection identified by the Request-URlI, the server MJST support
cross-server bindings (servers that do not support cross-server

bi ndi ngs can use this condition code to signal the client exactly
why the request failed).

(DAV: nane-al | owed) : The nanme specified by the DAV:segnent is
avai l abl e for use as a new bi ndi ng nane.

(DAV: can-overwrite): If the collection already contains a binding
with the specified path segnment, and if an Overwrite header is
i ncluded, the value of the Overwite header MJST be "T".

(DAV: cycle-allowed): If the DAV: href elenment identifies a
collection, and if the Request-URl identifies a collection that is
a menber of that collection, the server MJST support cycles in the
URI namespace (servers that do not support cycles can use this
condition code to signal the client exactly why the request
failed).

(DAV: | ocked-update-allowed): If the collection identified by the
Request-URI is wite-locked, then the appropriate token MJST be
specified in the request.

(DAV: protected-url-nodi fication-allowed): If the collection
identified by the Request-URI already contains a binding with the
specified path segnment, and if that binding is protected by a
write |l ock, then the appropriate token MIST be specified in the
request.
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6.

1

(DAV: | ocked-source-col | ecti on-update-allowed): If the collection

identified by the parent collection prefix of the DAV: href URl is
write-locked, then the appropriate token MIST be specified in the
request.

(DAV: prot ected-source-url-deletion-allowed): If the DAV: href UR
is protected by a wite |lock, then the appropriate token MUST be
specified in the request.

Post condi ti ons:

( DAV: new- bi ndi ng): The col l ection MIUST have a bi nding that maps
the segnent specified in the DAV: segnent el enment in the request
body, to the resource that was identified by the DAV: href el ement
in the request body.

(DAV: bi ndi ng-del eted): The URL specified in the DAV: href el enent
in the request body MUST NOT be nmapped to a resource.

(DAV: | ock-deleted): If the URL specified in the DAV: href el enent
in the request body was protected by a wite lock at the tinme of
the request, that wite | ock nust have been deleted by the
request.

Exanpl e: REBI ND
>> Request:

REBI ND / Col | X HTTP/ 1.1

Host: www. exanpl e. com

Cont ent - Type: application/xm; charset="utf-8"
Cont ent - Length: 176

<?xm version="1.0" encodi ng="utf-8" ?>
<D: rebi nd xm ns: D="DAV: " >

<D: segnent >f 0o. ht nl </ D. segnent >

<D: href >http:// ww. exanpl e. com Col | Y/ bar. html </ D; href >
</ D: r ebi nd>

>> Response:
HTTP/ 1.1 200 K

The server added a new binding to the collection
"http://ww. exanpl e.com Col | X", associating "foo.htm" with the
resource identified by the UR

"http://ww. exanpl e.coml Col | Y/ bar. htm " and renoves the bindi ng naned
"bar.htm " fromthe collection identified by the UR
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"http://ww. exanple.com Coll Y'. Cients can now use the UR
"http://ww. exanpl e.com Col | X/ foo.htm " to subnmit requests to that
resource, and requests on the UR
"http://ww. exanpl e.com Col |l Y/ bar.htm "™ will fail with a 404 (Not
Found) response.

6.2. Exanple: REBIND in Presence of Locks and Bind Loops

To illustrate the effects of |ocks and bind | oops on a REBIND
operation, consider the follow ng collection

Fom e e e oo oo +
| Root Collection |
| bindings: |
| CollW |
e +
I
I
I
e +
| Collection C1 [ <-------- +
| LOCKED infinity
| (lock token L1) |
| bindi ngs:
| CollX Col l'Y
e +
I I
| | (creates |oop)
I I

Col l ection C2
(inherit 1ock)

| | Col l ection C3
I I

| (lock token L1)

I I

I I

I I
| (inherit |ock) |
| (lock token L1)
bi ndi ngs: | |
{none} I I

bi ndi ngs:
y.gif Col |l Zz

| Resource R2 |
| (lock inherited from Cl)
| (lock token L1) |

(where L1 is "urn:uuid: f92d4f ae- 7012-11ab- a765- 00cOcalf 6bf 9").
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Note that the binding between CollZ and Cl1 creates a loop in the
contai nment hierarchy. Servers are not required to support such
| oops, though the server in this exanple does.

The REBI ND request below will renove the segnent "CollZ" from C3 and
add a new binding from"Coll A" to the collection C2.

REBIND / Col IWCol | X HTTP/ 1. 1

Host: www. exanpl e.com

I f: (<urn:uuid:f92d4fae-7012-11ab- a765- 00cOcalf 6bf 9>)
Cont ent - Type: application/xm; charset="utf-8"
Content-Lengt h: 152

<?xm version="1.0" encodi ng="utf-8" ?>
<D: rebi nd xm ns: D="DAV: " >

<D: segnent >Col | A</ D: segnent >

<D: href >/ Col | W Col | Y/ Col | Z</ D: hr ef >
</ D: r ebi nd>
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Bi ndi ng

Ext ensi ons to WebDAV

The outcone of the REBIND operation is:

T +
| Root Collection |
| bindings: |
| CollW |
. +

|

|

|
o e e e e e e e e e e e e e e e e e m o +
| Collection Cl1
| LOCKED infinity
| (lock token L1) |
| bindings:
| CollX Col 'Y
o e e e e e e e e e e e e e e e e e m o +

| n |

| | |
dmmm e e e ae e S I e
| Collection C2 | | | Collection C3
| (inherited lock) | | | (inherited lo
| (ock token L1) | | | (lock token L
| bindi ngs: | | | bindings:
| CollA | | | y.gif
dmmm e e e ae e S I e

| | |
e + |

Addi ti onal Status Codes

208 Al ready Reported

| Resource R2
| (inherited Iock
| (lock token L1)

April 2010

I
ck) |
|

|
|

fromcCl) |

The 208 (Al ready Reported) status code can be used inside a DAV

propst at

reported with a 200 st at us,
for all other bindings wll

response elenent to avoid enunerating the interna
of multiple bindings to the sane coll ection repeatedly.
binding to a collection inside the request’s scope,

menber s
For each

only one will be

whi | e subsequent DAV: response el enents

use the 208 status

elenments for their descendants are incl uded.
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and no DAV:response
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Note that the 208 status will only occur for "Depth: infinity"
requests, and that it is of particular inportance when the nultiple
col l ection bindings cause a bind | oop as discussed in Section 2.2.

A client can request the DAV:resource-id property in a PROPFIND
request to guarantee that they can accurately reconstruct the binding
structure of a collection with multiple bindings to a single
resource.

For backward conpatibility with clients not aware of the 208 status
code appearing in multistatus response bodies, it SHOULD NOT be used
unl ess the client has signal ed support for this specification using
the "DAV' request header (see Section 8.2). Instead, a 508 status
shoul d be returned when a binding |oop is discovered. This allows
the server to return the 508 as the top-level return status, if it

di scovers it before it started the response, or in the mddle of a
multistatus, if it discovers it in the mddle of streanming out a

mul ti status response.

7.1.1. Exanple: PROPFIND by Bind-Aware Cient

For exanpl e, consider a PROPFIND request on /Coll (bound to
collection C), where the nenbers of /Coll are /Coll/Foo (bound to
resource R) and /Coll/Bar (bound to collection C

>> Request:

PROPFIND / Col I/ HTTP/ 1.1

Host: www. exanpl e. com

Depth: infinity

DAV: bi nd

Cont ent - Type: application/xm; charset="utf-8"
Cont ent - Lengt h: 152

<?xm version="1.0" encodi ng="utf-8" ?>
<D: propfind xm ns: D="DAV: ">
<D: pr op>
<D: di spl aynane/ >
<D: resource-id/ >
</ D: pr op>
</ D: propfind>
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>> Response:

HTTP/ 1.1 207 Ml ti- Status
Cont ent - Type: application/xm; charset="utf-8"
Content - Lengt h: 1241

<?xm version="1.0" encodi ng="utf-8" ?>
<D: mul ti status xm ns: D="DAV: ">
<D: response>
<D: href >http://ww. exanpl e. com Col | / </ D: hr ef >
<D: propst at >
<D: prop>
<D: di spl aynane>Loop Deno</D: di spl aynanme>
<D: resource-id>
<D: hr ef
>urn: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 8</ D: hr ef >
</ D:resource-id>
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: propst at >
</ D: r esponse>
<D: response>
<D: href >htt p: // www. exanpl e. com Col | / Foo</ D: hr ef >
<D: pr opst at >
<D: pr op>
<D: di spl aynane>Bi rd | nvent ory</D: di spl ayname>
<D: resource-id>
<D: hr ef
>ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 9</ D: hr ef >
</ D: resource-id>
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: propst at >
</ D: response>
<D: response>
<D: href >htt p: // ww. exanpl e. com Col | / Bar </ D: hr ef >
<D: pr opst at >
<D: prop>
<D: di spl aynanme>Loop Deno</ D: di spl ayname>
<D: resource-i d>
<D: hr ef
>urn: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 8</ D: hr ef >
</ D: resource-id>
</ D: pr op>
<D: status>HTTP/ 1.1 208 Al ready Reported</D: status>
</ D: pr opst at >
</ D: response>
</D:mul tistatus>
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7.1.2. Exanple: PROPFIND by Non-Bi nd-Aware Cient

In this exanple, the client isn't aware of the 208 status code

i ntroduced by this specification. As the "Depth: infinity" PROPFI ND
request would cause a |l oop condition, the whole request is rejected
with a 508 status.

>> Request:

PROPFIND / Col I/ HTTP/ 1.1

Host: www. exanpl e. com

Depth: infinity

Cont ent - Type: application/xm; charset="utf-8"
Cont ent - Lengt h: 125

<?xm version="1.0" encodi ng="utf-8" ?>
<D: propfind xm ns: D="DAV: " >

<D: prop> <D: di spl aynane/ > </ D: pr op>
</ D: propfind>

>> Response:
HTTP/ 1.1 508 Loop Detected
7.2. 508 Loop Detected

The 508 (Loop Detected) status code indicates that the server

term nated an operation because it encountered an infinite | oop while
processing a request with "Depth: infinity". This status indicates
that the entire operation failed.

8. Capability Discovery
8.1. OPTIONS Met hod

If the server supports bindings, it MJST return the conpliance class
nane "bind" as a field in the "DAV' response header (see [RFC4918],
Section 10.1) froman OPTIONS request on any resource inplenented by
that server. A value of "bind" in the "DAV' header MJST indicate
that the server supports all MIST-1evel requirements and REQU RED
features specified in this docunent.

8.2. 'DAV Request Header
Cients SHOULD signal support for all MJST-level requirements and
REQUI RED features by subnitting a "DAV' request header containing the

compliance class nane "bind". |In particular, the client MJST
understand the 208 status code defined in Section 7.1.
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9. Relationship to Locking in WebDAV

Locking is an optional feature of WbDAV ([ RFC4918]). The base
WebDAV speci fication and this protocol extension have been designed
in parallel, making sure that all features of WbDAV can be

i npl emented on a server that inplenments this protocol as well

Unfortunately, WDbDAV uses the term"lock-root" inconsistently. It
is introduced in Section 6.1 of [RFC4918], point 2, as:

2. A resource becones directly | ocked when a LOCK request to a
URL of that resource creates a new |l ock. The "lock-root" of the
new lock is that URL. If at the tinme of the request, the URL is
not mapped to a resource, a new enpty resource is created and
directly | ocked.

On the other hand, [RFC4918], Section 9.10.1 states:

A LOCK request to an existing resource will create a | ock on the
resource identified by the Request-URI, provided the resource is
not already locked with a conflicting | ock. The resource
identified in the Request-URl becones the root of the |ock

Servers that inplenent both WbDAV | ocki ng and support for nultiple
bi ndi ngs MJUST use the first interpretation: the lock-root is the UR
t hrough which the | ock was created, not a resource. This URI, and
potential aliases of this URI ([ RFC4918], Section 5), are said to be
"protected" by the |ock.

As defined in the introduction to Section 7 of [RFC4918], wite
operations that nodify the state of a | ocked resource require that
the lock token is subnmitted with the request. Consistent with
WebDAV, the state of the resource consists of the content ("any
variant"), dead properties, |ockable live properties (item1), plus,
for a collection, all its bindings (item?2). Note that this, by
definition, does not depend on the Request-URlI to which the wite
operation is applied (the locked state is a property of the resource,
not its URI).

However, the lock-root is the URI through which the | ock was
requested. Thus, the protection defined in item3 of the |ist does
not apply to additional URIs that nmay be napped to the sane resource
due to the existence of multiple bindings.
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9.1. Exanple: Locking and Multiple Bindings

Consider a root collection "/", containing the two collections ClL and
C2, naned "/Coll X" and "/CollY", and a child resource R bound to Cl1
as "/Coll X/test" and bound to C2 as "/Coll Y/test":

S +
| Root Collection |
| bindings: |
| CollX CollY |
o e e e e e e e e +
| |
| |
| |
I SRR R T +
| Collection C1 | | Collection C2 |
| bindings: | | bindings: |
| t est | t est |
. + hemeemeieaaiaaan +
| |
| |
| |
Fom e e e e e o +
| Resource R |
. +

G ven a host nanme of "ww. exanpl e.cont, applying a depth-zero wite
lock to "/Coll X/test" will lock the resource R, and the | ock-root of
this lock will be "http://ww.exanple.conl Coll X/ test".

Thus, the follow ng operations will require that the associated | ock
token is submitted with the "If" request header ([RFC4918], Section
10. 4):

0 a PUT or PROPPATCH request nodifying the content or | ockable
properties of resource R (as Ris locked) -- no matter which URI
is used as request target, and

0 a MOVE, REBIND, UNBIND, or DELETE request causing "/Coll X/ test"
not to be mapped to resource R anynore (be it addressed to
"/Col | X* or "/Coll X/ test").

The followi ng operations will not require subnission of the |ock
t oken:

0 a DELETE request addressed to "/CollY" or "/CollY/test", as it
does not affect the resource R, nor the |ock-root,
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o for the sanme reason, an UNBI ND request renoving the binding "test"
fromcollection C2, or the binding "CollY" fromthe root
col l ection, and

o simlarly, a MOVE or REBIND request causing "/CollY/ test" not
bei ng mapped to resource R anynore.

Note that despite the | ock-root being
"http://ww. exanpl e.com Col | X/ test", an UNLOCK request can be
addressed through any URI mapped to resource R, as UNLOCK operates on
the resource identified by the Request-URI, not that URl (see

[ RFC4918], Section 9.11).

10. Relationship to WbDAV Access Control Protoco

Not e that the WebDAV Access Control Protocol has been designed for
conmpatibility with systens that allow nultiple URIs to map to the
sanme resource (see [ RFC3744], Section 5):

Access control properties (especially DAV:acl and DAV:inherited-
acl -set) are defined on the resource identified by the Request-UR
of a PROPFIND request. A direct consequence is that if the
resource is accessible via multiple URI, the value of access
control properties is the same across these URI.

Furt hernmore, note that BIND and REBI ND behave the sane as MOVE with
respect to the DAV:acl property (see [RFC3744], Section 7.3).

11. Rel ationship to Versioning Extensions to WbDAV

Servers that inplenment Workspaces ([ RFC3253], Section 6) and Version-
Controlled Collections ([ RFC3253], Section 14) already need to

i mpl ement BIND-|i ke behavior in order to handl e UPDATE and UNCHECKOUT
semanti cs.

Consi der a workspace "/wsl/", containing the version-controlled,
checked-out collections Cl1 and C2, naned "/ws1/Col | X* and "/ws1/
Col I Y', and a version-controlled resource R, bound to Cl as "/ws1/
Col | X/ test":
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S +
| Workspace |
| bindings: |
| CollX CollY |
o e e e e e e e e +
| |
| |
| |
I SRR R T +
| Collection C1 | | Collection C2 |
| bindings: | |
| test | |
. + hemeemeieaaiaaan +
|
|
|
Fom e e e e e o +
| Resource R |
. +

Moving "/wsl/Coll X/test" into "/wsl/CollY", checking in C2, but
undoi ng the checkout on C1 will undo part of the MOVE request, thus
restoring the binding fromCl to R but keeping the new binding from
C to R

>> Request:

MOVE /wsl/ Col | X/ test HTTP/1.1

Host: www. exanpl e. com

Destination: /wsl/CollY/test

>> Response:

HTTP/ 1.1 204 No Content

>> Request :

CHECKIN /ws1/Col 1Y HTTP/1.1
Host: www. exanpl e.com

>> Response:
HTTP/ 1.1 201 Created

Cache- Control: no-cache
Location: http://repo.exanpl e.conf his/17/ver/42
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>> Request :

UNCHECKQUT /wsl1/ Col I X/ HTTP/ 1.1
Host: www. exanpl e. com

>> Response:

HTTP/ 1.1 200 OK
Cache-Control: no-cache

As a result, both Cl1 and C2 would have a binding to R

S +
| Workspace |
| bindings: |
| CollX Col 'Y
o e e e e e e e e +
| |
| |
| |
I SRR R T +
| Collection C1 | | Collection C2
| bindings: | | bindings:
| t est | t est |
. + hemeemeieaaiaaan +
| |
| |
| |
Fom e e e e e o +
| Resource R |
. +

The MOVE senantics defined in Section 3.15 of [RFC3253] already
require that "/wsl/Coll X/test" and "/wsl/CollY/test" will have the
same version history (as exposed in the DAV:version-history
property). Furthernore, the UNCHECKOUT senmantics (which in this case
is simlar to UPDATE, see Section 14.11 of [RFC3253]) require:

If a new version-controlled nmenber is in a workspace that already
has a version-controlled resource for that version history, then
the new version-controll ed menber MJST be just a binding (i.e.
anot her nanme for) that existing version-controlled resource.

Thus, "/wsl/Coll X/test" and "/wsl/CollY/test" will be bindings to the
sane resource R and have identical DAV:resource-id properties.
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12.

12.

12.

12.

12.

Security Considerations

This section is provided to make WebDAV inpl enenters aware of the
security inplications of this protocol.

Al'l of the security considerations of HITP/ 1.1 ([ RFC2616], Section
15) and the WebDAV Distributed Authoring Protocol specification

([ RFC4918], Section 20) also apply to this protocol specification
In addition, bindings introduce several new security concerns and
i ncrease the risk of sone existing threats. These issues are
det ai | ed bel ow.

1. Privacy Concerns

In a context where cross-server bindings are supported, creating

bi ndings on a trusted server may nake it possible for a hostile agent
to induce users to send private information to a target on a
different server.

2. Bind Loops

Al t hough bind | oops were already possible in HITP 1.1, the

i ntroduction of the BIND nethod creates a new avenue for clients to
create |l oops accidentally or nmaliciously. |If the binding and its
target are on the sane server, the server nmay be able to detect BIND
requests that would create loops. Servers are required to detect

| oops that are caused by bindings to collections during the
processing of any requests with "Depth: infinity".

3. Bindings and Denial of Service

Deni al - of -servi ce attacks were al ready possible by posting URI s that
were intended for limted use at heavily used Wb sites. The

i ntroduction of BIND creates a new avenue for simlar denial-of-
service attacks. |f cross-server bindings are supported, clients can
now create bindings at heavily used sites to target |ocations that
wer e not designed for heavy usage.

4. Private Locations May Be Reveal ed

If the DAV: parent-set property is maintained on a resource, the
owners of the bindings risk revealing private |ocations. The
directory structures where bindings are |ocated are available to
anyone who has access to the DAV: parent-set property on the resource.
Moving a binding may reveal its new |ocation to anyone with access to
DAV: parent-set on its resource
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12.

13.

14.

15.

16.

16.

5. DAV: parent-set and Denial of Service

If the server mmintains the DAV: parent-set property in response to
bi ndi ngs created in other adm nistrative domains, it is exposed to
hostile attenpts to nake it devote resources to adding bindings to
the Iist.

Internationalization Considerations

All internationalization considerations nentioned in Section 19 of
[ RFC4918] al so apply to this docunent.

I ANA Consi der ati ons

Section 7 defines the HTTP status codes 208 (Al ready Reported) and
508 (Loop Detected), which have been added to the HTTP Status Code
Regi stry.
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