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1. Overview

The transition fromlIPv4d to IPv6 is a long process, and during this
period of transition, both the protocols will be enabled over the
sane network infrastructure. Thus, it is reasonable to assunme that a
nobil e node in a Proxy Mbile | Pv6 domain may operate in an | Pv4-
only, IPv6-only, or dual-stack nobde, and the network between the
nmobi | e access gateway and a |l ocal nmobility anchor may be an | Pv4 or
an | Pv6 network. It is also reasonable to expect the sane nmobility
infrastructure in the Proxy Mbile IPv6 domain to provide nobility to
the nobil e nodes operating in IPv4, IPv6, or in dual nbode and whet her
the transport network is IPv4 or | Pv6 network. The notivation and
scope of I Pv4 support in Mobile IPv6 is sumarized in [ RFC4977], and
all those requirenents apply to Proxy Mbile | Pv6 protocol as well.

The Proxy Mobile I Pv6 protocol [RFC5213] specifies a nechanismfor
providing | Pv6 hone address nobility support to a nobile node in a
Proxy Mobile | Pv6 dormain. The protocol requires |Pv6 transport
network between the nobility entities. The extensions defined in
this docunment specify |IPv4 support to the Proxy Mbile | Pv6 protoco
[ RFC5213] .

The scope of |Pv4 support in Proxy Mbile IPv6 includes the support
for the following two features

0 |Pv4 Home Address Mobility Support: A nobile node that is dual -
stack or IPv4-only enabled will be able to obtain an | Pv4 address
and be able to use that address fromany of the access networks in
that Proxy Mbile | Pv6 domain. The nobile node is not required to
be allocated or assigned an | Pv6 address to enable | Pv4 home
addr ess support.

0 |Pv4 Transport Network Support: The nobility entities in the Proxy
Mobile | Pv6 domain will be able to exchange Proxy Mobile | Pv6
si gnal i ng nessages over an | Pv4 transport.

These two features, the I Pv4 hone address nobility support and the

| Pv4 transport support features, are independent of each other, and
depl oynents may choose to enable either one or both of these features
as required.
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Figure 1 shows a typical Proxy Mbile |Pv6 domain with an | Pv4
transport network and with | Pv4 enabl ed nobil e nodes. The terns used

inthis illustration are explained in the Termni nol ogy section
+--- -+ +--- -+
| LMAL| | LMA2]
+----+ +----+

| Pv4- LMAA  -> | | Pv4- LMAA-> | <-- LMAA
| |

\\ AN
\\ I \\
\\ /1 \\
Fo- WV []------ \W\---- 4
( \\ I Pv4/1Pv6 // \\ )
( \\ Network // \\ )
+o----- VWemme - - - []--eema - VW -+
\\ /1 \\
\\ /1 \\
\\ 7/ \\
| Pv4- Pr oxy- CoA --> | | <-- Proxy-CoA
oot oot
| MAGL| - - - - - { M2} | MAG2|
+----+ | +----+
(MN- HoA) | | | <-- (M\HoA)
(1 Pv4- MN- HoA) --> | (1 Pv4- MN- HoA) | <-- (IPv4- VN HoA)

{ MN1}

{ M\3}

Figure 1: |1Pv4 Support for Proxy Mobile |IPv6
1.1. Stated Assunptions

The following are the system and configuration requirenents fromthe
nmobility entities in the Proxy Mbile IPv6 domain for supporting the
ext ensions defined in this docunent.

0 Both the nobility entities, the local nobility anchor and the
nmobi | e access gateway are dual -stack (IPv4/1Pv6) enabl ed.
Irrespective of the type of transport network (IPv4 or |Pv6)
separating these two entities, the nobility signaling is always
based on Proxy Mbile I Pv6 protocol [RFC5213].

0 A deploynent where a nobile access gateway uses an |Pv4 private
address with NAT [ RFC3022] translation devices in the path to a
I ocal nobility anchor is not supported by this specification
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o The nobile node can be operating in |IPvd-only, IPv6-only or in
dual node. Based on the enabled configuration for a nobile node,
the nmobil e node should be able to obtain I Pv4-only, IPv6-only, or
both 1 Pv4 and | Pv6 addresses for its interface and furthernore
achieve nobility support for those addresses.

o For enabling | Pv4 honme address nobility support to a nobile node,
it is not required that the | Pv6 honme address nobility support
need be enabl ed. However, the respective protocol (s) support,
such as | Pv4 or | Pv6 packet forwarding, nust be enabled on the
access |ink between the nobile node and the nobile access gateway.

o The nobile node can obtain an | Pv4 address for its attached
interface. Based on the type of link, it may be able to acquire
its I Pv4 address configuration using standard | Pv4 address
configuration nechani sns such as DHCP [ RFC2131], I P Contro
Protocol (IPCP) [RFC1332], Internet Key Exchange Protocol version
2 (I KEv2) [RFC4306], or static address configuration. However,
the details on how I PCP or | KEv2 can be used for address delivery
are outside the scope of this docunent.

0o The nobile node's | Pv4 honme subnet is typically a shared address
space. It is not for the exclusive use of any one nobil e node.
There can be nultiple nobile nodes that are assigned |Pv4
addresses fromthe sane subnet.

o0 The nobile access gateway is the I Pv4 default router for the
nmobi |l e node on its access link. It will be in the forwarding path
for the nobile node’s data traffic. Additionally, as specified in
Section 6.9.3 of [RFC5213], all the nobile access gateways in the
Proxy Mobile | Pv6 domain MJST use the sane |ink-1layer address on
any of the access |inks wherever the nobile node attaches.

1. 2. Rel evance to Dual - Stack Mbile | Pv6

| Pv4 support for Mobile IPv6 is specified in the Dual -Stack Mbile

| Pv6 specification [ RFC5555]. This docunent |everages sone of the
approaches, nessagi ng options, and processing logic defined in that
docunent for extending |Pv4 support to Proxy Mbile | Pv6, except with
deviation in some aspects for obvious reasons of supporting a

net wor k- based nobility nodel. The follow ng are sone of the rel ated
consi derati ons.

o The Binding Update nessage flag 'F and the NAT Detection Option
defined in Sections 3.1.3 and 3.2.2 of [RFC5555] are used by this
specification in Proxy Binding Update and Proxy Binding
Acknowl edgenent nessages. Their sole purpose is to allow forcing
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of UDP encapsul ati on between a nobil e access gateway and a | oca
mobi lity anchor in situations simlar to those discussed in
Sections 4.1 and 4.4.1 of [RFC5555].

0 The necessary extensions to the conceptual data structures,
Bi ndi ng Cache entry and Bi nding Update List entry, for storing the
state related to the | Pv4 support defined in [ RFC5555], will all
be needed and relevant for this docunent.

0o In Mbile IPv6 [RFC3775] and in Dual -Stack Mbile | Pv6 [ RFC5555],
| Psec security associations (SAs) are specific to a single nobile
node; they use the identifier visible to upper-layer protocols
(HoA/ 1 Pv4-HoA) as traffic selector; and the | KE/ I Psec SAs need to
be updat ed when the nobil e node noves.

In Proxy Mbile IPv6 (both [RFC5213] and this docunent), the |IPsec
SAs are specific to the nobile access gateway (and used for a
potentially |arge nunber of nobile nodes); they use the |locators
used for routing (Proxy-CoAll Pv4-Proxy-CoA) as traffic selectors;
and they are not updated when the nobile node noves.

This means the | Psec processing for Mbile I Pv6 and Proxy Mbile
| Pv6 (whether |1Pv6-only or dual-stack) is very different.

o The tunneling considerations specified in [ RFC5555] for supporting
| Pv4 transport are relevant for this docunment as well

2. Conventions and Term nol ogy
2.1. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
2.2. Term nol ogy
Al the mobility related terms used in this docunent are to be
interpreted as defined in the Mbile I Pv6 specification [ RFC3775] and

Proxy Mobile I Pv6 specification [RFC5213]. |In addition, this
docunent introduces the follow ng terns.
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| Pv4 Proxy Care-of Address (I|Pv4-Proxy-CoA)

The 1 Pv4 address that is configured on the egress-interface of the
nmobi | e access gateway. Wen using |IPv4 transport, this address
will be the registered care-of address in the nobile node’s

Bi ndi ng Cache entry and will also be the transport-endpoint of the
tunnel between the local nobility anchor and a nobile access

gat ewnay.

| Pv4 Local Mobility Anchor Address (| Pv4-LMAA)

The 1 Pv4 address that is configured on the egress-interface of the
| ocal nobility anchor. Wen using |Pv4 transport, the nobile
access gateway sends the Proxy Binding Update nessages to this
address and will be the transport-endpoint of the tunnel between
the I ocal nobility anchor and the nobil e access gateway.

Mobi | e Node’s | Pv4 Hone Address (| Pv4- MN-HoA)

The 1 Pv4 hone address assigned to the nobile node's attached
interface. This address is topologically anchored at the nobile
node’s local nmobility anchor. The nobile node configures this
address on its attached interface. |If the nobile node connects to
the Proxy Mobile IPv6 donmain via nultiple interfaces each of the
interfaces are assigned a unique |Pv4 address. Al the |Pv6 home
network prefixes and the | Pv4 hone address assigned to a given
interface of a nobile node will be managed under one nobility

sessi on.

Sel ective De-registration
A procedure for partial de-registration of all the addresses that
bel ong to one address fanmily, i.e., de-registration of either the
| Pv4 home address or one or nore of the assigned | Pv6 honme network
prefixes.

Encapsul ati on Modes

Thi s docunent uses the following terns when referring to the
di fferent encapsul ati on nodes.

| Pv4-or-1Pv6-over-1|Pvb
| Pv4 or |1 Pv6 packet carried as a payload of an |Pv6 packet
| Pv4-or-1Pv6-over-1Pv4d

| Pv4 or |1 Pv6 packet carried as a payload of an |IPv4 packet
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3.

| Pv4-or-1 Pv6-over- | Pv4- UDP

| Pv4 or |1 Pv6 packet carried as a payload in an | Pv4 packet with
a UDP header

| Pv4-or-1Pv6-over-I| Pv4- UDP- TLV

| Pv4 or | Pv6 packet carried as a payload in an | Pv4 packet with
UDP and TLV headers

| Pv4-or-1 Pv6-over-| Pv4- GRE

| Pv4 or | Pv6 packet carried as a payload in an | Pv4 packet with
a Generic Routing Encapsul ation (GRE) header (but no UDP or TLV
header)

| Pv4 Home Address Mbility Support

The 1 Pv4 hone address nobility support essentially enables a nobile
node in a Proxy Mbile I Pv6 domain to obtain | Pv4 home address
configuration for its attached interfaces and be able to retain that
address configuration even after perfornmng a handoff anywhere within
that Proxy Mbile I Pv6 domain. This section describes the protoco
operation and the required extensions to Proxy Mobile I Pv6 protoco
for extending |IPv4 hone address nobility support.

Wien an | Pv4-enabl ed or a dual -stack-enabl ed nobil e node attaches to
the Proxy Mobile I Pv6 donain, the nobile access gateway on the access
link where the nobile node is attached will identify the nobile node
and will initiate the Proxy Mbile IPv6 signaling with the nobile
node’'s local nobility anchor. The nobile access gateway will follow
the signaling considerations specified in Section 3.2 for requesting
| Pv4 home address nobility support. Upon the conpletion of the
signaling, the local nobility anchor and the nobil e access gateway
will establish the required routing states for allow ng the nobile
node to use its I Pv4 hone address fromits current point of
attachnent.

The nobil e node on the access link using any of the standard |Pv4
address configurati on nechani sns supported on that access |ink, such
as | PCP [ RFC1332], |KEv2 [RFC4306], or DHCP [ RFC2131], will be able
to obtain an | Pv4 hone address (I Pv4-M\-HoA) for its attached
interface. Although the address configuration nechanisns for
delivering the address configuration to the nobile node is

i ndependent of the Proxy Mobile I Pv6 protocol operation, there needs
to be sone interaction between these two protocol flows. Section 3.4
identifies these interactions for supporting DHCP-based address
configuration.

Waki kawa & Gundavel |i St andards Track [ Page 8]



RFC 5844 | Pv4 Support for Proxy Mbile | Pve May 2010

The support for I Pv4 hone address nobility is not dependent on the

| Pv6 home address nobility support. It is not required that the | Pv6
hone address nmobility support needs to be enabled for providing | Pv4
hone address mobility support. A nmobile node will be able to obtain

| Pv4d-only, 1Pv6-only, or dual |Pv4/1Pv6 address configuration for its
attached interface. The nobile node’'s policy profile will determ ne
if the nobile node is entitled to both the protocol versions or a
single protocol version. Based on the policy, only those protocols
wi Il be enabled on the access link. Furthernore, if the nobile node,
after obtaining the address configuration on its interface, perforns
a handoff, either by changing its point of attachment over the same
interface or to a different interface, the network will ensure the
nmobil e node will be able to use the sane | Pv4 address configuration
after the handoff.

Additionally, if the nobile node connects to the Proxy Mbile | Pv6
domain, through multiple interfaces and sinmultaneously through
different access networks, each of the connected interfaces will
obtain a unique | Pv4 hone address. |In such a scenario, there will be
mul ti pl e Binding Cache entries for the nobile node on the |oca
nmobility anchor. Al the addresses (IPv4/1Pv6) assigned to a given
interface will be managed as part of one nobility session, as
specified in Section 5.4 of [RFC5213].

3.1. Local Mbility Anchor Consi derations
3.1.1. Extensions to Binding Cache Entry
To support this feature, the conceptual Binding Cache entry data
structure maintained by the local nobility anchor needs to include
the followi ng paraneters
o The I Pv4 hone address assigned to the nobile node’'s interface and
regi stered by the nobile access gateway. The |Pv4 honme address
entry al so includes the corresponding subnet mask. It is to be
noted that this paraneter is defined in [ RFC5555] and is presented
here for conpl et eness.

o0 The IPv4 default router address assigned to the nobile node.
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3.1.2.

Si gnal i ng Consi derations

3.1.2.1. Processing Proxy Binding Updates

The processing rules specified in Section 5.3 of [RFC5213] are
applied for processing the received Proxy Binding Update nessage.
However, if the received Proxy Binding Update nessage has an | Pv4
Home Address Request option, the follow ng considerati ons MJST be
applied additionally.

(o]

If there is an | Pv4 Home Address Request option (Section 3.3.1)
present in the received Proxy Binding Update nessage, but no Home
Net work Prefix option [RFC5213] present in the received Proxy

Bi ndi ng Update nessage, the local nobility anchor MJST NOT reject
the request as specified in Section 5.3.1 of [RFC5213]. At |east
one instance of either of these two options, either the |Pv4d Hone
Addr ess Request option or the Hone Network Prefix option, MJST be
present. If there is not a single instance of either of these two
options present in the request, the |l ocal nmobility anchor MJST
reject the request and send a Proxy Bi ndi ng Acknow edgenent
message with the Status field set to

M SSI NG HOVE_NETWORK _PREFI X_OPTI ON (m ssing the nobile node’s hone
networ k prefix option) [RFC5213].

If there is at |east one instance of the Home Network Prefix
option [ RFC5213] present in the received Proxy Binding Update
nmessage, but it is known fromthe nobile node's policy profile
that the nobile node is not authorized for |1 Pv6 service, or |Pv6
routing in not enabled in the home network, the local nobility
anchor MUST reject the request and send a Proxy Binding

Acknowl edgenent nessage with the Status field set to
NOT_AUTHORI ZED_FOR | PV6_MOBI LI TY_SERVI CE (nobi | e node not

aut horized for I Pv6 nobility service; see Section 3.3.5).

If there is an | Pv4 Home Address Request option present in the
recei ved Proxy Binding Update nessage, but it is known fromthe
nmobi |l e node's policy profile that the nobile node is not

aut hori zed for 1Pv4 service, or if IPv4 routing is not enabled in
the hone network, the local nobility anchor MJST reject the
request and send a Proxy Binding Acknow edgenent nessage with the
Status field set to NOT_AUTHORI ZED FOR_| Pv4_MOBI LI TY_SERVI CE
(rmobi |l e node not authorized for IPv4 nobility service; see
Section 3.3.5).

If there is nore than one instance of the | Pv4 Home Address
Request option present in the request, then the local nobility
anchor MJST reject the request and send a Proxy Binding
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Acknowl edgenent nessage with the Status field set to
MULTI PLE_| PV4_HOVE_ADDRESS ASSI GNVENT _NOT_SUPPORTED (rmnul tiple | Pv4
hone address assignments not supported; see Section 3.3.5).

o For associating the received Proxy Binding Update nessage to an
existing nobility session, the |l ocal nobility anchor MJUST perform
the Bi nding Cache entry exi stence test by applying the follow ng
consi derati ons.

* |f there is at |east one instance of the Honme Network Prefix
option [RFC5213] with a NON_ZERO prefix value, or, if there is
an | Pv4 Home Address Request option with the | Pv4 address in
the option set to ALL_ZERO considerations from Section 5.4.1
of [RFC5213] MJST be appli ed.

* |f there is an | Pv4 Home Address Request option present in the
request with the IPv4 address value in the option set to a
NON_ZERO val ue, considerations from Section 3.1.2.7 MJIST be
appl i ed.

o |If there is no existing Binding Cache entry that can be associ ated
with the request, the local nobility anchor MJST consider this
request as an initial binding registration request, and
considerations from Section 3.1.2.2 MIST be applied.

Additionally, if there are one or nore Hone Network Prefix options
[ RFC5213] present in the request, considerations from Section
5.3.2 of [RFC5213] MUST al so be appli ed.

o If there exists a Binding Cache entry that can be associated wth
the request, the local nobility anchor MJUST apply considerations
fromSection 5.3.1 of [RFC5213], (point 13), to deternine if the
request is a re-registration or a de-registration request. If the
request is a re-registration request, considerations from
Section 3.1.2.3 MIST be applied, and if it is a de-registration
request, considerations from Section 3.1.2.5 MIST be appli ed.

o |If there exists a Binding Cache entry that can be associated with
the request and if it is deternmined that the request is a re-
registration request for extending an | Pv4 honme address nobility
support to the existing IPv6-only nobility session, considerations
fromSection 3.1.2.2 MIST be applied with respect to | Pv4 support.
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3.1.2.2. Initial Binding Registration (New Mbility Session)

o If there is an | Pv4 Home Address Request option present in the
Proxy Bi ndi ng Update nessage with the | Pv4 address value in the
option set to ALL_ZERO, the local nobility anchor MJST all ocate an
| Pv4 home address to the nobile node and associate it with the new
nmobility session created for that nobile node.

o If there is an | Pv4 Honme Address Request option with the |Pv4
address in the option set to a NON_ZERO val ue, the local mobility
anchor, before accepting the request, MJST ensure that the address
is topologically anchored on the local nobility anchor and
furthernmore that the nobile node is authorized to use that
address. If the nobile node is not authorized for that specific
address, the local nobility anchor MJUST reject the request and
send a Proxy Bi ndi ng Acknow edgenment nessage with the Status field
set to NOT_AUTHORI ZED FOR | PV4_HOVE_ADDRESS (nobil e node not
aut hori zed for the requesting | Pv4 address; see Section 3.3.5).

It MUST al so include the | Pv4 Honme Address Reply option
(Section 3.3.2). inthe reply with the Status field value in the
option set to 129 (Administratively prohibited).

o If the local nobility anchor is unable to allocate an | Pv4 address
due to lack of resources, it MJST reject the request and send a
Proxy Bi ndi ng Acknow edgenent nessage with Status field set to 130
(I'nsufficient resources). It MJST also include the | Pv4 Hone
Address Reply option in the reply with the Status field value in
the option set to 128 (Failure, reason unspecified).

o Upon accepting the request, the local nobility anchor MJST create
a Binding Cache entry for this nobility session. However, if the
request also contains one or nore Home Network Prefix options
[ RFC5213], there should still be only one Binding Cache entry that
shoul d be created for this nobility session. The created Binding
Cache entry MJST be used for managi ng both I Pv4 and | Pv6 hone
address bindings. The fields in the Binding Cache entry MJST be
updated with the accepted values for that session

o0 The local nobility anchor MJST establish a bidirectional tunnel to
the nmobil e access gateway with the encapsul ati on node set to the
negoti ated node for carrying the | Pv4 payload traffic. Wen using
| Pv6 transport, the encapsul ation node is | Pv4-or-1Pv6-over-|Pv6
(I Pv4 or I Pv6e packet carried as a payload of an | Pv6 packet).

Wien using | Pv4 transport, the encapsul ation node is as specified
in Section 4.
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o The local nobility anchor MJST create an | Pv4 host route (or a
pl atform specific equival ent function that sets up the forwarding)
for tunneling the packets received for the nobile node’' s hone
address associated with this nobility session

o The local nobility anchor MJUST send the Proxy Bi nding
Acknowl edgenent nessage with the Status field set to O (Proxy
Bi ndi ng Update accepted). The nessage MJST be constructed as
specified in Section 3.1.2.6.

3.1.2.3. Binding Lifetinme Extension (No Handoff)

Al'l the considerations from Section 5.3.3 of [RFC5213] MJST be
appl i ed.

3.1.2.4. Binding Lifetime Extension (after Handoff)

o If there is no Home Network Prefix option [ RFC5213] present in the
request, but if the Binding Cache entry associated with this
request has | Pv6 honme network prefix(es), the local nmobility
anchor MUST consider this as a request to extend lifetime only for
the 1 Pv4 hone address and not for the I Pv6 hone network
prefix(es). Hence, the local nmobility anchor SHOULD rel ease al
the 1 Pv6 hone network prefix(es) assigned to that nobile node and
for that specific attached interface. Sinmilar considerations
apply for the case where there is no | Pv4 Hone Address Request
option present in the request, but if the Binding Cache entry
associated with that request has both |IPv4 hone address and | Pv6
hone network prefix(es).

o The local nobility anchor MJUST renove the previously created | Pv4
host route (or the forwarding state) and the dynam cally created
bi directional tunnel for carrying the | Pv4 payload traffic (if
there are no other nobile nodes for which the tunnel is being
used). This will renove the routing state towards the nobile
access gateway where the nobile node was anchored prior to the
handof f .

o The local nobility anchor MJST create a bidirectional tunnel to
the nmobil e access gateway that sent the request (if there is no
exi sting bidirectional tunnel) and with the encapsul ati on node set
to the negotiated node for carrying the 1 Pv4 payload traffic. An
| Pv4 host route for tunneling the packets received for the nobile
node’ s | Pv4 honme address MJST al so be added.
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0 The required forwarding state identified in Section 5.3.6 of
[ RFC5213] is for IPv6 payload traffic. Those considerations apply
for I Pv4 payload traffic as well. However, if |Pv4 transport is
in use, considerations from Section 4 MIST be applied.

3.1.2.5. Binding De-Registration

Al'l the considerations from Section 5.3.5 of [RFC5213] MJST be
applied. Additionally, to renmove the IPv4 state as part of the

Bi ndi ng Cache entry deletion, the | Pv4 host route and the dynamically
created bidirectional tunnel for carrying the IPv4 payload traffic
(if there are no other nobile nodes for which the tunnel is being
used) MJST be renpved. However, if the request is for a selective
de-registration (I Pv4 hone address only, or all the |IPv6 hone network
prefixes), the Binding Cache entry MIST NOT be deleted, only the
respective states related to those addresses MJST be del et ed.

3.1.2.6. Constructing the Proxy Bindi ng Acknow edgenent Message

When sendi ng the Proxy Bindi ng Acknow edgenent nmessage to the nobile
access gateway, the local nmobility anchor MJST construct the nessage
as specified in Section 5.3.6 of [RFC5213]. Additionally, the

foll owi ng consi derati ons MJUST be appli ed.

0 Section 5.3.6 of [RFC5213] requires the local nobility anchor to
i nclude at | east one instance of the Hone Network Prefix option
[ RFC5213] in the Proxy Binding Acknow edgenent nessage that it
sends to the nobile access gateway. However, if the received
Proxy Bi ndi ng Update nessage has only the | Pv4 Hone Address
Request option and does not contain the Hone Network Prefix
option(s), then the local nobility anchor MJUST NOT i nclude any
Home Network Prefix option(s) in the reply. However, there MJST
be at |east one instance of either the Home Network Prefix option
[ RFC5213] or the IPv4 Honme Address Reply option present in the
Proxy Bi ndi ng Acknow edgenent nessage.

0 The IPv4 Hone Address Reply option MUST be present in the Proxy
Bi ndi ng Acknowl edgenment nessage.

1. If the Status field is set to a value greater than or equal to
128, i.e., if the Proxy Binding Update is rejected, then there
MUST be an | Pv4 Hone Address Reply option corresponding to the
| Pv4 Home Address Request option present in the request and
with the | Pv4 address value and the prefix length fields in
the option set to the corresponding values in the request.

The Status field value in the option nust be set to the
specific error code
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2. For all other cases, there MJST be an | Pv4 Hone Address Reply
option to carry the I Pv4 hone address assigned for that
nmobility session and with the value in the option set to the
al l ocated |1 Pv4 address. The prefix length in the option MJST
be set to the prefix Iength of the nobile node’s | Pv4d hone
network. The Status field value in the option nust be set to
0 (Success).

0 The I Pv4 Default-Router Address option (Section 3.3.3) MIST be
present, if the Status field value in the Proxy Binding
Acknowl edgenent nessage is set to O (Proxy Binding Update
accepted) [RFC5213]. Oherwi se, the option MJST NOT be present.
If the option is present, the default router address in the option
MJUST be set to the nobile node's default router address.

3.1.2.7. Binding Cache Entry Lookup Consi derations

The Bi ndi ng Cache entry | ookup considerations specified in Section
5.4.1.1 of [RFC5213] uses the Hone Network Prefix option [RFC5213] as
the key parameter for identifying the Binding Cache entry. However,
when there is not a single Hone Network Prefix option with a NON_ZERO
val ue present in the request, but there is an | Pv4 Hone Address
option with a NON_ZERO val ue present in the request, then the

foll owi ng consi derati ons MJUST be appli ed.

0 The search rules specified in Section 5.4.1.1 of [RFC5213], which
primarily uses | Pv6 home network prefix set as the search key, are
equal ly valid when using a single | Pv4 hone address as the key.
When appl yi ng those consi derations, instead of the |IPv6 hone
network prefix(es), the IPv4d hone address fromthe | Pv4 Home
Address option present in the request MJST be used as the search
key.

0 The rules specified in Section 5.4.1.1 of [RFC5213] assune the
presence of one or nore | Pv6 honme network prefixes in the received
request and also in the Binding Cache entry. But, when using the
| Pv4 horme address as the search key, these considerati ons MJST
al ways assunme just one single | Pv4 home address, both in the
request and also in the Binding Cache entry.

3.1.3. Routing Considerations for the Local Mbility Anchor
Intercepting Packets Sent to the Mobile Node's | Pv4 Hone Address:
o When the local nobility anchor is serving a nobile node, it MJST
advertise a connected route into the Routing Infrastructure for

the nobile node’s I Pv4 hone address or for its home subnet, in
order to receive packets that are sent to the nobile node' s | Pv4
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hone address. This essentially enables |Pv4 routers in that
network to detect the local nobility anchor as the |ast-hop router
for that subnet.

Forwar di ng Packets to the Mbile Node:

0 On receiving a packet froma correspondi ng node with the
destination address natching the nobile node’'s | Pv4 hone address,
the local nobility anchor MUST forward the packet through the
bi directional tunnel setup for that nobile node.

o0 The format of the tunnel ed packet when payl oad protection is not

enabl ed:
| Pv6 header (src= LMAA, dst= Proxy- CoA /* Tunnel Header */
| Pv4 header (src= CN, dst= IPv4-MN-HOA ) /* Packet Header */
Upper -1 ayer protocols /* Packet Content*/

Fi gure 2: Tunnel ed Packets fromthe Local Mbility Anchor (LMA) to
the Mobile Access Gateway (MAG

Forwar di ng Packets Sent by the Mbile Node:

o Al the reverse tunnel ed packets that the local nobility anchor
receives fromthe nobile access gateway, after renoving the tunne
header, MJST be routed to the destination specified in the inner
| Pv4 packet header. These routed packets will have the Source
Address field set to the nobile node’s | Pv4 honme address.

3.1.4. ECN and Payl oad Fragnentation Consi derations

The Explicit Congestion Notification (ECN) considerations specified
in Section 5.6.3 of [RFC5213] apply for the |1Pv4 payl oad packets as
well. The nobility agents at the tunnel entry and exit points MJST
handl e ECN i nformation as specified in that docunent.

The nmobility agents at the tunnel entry and exit points MJST apply
the I P packet fragnmentation considerations as specified in Section 7
of [RFC2473]; additionally, they MJST apply the considerations
related to tunnel error processing and reporting as specified in
Section 8 of [RFC2473].
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3.2. Mbbile Access Gateway Consi derations
3.2.1. Extensions to Binding Update List Entry

To support the IPv4 honme address nmobility feature, the conceptua
Bi ndi ng Update List entry data structure needs to be extended with
the follow ng additional fields.

o The I Pv4 hone address assigned to the nobile node's attached
interface. This IPv4 hone address may have been statically
configured in the nobile node’s policy profile, or, may have been
dynanmically allocated by the local nobility anchor. The |IPv4 hone
address entry al so includes the correspondi ng subnet mask.

0 The IPv4 default router address of the nobile node. This is
acquired fromthe nobile node’s local nobility anchor through the
recei ved Proxy Bi ndi ng Acknowl edgenment nessage.

3.2.2. Extensions to Mbile Node's Policy Profile

To support the I Pv4d hone address mobility support feature, the nobile
node’s policy profile, specified in Section 6.2 of [RFC5213], MJST be
extended with the follow ng additional fields.

Extensions to the nandatory section of the policy profile:

o This field identifies all the IP versions for which the hone
address nobility support needs to be extended to the nobil e node.
The supported nodes are | Pv4-only, |1Pv6-only, and dual |Pv4/IPve6.

Ext ensions to the optional section of the policy profile:

o The I Pv4 hone address assigned to the nobile node' s attached
interface. The specific details on how the network maintains the
associ ati on between the address and the attached interface is
outside the scope of this docunent. This address field al so
i ncl udes the correspondi ng subnet nask.

3.2.3. Signaling Considerations

3.2.3.1. Mobile Node Attachnment and Initial Binding Registration
After detecting a new nobile node on its access link, the nobile
access gateway on the access link MJST deternmine if |Pv4d hone address
mobi lity support needs to be enabled for that nobile node. The

nmobi |l e node’s policy profile identifies the supported nodes (I Pv4-
only, IPv6-only, or dual IPv4/IPv6) for that nobile node for which
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the nobile service needs to be enabl ed. Based on those policy

consi derations and fromother triggers such as fromthe network, if
it is deternmined that | Pv4 home address nobility support needs to be
enabl ed for the nobile node, considerations from Section 6.9.1.1 of
[ RFC5213] MUST be applied with the foll ow ng exceptions.

o The I Pv4 Hone Address Request option MJST be present in the Proxy
Bi ndi ng Updat e nessage.

* |f the nobile access gateway | earns the nobile node’ s | Pv4 home
address either fromits policy profile or fromother neans, the
nobi | e access gateway MAY ask the local nobility anchor to
al l ocate that specific address by including exactly one
i nstance of the | Pv4 Hone Address Request option with the | Pv4
hone address and the prefix length fields in the option set to
that specific |IPv4 address and the prefix length of the
correspondi ng honme net wor k.

* The nobil e access gateway MAY al so ask the local nobility
anchor for dynam c | Pv4 hone address allocation. It can
i ncl ude exactly one instance of the |IPv4 Hone Address option
with the I Pv4 hone address and the prefix length fields in the
option set to the ALL_ZERO value. Furthernore, the (P) flag in
the option MUST be set to 0. This serves as a request to the
| ocal nobility anchor for the | Pv4 honme address all ocation

o The Proxy Binding Update nessage MJST be constructed as specified
in Section 6.9.1.5 of [RFC5213]. However, the Hone Network Prefix
option(s) [RFC5213] MJST be present in the Proxy Bi nding Update
only if IPv6 home address nobility support al so needs to be
enabl ed for the nobile node. Oherw se, the Home Network Prefix
option(s) MJST NOT be present.

0 \When using IPv4 transport to carry the signaling nmessages, the
rel ated considerations from Section 4 MJIST be applied
additionally.

3.2.3.2. Receiving Proxy Binding Acknow edgenent

Al'l the considerations from Section 6.9.1.2 of [RFC5213] MJIST be
applied with the foll owi ng exceptions.

o |If the received Proxy Binding Acknow edgenent nessage has the
Status field value set to NOT_AUTHORI ZED FOR | PV4_MOBI LI TY_SERVI CE
(The nobile node is not authorized for I1Pv4 nobility service), the
nmobi | e access gateway SHOULD NOT send a Proxy Binding Update
message including a | Pv4 Honme Address Request option until an
admi nistrative action is taken
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o |If the received Proxy Binding Acknow edgenent nessage has the
Status field value set to NOT_AUTHORI ZED FOR | PV4_HOVE_ADDRESS
(The nobile node is not authorized for the requesting | Pv4 hone
address), the nobile access gateway SHOULD NOT request the sane
| Pv4 address again, but MAY request the local nobility anchor to
performthe address assignnent by including exactly one instance
of the I Pv4 Hone Address Request option with the | Pv4 hone address
and the prefix length fields in the option set to the ALL_ZERO
val ue.

o If the received Proxy Bi nding Acknow edgenment message has the
Status field value set to NOT_AUTHORI ZED FOR | PV6_MOBI LI TY_SERVI CE
(The nobile node is not authorized for IPv6 nobility service), the
nmobi | e access gateway SHOULD NOT send a Proxy Binding Update
nmessage i ncluding any Home Network Prefix option(s) until an
adm nistrative action is taken

o If there is no | Pv4 Hone Address Reply option present in the
recei ved Proxy Bi ndi ng Acknowl edgenent nessage, the nobile access
gat eway MJUST NOT enabl e | Pv4 support for the nobile node and the
rest of the considerations fromthis section can be skipped.

o |If the received Proxy Bi nding Acknow edgenment message has the
Status field value in the | Pv4 Honme Address Reply option set to a
val ue that indicates that the request was rejected by the |oca
nmobi l ity anchor, the nobile access gateway MJST NOT enabl e | Pv4
nmobi l ity support.

o If the received Proxy Bi nding Acknow edgenment message has the
Status field value set to 0 (Proxy Binding Update accepted), the
nobi | e access gateway MJUST update a Binding Update List entry for
that nobile node. The entry MJST be updated with the assigned
| Pv4 horme address and other accepted registration val ues.

o If the received Proxy Bi nding Acknow edgenment message has the
Status field value set to 0 (Proxy Binding Update accepted) and
has the I Pv4 Hone Address Reply option set to a val ue that
i ndi cates that the request was accepted by the local nobility
anchor, the nobile access gateway MJST establish a bidirectiona
tunnel to the local mobility anchor (if there is no existing
bidirectional tunnel to that | ocal nmobility anchor) and with the
encapsul ati on node set to | Pvd-or-|1Pv6-over-1Pv6 (an | Pv4 or |Pv6
packet carried as a payload of an |IPv6 packet). Considerations
fromSection 5.6.1 of [RFC5213] MJST be applied for managi ng the
dynanically created bidirectional tunnel. However, when using
| Pv4 transport, the encapsul ati on node MJIST be set to the
negoti at ed encapsul ati on node, as specified in Section 4 of this
docunent .
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The nobil e access gateway MJUST set up the route for forwarding the
| Pv4 packets received fromthe nobile node (using its | Pv4d home
address) through the bidirectional tunnel set up for that nobile
node.

The default router address MJST be obtained fromthe | Pv4 Default-
Rout er Address option present in the received Proxy Binding
Acknow edgenent nessage. The npbile access gateway SHOULD
configure this address on its interface and respond to any Address
Resol ution Protocol (ARP) requests sent by the nobile node to
resol ve the hardware address of the default router. However,
since the link between the nobile access gateway and the nobile
node is a point-to-point link, inplenentations will be able
receive any packets sent to the default router address wi thout
having to explicitly configure the default router address on its
interface. The nobile access gateway MAY al so use the default
router address as the source address for any datagrans sent to the
nobi | e node and origi nated by the nobile access gateway itself.

It MUST al so use this address in the DHCP Router option [ RFC2132]
in the DHCP nessages.

If there is an | Pv4 DHCP Support Mbde option (Section 3.3.4)
present in the received Proxy Binding Acknow edgenent nessage and
if the (S) flag in the optionis set to a value of (1), then the
nmobi | e access gateway MJST function as a DHCP server for the
mobil e node. |f either the (S) flag in the option is set to a

val ue of (0), or if the option is not present in the request, then
the nmobil e access gateway MJST function as a DHCP Relay for the
nobi | e node.

3.2.3.3. Binding Re-Registration and De-Regi strations

Wien sending a Proxy Binding Update either to extend the lifetinme of
a mobility session or to de-register the mobility session, the
respecti ve considerations from|[RFC5213] MJUST be appli ed.

Furt hernmore, the follow ng additional considerations MIST al so be
appl i ed.

(o]

If there is an | Pv4 hone address assigned to the nobility session
then there MUST be exactly one instance of the |Pv4 Home Address
Request option present in the Proxy Binding Update nessage. The
| Pv4 honme address and the prefix length fields in the option MJST
be set to that specific address and its correspondi ng subnet - nmask
| engt h.

If there was no | Pv4 hone address requested in the initial Proxy
Bi ndi ng Update nmessage, but it is determ ned that the | Pv4 home
address MJST be requested subsequently, then there MUST be exactly
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one instance of the |IPv4 Hone Address Request option present in
the Proxy Bindi ng Update nessage. The |IPv4 honme address in the
option MJUST be set to either ALL_ZERO or to a specific address
that is being requested.

o For perfornming selective de-registration of |Pv4d honme address but
still retaining the nobility session with all the |Pv6 home
network prefixes, the Proxy Binding Update nessage with the
lifetime value of (0) MJUST NOT include any | Pv6 Home Network
Prefix options [RFC5213]. It MJST include exactly one instance of
the 1 Pv4 Hone Address Request option with the |IPv4 hone address
and the prefix length fields in the option set to the |IPv4 hone
address that is being de-registered. Simlarly, for selective de-
registration of all the IPv6 hone network prefixes, the Proxy
Bi ndi ng Update message MJUST NOT include the | Pv4 Home address
option, it MJIST include a Hone Network Prefix option for each of
the assigned honme network prefixes assigned for that nobility
session and with the prefix value in the option set to that
respective prefix val ue.

0 The Hone Network Prefix option(s) [RFC5213] MJUST NOT be present if
the sane option(s) was not present in the initial Proxy Binding
Updat e nmessage. O herw se, considerations from|[RFC5213] with
respect to this option MIST be applied.

o If at any point the nobile access gateway fails to extend the
binding lifetime with the local nobility anchor for the nobile
node’s | Pv4 address, it MJST renpove any forwarding state set up
for the nobile node’s | Pv4 hone address.

3.2.4. Routing Considerations for the Mbile Access Gateway

0 On receiving a packet fromthe bidirectional tunnel established
with the nobile node’s local nobility anchor, the nobile access
gat eway MJST renove the outer header before forwarding the packet
to the nobile node.

0 On receiving a packet froma nobile node connected to its access
link, the packet MJST be forwarded to the |local nmobility anchor
through the bidirectional tunnel established with the |oca
mobi l ity anchor. However, when the Enabl eMAGLocal Routing flag is
set, considerations from Section 6.10.3 of [ RFC5213] MJST be
applied with respect to |local routing.

o When forwardi ng the packet through the bidirectional tunnel, the
encapsul ati on consi derations as specified in Section 3.1.3 MJST be
appl i ed (except that the source and destinati on addresses fields
in the outer encapsul ati on header are reversed). However, before
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forwardi ng the packet, the nobile access gateway MJST ensure the
source address in the received packet is the address allocated for
that nobile node and that there is an active binding on the |oca
mobi l ity anchor for that nobile node.

0 The nobil e access gateway SHOULD use the Proxy ARP [ RFC0925] to
reply to ARP Requests that it receives fromthe nobile node
seeki ng address resolutions for the destinations on the nobile
node’ s home subnet. Wen receiving an ARP Request, the nobile
access gateway SHOULD exanine the target |P address of the
Request, and if this |IP address matches the nobile node's |IPv4
hone subnet, it SHOULD transmit a Proxy ARP Reply. However, on
certain types of links, the nobile node does not use ARP for
address resolutions, instead it forwards all the packets to the
nmobi | e access gateway. On such types of |inks, the nobile access
gateway is not required to support the Proxy ARP function. At the
same time, inplenmentations not supporting the Proxy ARP function
on links where the nobil e node uses ARP for seeking address
resolutions for the destinations on the nobile node’s home subnet
will result in communication failure.

3.3. Mbility Options and Status Codes

To support the | Pv4 hone address nobility feature, this specification
defines the foll owi ng new options and status codes.

3.3.1. |Pv4d Hone Address Request Option

A new option, the |IPv4 Home Address Request option, is defined for
use with the Proxy Binding Update nessage sent by the nobile access
gateway to the local nobility anchor. This option is used to request
| Pv4 hore address assignnent for the nobile node.

The 1 Pv4 Hone Address Request option has an alignment requirenent of
4n. Its format is as follows:

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR

| Type | Length | Prefix-len | Reserved

B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| | Pv4 hore address

e e i i e T S i S e e e R

Figure 3: I Pv4 Honme Address Request Option
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Type
36
Length

An 8-bit unsigned integer indicating the Iength of the option
in octets, excluding the Type and Length fields. This field
MJUST be set to (6).

Prefix-1en

This 6-bit unsigned integer indicating the prefix length of the
nobi |l e node’s | Pv4 home network corresponding to the | Pv4 hone
address contained in the option.

Reser ved

This 10-bit field is unused for now The value MJIST be
initialized to (0) by the sender and MJUST be ignored by the
receiver.

| Pv4 hone address

This 4-byte field containing the | Pv4 hone address that is
bei ng requested. The value of 0.0.0.0 is used to request that
the I ocal nobility anchor performthe address all ocation

3.3.2. |1Pv4 Home Address Reply Option

A new option, the | Pv4 Home Address Reply option, is defined for use
in the Proxy Binding Acknow edgenent nessage sent by the |oca
mobility anchor to the nobile access gateway. This option can be
used to send the assigned nobile node’s | Pv4 hone address.

The |1 Pv4 Hone Address Reply option has an alignnment requirenment of
4n. Its format is as follows:

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Type | Length | St at us | Pref-1en | Res
B s S S i i i ks a ks st S S S S S S

| | Pv4 hone address
R R R R e e s o S e R S S S S S S e e e e e

Figure 4: I Pv4 Home Address Reply Option
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Type
37
Length
An 8-bit unsigned integer indicating the Iength of the option
in octets, excluding the Type and Length fields. This field
MUST be set to (6).
St at us
I ndi cates success or failure for the |IPv4 hone address
assignnent. Values fromO to 127 indicate success. Higher
val ues (128 to 255) indicate failure. The follow ng Status
val ues are currently allocated by this docunent:
0 Success
128 Failure, reason unspecified
129 Administratively prohibited
130 Incorrect |Pv4 honme address
131 Invalid I Pv4 address
132 Dynami c | Pv4 hone address assignnent not avail abl e
Prefix-len
This 6-bit unsigned integer is used to carry the prefix length
of the nobile node’s | Pv4 honme network corresponding to the
| Pv4 home address contained in the option
Reserved (Res)
This 2-bit field is unused for now The value MJST be
initialized to (0) by the sender and MJST be ignored by the
receiver.

| Pv4 hone address

This 4-byte field is used to carry the | Pv4d home address
assigned to the nobil e node.
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3.3.3. | Pv4d Default-Router Address Option

A new option, the |IPv4 Defaul t-Router Address option, is defined for
use in the Proxy Binding Acknow edgenent nessage sent by the | ocal
mobility anchor to the nobile access gateway. This option can be
used to send the nobile node’s | Pv4 default router address.

The |1 Pv4 Default-Router Address option has an alignnent requirenent
of 4n. Its format is as follows:

0 1 2 3
01234567890123456789012345678901
T T i e i i e T e b s S S SN S
| Type | Length | Reserved (R) |
T T i i o e S e e e et i S s w e R SR
| | Pv4 Def aul t - Rout er Address |
B T e o i S I i i S S N iy St S I S S

Figure 5: | Pv4 Default-Router Address Option

Type
38

Length
An 8-bit unsigned integer indicating the length of the option
in octets, excluding the Type and Length fields. This field
MUST be set to (6).

Reserved (R
This 16-bit field is unused for now The value MJST be
initialized to (0) by the sender and MJST be ignored by the
receiver.

| Pv4 Def aul t - Rout er Address

A 4-byte field containing the nobile node's default router
addr ess.

3.3.4. | Pv4d DHCP Support Mode Option
A new option, the | Pv4 DHCP Support Mode option, is defined for use

in the Proxy Bindi ng Acknow edgenent nessage sent by the | ocal
mobility anchor to the nobile access gateway. This option can be
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used to notify the nobile access gateway as to whether it should
function as a DHCP Server or a DHCP Relay for the attached nobile
node.

The |1 Pv4 DHCP Support Modde option has no alignment requirenent. Its
format is as foll ows:

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S
| Type | Length | Reserved (R | S
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Figure 6: | Pv4 DHCP Support Mde Option
Type
39
Length

An 8-bit unsigned integer indicating the length of the option
in octets, excluding the Type and Length fields. This field
MJUST be set to 2.

Reserved (R

This 15-bit field is unused for now The val ue MJST be
initialized to (0) by the sender and MJST be ignored by the
recei ver.

DHCP Support Mde (S)

A 1-bit field that specifies the DHCP support node. This flag
i ndi cates whet her the nobil e access gateway should function as
a DHCP Server or a DHCP Relay for the attached nobil e node.

The flag value of (0) indicates the nobile access gateway
shoul d act as a DHCP Relay, and the flag value of (1) indicates
it should act as a DHCP Server.

3.3.5. Status Codes
Thi s docunent defines the follow ng new Status values for use in the
Proxy Bi ndi ng Acknow edgenent message. These values are to be

all ocated fromthe sanme nunbering space, as defined in Section 6.1.8
of [RFC3775].
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NOT_AUTHORI ZED_FOR | Pv4_NMOBI LI TY_SERVI CE: 170
Mobi | e node not authorized for |Pv4d nobility service.
NOT_AUTHORI ZED FOR | PV4_HOVE_ADDRESS: 171
Mobi | e node not authorized for the requesting | Pv4 hone address.
NOT_AUTHORI ZED_FOR | PV6_MOBI LI TY_SERVI CE: 172
Mobi | e node not authorized for IPv6 nobility service.
MULTI PLE_I PV4_HOVE_ADDRESS_ASS| GNVENT_NOT _SUPPORTED: 173
Mul tiple | Pv4d hone address assignments not supported.
3.4. Supporting DHCP-Based Address Configuration

This section expl ains how DHCP- based address configuration support
can be enabled for a nobile node in a Proxy Mbile IPv6 donmain. It
expl ai ns the protocol operation, supported DHCP server depl oynent
configurations, and the protocol interactions between DHCP agents and
mobility entities in each of the supported configurations.

This specification supports the followi ng two DHCP depl oynent
configurations.

0 DHCP relay agent co-located with the nobil e access gateway.
0o DHCP server co-located in the nobile access gateway.
The following are the configuration requirenents:

o0 The DHCP server or the DHCP relay agent configured on the nobile
access gateway is required to have an | Pv4 address for exchanging
the DHCP nessages with the nobile node. This address is the
nmobi | e node’ s default router address provided by the |oca
nmobility anchor. Optionally, all the DHCP servers co-located with
the nmobil e access gateways in the Proxy Mbile | Pv6 dormain can be
configured with a fixed | Pv4 address. This fixed address can be
an | Pv4 private address [RFC1918] that can be used for the DHCP
protocol communication on any of the access links. This address
will be used as the server identifier in the DHCP nessages

0 A DHCP server identifies a DHCP interface fromthe contents of the
DHCP "Client-identifier" option [RFC2132], if present, or fromthe
client hardware address (chaddr), as specified in [RFC2131]. Note
that the nane "Cient-identifier" is a msnoner as it actually
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3. 4.

1

identifies an interface and not the client. The DHCP server uses
this identity to identify the interface for which the address is
assigned. A nobile node in a Proxy Mobile I Pv6 dormain, can attach
to the network through multiple interfaces and can obtain address
configuration for each of its interfaces. Additionally, it may
perform handoffs between its interfaces. The followi ng are the
rel ated considerations with respect to the identification
presented to the DHCP server

* |f the nobile node attaches to the Proxy Mbile | Pv6 domain
t hrough nul tiple physical interfaces, the DHCP server wl|
uniquely identify each of those interfaces and will perform
address assignnent. The DHCP server will identify the
interface as specified in RFC 2131. The nobil e node SHOULD
generate and use the "Cient-identifier" for each physica
interface according to [ RFC4361]. Any tine the nobile node
perforns a handoff of a physical interface to a different
nobi | e access gateway, using the sane interface, the DHCP
server will always be able to identify the binding using the
presented identifier. The presented identifier (either the
"Client-identifier" or the hardware address) will remain as the
primary key for each binding, just as how they are unique in a
Bi ndi ng Cache entry.

* |f the nobile node is capable of perform ng a handoff between
interfaces, as per [RFC5213], a "Client-identifier" value MJST
be used for the attachment point that is not tied to any of the
physical interfaces. The identifier MJST be generated
according to [ RFC4361], which guarantees that the identifier is
stabl e and uni que across all "Client-identifier" values in use
in the Proxy Mobile | Pv6 domain.

Al the DHCP servers co-located with the nobile access gateways in
a Proxy Mobile I Pv6 domain can be configured with the sane set of
DHCP option values (e.g., DNS Server, SIP Server, etc.) to ensure
the nobil e node receives the sanme configuration values on any of
the access links in that Proxy Mobile | Pv6 donain.

DHCP Server Co-Located with the Mbile Access Gateway

This section explains the operational sequence of hone address
assi gnnent operation when the DHCP server is co-located with the
nobi | e access gat eway.
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In

Ei

M MAG(DHCP-S) LMA

[------ >| | 1. DHCPDI SCOVER
| | ------- >| 2. Proxy Binding Update
| | <------- | 3. Proxy Binding Acknow edgenent (1| Pv4 HoA)
| | =======o 4. Tunnel / Route Setup
| <------ | | 5. DHCPOFFER (1 Pv4 HoA)
| ------ >| | 6. DHCPREQUEST (| Pv4 HoA)
| <------ | | 7. DHCPACK
|

gure 7: Overview of DHCP Server Located at Mbile Access Gateway

It is possible that the nobile access gateway nmay have al ready
conpl eted the Proxy Mobile IPv6 signaling with the |ocal mobility
anchor to request both |IPv6 hone network prefix(es) and | Pv4 hone
address assignnent prior to Step 1. |In such an event, the Proxy
Mobile I Pv6 signaling steps (Steps 2 to 4) above are not rel evant.

It is possible the nobile access gateway may have initially

conpl eted the Proxy Mobile IPv6 signaling prior to Step 1, but
only for requesting I Pv6 hone network prefix(es), and it may |ater
request | Pv4 hone address assignnment after detecting the DHCP
triggers fromthe nobile node as shown above.

The nobil e access gateway may choose to ignore the DHCPDI SCOVER
nmessages until the Proxy Mbile IPv6 signaling is successfully
conmpleted, or it may choose to send a del ayed response for
reduci ng the additional delay waiting for a new DHCPDI SCOVER
message fromthe nobil e node

tial | Pv4 Home Address Assignnent:

To acquire the nobile node’s | Pv4 home address fromthe | oca
mobi l ity anchor, the nobile access gateway will initiate Proxy
Mobile I Pv6 signaling with the |ocal nmobility anchor.

After the successful conpletion of the Proxy Mbile | Pv6 signaling
and upon acquiring the nobile node’'s | Pv4 hone address fromthe
local mobility anchor, the DHCP server on the nobile access
gateway will send a DHCPOFFER nessage [ RFC2131] to the nobile
node. The offered address will be the nobile node s | Pv4 home
address, assigned by the local nobility anchor. The DHCPOFFER
message will al so have the Subnet Mask option [ RFC2132] and Router
option [RFC2132], with the values in those options set to the
nobi | e node’s | Pv4 home subnet nask and default router address,
respectively. Additionally, the Server ldentifier option will be
included and with the value in the option set to the default
router address.
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o |f the nobile node sends the DHCPREQUEST nessage, the DHCP server
wi Il send DHCPACK nessage, as per [RFC2131].

| Pv4 Home Address Renewal with the DHCP Server (No Handoff):

0 Any tine the nobile node goes into the DHCP RENEW NG st ate
[ RFC2131], it sinply unicasts the DHCPREQUEST nessage i ncl uding
t he assigned | Pv4 home address in the ' Requested | P Address
option. The DHCPREQUEST is sent to the address specified in the
Server ldentifier option of the previously recei ved DHCPOFFER and
DHCPACK nessages.

0 The DHCP server will send a DHCPACK to the nobile node to
acknow edge the assignnent of the committed | Pv4 address.

| Pv4 Home Address Renewal with the DHCP Server (after Handoff):

When the nobile node goes into the DHCP RENEW NG state [ RFC2131], it
directly unicasts the DHCPREQUEST nessage to the DHCP server that
currently provided the DHCP | ease. However, if the nobile node
changed its point of attachnent and is attached to a new nobile
access gateway, it is required that the nobil e node update the DHCP
server address and use the address of the DHCP server that is co-

| ocated with the new nobil e access gateway. The foll ow ng approach
can be adopted to ensure the nobile node uses the DHCP server on the
attached |ink.

MN  oMAG(DHCP- S) nMAG( DHCP- S)
: I

RENEW - = = - = = = = - - - - >| 1. DHCPREQUEST (1Pv4 HoA)
BOUND<- = = = = = = = = = = = - | 2. DHCPACK (1 Pv4 HoA) or DHCPNACK

*  The use of a fixed DHCP server address on all DHCP servers
Figure 8: Address Renewal with the DHCP Server

0 The use of a stable address, either the I Pv4 default router
address of the nobile node or a fixed | Pv4 address comon in that
Proxy Mobile | Pv6 domain, as the DHCP Server ldentifier wll
ensure t he DHCPREQUEST nmessage sent by the nobile node to renew
the address will be received by the new nobile access gateway on
the attached li nk.

0 The nobile access gateway after conpleting the Proxy Mbile | Pv6
signaling and upon acquiring the | Pv4 honme address of the nobile
node will return the address in the DHCPACK nessage. However, if
the nobil e access gateway is unable to conplete the Proxy Mbile
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| Pv6 signaling or is unable to acquire the same | Pv4 address as
requested by the nobile node, it will send a DHCPNACK nessage
[ RFC2131] to the nobile node, as shown in Figure 8.

3.4.2. DHCP Relay Agent Co-Located with the Mbile Access Gateway

A DHCP relay agent is co-located with each nobile access gateway. A
DHCP server is |located sonewhere in the Proxy Mbile | Pv6 donain
(e.g., is co-located with the local nobility anchor). Figure 9 shows
t he sequence of | Pv4 honme address assignnent using DHCP Rel ay.

MN  MAQ DHCP-R) LMA  DHCP-S

Proxy Bi ndi ng Update *

Proxy Bi ndi ng Acknow edgenent (| Pv4 HoA)
Tunnel / Rout e Set up*

DHCPDI SCOVER (| Pv4 HoA) via DHCP-R
DHCPOFFER (| Pv4 HoA) via DHCP-R
DHCPREQUEST (| Pv4 HoA) via DHCP-R
DHCPACK (1 Pv4 HoA) via DHCP-R

1
1
1
1
.
N
1
1
1
1
1
1
1
1
1
1
1
1
:
N
NookwhE

Figure 9: Overview of the DHCP Rel ay Located at Mobile Access Gateway

0 The Proxy Mobile IPv6 signaling (starting at Step 1) and the DHCP
address configuration (starting at Step 4) may start in any order.
However, the DHCPOFFER (Step 5) and the i medi ate steps foll ow ng
it will occur in the specified order and only after the Tunnel/
Route Setup (Step 3).

0 It is possible the nobile access gateway nmay have initially
conpl eted the Proxy Mobile IPv6 signaling with the |ocal nobility
anchor only to request |1Pv6 hone network prefix(es) and nay |ater
request | Pv4 hone address assignment after detecting the DHCP
triggers fromthe nobile node (after Step 4).

0o The nobile access gateway may choose to ignore the DHCPDI SCOVER
messages until the Proxy Mbile IPv6 signaling is successfully
conpleted, or it nay choose to send a del ayed response for
reduci ng the additional delay waiting for a new DHCPDI SCOVER
nmessage fromthe nobil e node.

Initial 1Pv4 Hone Address Assignnent:

0 To acquire the nobile node’s | Pv4 hone address fromthe | ocal

mobi lity anchor, the nobile access gateway will initiate Proxy
Mobile I Pv6 signaling with the |local nmobility anchor.
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After the successful conpletion of the Proxy Mbile | Pv6 signaling
and upon acquiring the nobile node’'s | Pv4 hone address fromthe
local mobility anchor, the nobile access gateway will enable
forwarding for all the DHCP nessages between the nobile node and
the DHCP server.

The DHCP rel ay agent on the nobile access gateway will add the
DHCP Rel ay Agent Information option [ RFC3046] to the DHCPDI SCOVER
nmessage. The assigned | Pv4 honme address will be included in the
Agent Renote |ID Sub-option of the DHCP Rel ay Agent |nformation
option. This sub-option is used as a hint for requesting the DHCP
server to allocate that specific |Pv4 address.

On receiving a DHCPOFFER nmessage from the DHCP server, the nobile
access gateway will ensure the assigned address is currently
assigned by the local nobility anchor to that nobile node. |If
this address is different fromwhat is assigned to the nobile
node, then the nobile access gateway will drop the DHCPOFFER
message and an administrative error nessage will be | ogged.

Wien the DHCP nessages are sent over adninistrative boundaries,
the operators need to ensure these nessages are secured. All the
DHCP nessages relayed by the nobile access gateway can be tunnel ed
to the local nmobility anchor if needed. Alternatively, if the
network in the Proxy Mobile I Pv6 domain is secure enough, the
nmobi | e access gateway can just relay the DHCP nessages to the
server. To achieve this, all the nobile access gateways need to
have a route towards the DHCP server.

| Pv4 Home Address Renewal to the same DHCP Server: (No Handof f)

(o]

Wien the DHCP client goes into the DHCP RENEW STATE [ RFC2131], it
directly uni casts DHCPREQUEST nessages to the DHCP server. The
DHCP rel ay agent nmay not detect any changes in the DHCP state.

For exanple, if the nobile node rel eases the I Pv4 address, the
rel ay agent would not be aware of it. The follow ng describes
addi ti onal nmechanisns for the nobile access gateway to detect any
changes in the DHCP state.

* The DHCP relay agent can intercept all |Pv4 DHCP packets
destined to the set of addresses used within the Proxy Mbile
| Pv6 domai n as DHCP addresses. Since the |link between a nobile
node and a nobile access gateway is the point-to-point |ink,
the nobil e access gateway will be in path for all the nessages.

* The DHCP relay agent can use the DHCP Server ldentifier
Override Sub-option [RFC5107] to be in path for all the DHCP
message flows. The DHCP client uses the DHCP server address
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(o]

3. 4.

3.

that is overridden by the DHCP rel ay agent address as a
destinati on address of DHCPREQUEST. The DHCP Server ldentifier
Override Sub-option is recommended only when the fixed DHCP
relay address is configured on all the nobile access gateways.
O herw se, the DHCP rel ay agent address is changed when the
nobi | e node changes the attached nobil e access gateway.

However, if the DHCP server is co-located with the local nobility
anchor, then the DHCP relay agent is not required to intercept the
uni cast DHCP nmessages between the nobil e node and the DHCP server.
This is because the local mobility anchor will ensure that the
DHCP state is consistent with the Proxy Mbile |1 Pv6 binding that
exists for the |IPv4 address.

Once the nobil e access gateway intercepts the DHCP nessage from
the nmobile node to the DHCP server, it can verify if the nobile
node is negotiating the same | Pv4 address that the local nobility
anchor allocated for that nobile node. |f the address in the
DHCPREQUEST nessage does not natch with the | Pv4 address all ocated
for the nobile node, then the nobile access gateway SHOULD drop

t he DHCP nessage and an adninistrative error nessage can be

| ogged.

Any tine the nobile access gateway detects that the nobile node
has released its |Pv4 address, it can send a Proxy Binding Update
to the local nobility anchor and de-register the IPv4 nobility
sessi on.

Common DHCP Consi der ati ons

The followi ng DHCP-rel ated consi derations are conmon to both the
supported configuration nodes, specified in Sections 3.4.1 and 3. 4. 2.

(0]

When a nobil e node sends a DHCPDI SCOVER nessage [ RFC2131], the
DHCP server or the relay agent co-located with the nobile access
gateway will trigger the nobile access gateway to conplete the
Proxy Mobile IPv6 signaling. This is the required interaction
bet ween these two protocols. The nobile access gateway, on
receiving this trigger, will check if there is already an assi gned
| Pv4 home address for the nobile node, fromthe | ocal nobility
anchor. If there is no assigned |IPv4 hone address assigned for
that nobil e node, the nobile access gateway will conplete the
Proxy Mobile I Pv6 signaling with the local nobility anchor by
sendi ng a Proxy Binding Update nessage.

The nmobil e node needs to be identified by the M\-Identifier, as
specified in Section 6.6 of [RFC5213]. This identity should be
associ ated to the DHCP nessages sent by the nobil e node.
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0 The nobile access gateway will drop all the DHCPD SCOVER nessages
until it conpletes the Proxy Mbile IPv6 signaling. |f the nobile
access gateway is unable to conplete the Proxy Mbile |IPv6
signaling, or, if the local mobility anchor does not assign an
| Pv4 address for the nobile node, the nobile access gateway MJST
NOT enabl e |1 Pv4 hone address nobility support for the nobile node
on that access |ink

o The trigger for initiating Proxy Mbile IPv6 signaling can al so be
delivered to the nobile access gateway as part of a context
transfer fromthe previous nobile access gateway, or delivered
fromthe other network elements in the radio network, the details
of which are outside the scope of this docunent.

0 The DHCPOFFER nessage [ RFC2131] sent to the nobile node MJST
i ncl ude the Subnet Mask option [RFC2132] and the Router option
[ RFC2132]. The values in the Subnet Mask option and Router option
MJUST be set to the nobile node’s | Pv4 hone subnet nmask and its
default router address, respectively.

0 The DHCPOFFER nessage [ RFC2131] sent to the nobile node MJST
i nclude the Interface MIU option [ RFC2132]. The DHCP servers in
the Proxy Mobile I Pv6 domain MIST be configured to include the
Interface MIU option. The MIU val ue SHOULD refl ect the tunnel MIU
for the bidirectional tunnel between the nobile access gateway and
the local nmobility anchor

o0 The DHCP | ease length allocated to the nobile node’s | Pv4 hone
address may be different fromthe binding lifetine at the |oca
nmobility anchor for that nobile node’'s session. It is not
possi ble to keep these lifetinmes synchronized, and so its not
required that the configured lifetinmes should be kept sane in both
DHCP and Proxy Mbbile |Pv6.

o Wen the nobile node perforns a handoff from one nobil e access
gateway to another, the nobile access gateway on the new link wll
initiate the Proxy Mbile IPv6 signaling with the I ocal nobility
anchor. On conpleting the Proxy Mbile | Pv6 signaling, the nobile
access gateway has the proper I Pv4 address state that the |oca
mobi l ity anchor has allocated for the nobile node and that can be
used for supporting DHCP based address configuration on that |ink

0o Any tine the nobile node detects a |ink change event due to
handoff, or due to other reasons such as re-establishnment of the
link-1ayer, the followi ng are the nobile node’ s considerations
with respect to the DHCP protocol
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* |f the nobile node is DNAv4-capabl e (Detecting Network
Attachnment version 4) [RFC4436] and if it performs DNAv4
procedures after receiving a |link change event, it would al ways
detect the same default router on any of the access links in
that Proxy Mbile | Pv6 domain, as the nobil e access gateway
configures a fixed link-layer address on all the access |inks,
as per the base Proxy Mbile | Pv6 specification [ RFC5213]. The
nobi |l e node will not performany DHCP operation specifically
due to this event.

* |f the nobile node is not DNAv4-capabl e [ RFC4436], after
receiving the link change event it will enter |IN T-REBOOT state
[ RFC2131] and will send a DHCPREQUEST nessage as specified in
Section 3.7 of [RFC2131]. The nobile node will obtain the sane
address configuration as before, as the |link change does not
result in any change at the network |ayer.

0 The nobile node may release its | Pv4 hone address at any tine by
sendi ng the DHCPRELEASE nessage [ RFC2131]. Wen the nobil e access
gateway detects the DHCPRELEASE nessage sent by the nobil e node,
it should consider this as a trigger for de-registering the nobile
node’s | Pv4 honme address. It will apply the considerations
specified in Section 3.2.3.3 for performng the de-registration
procedure. However, this operation MJUST NOT rel ease any | Pv6 hone
networ k prefix(es) assigned to the nobil e node.

4. | Pv4 Transport Support

The Proxy Mobile 1 Pv6 specification [RFC5213] requires the signaling
messages exchanged between the local nobility anchor and the nobile
access gateway to be over an IPv6 transport. However, in some cases,
the I ocal nobility anchor and the nobil e access gateway are separated
by an | Pv4 networKk.

The normal Proxy Mobile I Pv6 specification [ RFC5213] can be run over
an | Pv4 transport w thout any nodifications by using a transition
technol ogy that allows |Pv6 hosts to comuni cate over |Pv4 networks.
For exanple, the nobile access gateway and the local nobility anchor
could have a sinple configured | Pv6-over-1Pv4 tunnel. |nstead of
configured tunnels, various nechanisns for automatic tunneling could
be used, too. To these tunnels, Proxy Mbile I Pv6 would | ook just

i ke any other application traffic running over |Pv6.

However, treating Proxy Mbile |Pv6 just Iike any other IPv6 traffic

woul d mean an extra |ayer of encapsulation for the nobile node's
tunnel ed data traffic, adding 40 octets of overhead for each packet.
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The extensions defined in this section allow the nobil e access
gateway and the local nobility anchor to conmuni cate over an | Pv4
network wi thout this overhead.

| Pv4- Pr oxy- CoA | Pv4- LMAA
| toe e |
+- -+ +---+ / \ +---+ +- -+
| MN| - --------- | MAG ===== | Pv4 Network =====|LMA---------- | CN
+- -+ +---+ \ / +---+ +- -+
+ - - - - - -+

Figure 10: 1 Pv4 Transport Network

When the local nobility anchor and the nobil e access gateway are
configured and reachabl e using only |IPv4 addresses, the nobile access
gateway serving a nobile node can potentially send the signaling
messages over | Pv4 transport and register its |IPv4 address as the
care-of address in the nobile node’'s Binding Cache entry. An |Pv4
tunnel (with any of the supported encapsul ati on nodes) can be used
for tunneling the nobile node’'s data traffic. The following are the
key aspects of this feature.

o The local nobility anchor and the nobil e access gateway are both
configured and reachabl e using an | Pv4 address of the sane scope.

0 The I Pv4 addresses used can be private | Pv4 addresses, but it is
assumed that there is no NAT between the |l ocal nobility anchor and
the nmobil e access gateway. However, it is possible to use UDP
encapsul ation if other types of m ddl eboxes are present.

0 The Mobility Header [RFC3775] is carried inside an |Pv4 packet
with UDP header (I Pv4-UDP-MH), using a UDP port nunber for Proxy
Mobil e | Pv6 signaling over |Pv4.

o The nobile node can be an I Pv6, IPv4, or a dual |1Pv4/IPv6 node and
the I Pv4 transport support specified in this section is agnostic
to the type of address nobility enabled for that nobile node.

0 The nobile node’'s data traffic will be tunnel ed between the | oca
mobi l ity anchor and the nobile access gateway. There are severa
encapsul ati on nodes avai l abl e:

* | Pv4 (IPv4 or I Pv6 payl oad packet carried in an | Pv4 packet).
I f payload protection using | Psec is enabled for the tunnel ed
traffic, the Encapsul ating Security Payl oad (ESP) header
foll ows the outer tunnel header.
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4.

4.

4,

4.

* | Pv4-UDP (payl oad packet carried in an | Pv4 packet with UDP
header, using a UDP port nunber for Proxy Mbile | Pv6 data;
this is different port than is used for signaling). |f payload
protection using | Psec is enabled, the ESP header follows the
outer IPv4 header, as explained in Section 4.3.

* | Pv4- UDP-TLV (payl oad packet carried in an | Pv4 packet with UDP
and TLV header) and | Pv4- GRE (Payl oad packet carried in an |Pv4d
packet with GRE header). Refer to [GREKEY]. |If payl oad
protection using | Psec is enabled, the ESP header follows the
outer IPv4 header, as explained in Section 4.3.

1. Local Mbility Anchor Considerations
1.1. Extensions to Binding Cache Entry

To support this feature, the conceptual Binding Cache entry data
structure maintained by the local nobility anchor [RFC5213] MJST be
extended with the follow ng additional paraneters. It is to be noted
that all of these paraneters are specified in [RFC5555] and al so
required here in the present usage context, and are presented here
only for conpleteness.

0 The IPv4 Proxy Care-of Address configured on the nobile access
gateway that sent the Proxy Binding Update nessage. The address
MUST be the sanme as the source address of the received | Pv4 packet
that contains the Proxy Binding Update nessage. However, if the
recei ved Proxy Binding Update nmessage is not sent as an | Pv4
packet, i.e., when using IPv6 transport, this field in the Binding
Cache entry MUST be set to the ALL_ZERO val ue.

1.2. Extensions to Mbile Node's Policy Profile

To support the |IPv4 Transport Support feature, the nobile node's
policy profile, specified in Section 6.2 of [RFC5213], MJST be
extended with the follow ng additional fields. These are mandatory
fields of the policy profile required for supporting this feature.
0 The IPv4 address of the local mobility anchor (1 Pv4-LMAA).

1.3. Signaling Considerations

This section provides the rules for processing the Proxy Mbile |IPv6
signal i ng nessages received over |Pv4 transport.
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4.1.3.1. Processing Proxy Binding Updates

o |f the Proxy Binding Update nmessage is protected with | Psec ESP
| Psec processing happens before the packet is passed to Proxy
Mobi I e | Pv6.

0o Al the considerations from Section 5.3.1 of [ RFC5213] except Step
1 (about |Psec) MJST be applied on the encapsul ated Proxy Bi ndi ng
Updat e nmessage. Note that the Checksumfield in Mbility Header
MUST be i gnor ed.

o Upon accepting the request, the local nobility anchor MJST set up
an | Pv4 bidirectional tunnel to the nobile access gateway. The
tunnel endpoint addresses are |Pv4-LMAA and the | Pv4-Proxy- CoA
The encapsul ati on node MJST be determ ned by applying the
foll owi ng consi derations:

* |f the (F) flag in the received Proxy Binding Update nessage is
set to the value of (1), but if the configuration flag,
Accept For cedl Pv4UDPEncapsul ati onRequest, is set to a val ue of
(0), then the local nobility anchor MJST reject the request
with the Status field value set to 129 (Adm nistratively
prohi bi t ed).

* |f the (T) flag is set to (1), or GRE Key option is included,
see [ GREKEY].

* |f the (F) flag in the received Proxy Binding Update nessage is
set to the value of (1), then the encapsul ati on node MJST be
set to IPv4-UDP. Oherw se, the encapsul ati on node MJST be set
to | Pv4.

o The local mobility anchor MJUST send the Proxy Binding
Acknowl edgenent nessage with the Status field value set to (0)
(Proxy Binding Update accepted). The nmessage MJST be constructed
as specified in Section 4.1.3.2.

4.1.3.2. Constructing the Proxy Binding Acknow edgenent Message

The | ocal nobility anchor when sending the Proxy Binding

Acknowl edgenent nessage to the nobile access gateway MJST construct
the nmessage as specified in Section 5.3.6 of [RFC5213]. However, if
the Proxy Bindi ng Update nessage was received over |Pv4, the

foll owi ng additional considerations MJST be appli ed.

o0 The I Pv6 Header is renmoved, and the Mbility Header containing the

Proxy Bi ndi ng Acknowl edgenent is encapsulated in UDP (with source
port set to 5436 and destination port set to the source port of
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the received Proxy Binding Update nessage). The Mobility Header
Checksum field MJUST be set to zero (and the UDP checksum MJST be
used i nstead).

0 The source address in the | Pv4 header of the nessage MJST be set
to the destination | Pv4 address of the received request.

o |If IPsec ESP is used to protect signaling, the packet is processed
using transport node ESP as described in Section 4.3.

o Figure 11 shows the format of the Proxy Binding Acknow edgenent
message sent over |Pv4 and protected using ESP

| Pv4 header (src=lPv4-LMAA, dst=pbu_src_address)
ESP header (in transport node)
UDP header (sport=5436, dport=5436)
Mobi lity Header (PBA)

Fi gure 11: Proxy Bindi ng Acknow edgenent (PBA) Message Sent over
| Pv4

4.1.4. Routing Considerations
4.1.4.1. Forwardi ng Considerations
Forwar di ng Packets to the Mobil e Node:

0 On receiving an IPv4 or an | Pv6 packet from a correspondent node
with the destination address matching any of the nobile node’s
| Pv4 or |1 Pv6 hone addresses, the local nobility anchor MJST
forward the packet through the bidirectional tunnel set up for
t hat nobil e node.

o The format of the tunnel ed packet is shown below The | Pv4-UDP-
TLV and | Pv4- GRE encapsul ati on nodes are described in [ GREKEY]

| Pv4 Header (src=lPv4-LMAA, dst=I Pv4-Proxy-CoA)] /* Tunnel Header */
[ UDP Header (src port=5437, dst port=5437] /* |f UDP encap nego */
/* I Pv6 or |Pv4 Payl oad Packet */
| Pv6 header (src=CN, dst=M\HOA)
oR
| Pv4 header (src=CN, dst=IPv4- M\ HoA)

Figure 12: Tunnel ed | Pv4 Packet from LMA to MAG (I Pv4 or | Pv4- UDP
Encapsul ati on Mode)
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0 Forwardi ng Packets Sent by the Mobil e Node:

* Al the reverse tunnel ed packets (IPv4 and |1 Pv6) that the loca
mobi l ity anchor receives fromthe nobil e access gateway, after
renovi ng the tunnel header (i.e., the outer |Pv4 header al ong
with the UDP and TLV header, if negotiated) MJST be routed to
the destination specified in the i nner packet header. These
routed packets will have the source address field set to the
nobi | e node’ s hone address.

4.1.4.2. ECN and Payl oad Fragment ati on Consi derations

The ECN consi derations specified in Section 5.6.3 of [RFC5213] apply
for the IPv4 transport tunnels as well. The nobility agents at the
tunnel entry and exit points MJST handl e ECN i nfornmati on as specified
in that docunent.

The nobility agents at the tunnel entry and exit points MJST apply
the I P packet fragnmentation considerations as specified in [ RFC4213].
Additionally, they MJUST also apply the considerations related to
tunnel error processing and reporting as specified in the sane

speci fication.

4.1.4.3. Bidirectional Tunnel Managenent

The Tunnel Managenent considerations specified in Section 5.6.1 of
[ RFC5213] apply for the IPv4 transport tunnels as well, with just one
di fference that the encapsul ation node is different.

4.2. Mbile Access Gateway Consi derations
4.2.1. Extensions to Binding Update List Entry

To support the | Pv4 Transport Support feature, the conceptual Binding
Update List entry data structure maintained by the nobile access
gateway [RFC5213] MJST be extended with the follow ng additiona
paraneters

o0 The IPv4 address of the local nmobility anchor. This address can
be obtained fromthe nobile node's policy profile.

4.2.2. Signaling Considerations

The nobil e access gateway, when sending a Proxy Bi ndi ng Update
nmessage to the local mobility anchor, MJST construct the nessage as
specified in Section 6.9.1.5 of [RFC5213]. However, if the nobile
access gateway is in an IPv4-only access network, the foll ow ng
addi ti onal considerations MJST be appli ed.
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(o]

The Proxy Bindi ng Update nmessage MJST be sent over |Pv4 as
described in Section 4.2.2.1.

Just as specified in [ RFC5213], when sending a Proxy Binding
Updat e nmessage for extending the lifetine of a currently existing
nmobility session or to de-register the nobility session, the Proxy
Bi ndi ng Update nessage MJUST be constructed just as the initia
request.

Recei vi ng Proxy Bi ndi ng Acknow edgenent:

(0]

4. 2.

2.

If the received Proxy Binding Acknow edgenent nessage i s protected
with | Psec ESP, | Psec processing happens before the packet is
passed to Proxy Mobile I Pv6. Considerations from Section 4 of

[ RFC5213] MJUST be applied to authenticate and authorize the
nessage

Al'l the considerations fromSection 6.9.1.2 of [RFC5213] MJST be
appl i ed on the encapsul ated Proxy Bi ndi ng Acknow edgenent nessage.
Note that the Checksumfield in Mbility Header MJUST be ignored.

If the Status field indicates Success, the nobile access gateway
MUST set up a bidirectional tunnel to the local mobility anchor

Upon accepting the request, the nobile access gateway MJST set up
an | Pv4 bidirectional tunnel to the local mobility anchor. The
tunnel endpoint addresses are the |Pv4-Proxy-CoA and the | Pv4-
LMAA.  The encapsul ati on node MJST be determnined fromthe bel ow
consi derati ons:

* |f the (T) flag is set to (1), or the GRE Key option is
i ncl uded, see [ GREKEY].

* |f there is a NAT Detection option [RFC5555] in the received
Proxy Bi ndi ng Acknow edgenent nmessage, and the (F) flag is set
to value of (1), the encapsul ation node for the tunnel MJST be
set to IPv4-UDP. Oherw se, the encapsul ati on node MJST be set
to | Pv4.

1. Constructing the Proxy Binding Update Message

The 1 Pv6 Header is renoved, and the Mobility Header containing the
Proxy Bi ndi ng Update nessage is encapsulated in UDP (with the
destination port set to 5436). The Mobility Header Checksumfield
MJUST be set to zero (and UDP checksum MJUST be used instead).
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0 The source address in the | Pv4 header MJST be set to | Pv4-Proxy-
CoA of the nobile access gateway and the destination address MJST
be set to the local nmobility anchor’s | Pv4-LMAA.

o |If the configuration variable Forcel Pv4UDPEncapsul ati onSupport is
set to value of (1), then the (F) flag in the Proxy Bi nding Update
message MJST be set to value of (1).

o If IPsec ESP is used to protect signaling, the packet is processed
using transport node ESP as described in Section 4.3.

o0 Figure 13 shows the fornmat of the Proxy Binding Update nessage
sent over |Pv4 and protected using ESP

| Pv4 header (src=lPv4-Proxy-CoA, dst=IPv4-LNAA)
ESP header (in transport node)
UDP header (sport=5436, dport=5436)
Mobi ity Header (PBU)

Fi gure 13: Proxy Binding Update (PBU Message Sent over |Pv4
4.2.2.2. Forwardi ng Considerations
Forwar di ng Packets Sent by the Mbil e Node:

0 On receiving an IPv4 or an | Pv6 packet fromthe nobile node to any
destination, the nobile access gateway MJST tunnel the packet to
the local nobility anchor. The format of the tunnel ed packet is
shown bel ow. The | Pv4-UDP-TLV and | Pv4- GRE encapsul ati on nodes
are described in [ GREKEY]. However, considerations from Section
6. 10.3 of [RFC5213] MJUST be applied with respect the local routing
and on the use of Enabl eMAGLocal Routing fl ag.

| Pv4 Header (src=lPv4-Proxy-CoA, dst=IPv4-LMAA)] /* Tunnel Header */
[ UDP Header (src port=5437, dst port=5437] /* 1f UDP encap nego */
/* 1Pv6 or |Pv4 Payl oad Packet */
| Pv6 header (src=M\HOA, dst=CN)
oR
| Pv4 header (src=IPv4-M\-HOA, dst=CN)

Figure 14: Tunnel ed | Pv4 Packet from MAG to LMA (I Pv4 or | Pv4-UDP
Encapsul ati on Mode)
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Forwar di ng Packets Received fromthe Bidirectional Tunnel

0 On receiving a packet fromthe bidirectional tunnel established
with the nobile node’s local nobility anchor, the nobile access
gat eway MJST renpve the outer header before forwarding the packet
to the nobile node.

4.3. | Psec Considerations
4.3.1. PBU and PBA

The follow ng section describes how | Psec is used to protect the
si gnal i ng messages and data packets between the local nobility anchor
and nobi |l e access gateway when using | Pv4 transport.

The following are the Security Policy Database (SPD) exanple entries
to protect PBU and PBA on the local nobility anchor and nobil e access
gat enay.

MAG SPD- S:

- IF local _address = | Pv4-Proxy-CoA 1 &
renote_address = I Pv4-LMAA 1 & proto = UDP &
renote_port = 5436

Then use SA ESP transport node

LMA SPD- S:
- IF local _address = | Pv4-LMAA 1 &
renote_address = | Pv4-Proxy-CoA 1 & proto = UDP &
| ocal _port = 5436
Then use SA ESP transport node

4.3.2. Payl oad Packet
The following are the SPD exanple entries to protect payl oad packets

on the local nobility anchor and nobil e access gateway. Note that
the exanple SPDs protect all payl oad packets sent to and from nobile

nodes. |If an operator needs to apply a different security nechani sm
per nobil e node, they need to create a SPD and a SA entry per nobile
node.
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MAG SPD- S:
- IF interface = tunnel to LMAA 1 &
| ocal _address != Proxy-CoA_1 &
renote_address != LMAA 1 & proto=any
Then use SA ESP tunnel node

LMA SPD- S:
- IF interface = tunnel to Proxy-CoA 1 &
| ocal _address !'= LMAA 1 &
renot e_address != Proxy-CoA 1 & proto=any
Then use SA ESP tunnel node

When payl oad packets are protected by | Psec, payl oad packets matching
the SPDs are passed to the | Psec nodul e and encapsul ated using the
tunnel node ESP. The tunnel node ESP encapsul at ed payl oad packets
are then directly sent to the peer nobil e access gateway or |oca
mobility anchor. |If IPsec is not applied to payl oad packets, then
they are encapsul ated as shown in Figures 12 and 14.

5. Protocol Configuration Variables
5.1. Local Mbility Anchor - Configuration Variables

The | ocal nobility anchor MJST allow the follow ng variables to be
configured by the system nanagenent. The configured val ues for these
protocol variables MJST survive server reboots and service restarts.

Accept For cedl Pv4UDPEncapsul ati onRequest

This flag indicates whether or not the local nobility anchor
shoul d accept | Pv4 UDP encapsul ati on request for the nobile node’'s
data traffic. The default value for this flag is set to (0),

i ndicating that plain | Pv4 encapsul ati on (without UDP) is used for
data traffic.

5.2. Mbbile Access Gateway - Configuration Variables

The nobil e access gateway MJST allow the follow ng variables to be
configured by the system managenent. The configured values for these
prot ocol variables MJST survive server reboots and service restarts.

For cel Pv4UDPEncapsul at i onSupport

This flag indicates whether or not the nobile access gateway
shoul d request the nobile node’s local nobility anchor to use

| Pv4- UDP encapsul ati on node for the nobile node’s data traffic.
The default value for this flag is set to (0), indicating that
plain | Pv4 encapsul ation (w thout UDP) is used for data traffic.
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6. | ANA Consi derati ons

Thi s docunent defines four new Mbility Header options: the | Pv4 Home
Addr ess Request option, |Pv4d Home Address Reply option, |Pv4 Default
Rout er Address option, and | Pv4 DHCP Support Mdde option. These
options are described in Sections 3.3.1, 3.3.2, 3.3.3, and 3. 3.4,
respectively. The Type value for these options has been assi gned
fromthe sane nunber space as allocated for the other nobility
options, as defined in [ RFC3775].

The 1 Pv4 Hone Address Reply option, described in Section 3.3.2 of
this docunent, introduces a new nunber space, |Pv4 Hone Address Reply
status codes. This docunent currently reserves the follow ng val ues
Approval of any new status code values are to be nmade through | ANA
Expert Revi ew.

o O Success
0 128 Failure, Reason Unspecified
0 129 Administratively prohibited
0 130 Incorrect |IPv4 hone address
o 131 Invalid I Pv4 address
0o 132 Dynanic |Pv4 hone address assignnent not avail able
The 1 Pv4 DHCP Support Modde option, described in Section 3.3.4 of this
docunent, introduces a new nunber space, |Pv4 DHCP Support Mode
Fl ags. This docunent reserves the value 0x1 for the (S) flag.
Approval of flag values are to be nmade through | ANA Expert Revi ew.
At this point in time, there are no thoughts on what the new fl ag
al | ocati ons can be, and hence this docunent |eaves this to the
di scretion of the Expert Review
Thi s docunent al so defines new Status val ues, used in Proxy Binding
Acknowl edgenment nessage, as described in Section 3.3.5. These val ues
have been assigned fromthe sane nunber space as allocated for other
status codes [RFC3775]. Each of these allocated values is greater
than 128.

NOT_AUTHORI ZED_FOR | PV4_MOBI LI TY_SERVI CE: 170

Mobi | e node not authorized for |Pv4d nobility service.
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NOT_AUTHORI ZED_FOR | PV4_HOVE_ADDRESS: 171

Mobi | e node not authorized for the requesting | Pv4 hone
addr ess.

NOT_AUTHORI ZED_FOR | PV6_MOBI LI TY_SERVI CE: 172
Mobi | e node not authorized for |Pv6 nobility service.

MULTI PLE_I PV4_HOVE_ADDRESS ASS| GNVENT _NOT SUPPORTED: 173
Multiple | Pv4d hone address assi gnment not support ed.

| ANA has assigned two UDP port numbers, 5436 and 5437, for "pnip6-
cntl" and "pni p6-data”, respectively.

7. Security Considerations

Al'l the security considerations fromthe base Proxy Mbile |IPv6

[ RFC5213], Mobile I1Pv6 [ RFC3775], and Dual - Stack Mbile | Pv6

[ RFC5555] specifications apply when using the extensions defined in
this docunent. Additionally, the follow ng security considerations
need to be appli ed.

Thi s docunent defines new nobility options for supporting the | Pv4
Home Address assignment and | Pv4 Transport Support features. These
options are to be carried in Proxy Binding Update and Proxy Bindi ng
Acknowl edgenent nessages. The required security mechani sms specified
in the base Proxy Mdbile IPv6 protocol for protecting these signaling
messages are sufficient when carrying these nobility options.
This specification describes the use of IPv4 transport for exchanging
signal i ng nessages between the local nmobility anchor and the nobile
access gateway. These can be protected using |IPsec as described in
Section 4. 3.
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