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Abstract

Domai nKeys ldentified Mail (DKIM allows an organization to claim
responsibility for transnitting a nmessage, in a way that can be
validated by a recipient. The organization can be the author’s, the
originating sending site, an internediary, or one of their agents. A
message can contain nultiple signatures, fromthe same or different
organi zations involved with the nmessage. DKIM defines a donain-I|eve
digital signature authentication framework for enmail, using public
key cryptography and using the donain name service as its key server
technology. This permits verification of a responsible organization
as well as the integrity of the nessage content. DKIMw Il also
provi de a nechanismthat pernmits potential email signers to publish

i nformati on about their email signing practices; this will pernit
emai | receivers to nake additional assessnents about nessages.

DKIM s authentication of enmail identity can assist in the globa
control of "spanmt and "phishing". This docunment provides

i npl enent ati on, depl oyment, operational, and migration considerations
for DKIM

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

Hansen, et al. I nf or mat i onal [ Page 1]



RFC 5863 DKI M Devel oprent / Depl oynent / Oper at i ons May 2010

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc5863

Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.

This docunent nay contain material from | ETF Docunents or | ETF
Contributions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate license fromthe person(s) controlling
the copyright in such materials, this docunment may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages other
than Engli sh.

Tabl e of Contents

1. IntroduCti On ... 4
2. Using DKIM as Part of Trust Assessment .......................... 4
2.1. A Systens View of Email Trust Assessnent ................... 4
2.2. Choosing a DKIM Tag for the Assessnent ldentifier .......... 6
2.3. Choosing the Signing Domain Nane ............. ... ... ....... 8
2.4, Recipient-Based ASSESSIMENLS . ... ... ..t 10
2.5, Filtering ... 12
3. DKIM Key Generation, Storage, and Managenent ................... 15
3.1. Private Key Managenent: Depl oynent and Ongoi ng
Operati ONS . .. 16
3.2. Storing Public Keys: DNS Server Software Considerations ...17
3.3. Per-User Signing Key Management lssues .................... 18
3.4. Third-Party Signer Key Managenent and Sel ector
Administration . ... ... e 19
3.5. Key Pair / Selector Life Cycle Managenent ................. 19

Hansen, et al. I nf or mat i onal [ Page 2]



RFC 5863 DKI M Devel oprent / Depl oynent / Oper at i ons May 2010

A, S gN i NG e e e 21
4.1, DNS ReCOrds .. ..ttt e e e 21
4.2. Signing Mdul e ... ... 21
4.3. Signing Policies and Practices ............. . ... 22

B Veri fyinNg .. 23
5.1. Intended Scope of Use .......... ... 23
5.2, Signature SCOPE ...ttt e 23
5.3. Design Scope of Use ....... . .. 24
5.4, Inbound Mail Filtering ......... ... i, 24
5.5. Messages Sent through Mailing Lists and O her

Intermedi ari €S . ... 25
5.6. Ceneration, Transm ssion, and Use of Results Headers ...... 25

6. Taxonony of Signatures .......... ... 26
6.1. Single Domain Signature ........ ... ... 26
6.2. Parent Domain Signature ........... ..., 27
6.3. Third-Party Signature .......... . ... i 27
6.4. Using Trusted Third-Party Senders ............ .. .. ... ...... 29
6.5. Miultiple Signatures .......... .. i, 30

7. Exanple Usage SCeNari 0S ... ...ttt e 31
7.1. Author’s Organization - Sinple ... ... . ... . i, 32
7.2. Author’s Organization - Differentiated Types of Ml ...... 32
7.3. Author Domain Signing Practices .......... ... . ... ... 32
7.4. Delegated Signing .......... i 34
7.5. I ndependent Third-Party Service Providers ................. 35
7.6. Mail Streans Based on Behavioral Assessment ............... 35
7.7. Agent or Mediator Signatures .............. ..., 36

8. Usage Considerati ONS ... .. ... . 36
8.1. Non-Standard Subm ssion and Delivery Scenarios ............ 36
8.2. Protection of Internal Ml ......... ... ... .. .. .. . ... . ... 37
8.3. Signature Ganularity .......... . .. . i 38
8.4. Email Infrastructure Agents .......... ... . ... 39
8.5. Mail User Agent . ... ... .. 40

9. Security Considerati ONS .. ... ... ... 41

10. Acknow edgemBnt S . . ... 41

11, Ref erenCes . ... 42
11.1. Normative References .......... . ... 42
11.2. Informative References .......... .. . i 42

Appendix A Mgration Strategies .......... .. 43

A-l. Mgrating fromDomai nKeys ........... . .. i 43
A 2. Mgrating Hash Algorithns ....... ... ... . .. .. . . . . ... 48
A.3. Mgrating Signing Algorithnms .......... .. .. ... ... .. .. ..... 49

Appendi x B. General Coding Criteria for Cryptographic
Applications . ... ... . e 50

Hansen, et al. I nf or mat i onal [ Page 3]



RFC 5863 DKI M Devel oprent / Depl oynent / Oper at i ons May 2010

1

2.

2.

I ntroduction

Domai nKeys ldentified Mail (DKIM allows an organization to claim
responsibility for transnmitting a nmessage, in a way that can be
validated by a recipient. This docunent provides practical tips for
those who are devel oping DKIM software, nmailing |ist nmanagers,
filtering strategi es based on the output from DKIM verification, and
DNS servers; those who are deploying DKIM software, keys, mailing
list software, and migrating from Donmai nKeys [ RFC4870]; and those who
are responsi ble for the ongoing operations of an email infrastructure
that has depl oyed DKI M

The reader is encouraged to read the DKIM Service Overvi ew docunent
[ RFC5585] before this docunent. Mre detail ed gui dance about DKIM
and Aut hor Dorein Signing Practices (ADSP) can al so be found in the
prot ocol specifications [RFC4871], [RFC5617], and [ RFC5672].

The docunent is organized around the key concepts related to DKIM
Wthin each section, additional considerations specific to

devel opnent, depl oynent, or ongoi ng operations are highlighted where
appropriate. The possibility of the use of DKIMresults as input to
a local reputation database is al so di scussed.

Using DKIM as Part of Trust Assessnent
1. A Systens View of Emmil Trust Assessnent

DKIM participates in a trust-oriented enhancenent to the Internet’s
emai|l service, to facilitate nessage handling decisions, such as for
delivery and for content display. Trust-oriented nessage handling
has substantial differences fromthe nore established approaches that
consi der messages in ternms of risk and abuse. Wth trust, there is a
col I aborati ve exchange between a willing participant along the
sending path and a willing participant at a recipient site. 1In
contrast, the risk nodel entails independent, unilateral action by
the recipient site, in the face of a potentially unknown, hostile,
and deceptive sender. This translates into a very basic technica
difference: in the face of unilateral action by the recipient and
even antagonistic efforts by the sender, risk-oriented nechanisns are
based on heuristics, that is, on guessing. QGuessing produces
statistical results with sone fal se negatives and sone fal se
positives. For trust-based exchanges, the goal is the determnistic
exchange of information. For DKIM that information is the one
identifier that represents a streamof mail for which an i ndependent
assessnent is sought (by the signer).
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A trust-based service is built upon a validated Responsible
Identifier that labels a streamof mail and is controlled by an
identity (role, person, or organization). The identity is

acknow edgi ng sone degree of responsibility for the nmessage stream
G ven a basis for believing that an identifier is being used in an
aut hori zed manner, the recipient site can make and use an assessnent
of the associated identity. An identity can use different
identifiers, on the assunption that the different streans night
produce different assessnents. For exanple, even the best-run

mar keting canpaigns will tend to produce sone conpl aints that can
affect the reputation of the associated identifier, whereas a stream
of transactional nessages is likely to have a nore pristine

reput ation.

Deternmining that the identifier's use is valid is quite different
fromdetermning that the content of a message is valid. The former
means only that the identifier for the responsible role, person, or
organi zation has been legitimately associated with a nessage. The
|atter neans that the content of the nessage can be believed and,
typically, that the clained author of the content is correct. DKIM
validates only the presence of the identifier used to sign the
message. Even when this identifier is validated, DKIMcarries no

i nplication that any of the nessage content, including the
RFC5322. From field [ RFC5322], is valid. Surprisingly, this limt to
the senantics of a DKIM signature applies even when the validated
signing identifier is the same domain name as is used in the
RFC5322. From field! DKIMs only clai mabout nessage content is that
the content cited in the DKIM Signature: field s h= tag has been
delivered without nodification. That is, it asserts nessage content
integrity -- between signing and verifying -- not nessage content
validity.

As shown in Figure 1, this enhancenent is a conmuni cation between a
responsi ble role, person, or organization that signs the nessage and
a recipient organization that assesses its trust in the signer. The
reci pi ent then nakes handl i ng deci sions based on a collection of
assessnents, of which the DKIM mechanismis only a part. |In this
nmodel , as shown in Figure 1, validation is an internediary step
havi ng the sole task of passing a validated Responsible Identifier to
the lIdentity Assessor. The conmunication is of a single Responsible
Identifier that the Responsible Identity wi shes to have used by the
Identity Assessor. The ldentifier is the sole, formal input and

out put value of DKIMsigning. The Identity Assessor uses this
single, provided Identifier for consulting whatever assessnent

dat abases are deened appropriate by the assessing entity. In turn
output fromthe ldentity Assessor is fed into a Handling Filter
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engi ne that considers a range of factors, along with this single
out put value. The range of factors can include ancillary information
fromthe DKIMvalidation

Identity Assessnment covers a range of possible functions. It can be
as sinple as determning whether the identifier is a nmenber of sonme
list, such as authorized operators or participants in a group that

nm ght be of interest for recipient assessment. Equally, it can

i ndi cate a degree of trust (reputation) that is to be afforded the
actor using that identifier. The extent to which the assessnent
affects the handling of the nmessage is, of course, deternined |later,
by the Handling Filter.

Feoemman Feoemman + Feoemman Feoemman +
| Aut hor | | Recipient |
[ [ + [ [ +
| N
| |
| S e S e +
I -->| Handling |<--
| -->| Filter | <--
| B TS +
| N
Y Responsi bl e
R + Identifier Fo--- - Fo--- - +
| Responsible |. . . . . . . . . . .> ldentity
| Ildentity | . . | Assessor
[ [ + Fom e e e e e o oo +
| V VASEIVAN
Y . | |
- + | |
| +------ S + . > B - + | | e +
| | ldentifier | | Identifier +--|--+ +--+ Assessnent|
| | Si gner e T >| Validator | | Databases
| +------------- + S + [ S +
| DKI M Servi ce
S . +

Figure 1: Actors in a Trust Sequence Using DKIM
.2. Choosing a DKIM Tag for the Assessnent Identifier

The signer of a nessage needs to be able to provide precise data and

know what that data will nean upon delivery to the Assessor. |If
there is anbiguity in the choice that will be made on the recipient
side, then the sender cannot know what basis for assessnment will be

used. DKIM has three values that specify identification information
and it is easy to confuse their use, although only one defines the
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formal input and output of DKIM wth the other two being used for
i nternal protocol functioning and adjunct purposes, such as auditing
and debuggi ng.

The salient values include the s=, d= and i= paraneters in the DKl M
Signature: header field. |In order to achieve the end-to-end

det ermi ni sm needed for this collaborative exchange fromthe signer to
the assessor, the core nodel needs to specify what the signer is
required to provide to the assessor. The update to RFC 4871

[ RFC5672] specifies:

DKIMs primary task is to comunicate fromthe Signer to a

reci pient-side Identity Assessor a single Signing Donain
Identifier (SDID) that refers to a responsible identity. DKIM MAY
optionally provide a single responsible Agent or User ldentifier
(AUD)... Areceive-side DKIMverifier MJST conmuni cate the
Signing Domain ldentifier (d=) to a consumng ldentity Assessor
nodul e and MAY comuni cate the User Agent ldentifier (i=) if
present.... To the extent that a receiver attenpts to intuit any
structured semantics for either of the identifiers, this is a
heuristic function that is outside the scope of DKIMs
specification and semanti cs.

The single, mandatory value that DKIM supplies as its output is:

d= This specifies the "donain of the signing entity". It is a
domain name and is conbined with the selector to forma DNS
query. A receive-side DKIMverifier needs to communi cate the
Signing Domain ldentifier (d=) to a consumng ldentity Assessor
nodul e and can al so comuni cate the User Agent ldentifier (i=)
i f present.

The adj unct val ues are:

s= This tag specifies the selector. It is used to discrimnate
anong different keys that can be used for the sane d= donmain
nane. As discussed in Section 4.3 of [RFC5585], "If verifiers

were to enploy the selector as part of an assessnent nechani sm
then there woul d be no renaining nechanismfor nmeking a
transition froman old, or conprom sed, key to a new one".
Consequently, the selector is not appropriate for use as part
or all of the identifier used to nmake assessnents.

i= This tag is optional and provides the "[t]he Agent or User

Identifier (AU D) on behalf of which the SDID is taking
responsibility" [RFC5672]. The identity can be in the syntax
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of an entire enmail address or only a donmain nanme. The donmin
nane can be the sane as for d= or it can be a sub-nane of the
d= nane

NOTE: Although the i= identity has the syntax of an emai
address, it is not required to have those semantics. That is,
"the identity of the user" need not be the sane as the user’s
mai | box. For exanple, the signer mght wish to use i=to
encode user-related audit information, such as how they were
accessing the service at the time of nessage posting.
Therefore, it is not possible to conclude anything fromthe i=
string’s (dis)simlarity to email addresses el sewhere in the
header .

So, i= can have any of these properties:
* Be a valid domain when it is the same as d=
*  Appear to be a subdonmin of d= but m ght not even exi st

* Look like a mail box address but night have different senmantics
and therefore not function as a valid email address

* Be unique for each nessage, such as indicating access details
of the user for the specific posting

Thi s underscores why the tag needs to be treated as bei ng opaque,
since it can represent any semantics, known only to the signer.

Hence, i= serves well as a token that is usable |like a Wb cooki e,
for return to the signing Adnministrative Managenent Donain (ADVD) - -
such as for auditing and debugging. O course in some scenarios the
i= string might provide a useful adjunct value for additiona
(heuristic) processing by the Handling Filter.

2.3. Choosing the Signing Domai n Name

A DKIM signing entity can serve different roles, such as being the
aut hor of content, the operator of the mail service, or the operator
of a reputation service that also provides signing services on behal f
of its custoners. In these different roles, the basis for

di stingui shing anong portions of enmil traffic can vary. For an
entity creating DKIMsignatures, it is likely that different portions
of its mail will warrant different levels of trust. For exanple:

* Ml is sent for different purposes, such as marketing versus

transactional, and recipients denonstrate different patterns of
accept ance between these.
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* For an operator of an email service, there often are distinct
sub- popul ati ons of users warranting different |evels of trust
or privilege, such as paid versus free users, or users engaged
in direct correspondence versus users sending bulk mail.

* Ml originating outside an operator’s system such as when it
is redistributed by a mailing-list service run by the operator
will warrant a different reputation fromnail subnitted by
users authenticated with the operator

It is therefore likely to be useful for a signer to use different d=
subdonai n nanes, for different nessage traffic streans, so that
receivers can make differential assessments. However, too nuch
differentiation -- that is, too fine a granularity of signing donains
-- makes it difficult for the receiver to discern a sufficiently
stable pattern of traffic for devel oping an accurate and reliable
assessnent. So the differentiation needs to achi eve a bal ance.
Cenerally, in a trust system legitimate signers have an incentive to
pick a small stable set of identities, so that recipients and others
can attribute reputations to them The set of these identities a
receiver trusts is likely to be quite a bit srmaller than the set it

Vi ews as risky.

The challenge in using additional |ayers of subdonmins is whether the
extra granularity will be useful for the Assessor. |n fact,
excessive levels invite anbiguity: if the Assessor does not take
advant age of the added granularity in the entire donmain nanme that is
provi ded, they might unilaterally decide to use only some right nost
part of the identifier. The signer cannot know what portion will be
used. That anbiguity would nove the use of DKIM back to the real mof
heuristics, rather than the determ nistic processing that is its
goal .

Hence, the challenge is to determ ne a useful schenme for |abeling
different traffic streams. The nost obvi ous choi ces are anong
different types of content and/or different types of authors.

Al though stability is essential, it is likely that the choices wll
change, over time, so the schene needs to be flexible.
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For those originating nessage content, the nost likely choice of
subdomai n nani ng schene will by based upon type of content, which can
use content-oriented | abels or service-oriented | abels. For exanple:

transacti on. exanpl e. com
newsl ett er. exanpl e. com
bugr eport. exanpl e. com
support . exanpl e. com

sal es. exanpl e. com

mar ket i ng. exanpl e. com

where the choices are best dictated by whet her they provide the
Identity Assessor with the ability to discrimnate usefully anong
streans of mail that denonstrate significantly different degrees of
reci pi ent acceptance or safety. Again, the danger in providing too
fine a granularity is that related nessage streans that are |abel ed
separately will not benefit from an aggregate reputation

For those operating nessaging services on behal f of a variety of
custoners, an obvious schene to use has a different subdomain | abe
for each custonmer. For exanple:

wi dget co. exanpl e. net
novi est udi 0. exanpl e. net
bi gbank. exanpl e. net

However, it can also be appropriate to | abel by the class of service
or class of custoner, such as:

preni er. exanpl e. net
free. exanpl e. net
certified. exanpl e. net

Prior to using domain nanes for distinguishing anmong sources of data,
| P Addresses have been the basis for distinction. Service operators
typically have done this by dedicating specific outbound | P Addresses

to specific nmail streans -- typically to specific custoners. For
exanple, a university mght want to distinguish mail fromthe
adm ni stration, versus mail fromthe student dorns. In order to nake

the adoption of a DKIMbased service easier, it can be reasonable to
translate the sane partitioning of traffic, using domain names in
pl ace of the different |IP Addresses.

2.4. Recipient-Based Assessnents
DKIM gives the recipient site’'s ldentity Assessor a verifiable

identifier to use for analysis. Al though the nechani sm does not nake
clains that the signer is a Good Actor or a Bad Actor, it does nmke
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it possible to know that use of the identifier is valid. This is in
mar ked contrast with schenes that do not have authentication

Wthout verification, it is not possible to know whet her the
identifier -- whether taken fromthe RFC5322. From field, the
RFC5321. Mai | From command, or the like -- is being used by an

aut hori zed agent. DKIM solves this problem Hence, with DKIM the
Assessor can know that two nessages with the sanme DKIM d= identifier
are, in fact, signed by the sane person or organization. This
permits a far nore stable and accurate assessnment of mail traffic
using that identifier.

DKIMis distinctive, in that it provides an identifier that is not
necessarily related to any other identifier in the nessage. Hence,
the signer might be the author’s ADMD, one of the operators along the
transit path, or a reputation service being used by one of those
handl i ng services. |In fact, a nessage can have multiple signatures,
possi bly by any nunber of these actors.

As di scussed above, the choice of identifiers needs to be based on
differences that the signer thinks will be useful for the recipient
Assessor. Over time, industry practices establish nornms for these
choi ces.

Absent such norns, it is best for signers to distinguish anong
streans that have significant differences, while consum ng the
smal | est nunber of identifiers possible. This will linmt the
burden on reci pi ent Assessors.

A common view about a DKIM signature is that it carries a degree of
assurance about sonme or all of the nessage contents, and in
particular, that the RFC5322. Fromfield is likely to be valid. In
fact, DKIM nakes assurances only about the integrity of the data and
not about its validity. Still, presunptions of the RFC5322. From
field validity remain a concern. Hence, a signer using a domain name
that is unrelated to the domain nanme in the RFC5322. From field can
reasonably expect that the disparity will warrant sone curiosity, at

| east until signing by independent operators has produced sone

est abl i shed practice anbng recipi ent Assessors.

Wth the identifier(s) supplied by DKIM the Assessor can consult an
i ndependent assessnent service about the entity associated with the
identifier(s). Another possibility is that the Assessor can devel op
its own reputation rating for the identifier(s). That is, over ting,
t he Assessor can observe the stream of nessages associated with the
identifier(s) developing a reaction to associated content. For
exanple, if there is a high percentage of user conplaints regarding
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signed mail with a d= val ue of "wi dgetco.exanple.net", the Assessor
nm ght include that fact in the vector of data it provides to the
Handling Filter. This is also discussed briefly in Section 5.4.

2.5. Filtering

The assessnment of the signing identifier is given to a Handling
Filter that is defined by |local policies, according to a potentially
wi de range of different factors and weightings. This section

di scusses sone of the kinds of choices and wei ghtings that are

pl ausi bl e and the differential actions that nmight be perforned.
Because aut henticated donmain nanes represent a coll aborative sequence
bet ween si gner and Assessor, actions can sonetinmes reasonably include
contacting the signer.

The di scussion focuses on variations in Oganizational Trust versus
Message Stream Risk, that is, the degree of positive assessnment of a
DKI M si gni ng organi zation, and the potential danger present in the
message stream signed by that organization. Wiile it mght seemthat
hi gher trust automatically neans |ower risk, the experience with
real -worl d operations provides exanpl es of every conbination of the
two factors, as shown in Figure 2. For each axis, only three levels
of granularity are listed, in order to keep di scussi on nmanageabl e.
In real-world filtering engines, finer-grained distinctions are
typically needed, and there typically are nore axes. For exanpl e,
there are different types of risk, so that an engi ne mi ght

di stingui sh between spamrisk versus virus risk and take different
actions based on which type of problematic content is present. For
spam the potential danage froma fal se negative is snmall, whereas
the danage froma false positive is high. For a virus, the potentia
danger froma false negative is extrenely high, while the |ikelihood
of a false positive when using nodern detection tools is extrenely
low. However, for the discussion here, "risk" is taken as a single
construct.

The DKIM d= identifier is independent of any other identifier in a
message and can be a subdonain of the nane owned by the signer. This
pernmits the use of fine-grained and stable distinctions between
different types of nmessage streans, such as between transactiona
nmessages and marketing nessages fromthe sanme organi zati on. Hence,
the use of DKIM m ght permt a richer filtering nodel than has
typically been possible for nmil-receiving engines.

Note that the realities of today’'s public Internet Mail environnent
necessitate having a baseline handling nodel that is quite
suspi ci ous. Hence, "strong" filtering rules really are the starting
point, as indicated for the UNKNOM cel |
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The table indicates differential handling for each conbi nation, such
as how aggressive or broad-based the filtering could be.

Aggr essiveness affects the types of incorrect assessnents that are
likely. So, the table distinguishes various characteristics,

i ncluding: 1) whether an organization is unknown, known to be good
actors, or known to be bad actors; and 2) the assessnent of nessages.
It includes advice about the degree of filtering that m ght be done,
and ot her message disposition. Perhaps unexpectedly, it also lists a
case in which the receiving site might wish to deliver problematic

mail, rather than redirecting or deleting it. The site might also
wi sh to contact the signing organizati on and seek resol ution of the
probl em
I T I v +
| STREAM?* ORGANI ZATI ONAL TRUST
| RlI SK * Low Medi um Hi gh |
| +***************+***************+***************+
| Low * BENI G\ | DI LI GENT: | PRI STINE
| * Moder at e | Mld | Accept |
| * filter | filter | |
| - - - +
| Medium * UNKNOWA: | TYPI CAL: | PROTECTED:
| * Strong | Tar get ed | Accept & |
| * filter | filter | Cont act |
| S S S +
| High * MALI Cl QUS: | NEGLI GENT: | COVPROM SED: |
| * Bl ock & | Bl ock | Bl ock & |
| * Count er | | Cont act |
B S S S S +

Figure 2: Trust versus Ri sk Handling Tradeoffs Exanple
[ LEGEND]
AXES

Stream Risk: This is a nmeasure of the recent history of a nessage
stream and the severity of problens it has presented.

Organi zational Trust: This conbines |onger-termhistory about
possi bl e stream probl ens fromthat organization, and its
responsi veness to probl em handl i ng.

CELLS (i ndicating reasonabl e responses)

Labels for the cells are neant as a general assessnent of an

organi zati on produci ng that type of mail stream under that
ci rcunst ance
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Benign: There is sonme history of sending good nessages, with very
few harnful messages having been received. This stream
warrants filtering that does not search for problens very
aggressively, in order to reduce the likelihood of false
positives.

Diligent: The streamhas had a |linited degree of problens and the
organi zation is consistently successful at controlling their
abuse issues and in a tinmely manner

Pristine: There is a history of a clean nessage streamw th no
probl ens, from an organi zation with an excellent reputation
So, the filter primarily needs to ensure that nessages are
delivered; catching stray problem nessages is a | esser concern
In other words, the paranount concern, here, is false
positives.

Unknown: There is no history with the organization. Apply an
aggressive level of "naive" filtering, given the nature of the
public email environnent.

Typical: The streamsuffers significant abuse issues and the
organi zation has denonstrated a record of having difficulties
resolving themin a tinmely manner, in spite of legitimte
efforts. Unfortunately, this is the typical case for service
providers with an easy and open subscription policy.

Protected: An organization with a good history and/or providing
an inportant nessage streamfor the receiving site is subject
to a local policy that nessages are not allowed to be bl ocked,
but the streamis producing a problematic stream The receiver
delivers nessages, but works quickly with the organization to
resolve the matter.

Mal i ci ous: A persistently problenmatic nessage streamis coning
froman organi zati on that appears to contribute to the probl em
The streamw || be bl ocked, but the organization's role is
sufficiently troubling to warrant following up with others in
the anti-abuse or legal comunities, to constrain or end their

i mpact .
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3.

Negligent: A persistently problenatic nessage streamis coning
froman organi zati on that does not appear to be contributing to
the problem but al so does not appear to be working to
elimnate it. At the least, the streamneeds to be bl ocked.

Conpromi sed: An organization with a good history has a stream
that changes and becones too problenatic to be delivered. The
receiver blocks the stream and works quickly with the
organi zation to resolve the matter

DKI M Key Generation, Storage, and Managenent

By itself, verification of a digital signature only allows the
verifier to conclude with a very high degree of certainty that the
signature was created by a party with access to the corresponding
private signing key. It follows that a verifier requires nmeans to
(1) obtain the public key for the purpose of verification and (2)
infer useful attributes of the key hol der

In a traditional Public Key Infrastructure (PKlI), the functions of
key distribution and key accreditation are separated. In DKIM
[ RFCA871], these functions are both performed through the DNS

In either case, the ability to infer semantics froma digita

si gnature depends on the assunption that the correspondi ng private
key is only accessible to a party with a particular set of
attributes. In a traditional PKI, a Trusted Third Party (TTP)
vouches that the key hol der has been validated with respect to a
specified set of attributes. The range of attributes that can be
attested in such a schene is thus limted only to the type of
attributes that a TTP can establish effective processes for
validating. In DKIM TTPs are not enployed and the functions of key
di stribution and accreditation are conbi ned.

Consequently, there are only two types of inference that a signer can
make from a key published in a DKIM key record:

1. That a party with the ability to control DNS records within a DNS
zone intends to claimresponsibility for messages signed using
the corresponding private signature key.

2. That use of a specific key is restricted to the particular subset
of messages identified by the sel ector

The ability to draw any useful conclusion fromverification of a
digital signature relies on the assunption that the corresponding
private key is only accessible to a party with a particular set of
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attributes. In the case of DKIM this neans that the party that
created the corresponding DKIM key record in the specific zone
intended to claimresponsibility for the signed nessage.

Ideally, we would like to draw a stronger conclusion, that if we
obtain a DKIM key record fromthe DNS zone exanple.com that the
legitinmate hol der of the DNS zone exanple.comclains responsibility
for the signed nmessage. In order for this conclusion to be drawn, it
is necessary for the verifier to assunme that the operational security
of the DNS zone and corresponding private key are adequate.

3.1. Private Key Managenent: Deploynent and Ongoi ng Operations

Access to signing keys needs to be carefully nanaged to prevent use
by unaut horized parties and to ninimze the consequences if a
conprom se were to occur

While a DKIM signing key is used to sign nessages on behal f of many
mai | users, the signing key itself needs to be under direct contro

of as few key holders as possible. |If a key holder were to | eave the
organi zation, all signing keys held by that key hol der need to be

wi thdrawn fromservice and, if appropriate, replaced.

I f key managenent hardware support is available, it needs to be used.
If keys are stored in software, appropriate file control protections
need to be enployed, and any location in which the private key is
stored in plaintext formneeds to be excluded fromregul ar backup
processes and is best not accessible through any form of network
including private | ocal area networks. Auditing software needs to be
used periodically to verify that the permi ssions on the private key
files remain secure.

Wher ever possible, a signature key needs to exist in exactly one

| ocati on and be erased when no | onger used. ldeally, a signature key
pair needs to be generated as close to the signing point as possible,
and only the public key conponent transferred to another party. |If

this is not possible, the private key needs to be transported in an
encrypted format that protects the confidentiality of the signing
key. A shared directory on a local file system does not provide
adequate security for distribution of signing keys in plaintext form

Key escrow schenes are not necessary and are best not used. 1In the

unl i kely event of a signing key beconing |ost, a new signature key
pair can be generated as easily as recovery froma key escrow schene.
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To enabl e accountability and auditing:

0 Responsibility for the security of a signing key needs to
ultimately vest in a single naned individual

o0 Wiere nultiple parties are authorized to sign nessages, each
signer needs to use a different key to enable accountability and
audi ti ng.

Best practices for managenent of cryptographic keying materi al
require keying material to be refreshed at regular intervals,
particul arly where key nanagenent is achieved through software
While this practice is highly desirable, it is of considerably |ess
i mportance than the requirenment to maintain the secrecy of the
correspondi ng private key. An operational practice in which the
private key is stored in tanper-proof hardware and changed once a
year is considerably nore desirable than one in which the signature
key is changed on an hourly basis but maintained in software.

3.2. Storing Public Keys: DNS Server Software Considerations

In order to use DKIM a DNS domain holder requires (1) the ability to
create the necessary DKIMDNS records and (2) sufficient operationa
security controls to prevent insertion of spurious DNS records by an
attacker.

DNS record managenent is often operated by an administrative staff
that is different fromthose who operate an organi zation’s email

service. In order to ensure that DKIM DNS records are accurate, this
i nposes a requirenent for careful coordination between the two
operations groups. |If the best practices for private key nmanagenent

descri bed above are observed, such deploynment is not a one-tine
event; DNS DKIM selectors will be changed over time as signing keys
are term nated and repl aced.

At a mininmum a DNS server that handl es queries for DKIM key records
needs to allow the server adninistrators to add free-form TXT
records. It would be better if the DKIMrecords could be entered
using a structured form supporting the DKIMspecific fields.

Ideally, DNS Security (DNSSEC) [ RFC4034] needs to be enployed in a
configuration that provides protection against record insertion
attacks and zone enuneration. In the case that Next SECure version 3
(NSEC3) [RFC5155] records are enployed to prevent insertion attack
the OPT-QUT flag needs to be clear. (See [ RFC5155] section 6 for
details.)
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3.2.1. Assignnent of Selectors

Sel ectors are assigned according to the adnministrative needs of the
si gni ng domai n, such as for rolling over to a new key or for the

del egation of the right to authenticate a portion of the namespace to
a TTP. Exanpl es incl ude:

j un2005. eng. _donai nkey. exanpl e. com
wi dget . pronoti on. _domai nkey. exanpl e. com

It is intended that assessnents of DKIMidentities be based on the
domai n nane, and not include the selector. Wile past practice of a
signer can pernmit a verifier to infer additional properties of
particul ar nessages fromthe structure DKIM key sel ector, unannounced
adm ni strative changes such as a change of signing software can cause
such heuristics to fail at any tine.

3.3. Per-User Signing Key Managenent | ssues

Whi l e a signer can establish business rules, such as the issue of

i ndi vi dual signature keys for each end-user, DKIM nmakes no provision
for conmunicating these to other parties. Qut-of-band distribution
of such business rules is outside the scope of DKIM Consequently,
there is no neans by which external parties can nake use of such keys
to attribute nessages with any greater granularity than a DNS donai n.

I f per-user signing keys are assigned for internal purposes (e.g.
aut henti cati ng messages sent to an MIA (Mail Transfer Agent) for
distribution), the follow ng i ssues need to be considered before
usi ng such signatures as an alternative to traditional edge signing
at the outbound MIA:

External verifiers will be unable to make use of the additiona
signature granularity wi thout access to additional information
passed out of band with respect to [ RFC4871].

If the nunber of user keys is large, the efficiency of |oca
caching of key records by verifiers will be | ower.

A large nunber of end users is be less likely to do an adequate

j ob of nmanaging private key data securely on their persona
conputers than is an admi nistrator running an edge MIA.
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3.4. Third-Party Signer Key Managenent and Sel ector Admi nistration

A DKIM key record only asserts that the hol der of the corresponding
domai n nane nakes a claimof responsibility for nessages signed under
the correspondi ng key. In sone applications, such as bul k mai
delivery, it is desirable to del egate use of the key. That is, to
allow a third party to sign on behalf of the donmain holder. The
trust relationship is still established between the donain hol der and
the verifier, but the private signature key is held by a third party.

Si gnature keys used by a third-party signer need to be kept entirely
separate fromthose used by the domain hol der and other third-party
signers. To limt potential exposure of the private key, the
signature key pair needs to be generated by the third-party signer
and the public conponent of the key transnmitted to the domain hol der,
rat her than have the domai n hol der generate the key pair and transmt
the private conponent to the third-party signer

Domai n hol ders needs to adopt a | east-privilege approach and grant
third-party signers the m ni num access necessary to performthe
desired function. Limiting the access granted to third-party signers
serves to protect the interests of both parties. The donmain hol der
mnimzes its security risk and the TTP signer avoi ds unnecessary
liability.

In the nost restrictive case, domain holders maintain full contro
over the creation of key records. They can enpl oy appropriate key
record restrictions to enforce limts on the nessages for which the

third-party signer is able to sign. |If such restrictions are
i mpractical, the donmain holder needs to del egate a DNS subzone for
publishing key records to the third-party signer. It is best that

the donmain holder NOT allow a third-party signer unrestricted access
to its DNS service for the purpose of publishing key records.

3.5. Key Pair / Selector Life Cycle Managenent

Depl oynments need to establish, docunment, and observe processes for
managi ng the entire life cycle of an asymmetric key pair.

3.5.1. Exanple Key Depl oynment Process
When it is determined that a new key pair is required:
1. A Key Pair is generated by the signing device.

2. A proposed key selector record is generated and transmtted to
the DNS administration infrastructure.
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3. The DNS administration infrastructure verifies the authenticity
of the key selector registration request. |If accepted:
1. A key selector is assigned.
2. The correspondi ng key record is published in the DNS
3. Wit for DNS updates to propagate (if necessary).
4. Report assigned key selector to signing device.
4. The signer verifies correct registration of the key record.
5. The signer begins generating signatures using the new key pair.

6. The signer term nates any private keys that are no | onger
required due to issue of replacenent.

3.5.2. Exanple Key Termi nation Process

Wien it is determined that a private signature key is no |onger
required:

1. The signer stops using the private key for signature operations.

2. The signer deletes all records of the private key, including in-
menory copies at the signing device.

3. The signer notifies the DNS adm nistration infrastructure that
the signing key is withdrawn from service and that the
correspondi ng key records can be withdrawn fromservice at a
specified future date.

4. The DNS adnministration infrastructure verifies the authenticity
of the key selector term nation request. |If accepted,

1. The key selector is scheduled for deletion at a future tine
determ ned by site policy.

2. \Wait for deletion tine to arrive.

3. The signer either publishes a revocation key selector with an
enpty public-key data (p=) field, or deletes the key sel ector
record entirely.

5. As far as the verifier is concerned, there is no functiona

di fference between verifying against a key selector with an enpty
p= field, and verifying against a m ssing key selector: both
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4.

4.

4,

result in a failed signature and the signature needs to be
treated as if it had not been there. However, there is a minor
semantic difference: with the enpty p= field, the signer is
explicitly stating that the key has been revoked. The enpty p=
record provides a gravestone for an old selector, nmaking it |ess
likely that the selector mght be accidentally reused with a

di fferent public key.

Si gni ng

Creati ng nessages that have one or nore DKIM signatures requires
support in only two outbound enail service conponents:

0 A DNS Administrative interface that can create and naintain the
rel evant DNS nanes -- including names with underscores -- and
resource records (RR)

0 A trusted nodule, called the signing nodule, which is within the
organi zation's outbound enail handling service and which creates
and adds the DKIM Signature: header field(s) to the nessage.

If the nmodul e creates nore than one signature, there needs to be the
appropriate neans of telling it which one(s) to use. If a large
nunber of nanes are used for signing, it will help to have the

adm ni strative tool support a batch-processi ng node.

1. DNS Records

A receiver attenpting to verify a DKIM signature obtains the public
key that is associated with the signature for that nessage. The
DKI M Si gnature: header in the nessage contains the d= tag with the
basi ¢ domai n nane doing the signing and serving as output to the
Identity Assessor and the s= tag with the selector that is added to
the nane, for finding the specific public key. Hence, the rel evant
<sel ect or>. _donai nkey. <domai n- nane> DNS record needs to contain a
DKIMrelated RR that provides the public key information.

The adninistrator of the zone containing the rel evant domai n nane
adds this information. Initial DKIMDNS information is contained
within TXT RRs. DNS adm nistrative software varies considerably in
its abilities to support DKIM nanes, such as with underscores, and to
add new types of DNS infornmation

2. Signing Mdule
The nodul e doi ng signing can be placed anywhere within an

organi zation's trusted Adnministrative Managenment Domain ( ADVD);
obvi ous choi ces include departnent-|evel posting agents, as well as
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out bound boundary MIAs to the open Internet. However, any other
nodul e, including the author’s MJA (Mail User Agent), is potentially
acceptable, as long as the signature survives any renaining handling
within the ADVMD. Hence, the choice anpong the nodul es depends upon
sof tware devel opnent, admini strative overhead, security exposures
and transit-handling tradeoffs. One perspective that helps to
resolve this choice is the difference between the increased
flexibility, fromplacement at (or close to) the MJA, versus the
stream i ned adm nistration and operation that is nore easily obtained
by i npl ementing the nechani sm "deeper"” into the organization's email
infrastructure, such as at its boundary MIA

Note the discussion in Section 2.2 concerning the use of the i= tag.

The signing nodul e uses the appropriate private key to create one or
nmore signatures. (See Section 6.5 for a discussion of nmultiple
signatures.) The means by which the signing nodul e obtains the
private key(s) is not specified by DKIM G ven that DKIMis intended
for use during email transit, rather than for long-termstorage, it
is expected that keys will be changed regularly. For admnistrative
conveni ence, it is best not to hard-code key information into

sof tware

4.3. Signing Policies and Practices

Every organi zation (ADMD) will have its own policies and practices
for deciding when to sign nessages (nessage stream) and w th what
domai n nane, selector, and key. Exanples of particul ar nessage
streanms include all mail sent fromthe ADVD versus mail from
particul ar types of user accounts versus mail having particular types
of content. Gven this variability, and the likelihood that signing
practices will change over tinme, it will be useful to have these

deci sions represented through run-time configuration information

rat her than being hard-coded into the signing software.

As noted in Section 2.3, the choice of signing nanme granularity
requi res bal ancing adm nistrative convenience and utility for
recipients. Too much granularity is higher administrative overhead
and might well attenpt to inpose nore differential analysis on the
reci pient than they wi sh to support. In such cases, they are likely
to use only a super-nanme -- right-hand substring -- of the signing
nane. Wen this occurs, the signer will not know what portion is
bei ng used; this then noves DKIM back to the non-determ nistic world
of heuristics, rather than the mechanistic world of signer/recipient
col l aboration that DKIM seeks.
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5.

5.

Veri fying

A nmessage recipient can verify a DKIMsignature to deternine if a
claimof responsibility has been nade for the nessage by a trusted
domai n.

Access control requires two conponents: authentication and

aut hori zation. By design, verification of a DKIM signature only
provi des the authentication conponent of an access control decision
and needs to be conbined with additional sources of information such
as reputation data to arrive at an access control decision.

1. Intended Scope of Use

DKIMrequires that a nessage with a signature that is found to be
invalid is to be treated as if the message had not been signed at
all.

If a DKIMsignature fails to verify, it is entirely possible that the
nmessage is valid and that either there is a configuration error in
the signer’s system(e.g., a nmissing key record) or that the nessage
was inadvertently nodified in transit. It is thus undesirable for
mai |l infrastructure to treat messages with invalid signatures |ess
favorably than those with no signatures whatsoever. Contrariw se
creation of an invalid signature requires a trivial anount of effort
on the part of an attacker. |f nessages with invalid signatures were
to be treated preferentially to nessages with no signatures

what soever, attackers will sinply add invalid signature blocks to
gain the preferential treatnent. It follows that nmessages with
invalid signatures need to be treated no better and no worse than
those with no signature at all

5.2. Signature Scope

As with any other digital signature schene, verifiers need to
consider only the part of the nessage that is inside the scope of the
message as being authenticated by the signature.

For exanple, if the |= option is enployed to specify a content |ength
for the scope of the signature, only the part of the nessage that is
within the scope of the content signature would be considered

aut henti c.
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5.3. Design Scope of Use

Public key cryptography provides an exceptionally high degree of
assurance, bordering on absolute certainty, that the party that
created a valid digital signature had access to the private key
corresponding to the public key indicated in the signature.

In order to nake useful conclusions fromthe verification of a valid
digital signature, the verifier is obliged to nake assunptions that
fall far short of absolute certainty. Consequently, nere validation
of a DKIM signature does not represent proof positive that a valid
claimof responsibility was made for it by the indicated party, that
the message is authentic, or that the nmessage is not abusive. In
particul ar:

0o The legitimate private key hol der m ght have lost control of its
private key.

o0 The legitinmate donain hol der mi ght have | ost control of the DNS
server for the zone fromwhich the key record was retrieved

0o The key record mght not have been delivered fromthe legitimate
DNS server for the zone from which the key record was retrieved

0 Ownership of the DNS zone m ght have changed

In practice, these lintations have little or no inpact on the field
of use for which DKIMis designed, but they can have a bearing if use
is made of the DKIM nessage signature format or key retrieva

mechani smin other specifications.

In particular, the DKIMKkey retrieval nmechanismis designed for ease
of use and depl oynent rather than to provide a high assurance Public
Key Infrastructure suitable for purposes that require robust non-
repudi ati on such as establishing | egally binding contracts.

Devel opers seeking to extend DKIM beyond its design application need
to consider replacing or supplenenting the DNS key retrieva

mechani smwith one that is designed to neet the intended purposes.

5.4. Inbound Mail Filtering

DKIMis frequently enployed in a mail filtering strategy to avoid
performng content analysis on enmil originating fromtrusted
sources. Messages that carry a valid DKIM signature froma trusted
source can be whitelisted, avoiding the need to perform conputation
and hence energy-intensive content analysis to determ ne the

di sposition of the nessage.
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Mai | sources can be deternmined to be trusted by neans of previously
observed behavi or and/or reference to external reputation or
accreditation services. The precise means by which this is
acconpl i shed is outside the scope of DKIM

5.4.1. Non-Verifying Adaptive Spam Filtering Systens

Adaptive (or learning) spamfiltering nmechanisnms that are not capable
of verifying DKIM signatures need to, at mininmum be configured to
i gnore DKI M header data entirely.

5.5. Messages Sent through Mailing Lists and Other Internediaries

Internediaries, such as mailing lists, pose a particular challenge
for DKIM i npl enentati ons, as the nmessage processing steps perforned
by the internediary can cause the nmessage content to change in ways
that prevent the signature passing verification

Such internediaries are strongly encouraged to depl oy DKIM signing so
that a verifiable claimof responsibility remains available to
parties attenpting to verify the nodified nmessage

5.6. GCeneration, Transm ssion, and Use of Results Headers

In many deploynments, it is desirable to separate signature
verification fromthe application relying on the verification. A
system can choose to relay information indicating the results of its
message aut hentication efforts using various nmeans; adding a "results
header” to the nessage is one such mechani sm [ RFC5451]. For exanpl e,
consi der the cases where

o The application relying on DKIM signature verification is not
capabl e of performing the verification

o The nmessage can be nodified after the signature verification is
per f or ned.

0 The signature key cannot be available by the tine that the nessage
is read.

In such cases, it is inportant that the conmunication |ink between
the signature verifier and the relying application be sufficiently
secure to prevent insertion of a nessage that carries a bogus results
header.

An internediary that generates results headers need to ensure that

relying applications are able to distinguish valid results headers
i ssued by the internediary fromthose introduced by an attacker. For
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exanpl e, this can be acconplished by signing the results header. At
a mninmum results headers on incoming nessages need to be renoved if
they purport to have been issued by the internediary but cannot be
verified as authentic.

Furt her discussion on trusting the results as relayed froma verifier
to sonet hi ng downstream can be found in [ RFC5451].

6. Taxonony of Signatures

As described in Section 2.1, a DKIMsignature tells the signature
verifier that the owner of a particular domain nanme accepts sone
responsibility for the nessage. It does not, in and of itself,
provide any information about the trustworthiness or behavior of that
identity. What it does provide is a verified identity to which such
behavi oral information can be associated, so that those who coll ect
and use such information can be assured that it truly pertains to the
identity in question.

This section lays out a taxonony of sone of the different identities,
or conbinations of identities, that might usefully be represented by
a DKI M si gnat ure.

6.1. Single Domain Signature

Perhaps the sinplest case is when an organi zation signs its own

out bound email using its own domain in the SDI D [ RFC5672] of the
signature. For exanple, Conpany A would sign the outbound mail from
its enpl oyees with d=conpanyA. exanpl e.

In the nost straightforward configuration, the addresses in the
RFC5322. From fi el d woul d al so be in the conpanyA. exanpl e donai n, but
that direct correlation is not required.

A special case of the single domain signature is an author signature
as defined by the Author Domain Signing Practices specification

[ RFC5617]. Author signatures are signatures froman author’s

organi zation that have an SDI D val ue that matches that of an
RFC5322. From address of the signed nessage.

Al t hough an aut hor signature mght, in some cases, be proof against
spoofing the domain nane of the RFC5322. From address, it is inportant
to note that the DKIM and ADSP validation apply only to the exact
address string and not to | ook-alike addresses or to the hunan-
friendly "display-name" or nanes and addresses used within the body
of the message. That is, it only protects against the msuse of a
preci se address string within the RFC5322. From fi el d and not hi ng

el se. For exanple, a nessage from bob@onain. exanple with a valid

Hansen, et al. I nf or mat i onal [ Page 26]



RFC 5863 DKI M Devel oprent / Depl oynent / Oper at i ons May 2010

si gnature where d=dOnai n. exanple would fail an ADSP check because the
signature domain, however sinmilar, is distinct; however, a nmessage
from bob@Omai n. exanple with a valid signature where d=dOnuai n. exanpl e
woul d pass an ADSP check, even though to a human it m ght be obvi ous
that dOmai n.exanple is likely a malicious attenpt to spoof the domain
domai n. exanple. This exanple highlights that ADSP, like DKIM is

only able to validate a signing identifier: it still requires sone
external process to attach a neaningful reputation to that
identifier.

6.2. Parent Domain Signature

Anot her approach that night be taken by an organization with nultiple
active subdonains is to apply the same (single) signature domain to
mail fromall subdormains. |In this case, the signature chosen woul d
usual ly be the signature of a parent domain comon to all subdomai ns.
For exanple, mail from marketing. domai n. exanpl e,

sal es. donmi n. exanpl e, and engi neeri ng. domai n. exanpl e mght all use a
si gnature where d=donai n. exanpl e.

Thi s approach has the virtue of sinplicity, but it is inportant to
consider the inplications of such a choice. As discussed in

Section 2.3, if the type of mail sent fromthe different subdomains
is significantly different or if there is reason to believe that the
reputation of the subdonains would differ, then it can be a good idea
to acknow edge this and provide distinct signatures for each of the
subdomai ns (d=mar ket i ng. donai n. exanpl e, sal es. donai n. exanple, etc.).
However, if the mail and reputations are likely to be sinmlar, then
the sinpler approach of using a single cormmon parent domain in the
signature can work well

Anot her approach to distinguishing the streams using a single DKIM
key would be to | everage the AU D [ RFC5672] (i= tag) in the DKIM
signature to differentiate the mail streams. For exanple, marketing
emai | would be signed with i =@mrketi ng. donai n. exanpl e and
d=donai n. exanpl e.

It’s inmportant to renenber, however, that under core DKIM senantics,
the AUID is opaque to receivers. That nmeans that it will only be an
effective differentiator if there is an out-of-band agreenment about
the i= semanti cs.

6.3. Third-Party Signature
A signature whose domai n does not match the domain of the

RFC5322. From address is sonetines referred to as a third-party
signature. 1In certain cases, even the parent domain signature

Hansen, et al. I nf or mat i onal [ Page 27]



RFC 5863 DKI M Devel oprent / Depl oynent / Oper at i ons May 2010

descri bed above woul d be considered a third-party signature because
it would not be an exact match for the donmain in the RFC5322. From
addr ess.

Al 't hough there is often heated debate about the value of third party
signatures, it is inportant to note that the DKIM specification
attaches no particular significance to the identity in a DKIM
signature ([ RFC4871], [RFC5672]). The identity specified within the
signature is the identity that is taking responsibility for the
message, and it is only the interpretation of a given receiver that

gives one identity nore or |ess significance than another. In
particul ar, nost independent reputation services assign trust based
on the specific identifier string, not its "role": in general they

make no di stinction between, for exanple, an author signature and a
third-party signature.

For some, a signature unrelated to the author domain (the domain in
the RFC5322. From address) is | ess val uabl e because there is an
assunption that the presence of an author signature guarantees that
the use of the address in the RFC5322. From header is authorized.

For others, that relevance is tied strictly to the recorded

behavi oral data assigned to the identity in question, i.e., its trust
assessnent or reputation. The reasoning here is that an identity
with a good reputation is unlikely to maintain that good reputation
if it is in the habit of vouching for nessages that are unwanted or
abusive; in fact, doing so will rapidly degrade its reputation so
that future messages will no |longer benefit fromit. It is therefore
lowrisk to facilitate the delivery of nmessages that contain a valid
signature of a donmain with a strong positive reputation, independent
of whether or not that domain is associated with the address in the
RFC5322. From header field of the nessage.

Third-party signatures enconpass a wi de range of identities. Some of
the nore common are:

Service Provider: In cases where email is outsourced to an Enuil
Service Provider (ESP), Internet Service Provider (I1SP), or other
type of service provider, that service provider can choose to

DKI M si gn outbound mail with either its own identifier -- relying
on its own, aggregate reputation -- or with a subdomain of the
provider that is unique to the nessage author but still part of

the provider’'s aggregate reputation. Such service providers can
al so enconpass del egat ed busi ness functions such as benefit
managenment, although these will nore often be treated as trusted
third-party senders (see bel ow).
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Parent Donmin: As di scussed above, organizations choosing to apply a
parent -domai n signature to nmail originating from subdonai ns can
have their signatures treated as third party by sone verifiers,
dependi ng on whether or not the "t=s" tag is used to constrain the
parent signature to apply only to its own specific domain. The
default is to consider a parent-donain signature valid for its
subdormai ns.

Reputati on Provider: Another possible category of third-party
signature would be the identity of a third-party reputation
provider. Such a signature would indicate to receivers that the
message was bei ng vouched for by that third party.

Using Trusted Third-Party Senders

For nost of the cases described so far, there has been an assunption
that the signing agent was responsi ble for creating and mai ntai ni ng
its own DKIMsigning infrastructure, including its own keys, and
signing with its own identity.

A different nodel arises when an organi zation uses a trusted third-
party sender for certain key business functions, but still wants that
emai|l to benefit fromthe organization’s own identity and reputation
In other words, the mail would cone out of the trusted third party’s
mai | servers, but the signature applied would be that of the
controlling organization.

This can be done by having the third party generate a key pair that
is designated uniquely for use by that trusted third party and
publishing the public key in the controlling organization’s DNS
domai n, thus enabling the third party to sign nail using the
signature of the controlling organization. For exanple, if Conpany A
out sources its enployee benefits to a third party, it can use a
speci al key pair that enables the benefits conpany to sign mail as
"conmpanyA. exanpl e". Because the key pair is unique to that trusted
third party, it is easy for Conpany A to revoke the authorization if
necessary by sinply renmoving the public key fromthe conpanyA exanpl e
DNS.

A nore cautious approach would be to create a dedi cated subdonmain
(e.g., benefits.conpanyA exanple) to segnment the outsourced nai
stream and to publish the public key there; the signature would then
use d=benefits. conpanyA. exanpl e.
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6.4.1. DNS Del egation

Anot her possibility for configuring trusted third-party access, as

di scussed in Section 3.4, is to have Conpany A use DNS del egati on and
have t he desi gnated subdomain managed directly by the trusted third
party. 1In this case, Conpany A would create a subdonain

benefits. conpanya. exanpl e, and del egate the DNS managenent of that
subdonmain to the benefits conpany so it could naintain its own key
records. Wen revocation becones necessary, Conpany A could sinply
renove the DNS del egation record

6.5. Miltiple Signatures

A sinple configuration for DKIMsigned mail is to have a single
signature on a given nmessage. This works well for domains that
manage and send all of their own email from single sources, or for
cases where nultiple email streams exist but each has its own uni que
key pair. It also represents the case in which only one of the
participants in an enail sequence is able to sign, no natter whether
it represents the author or one of the operators.

The exanpl es thus far have considered the inplications of using
different identities in DKIMsignatures, but have used only one such

identity for any given nessage. In sone cases, it can nake sense to
have nore than one identity clainmng responsibility for the sane
nessage

There are a nunber of situations where applying nore than one DKI M
signature to the sane nessage nmight make sense. A few exanples are:

Conpanies with nultiple subdonmain identities: A conpany that has
nmul ti pl e subdomai ns sendi ng distinct categories of mail night
choose to sign with distinct subdonain identities to enable each
subdomain to manage its own identity. However, it mght al so want
to provide a common identity that cuts across all of the distinct
subdonmai ns. For exanple, Conpany A can sign mail for its sales
departnent with a signature where d=sal es. conpanya. exanpl e and a
second signature where d=conpanya. exanpl e

Service Providers: A service provider can, as described above,
choose to sign outbound nmessages with either its own identity or
an identity unique to each of its clients (possibly del egated).
However, it can also do both: sign each outbound nessage with its
own identity as well as with the identity of each individua
client. For exanple, ESP A nmight sign mail for its client Conpany
Bwith its service provider signature d=espa.exanple, and a second
client-specific signature where d= either conpanyb. exanpl e or
conpanyb. espa. exanpl e. The exi stence of the service provider
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signature could, for exanple, help cover a new client while it
establishes its own reputation, or help a very small volune client
who ni ght never reach a volune threshold sufficient to establish
an individual reputation.

Forwarders: Forwarded nmail poses a nunber of challenges to enmi
authentication. DKIMis relatively robust in the presence of
forwarders as long as the signhature is designed to avoid nessage
parts that are likely to be nodified; however, some forwarders do
make nodifications that can invalidate a DKIM signature.

Sonme forwarders such as mailing lists or "forward article to a
friend" services mght choose to add their own signatures to

out bound nessages to vouch for themhaving legitinmately originated
fromthe designated service. In this case, the signature would be
added even in the presence of a preexisting signature, and both
signatures would be relevant to the verifier

Any forwarder that nodifies nessages in ways that will break
preexisting DKIM signatures needs to sign its forwarded nmessages.

Reputation Providers: Although third-party reputation providers
today use a variety of protocols to communicate their information
to receivers, it is possible that they, or other organizations
willing to put their "seal of approval" on an email stream m ght
choose to use a DKIMsignature to do it. |In nearly all cases,
this "reputation" signature would be in addition to the author or
ori gi nator signature.

One inportant caveat to the use of nultiple signatures is that there
is currently no clear consensus anbng receivers on how they plan to
handl e them The opinions range fromignoring all but one signature
(and the specification of which of themis verified differs from
receiver to receiver), to verifying all signatures present and

appl ying a weighted blend of the trust assessnments for those
identifiers, to verifying all signatures present and sinply using the
identifier that represents the nost positive trust assessnent. It is
likely that the industry will evolve to accept multiple signatures
using either the second or third of these, but it can take sone tine
bef ore one approach becones pervasive.

7. Exanpl e Usage Scenari os
Signatures are created by different types of emmil actors, based on
different criteria, such as where the actor operates in the sequence

fromauthor to recipient, whether they want different nmessages to be
eval uat ed under the sane reputation or a different one, and so on
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This section provides sone exanpl es of usage scenarios for DKIM
depl oynents; the selection is not intended to be exhaustive but to
illustrate a set of key depl oyment considerations.

7.1. Author’s Organi zation - Sinple

The sinplest DKIMconfiguration is to have sone nail froma given
organi zation (Conpany A) be signed with the sane d= value (e.qg.
d=conpanya. exanple). |If there is a desire to associate additiona
i nformation, the AU D [ RFC5672] val ue can becone

uni quel D@onpanya. exanpl e, or @ni quel D. conpanya. exanpl e.

In this scenario, Conpany A need only generate a single signing key
and publish it under their top-level domain (conpanya.exanple); the
signing nodul e would then tailor the AU D val ue as needed at signing
tinme.

7.2. Author’s Organization - Differentiated Types of Mail

A slight variation of the one signature case is where Conpany A signs
sone of its mail, but it wants to differentiate anong categories of
its outbound mail by using different identifiers. For exanple, it

m ght choose to distinguish marketing, billing or transactional, and
i ndi vidual corporate email into nmarketing.conpanya. exanpl e,

bi | i ng. conpanya. exanpl e, and conpanya. exanpl e, respectively, where
each category is assigned a unique subdonmain and uni que signing keys.

7.3. Author Domain Signing Practices
7.3.1. Introduction

Sone domai ns might decide to sign all of their outgoing mail. |If all
of the legitimate mail for a domain is signed, recipients can be nore
aggressive in their filtering of mail that uses the domain but does
not have a valid signature fromthe domain; in such a configuration
the absence of a signature would be nore significant than for the
general case. It might be desirable for such donmains to be able to
advertise their intent to other receivers: this is the topic of

Aut hor Donain Signing Practices (ADSP).

Note that ADSP is not for everyone. Sending domains that do not
control all legitinmte outbound mail purporting to be fromtheir
domain (i.e., with an RFC5322. From address in their domain) are
likely to experience delivery problens with sone percentage of that
mail. Administrators evaluating ADSP for their domai ns needs to
carefully weigh the risk of phishing attacks against the Iikelihood
of undelivered mail
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This section covers sone exanpl es of ADSP usage. For the conplete
specification, see [RFC5617].

7.3.2. A Few Definitions

In the ADSP specification, an address in the RFC5322. From header
field of a nessage is defined as an "Author Address", and an "Author
Domai n" is defined as anything to the right of the '@ in an author
addr ess.

An "Aut hor Signature"” is thus any valid signature where the val ue of
the SDI D matches an aut hor domain in the nessage.

It is important to note that unlike the DKIM specification, which
makes no correl ati on between the signature domain and any nessage
headers, the ADSP specification applies only to the author domain.
In essence, under ADSP, any non-author signatures are ignored
(treated as if they are not present).

Si gners wi shing to publish an Author Donmin Signing Practices (ADSP)
[ RFC5617] record describing their signing practices will thus want to
i ncl ude an aut hor signature on their outbound mail to avoid ADSP
verification failures.

7.3.3. Sone ADSP Exanpl es

An organi zati on (Conpany A) can specify its signing practices by
publishing an ADSP record with "dkimeall" or "dki m=di scardable". In
order to avoid msdelivery of its mail at receivers that are

val i dati ng ADSP, Conpany A needs to first have done an exhaustive
anal ysis to determine all sources of outbound nmail fromits donain
(conmpanyA. exanpl e) and ensure that they all have valid author
signatures fromthat domain.

For exanple, emanil with an RFC5322. From address of bob@
conpanyA. exanpl e needs to have an author signature where the SDID
val ue is "conpanyA exanple" or it will fail an ADSP validation

Not e that once an organi zati on publishes an ADSP record using

dki mral I or dki medi scardabl e, any email with an RFC5322. Fr om addr ess
that uses the domain where the ADSP record is published that does not
have a valid author signature is at risk of being msdelivered or

di scarded. For exanple, if a nessage with an RFC5322. From addr ess of
newsl ett er @onpanyA. exanpl e has a signature with

d=mar ket i ng. conpanyA. exanpl e, that nessage will fail the ADSP check
because the signature would not be considered a valid author

si gnature.
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Because the semantics of an ADSP aut hor signature are nore
constrained than the semantics of a "pure" DKIMsignature, it is

i mportant to make sure the nuances are well understood before

depl oyi ng an ADSP record. The ADSP specification [ RFC5617] provides
some fairly extensive | ookup exanples (in Appendix A) and usage
exanpl es (in Appendi x B)

In particular, in order to prevent nmail from being negatively

i npacted or even discarded at the receiver, it is essential to
perform a thorough survey of outbound mail froma domain before
publ i shing an ADSP policy of anything stronger than "unknown". This
includes mail that might be sent fromexternal sources that night not
be aut horized to use the donmin signature, as well as mail that risks
nmodi fication in transit that mght invalidate an otherw se valid

aut hor signature (e.g., mailing lists, courtesy forwarders, and other
pat hs that could add or nodify headers or nodify the nmessage body).

7.4. Del egated Signing

An organi zation might choose to outsource certain key services to an
i ndependent conpany. For exanple, Conpany A might outsource its
benefits managenent, or Organization B might outsource its marketing
emai | .

I f Conpany A wants to ensure that all of the nmail sent on its behalf
t hrough the benefits providers email servers shares the Conpany A
reputation, as discussed in Section 6.4, it can either publish keys
designated for the use of the benefits provider under

companyA. exanpl e (preferably under a designated subdonmai n of

conpanyA. exanple), or it can del egate a subdomain (e.qg.

benefits. conpanyA. exanple) to the provider and enable the provider to
generate the keys and nanage the DNS for the designated subdomain.

In both of these cases, mail would be physically going out of the
benefit provider’'s nmail servers with a signature of, e.g.
d=benefits. conpanya. exanple. Note that the RFC5322. From address is
not constrained: it could be affiliated with either the benefits
conmpany (e.g., benefits-adnm n@enefitprovider.exanple, or
benefits-provi der @enefits. conpanya. exanpl e) or the conpanyA domnai n.

Note that in both of the above scenarios, as discussed in

Section 3.4, security concerns dictate that the keys be generated by
the organi zation that plans to do the signing so that there is no
need to transfer the private key. In other words, the benefits
provi der woul d generate keys for both of the above scenari os.
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7.5. Independent Third-Party Service Providers

Anot her way to manage the service provider configuration would be to
have the service provider sign the outgoing mail on behalf of its
client, Conmpany A, with its own (provider) identifier. For exanple,
an Enmail Service Provider (ESP A) might want to share its own mailing
reputation with its clients, and m ght sign all outgoing nmail from
its clients with its own d= domain (e.g., d=espa.exanple).

When the ESP wants to distinguish anong its clients, it has two
options:

0 Share the SDI D donmain and use the AU D val ue to distinguish anong
the clients, e.g., a signature on behalf of client A would have
d=espa. exanpl e and i =@l i ent a. espa. exanpl e (or
i =cl i ent a@spa. exanpl e).

0 Extend the SDID donmmin, so there is a unique value (and subdonai n)
for each client, e.g., a signature on behalf of client A would
have d=cl i enta. espa. exanpl e.

Note that this scenario and the del egation scenario are not nutually
exclusive. 1In sone cases, it can be desirable to sign the sane
message with both the ESP and the ESP client identities.

7.6. Ml Streans Based on Behavi oral Assessnent

An ISP (ISP A) might want to assign signatures to outbound nmail from
its users according to each user’s past sendi ng behavi or
(reputation). In other words, the ISP would segnent its outbound
traffic according to its own assessnent of nessage quality, to aid
recipients in differentiating anong these different streans. Since
the semantics of behavioral assessnents are not valid AU D val ues,

I SP A (ispa.exanple) can configure subdomai ns corresponding to the
assessnent categories (e.g., good.ispa.exanple, neutral.ispa.exanple,
bad. i spa. exanpl e), and use these subdomains in the d= value of the

si gnature.

The signing nodul e can al so set the AU D value to have a uni que user
ID (distinct fromthe |ocal-part of the user’s emnil address), for
exanpl e, user3456@eutral . domai n. exanple. Using a user IDthat is
distinct froma given email alias is useful in environnents where a
single user night register nultiple email aliases.

Note that in this case, the AU D values are only partially stable.

They are stable in the sense that a given i= value will always
represent the same identity, but they are unstable in the sense that
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7.

8.

8.

a given user can nigrate anong the assessnent subdonai ns dependi ng on
their sending behavior (i.e., the same user mght have nultiple AU D
val ues over the lifetinme of a single account).

In this scenario, ISP A can generate as many keys as there are
assessnent subdomai ns (SDI D val ues), so that each assessnent
subdonmai n has its own key. The signing nodul e would then choose its
si gni ng key based on the assessnent of the user whose mail was being
signed, and if desired, include the user IDin the AU D of the
signature. As discussed earlier, the per-user granularity of the
AU D can be ignored by verifiers; so organi zations choosing to use it
ought not rely on its use for receiver side filtering results.
However, sonme organi zations mght also find the informati on usefu

for their own purposes in processing bounces or abuse reports.

7. Agent or Mediator Signatures

Anot her scenario is that of an agent, usually a re-nmmiler of sone
kind, that signs on behalf of the service or organization that it
represents. Sone exanples of agents might be a mailing |ist manager
or the "forward article to a friend" service that nmany online

publications offer. |In nost of these cases, the signature is
asserting that the nessage originated with, or was rel ayed by, the
service asserting responsibility. In general, if the service is

configured in such a way that its forwardi ng woul d break existing
DKI M si gnatures, it needs to always add its own signature.

Usage Consi derations
1. Non-Standard Submi ssion and Delivery Scenarios

The robustness of DKIMs verification mechanismis based on the fact
that only authorized signing nodul es have access to the desi gnated
private key. This has the side effect that email subni ssion and
delivery scenarios that originate or relay nessages from outside the
domai n of the authorized signing nodule will not have access to that
protected private key, and thus will be unable to attach the expected
domai n signature to those nessages. Such scenarios include mailing
lists, courtesy forwarders, MIAs at hotels, hotspot networks used by
traveling users, and other paths that could add or nodify headers, or
nmodi fy the message body.

For exanpl e, assune Joe works for Conpany A and has an enmil address
j oe@onpanya. exanple. Joe also has an | SP-1 account

joe@spl. exanpl e.com and he uses ISP-1's nmultiple address feature to
attach his work enanil address, joe@onpanya.exanple, to email from
his ISP-1 account. Wen Joe sends email fromhis |ISP-1 account and
uses joe@onpanya. exanpl e as his desi gnated RFC5322. Fr om addr ess,
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that enmail cannot have a signature w th d=conpanya. exanpl e because
the | SP-1 servers have no access to Conpany A's private key. In
ISP-1's case, it will have an I SP-1 signature, but for sonme other
mail clients offering the sane nultiple address feature there night
be no signature at all on the nessage.

Anot her exanpl e m ght be the use of a forward article to a friend
service. Most instances of these services today all ow sonmeone to
send an article with their email address in the RFC5322. Fromto their
designated recipient. |If Joe used either of his two addresses

(j oe@onpanya. exanpl e or joe@spl. exanple.con, the forwarder would
be equally unable to sign with a corresponding domain. As in the
mai | client case, the forwarder can either sign as its own domain or
put no signature on the nessage.

A third exanple is the use of privately configured forwarding
Assume that Joe has another account at |SP-2, joe@sp-2.exanple.com
but he'd prefer to read his ISP-2 mail fromhis |SP-1 account. He

sets up his ISP-2 account to forward all incomng mail to
joe@spl. exanpl e.com Assune alice@onpanyb. exanpl e sends
j oe@sp-2. exanpl e.com an enmail. Dependi ng on how conpanyb. exanpl e

configured its signature, and dependi ng on whet her or not |SP-2
nodi fi es messages that it forwards, it is possible that when Alice's
nmessage is received in Joe's |ISP-1 account, the original signature
will fail verification.

8. 2. Protection of Internal WMai

One identity is particularly anenable to easy and accurate
assessnent: the organization’s own identity. Menbers of an

organi zation tend to trust nessages that purport to be fromwthin
t hat organi zation. However, Internet Miil does not provide a

strai ghtforward nmeans of deternining whether such nmail is, in fact,
fromwi thin the organization. DKIMcan be used to renedy this
exposure. |If the organization signs all of its mail, then its

boundary MIAs can look for mail purporting to be fromthe
organi zation that does not contain a verifiable signature.

Such mail can, in nost cases, be presuned to be spurious. However,
domai n managers are advised to consider the ways that mail processing
can nodify messages in ways that will invalidate an existing DKIM
signature: mailing lists, courtesy forwarders, and other paths that
could add or nodify headers or nodify the nessage body (e.g., MIAs at
hotel s, hotspot networks used by traveling users, and other scenarios
described in the previous section). Such breakage is particularly
rel evant in the presence of Author Domain Signing Practices.
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8.3. Signature Granularity

Al t hough DKIM s use of domain nanes is optimzed for a scope of
organi zation-level signing, it is possible to adm nister subdomains
or otherw se adjust signatures in a way that supports per-user
identification. This user-level granularity can be specified in two
ways: either by sharing the signing identity and specifying an
extension to the i= value that has a per-user granularity or by
creating and signing with uni que per-user Kkeys.

A subdomain or local part in the i=tag needs to be treated as an
opaque identifier and thus need not correspond directly to a DNS
subdonai n or be a specific user address.

The primary way to sign with per-user keys requires each user to have
a distinct DNS (sub)domain, where each distinct d= value has a key
published. (It is possible, although not advised, to publish the
sanme key in nore than one distinct domain.)

It is technically possible to publish per-user keys within a single
domai n or subdomain by utilizing different selector values. This is
not advised and is unlikely to be treated uniquely by Assessors: the
primary purpose of selectors is to facilitate key managenent, and the
DKI M speci fication recomends agai nst using themin determ ning or
assessing identities.

In nost cases, it would be inpractical to sign email on a per-user
granularity. Such an approach would be

likely to be ignored: In nost cases today, if receivers are
verifying DKIM signatures, they are in general taking the sinplest
possi bl e approach. In nany cases, nmintaining reputation

information at a per-user granularity is not interesting to them
in large part because the per-user volune is too small to be
useful or interesting. So even if senders take on the conplexity
necessary to support per-user signatures, receivers are unlikely
to retain anything nore than the base donain reputation

difficult to manage: Any schene that involves naintenance of a
significant nunber of public keys might require infrastructure
enhancenents or extensive adnministrative expertise. For donains
of any size, maintaining a valid per-user keypair, know ng when
keys need to be revoked or added due to user attrition or
onboardi ng, and the overhead of having the signing engine
constantly swappi ng keys can create significant and often
unnecessary nmanagenent conplexity. It is also inportant to note
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that there is no way within the scope of the DKIM specification
for a receiver to infer that a sender intends a per-user
granularity.

As nentioned before, what m ght nake sense, however, is to use the
infrastructure that enables finer granularity in signatures to
identify segnents snaller than a domain but nuch | arger than a per-
user segnentation. For exanple, a university might want to segnent
student, staff, and faculty mail into three distinct streams with
differing reputations. This can be done by creating separate
subdomai ns for the desired segnents, and either specifying the
subdonmains in the i= tag of the DKIM Signature or by addi ng
subdonai ns to the d= tag and assigning and signing with different
keys for each subdonai n.

For those who choose to represent user-level granularity in
signatures, the perfornmance and managenent considerati ons above
suggest that it would be nore effective to do so by specifying a
| ocal part or subdonmin extension in the i=tag rather than by
extendi ng the d= domai n and publishing individual keys.

8.4. Emil Infrastructure Agents

It is expected that the nobst comon venue for a DKIM i npl enentation
will be within the infrastructure of an organization's enmail service
such as a department or a boundary MIA. What follows are sone
general recommendations for the Email Infrastructure.

Qut bound: An MSA (Mail Subm ssion Agent) or an outbound MIA used
for mail submi ssion needs to ensure that the nessage sent is in
conpliance with the advertised email sending policy. It needs
to also be able to generate an operator alert if it determ nes
that the email nessages do not conply with the published DKI M
sendi ng policy.

An MBA needs to be aware that sone MJAs night add their own
signatures. |f the MSA needs to perform operations on a
nmessage to nake it conply with its email sending policy, if at
all possible, it needs to do so in a way that would not break
t hose signatures

MUAs equi pped with the ability to sign ought not to be
encouraged. |In terns of security, MJAs are generally not under
the direct control of those in responsible roles within an
organi zation and are thus nore vul nerable to attack and
conprom se, which woul d expose private signing keys to

i ntruders and thus jeopardize the integrity and reputation of

t he organi zati on.
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| nbound: When an organi zati on deploys DKIM it needs to nake
sure that its email infrastructure conponents that do not have
primary roles in DKIM handling do not nodify message in ways
that prevent subsequent verification

An i nbound MIA or an MDA can incorporate an indication of the
verification results into the nessage, such as using an
Aut henti cati on-Results header field [ RFC5451].

I nternediaries: An email internediary is both an inbound and
out bound MIA. Each of the requirenments outlined in the
sections relating to MIfAs apply. |If the internediary nodifies

a nmessage in a way that breaks the signature, the internediary.

+ needs to deploy abuse filtering neasures on the inbound
mai |, and

+ probably also needs to renove all signatures that will be
br oken.

In addition, the internediary can
+ verify the nessage signature prior to nodification

+ incorporate an indication of the verification results into
t he message, such as using an Authentication-Results header
field [ RFC5451].

+ sign the nodified nmessage including the verification results
(e.g., the Authentication-Results header field).

8.5. Ml User Agent

The DKI M specification is expected to be used primarily between
Boundary MIAs, or other infrastructure conponents of the originating
and receiving ADMDs. However, there is nothing in DKIMthat is
specific to those venues. In particular, MJAs can al so support DKIM
signing and verifying directly.

Qut bound: An MJA can support signing even if mail is to be
rel ayed through an outbound MSA. In this case, the signature
applied by the MJAwill be in addition to any signature added
by the MSA. However, the warnings in the previous section need
to be taken into consideration
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10.

Some user software goes beyond sinple user functionality and

al so performs MSA and MIA functions. Wen this is enployed for
sending directly to a receiving ADVD, the user software needs
to be considered an out bound MTA.

I nbound: An MJUA can rely on a report of a DKIM signature
verification that took place at sone point in the inbound MIA/
MDA path (e.g., an Authentication-Results header field), or an
MJA can perform DKIM signature verification directly. A
verifying MJA needs to allow for the case where mail has been
nmodi fied in the i nbound MIA path; if a signature fails, the
message is to be treated the sane as a nessage that does not
have a si gnature.

An MJA that |ooks for an Authentication-Results header field
needs to be configurable to choose which Authentication-Results
header fields are considered trustable. The MJA devel oper is
encouraged to re-read the Security Considerations of [RFC5451].

DKIMrequires that all verifiers treat nessages with signatures
that do not verify as if they are unsigned.

If verification in the client is to be acceptable to users, it
is essential that successful verification of a signature not
result in a less than satisfactory user experience conpared to
| eavi ng the nessage unsigned. The nere presence of a verified
DKI M si gnhature cannot be used by itself by an MJA to indicate
that a nmessage is to be treated better than a nmessage w t hout a
verified DKIM signature. However, the fact that a DKIM
signature was verified can be used as input into a reputation
system (i.e., a whitelist of dommins and users) for
presentation of such indicators.

It is conmon for components of an ADMD s email infrastructure to do
viol ence to a nessage, such that a DKIM signature m ght be rendered
invalid. Hence, users of MJAs that support DKIM signing and/or
verifying need a basis for knowing that their associated enail
infrastructure will not break a signature.

Security Considerations

The security considerations of the DKIM protocol are described in the
DKI M base specification [ RFC4871].
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Appendi x A Mgration Strategies

There are three migration occasions worth noting in particular for
DKI M

1. Mgrating from Donmai nKeys to DKIM

2. Mgrating froma current hash algorithmto a new standardized
hash al gorithm

3. Mgrating froma current signing algorithmto a new standardi zed
signing algorithm

The case of deploying a new key selector record is described
el sewhere (Section 3.5).

As with any migration, the steps required will be determ ned by who
is doing the mgration and their assessnent of:

o the users of what they are generating, or

o the providers of what they are consum ng.

Signers and verifiers have different considerations.
A.1. Mgrating from Donmai nKeys

DKI M repl aces the earlier Domai nKeys (DK) specification. Selector
files are nostly conpatible between the two specifications.

A.1.1. Signers
A signer that currently signs with DK will go through various stages
as it mgrates to using DKIM not all of which are required for all

signers. The real questions that a signer needs to ask are:

1. how many receivers or what types of receivers are *only* | ooking
at the DK signatures and not the DKIM signatures, and

2. how rmuch does the signer care about those receivers?
If no one is looking at the DK signature any nore, then it’'s no
| onger necessary to sign with DKL O if all "large players" are

looking at DKIMin addition to or instead of DK, a signer can choose
to stop signing with DK
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Wth respect to signing policies, a reasonable, initial approach is
to use DKIMsignatures in the same way that Domai nKeys signatures are
al ready being used. |In particular, the sane selectors and DNS key
records can be used for both, after verifying that they are

conmpati bl e as di scussed bel ow.

Each secondary step in all of the followi ng scenarios is to be
prefaced with the gating factor "test, then when confortable with the
previous step’s results, continue".

One nmigration strategy is to:

0 ensure that the current selector DNS key record is conpatible with
bot h DK and DKI M

0 sign nessages with both DK and DKI M si gnatures

o when it’'s decided that DK signatures are no |onger necessary, stop
signing with DK

Another migration strategy is to:
o add a new selector DNS key record only for DKIM signatures

0 sign nessages with both DK (using the old DNS key record) and DKIM
signatures (using the new DNS key record)

o when it’s decided that DK signatures are no |onger necessary, stop
signing with DK

o eventually renove the old DK sel ector DNS record
A conbined migration strategy is to:

0 ensure that the current selector DNS key record is conpatible with
bot h DK and DKI M

0 start signing nessages with both DK and DKI M si ghat ures
0 add a new selector DNS key record for DKIM signatures
0 switch the DKIM signatures to use the new sel ector

o when it’'s decided that DK signatures are no |onger necessary, stop
signing with DK

o eventually renove the old DK sel ector DNS record
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Another migration strategy is to:

0 add a new selector DNS key record for DKIM signatures

0 do a flash cut and replace the DK signatures wi th DKI M si gnatures
o eventually renove the old DK sel ector DNS record

Another migration strategy is to:

0 ensure that the current selector DNS key record is conpatible with
both DK and DKI M

0 do a flash cut and replace the DK signhatures with DKI M signhatures

Not e that when you have separate key records for DK and DKIM you can
use the sane public key for both.

A.1.1.1. DNS Sel ector Key Records

The first step in some of the above scenarios is ensuring that the
sel ector DNS key records are conpatible for both DK and DKIM  The
format of the DNS key record was intentionally neant to be backwardly
conpati bl e between the two systens, but not necessarily upwardly
conpati ble. DKIM has enhanced the DK DNS key record fornmat by addi ng
several optional paraneters, which DK needs to ignore. However,
there is one critical difference between DK and DKI M DNS key records.
The definitions of the "g" fields:

g= granularity of the key: 1In both DK and DKIM this is an optiona
field that is used to constrain which sendi ng address(es) can
legitimately use this selector. Unfortunately, the treatment of
an enpty field ("g=;") is different. DKIMallows wildcards where
DK does not. For DK, an enpty field is the same as a m ssing
value, and is treated as allowi ng any sendi ng address. For DKI M
an enpty field only matches an enpty local part. In DKIM both a
m ssing value and "g=*;" nean to allow any sendi ng address.

Al so, in Donai nKeys, the "g" field is required to natch the

address in "From"/"Sender:", while in DKIM it is required to

match i=. This mght or mght not affect transition

If your DK DNS key record has an enpty "g" fieldinit ("g="),
your best course of action is to nodify the record to renove the
enpty field. In that way, the DK semantics will remain the same
and the DKIM semantics will match.
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I f your DNS key record does not have an enpty "g" field in it
("g=;"), it's probable that the record can be |left alone. But the
best course of action would still be to nake sure that it has a
"v*" field. Wen the decision is nmade to stop supporting

Domai nKeys and to only support DKIM it is inportant to verify
that the "g" field is conpatible with DKIM and typically having
"v=DKIML;" init. It is strongly encouraged that if use of an
enpty "g" field in the DKIM selector, include the "v" field.

A.1.1.2. Renpving Domai nKeys Si gnat ures

The principal use of Dommi nKeys is at boundary MIAs. Because no
operational transition is ever instantaneous, it is advisable to
continue perforning Domai nKeys signing until it is determ ned that
Domai nKeys recei ve-side support is no longer used, or is sufficiently
reduced. That is, a signer needs to add a DKIM signature to a
message that al so has a Domai nKeys signature and keep it there unti
they decide it is deened no |longer useful. The signer can do its
transitions in a straightforward manner, or nore gradually. Note
that because digital signatures are not free, there is a cost to
perform ng both signing algorithnms, so signing with both al gorithns
ought not be needl essly prol onged.

The tricky part is deciding when DK signatures are no |onger
necessary. The real questions are: how many Domai nKeys verifiers are
there that do *not* also do DKIMverification, which of those are

i mportant, and how can you track their usage? Mst of the early
adopters of DK verification have added DKIM verification, but not al
yet. If a verifier finds a nessage with both DK and DKIM it can
choose to verify both signatures, or just one or the other

Many DNS services offer tracking statistics so it can be determ ned
how often a DNS record has been accessed. By using separate DNS

sel ector key records for your signatures, you can chart the use of
your records over time, and watch the trends. An additiona

di stinguishing factor to track would take into account the verifiers
that verify both the DK and DKI M signatures, and discount those from
counts of DK selector usage. Wen the nunber for DK sel ector access
reaches a | owenough level, that's the tinme to consider discontinuing
signing with DK

Note, this level of rigor is not required. It is perfectly

reasonabl e for a DK signer to decide to follow the "flash cut"
scenari o descri bed above.
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A 1.2, Verifiers
As a verifier, several issues need to be considered:
A 1.2.1. CQught DK signature verification be perfornmed?

At the time of witing, there is still a significant nunber of sites
that are only producing DK signatures. Over time, it is expected
that this number will go to zero, but it might take several years.
So it would be prudent for the foreseeable future for a verifier to
| ook for and verify both DKIM and DK signatures.

A 1.2.2. CQught both DK and DKI M signatures be eval uated on a single
nmessage?

For a period of tine, there will be sites that sign with both DK and
DKIM A verifier receiving a nessage that has both types of
signatures can verify both signatures, or just one. One disadvantage
of verifying both signatures is that signers will have a nore
difficult time deciding how many verifiers are still using their DK
selectors. One transition strategy is to verify the DKIM signature,
then only verify the DK signature if the DKIMverification fails.

A.1.2.3. DNS Sel ector Key Records

The format of the DNS key record was intentionally nmeant to be
backwardly conpati bl e between DK and DKIM but not necessarily
upwardly conpatible. DKIM has enhanced the DK DNS key record format
by addi ng several optional paraneters, which DK needs to ignore.
However, there is one key difference between DK and DKI M DNS key
records. The definitions of the g fields:

g= granularity of the key: In both DK and DKIM this is an optiona
field that is used to constrain which sendi ng address(es) can
legitimately use this selector. Unfortunately, the treatnent of
an enpty field ("g=;") is different. For DK, an enpty fieldis
the sane as a nissing value, and is treated as all ow ng any
sendi ng address. For DKIM an enpty field only matches an enpty
| ocal part.

v= version of the selector It is advised that a DKIM sel ector have
"v=DKIML;" at its beginning, but it is not required.

If a DKIMverifier finds a selector record that has an enpty "g"

field ("g=;") and it does not have a "v" field ("v=DKIML;") at its
beginning, it is faced with deciding if this record was:
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1. froma DK signer that transitioned to supporting DKIM but forgot
to remove the "g" field (so that it could be used by both DK and
DKI M verifiers); or

2. froma DKIMsigner that truly nmeant to use the enmpty "g" field
but forgot to put in the "v" field. It is advised that you treat
such records using the first interpretation, and treat such
records as if the signer did not have a "g" field in the record.

A.2. Mgrating Hash Al gorithns

[ RFC4871] defines the use of two hash algorithns: SHA-1 and SHA- 256.
The security of all hash algorithns is constantly under attack, and
SHA-1 has al ready shown weaknesses as of this witing. Mgrating
fromSHA-1 to SHA-256 is not an issue, because all verifiers are
al ready required to support SHA-256. But when it becomes necessary
to replace SHA-256 with a nore secure algorithm there will be a

mgratory period. In the followi ng, "NEWHASH' is used to represent a
new hash algorithm Section 4.1 of [RFC4871] briefly discusses this
scenari o.

A.2.1. Signers

As with mgrating fromDK to DKIM nigrating hash algorithns is
dependent on the signer’s best guess as to the utility of continuing
to sign with the older algorithms and the expected support for the
newer algorithmby verifiers. The utility of continuing to sign with
the older algorithms is also based on how broken the existing hash

al gorithnms are considered and how inportant that is to the signers.

One strategy is to wait until it’'s determined that there is a large
enough base of verifiers available that support NEWHASH, and then
flash cut to the new al gorithm

Another strategy is to sign with both the old and new hash al gorithns
for a period of time. This is particularly useful for testing the
new code to support the new hash algorithm as verifiers wll
continue to accept the signature for the ol der hash al gorithm and
ought to ignore any signature that fails because the code is slightly
wrong. Once the signer has determned that the new code is correct
AND it’s deternmined that there is a |arge enough base of verifiers
avai | abl e that support NEWHASH, the signer can flash cut to the new
al gorithm

One advantage mgrating hash algorithms has is that the selector can
be conpletely conmpatible for all hash algorithnms. The key sel ector
has an optional "h=" field that can be used to list the hash
algorithns being used; it also is used to limt the algorithns that a
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verifier will accept. |If the signer is not currently using the key
selector "h=" field, no change is required. |If the signer is
currently using the key selector "h=" field, NEWHASH wi || need to be
added to the list, as in "h=sha256: NEWHASH, ". (\Wen the signer is no
| onger using SHA-256, it can be renmoved fromthe "h=" list.)

A 2.2. Verifiers

Wien a new hash al gorithm becomes standardi zed, it is best for a
verifier to start supporting it as quickly as possible.

A.3. Mgrating Signing Al gorithns

[ RFCA871] defines the use of the RSA signing algorithm Sinmilar to
hashes, signing algorithnms are constantly under attack, and when it
becones necessary to replace RSA with a newer signing al gorithm
there will be a mgratory period. 1In the follow ng, "NEWALG' is used
to represent a new signing algorithm

A.3.1. Signers

As with the other migration issues discussed above, mgrating signing
al gorithnms is dependent on the signer’s best guess as to the utility
of continuing to sign with the older algorithnms and the expected
support for the newer algorithmby verifiers. The utility of
continuing to sign with the older algorithns is also based on how
broken the existing signing algorithnms are considered and how
important that is to the signers

As before, the two basic strategies are to 1) wait until there is
sufficient base of verifiers available that support NEWALG and t hen
do a flash cut to NEWALG, and 2) use a phased approach by signing
with both the old and new al gorithnms before renoving support for the
ol d al gorithm

It is unlikely that a new al gorithmwould be able to use the sane
public key as "rsa", so using the sane selector DNS record for both
algorithms’ keys is ruled out. Therefore, in order to use the new
al gorithm a new DNS sel ector record woul d need to be deployed in
parallel with the existing DNS selector record for the existing
algorithm The new DNS sel ector record would specify a different
"k=" value to reflect the use of NEWALG
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A . 3.2. Verifiers

Wien a new hash al gorithm becomes standardi zed, it is best for a
verifier to start supporting it as quickly as possible.

Appendi x B. General Coding Criteria for Cryptographic Applications

NOTE: This section could possibly be changed into a reference to
sonet hi ng el se, such as another RFC.

Correct inplenmentation of a cryptographic algorithmis a necessary
but not a sufficient condition for the coding of cryptographic
applications. Coding of cryptographic libraries requires close
attention to security considerations that are unique to cryptographic
applications.

In addition to the usual security coding considerations, such as
avoi di ng buffer or integer overflow and underflow, inplenenters need
to pay close attention to managenent of cryptographic private keys
and session keys, ensuring that these are correctly initialized and
di sposed of.

Operating system nechani sns that permt the confidentiality of
private keys to be protected agai nst other processes ought to be used
when available. |In particular, great care needs to be taken when

rel easing nenory pages to the operating systemto ensure that private
key information is not disclosed to other processes.

Certain inplenmentations of public key algorithnms such as RSA can be
vul nerable to a timng anal ysis attack.

Support for cryptographi c hardware providi ng key nanagenent
capabilities is strongly encouraged. 1In addition to offering
performance benefits, many cryptographi c hardware devi ces provide
robust and verifiabl e managenent of private keys.

Fortunately, appropriately designed and coded cryptographic libraries
are available for nost operating systemplatforns under |icense terns
conmpatible with commercial, open source and free software |icense
terns. Use of standard cryptographic libraries is strongly
encouraged. These have been extensively tested, reduce devel opnent
tinme and support a wi de range of cryptographi c hardware.

Hansen, et al. I nf or mat i onal [ Page 50]



RFC 5863

Aut hors’ Addr esses

Tony Hansen

AT&T Laboratories

200 Laurel Ave. South
M ddl et own, NJ 07748
USA

EMai | : tony+dki mov@rai | | enni um att.com
El l en Siegel

Consul t ant

EMai | : dki m@esi egel . net

Phillip Hal |l am Baker

Default Deny Security, Inc.
EMai | : phillip@allanbaker.com
Dave Crocker

Br andenbur g | nt er net Wr ki ng
675 Spruce Dr.

Sunnyval e, CA 94086

USA

EMui | : dcrocker @bi w. net

Hansen, et al. I nf or mat i onal

DKI M Devel oprent / Depl oynent / Oper at i ons

May 2010

[ Page 51]



