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Probl em St at enent on the Cross-Real m Operation of Kerberos
Abst r act

Thi s docunent provides background information regardi ng | arge-scal e
Ker beros depl oynments in the industrial sector, with the aim of
identifying issues in the current Kerberos cross-real mauthentication
nodel as defined in RFC 4120.

Thi s docunent describes sonme exanpl es of actual |arge-scale

i ndustrial systems, and lists requirements and restrictions regarding
aut hentication operations in such environnments. It also identifies a
nunber of requirenents derived fromthe industrial automation field.
Al t hough they are found in the field of industrial automation, these
requi renents are general enough and are applicable to the probl em of
Ker beros cross-real moperations.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc5868
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1

I ntroduction

Kerberos Version 5 is a wi dely deployed nmechani smthat enables a
server to authenticate a client before granting it access to a
certain service. Each client belongs to a nanaged domain called a
realm Kerberos supports authentication when a client and a server
belong to different realns. This is called cross-realm

aut henti cati on.

There exi st several ways for using Kerberos in |arge-scale

di stributed systens. Such infrastructures are typically split into
several managed donmi ns for geographical reasons, and to inpl enent

di fferent managenent policies. |In order to ensure snooth network
operations in such systenms, a comon authentication nmechanismfor the
di fferent managed donmains is required. When using the Kerberos
cross-real moperation in large-scale distributed systens, sone issues
ari se.

As industrial automation is noving towards w der adoption of Internet
standards, the Kerberos authentication protocol represents one of the
best alternatives for ensuring the confidentiality and the integrity
of comunications in control networks while neeting perfornmance and
security requirenents. However, the use of Kerberos cross-realm
operations in large-scale industrial systens may introduce issues
that could cause perfornmance and reliability problens.

Thi s docunent briefly describes the Kerberos Version 5 systemand its
cross-real moperati on node. Then it describes tw case-study systens
that Kerberos could be applied to, and descri bes seven requirenents
in those systens (in terns of both managenent and operations) that
outline various constraints that Kerberos operations mght be
subjected to. Finally, it lists six issues related to Kerberos
cross-real moperati ons when applied to those systens.

Note that this document night not describe all issues related to
Ker beros cross-real moperations. New issues mght be found in the
future. It also does not propose any solution to the issues

described in this docunent. Furthernore, publication of this
docunent does not mean that each of the issues has to be solved by
the | ETF nmenbers. Detailed analysis of the issues, problem
definitions, and exploration of possible solutions may be carried out
as separate work itens.

Thi s docunent assumes that the readers are famliar with the terns
and concepts described in "The Kerberos Network Authentication
Service (V5)" ([RFC4120]).
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2. Kerberos System
2.1. Kerberos Basic Qperation

Ker beros [RFC4120] is a wi dely deployed authentication system The
aut hentication process in Kerberos involves principals and a Key
Distribution Center (KDC). The principals can be users or services.
Each KDC nmi ntai ns a database of principals and shares a secret key
with each registered principal

The aut hentication process allows a user to acquire the needed
credentials fromthe KDC. These credentials allow services to

aut henticate the users before granting them access to the resources.
An inmportant part of the credentials is called "tickets". There are
two kinds of tickets: the Ticket-Ganting Ticket (TGI) and the
service ticket. The TGT is obtained periodically fromthe KDC and
has a limted lifetine, after which it expires and the user nust
renewit. The TGT is used to obtain the other kind of tickets --
service tickets. The user obtains a TGT fromthe Authentication
Service (AS), a logical conponent of the KDC. The process of
obtaining a TGT is referred to as "AS exchange". \When a request for
a TGT is issued by the user, the AS responds by sending a reply
packet containing the credentials, which consist of the TGT al ong
with a random key called the "TGS session key". The TGI contains

i nformati on encrypted using a secret key associated with a specia
service, referred to as the "TGS" (Ticket-Granting Service). The TGS
session key is encrypted using the user’s key so that the user can
obtain the TGS session key only if she knows the secret key she
shares with the KDC. The TGI is then used to obtain a service ticket
fromthe TGS -- the second conponent of the KDC. The process of

obtai ning service tickets is referred to as "TGS exchange". The
request for a service ticket consists of a packet containing a TGT
and an "Authenticator". The Authenticator is encrypted using the TGS

session key and contains the identity of the user as well as tine
stanps (for protection against replay attacks). After decrypting the
TGT received fromthe user, the TGS extracts the TGS session key.
Usi ng that session key, it decrypts the Authenticator and

aut henticates the user. Then, the TGS issues the credentials
requested by the user. These credentials consist of a service ticket
and a session key that will be used to authenticate the user to the
desired application service.

2.2. (Cross-Real m Qperation
The Kerberos protocol provides cross-real mauthentication
capabilities. This allows users to obtain service tickets to access

services in foreign realms. |In order to access such services, the
users first contact their hone KDC asking for a TGT that will be used
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with the TGS of the foreign realm |If there is a direct trust

rel ati onship between the hone realmand the foreign realm
(practically materialized in shared inter-realmkeys), the home KDC
delivers the requested TGI.

However, if the hone real mdoes not share inter-realmkeys with the
foreign realm we are in a so-called indirect trust nodel situation
In this situation, the home KDC will provide a TGT that can be used
with an internediary foreign realmthat is likely to be sharing
inter-realmkeys with the target realm The client can use this
"internmediary TGI" to comunicate with the internediary KDC, which
will iterate the actions taken by the home KDC. |If the internediary
KDC does not share inter-realmkeys with the target foreign realm it
will point the user to another internediary KDC (just as in the first
exchange between the user and her home KDC). However, in the other
case (when it shares inter-realmkeys with the target realm, the
intermediary KDC will issue a TGI that can be used with the KDC of
the target realm After obtaining a TGI for the desired foreign
realm the client uses it to obtain service tickets fromthe TGS of
the foreign realm Finally, the user accesses the service using the
service ticket.

When the realms belong to the sane institution, a chain of trust can
be automatically determined by the client or the KDC by follow ng the
DNS domai n hi erarchy and assuning that a parent donain shares keys
with all of its child sub-donains. However, since this assunption is
not always true, in nany situations, the trust path mght have to be
specified manually. Since the Kerberos cross-real moperations with
the indirect inter-realmtrust nodel rely on internediary real nms, the
success of the cross-real moperation conpletely depends on the real ns
that are part of the authentication path.

3. Applying Cross-Real m Kerberos in Conpl ex Environments

In order to help the reader understand requirenents and restrictions
for cross-real mauthentication operations, this section describes the
scal e and operations of two actual systens that could be supported by
cross-real m Kerberos. The two systenms would be nost naturally

i mpl emented using different trust nodels, which will inply different
requi renents for cross-real m Kerberos.

Hereafter, we will consider an actual petrochemnical conpany

[ SHELLCHEM , and overview two exanples anong its plants

Pet rocheni cal conpani es produce bul k petrochenicals and deliver them
to large industrial customers. The conpany under consideration
possesses 43 plants all over the world managed by operation sites in
35 countries. This section shows two exanples of these plants.
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The first exanple is a plant deploying a centralized system [ CSPC].
CSPC, also referred to as China National O fshore G| Corporation
(CNOOC) and Shell Petrochenical s Conpany, is operated by a joint
enterprise of these two conpanies. This systemis one of the | argest
of its type in the world. It is located in an area of 3.4 square
kiloneters in the north coast of Daya Bay, Quangdong, in southeast
China. 3,000 network segnents are deployed in the system and 16, 000
control devices are connected to |ocal area networks. These devices
belong to 9 different subsystems. A control device can have many
control and nonitoring points. In the plant considered in this
exanpl e, there are 200,000 control points in all. They are
controlled by 3 different control centers.

Anot her exanple is a distributed system[NAM. The Nederl andse
Aardol i e Maatschappij (NAM is operated by a partnership conpany of
two enterprises that represent the oil conpany. This systemis
conmposed of sone plants that are geographically distributed within
the range of 863 square kiloneters in the northern part of the

Net herl ands. 26 plants, each one called a "cluster", are scattered
in the area. They are connected to each other by a private ATM WAN
Each cluster has approxi mately 500-1, 000 control devices. These
devices are nanaged by a local control center in each cluster. In
the entire systemof the NAM there are one mllion control points.

In both exanpl es, the end devices are basically connected to a |oca
network by a twi sted-pair cable, with a | ow bandwi dth of 32 kbps.
End devices use a low clock CPU -- for exanple, the H3 [ RNSS-H8] and
ML6C [ RNSS- ML6C] . Furthernore, to reduce power consunption, the
clock on the CPU may be |lowered. This adjustnent restricts the
anount of total energy in the device, thereby reducing the risk of
expl osi ons.

A device on the network collects data from ot her devices nonitoring
the condition of the system These data are then used to nake

deci sions on how to control other devices via instructions
transmtted over the network. |If it takes tine for data to trave

t hrough the network, nornal operations cannot be ensured. The trave
time of data froma device to another device in both exanpl es nust be
within 1 second. GOher control system applications nay have shorter
or longer tinescales.

Sonme parts of the operations, such as control, nmintenance, and
environnental nonitoring, can be consigned to an externa

organi zation. Also, agents may be consigned to wal k around the plant
and coll ect information about plant operations, or to watch the plant
froma renote site
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4. Requirenents

This section provides a list of requirenments derived fromthe

i ndustrial automation use-case. The requirenents are witten in a
generic fashion, and are addressed towards franmeworks and
architectures that underlie Kerberos cross-real moperations. The aim
of these requirenents is to provide sone foundational guidelines to
future devel opnents of cross-realmframework or architecture for

Ker ber os.

Requirements R-1, R-2, R 3, and R4 are related to the nanagenent of
the divided system Requirenents R-5, R6, and R 7 are related to
restrictions in such | arge-scale industrial networks as those

di scussed in Section 3.

R-1 For organi zati onal reasons and scal ability needs, a nmanagenent
domain typically nust be partitioned into two or nore
sub- domai ns of managenent. Therefore, any architecture and
i mpl enentation solution to the Kerberos cross-real m probl em
must (i) support the case of cross-real moperations across
mul ti pl e managenent domains and (ii) support del egation of
managenent aut hority from one managenent domain to another
managenent domain. This nust be perfornmed w thout any decrease
in the security level or quality of those cross-real m
operations and must not expose Kerberos entities to new types
of attacks.

R-2 Any architecture and inplenmentation solution to the Kerberos
cross-real m probl em nust support the co-existence of multiple
i ndependent managenent donmai ns on the sane network
Furthernmore, it nust allow organi zations (corresponding to
di fferent managerment domai ns) to del egate the nanagenent of a
part of, or the totality of, their systemat any one tine.

R-3 Any architecture and inplenentation solution to the Kerberos
cross-real m probl em nust all ow the use-case in which one device
operationally controls another device, but each belongs to
di f ferent nmanagement domai ns, respectively.

R-4 Any architecture and inplenmentation solution to the Kerberos
cross-real m probl em nust address the fundanental depl oynment
use-case in which the managenent domai n traverses geographic
boundari es and network topol ogi cal boundaries. |n particular
it nust address the case where devices are geographically (or
topol ogically) renmpote, even though they belong to the same
managenent donai n.
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R-5 Any architecture and i nplenmentation solution to the Kerberos
cross-real m probl em nust be ai ned at reduci ng operational and
managenment costs as nuch as possible.

R-6 Any architecture and inplenentation solution to the Kerberos
cross-real m probl em nust address the (limted) processing
capabilities of devices, and inplenentations of solutions nust
be considered to aimat limting or suppressing power
consunption of such devices.

R-7 Any architecture and inplenentation solution to the Kerberos
cross-real m probl em nust address the possibility of linted
availability of communications bandw dt h between devices within
one donmain, and al so across donai ns.

5. | ssues

This section lists issues in Kerberos cross-real moperations when
used in | arge-scal e systens such as the ones described in Section 3,
and taking into consideration the requirenents described in

Section 4.

5.1. Unreliability of Authentication Chain

When the trust relationship between realns follows a chain or

hi erarchi cal nodel, the cross-real mauthentication operations are not
dependabl e, since they strongly depend on intermnmediary real ns that

m ght not be under the sane authority. |If any of the realns in the
aut hentication path is not available, then the principals of the end
real ne cannot perform cross-real moperations.

The end-point realms do not have full control of and responsibility
for the success of the cross-real moperations, even if their own
respective KDCs are fully functional. Dependability of a system
decreases if the systemrelies on uncontrolled conmponents. End- point
real ne have no way of knowi ng the authentication result occurring
within intermediary real ns.

Satisfying requirements R-1 and R-2 will elinminate (or considerably
dimnish) this issue of the unreliability of the authentication
chai n.

5.2. Possibility of MTMin the Indirect Trust Mde
Every KDC in the authentication path knows the shared secret between
the client and the remaining KDCs in the authentication path. This

allows a nmalicious KDC to performman-in-the-mddle (MTM attacks on
conmuni cati ons between the client and any KDC in the remaining
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aut hentication chain. A nalicious KDC al so may | earn the service
session key that is used to protect the comunication between the
client and the actual application service. It can then use this key
to performa MTM attack.

In [ SPECCROSS], the authors have anal yzed the cross-real moperations
in Kerberos and provided fornmal proof of the issue discussed in this
section.

Satisfying requirements R-1 and R-2 will elimnate (or considerably
dimnish) this issue of MTM attacks by internediate KDCs in the
indirect trust nodel.

5.3. Scalability of the Direct Trust Mde

In the direct trust relationship nodel, the realns involved in the
cross-real moperations share keys, and their respective TGS s
principals are registered in each other’s KDC. Each real m nust

mai ntain keys with all foreign realnms that it interacts with. This
can becone a cunbersone task and nmay increase naintenance costs when
t he nunber of real ms increases

Satisfying requirements R-1, R 2, and R5 will elimnate (or
considerably dimnish) this issue of scalability of the direct trust
nodel .

5.4. Exposure to DoS Attacks

One of the assunptions made when all owi ng the cross-real moperation
in Kerberos is that users can conmunicate with KDCs |ocated in renote
realns. This practice introduces security threats, because KDCs are
open to the public network. Administrators may think of restricting
the access to the KDC to the trusted realns only. However, this
approach is not scal abl e and does not really protect the KDC

I ndeed, when the renpte real ms have several |IP prefixes (e.g.

control centers or outsourcing conpanies, |ocated worldw de), then
the adninistrator of the |Iocal KDC nust collect the list of prefixes
that belong to these organi zations. The filtering rules nust then
explicitly allow the incoming traffic fromany host that belongs to
one of these prefixes. This makes the adm nistrator’s tasks nore
conmplicated and prone to human errors. Also, the naintenance cost
increases. On the other hand, when a range of external |P addresses
are allowed to comunicate with the KDC, then the risk of beconing
targets of attacks fromrenote malicious users increases.

Satisfying requirements R-1, R-3, R4, and R5 will elimnate (or

consi derably dimnish) this issue of exposure to denial-of-service
(DoS) attacks.
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5.5. dient’'s Performance

In Kerberos cross-real moperations, clients have to perform TGS
exchanges with all of the KDCs in the trust path, including the home
KDC and the target KDC. A TGS exchange requires cryptographic
operations and may consune a |arge anount of processing tine,
especially when the client has linited conputational capabilities.

As a result, the overhead of Kerberos cross-real m exchanges may cause
unaccept abl e del ays in processing.

We ported the MT Kerberos library (version 1.2.4), inplenented a
Kerberos client on our original board with H8 (16-bit, 20 MHz), and
nmeasured the process tine of each Kerberos nessage [ KRBIMPL]. It
takes 195 nilliseconds to performa TGS exchange with the on-board
H Wcrypto engine. Indeed, this result seens reasonable, given the
requi renent of the response tinme for the control network. However,
we did not nodify the clock speed of the H8 during our neasurenent.
The processing tinme nust be slower in an actual environnent, because
H8 is used with a | owered cl ock speed in such a system Wth such
devi ces, the del ays can becone unacceptabl e when the nunber of
intermedi ary real ns increases.

Satisfying requirements R-1, R 2, R6, and R7 will elimnate (or
considerably dimnish) this issue relating to the client’s
per f or mance.

5.6. Kerberos Pre-Authentication Problemin Roam ng Scenari os

In roam ng scenarios, the client needs to contact her home KDC to
obtain a cross-real mTGT for the local (or visited) realm However,
the policy of the network access providers or the gateway in the

| ocal network usually does not allow clients to communicate wth
hosts in the Internet unless they provide valid authentication
credentials. In this nmanner, the client encounters a chicken-and-egg
probl em where two resources are interdependent; the Internet
connection is needed to contact the hone KDC and for obtaining
credentials, and on the other hand, the Internet connection is only
granted for clients who have valid credentials. As a result, the
Ker beros protocol cannot be used as it is for authenticating roani ng
clients requesting network access. Typically, a VPN approach is
applied to solve this problem However, we cannot always establish
VPNs between different sites.

Satisfying requirements R-3, R4, and R5 will elimnate (or

consi derably dimnish) this roanming-related i ssue pertaining to
Ker ber os pre-authentication.
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6.

9.

9.

9.

| mpl enent ati on Consi derations

Thi s docunent describes issues of Kerberos cross-real moperations.
There are inportant nmatters to be consi dered when desi gning and

i npl ementing solutions for these issues. Such solutions nust not

i ntroduce new problens. Any solution should use existing conponents
or protocols as nmuch as possible, and it should avoid introducing
definitions of new conponents. It should not require new changes to
exi sting deployed clients and as nmuch as possi bl e should not

i nfluence the client code-base. Because a KDC is a significant
server in an information system based on Kerberos, any new burden

pl aced on the KDC should be mininmal. Solutions nust take these
tradeoffs and requirenents into consideration. On the other hand,
solutions are not required to solve all of the issues listed in this
docunent at once.

Security Considerations

This docunent clarifies the issues of the cross-real moperation of
the Kerberos V system which include security issues to be
consi dered. See Sections 5.1, 5.2, 5.3, and 5.4 for further details.
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