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Abst r act

Thi s docunent describes the use of the Bidirectional Forwarding
Det ecti on (BFD) protocol over |IPv4 and IPv6 for single |IP hops.
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This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF community. It has
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Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc5881
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docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I ntroduction

One very desirable application for Bidirectional Forwarding Detection
(BFD) [BFD] is to track I Pv4 and | Pv6 connectivity between directly
connected systens. This could be used to supplenent the detection
mechani snms in routing protocols or to nonitor router-host
connectivity, anong other applications.

Thi s docunent describes the particulars necessary to use BFD in this
environnment. Interactions between BFD and ot her protocols and system
functions are described in the BFD Generic Applications docunent

[ BFD- GENERI C] .

1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ KEYWORDS] .

Applications and Linitations

This application of BFD can be used by any pair of systens
communi cating via I Pv4 and/or I Pv6 across a single IP hop that is
associated with an incomng interface. This includes, but is not
limted to, physical nmedia, virtual circuits, and tunnels.

Each BFD session between a pair of systems MJST traverse a separate
networ k-1 ayer path in both directions. This is necessary for

demul tiplexing to work properly, and al so because (by definition)
mul ti pl e sessions woul d otherw se be protecting the sane path.

If BFDis to be used in conjunction with both IPv4 and | Pv6 on a
particul ar path, a separate BFD session MJST be established for each
protocol (and thus encapsul ated by that protocol) over that |ink

If the BFD Echo function is used, transnmitted packets are i mediately
routed back towards the sender on the interface over which they were
sent. This may interact with other mechanisns that are used on the
two systens that enploy BFD. In particular, ingress filtering
[BCP38] is inconpatible with the way Echo packets need to be sent.

I mpl enent ati ons that support the Echo functi on MJIST ensure that
ingress filtering is not used on an interface that enploys the Echo
function or nmake an exception for ingress filtering Echo packets.

An inplenentation of the Echo function also requires Application
Programming Interfaces (APIs) that may not exist on all systems. A
system i npl enenting the Echo function MJUST be capabl e of sending

Katz & Ward St andards Track [ Page 2]



RFC 5881 BFD for I1Pv4 and | Pv6 (Single Hop) June 2010

packets to its own address, which will typically require bypassing
the normal forwarding | ookup. This typically requires access to APls
that bypass | P-layer functionality.

Pl ease note that BFD is intended as an Operations, Admnistration
and Mai ntenance (OAM nechani smfor connectivity check and connection

verification. It is applicable for network-based services (e.g.
router-to-router, subscriber-to-gateway, LSP/circuit endpoints, and
service appliance failure detection). |In these scenarios it is

required that the operator correctly provision the rates at which BFD
is transmtted to avoid congestion (e.g link, I/0O CPU and fal se
failure detection. It is not applicable for application-to-
application failure detection across the Internet because it does not
have sufficient capability to do necessary congestion detection and
avoi dance and therefore cannot prevent congestion collapse. Host-to-
host or application-to-application deploynent across the Internet

will require the encapsul ation of BFD within a transport that
provides "TCP-friendly" [TFRC] behavi or

3. Initialization and Derultipl exing
In this application, there will be only a single BFD session between
two systens over a given interface (logical or physical) for a
particul ar protocol. The BFD session nust be bound to this

interface. As such, both sides of a session MJST take the "Active"
role (sending initial BFD Control packets with a zero val ue of Your
Di scrimnator), and any BFD packet fromthe renote machine with a
zero value of Your Discrimnator MJST be associated with the session
bound to the renpte system interface, and protocol

4. Encapsul ation

BFD Control packets MJST be transnmitted in UDP packets with
destination port 3784, within an IPv4 or |IPv6 packet. The source
port MJST be in the range 49152 through 65535. The sane UDP source
port nunber MJUST be used for all BFD Control packets associated with
a particular session. The source port nunber SHOULD be uni que anong
all BFD sessions on the system |f nore than 16384 BFD sessions are
si nul t aneously active, UDP source port numbers MAY be reused on
mul ti pl e sessions, but the nunmber of distinct uses of the sane UDP
source port nunber SHOULD be minimnmzed. An inplenmentation MAY use
the UDP port source nunber to aid in demultiplexing incon ng BFD
Control packets, but ultinmately the nmechanisns in [BFD] MJUST be used
to demultiplex incom ng packets to the proper session

BFD Echo packets MJST be transmitted in UDP packets with destination

UDP port 3785 in an I Pv4 or | Pv6 packet. The setting of the UDP
source port is outside the scope of this specification. The

Katz & Ward St andards Track [ Page 3]



RFC 5881 BFD for I1Pv4 and | Pv6 (Single Hop) June 2010

destination address MJST be chosen in such a way as to cause the
renote systemto forward the packet back to the local system The
source address MJST be chosen in such a way as to preclude the renote
system from generating | CVP or Nei ghbor Di scovery Redirect nessages.
In particular, the source address SHOULD NOT be part of the subnet
bound to the interface over which the BFD Echo packet is being
transmtted, and it SHOULD NOT be an I Pv6 |link-1ocal address, unless
it is known by other nmeans that the renote systemw |l not send

Redi rects.

BFD Echo packets MJST be transmitted in such a way as to ensure that
they are received by the renote system On nmultiaccess nedia, for
exanple, this requires that the destination datalink address
corresponds to the renote system

The above requirenments may require the bypassing of some common | P
| ayer functionality, particularly in host inplenentations.

5. TTL/Hop Limt Issues

I f BFD authentication is not in use on a session, all BFD Contro
packets for the session MJST be sent with a Tine to Live (TTL) or Hop
Limt value of 255. All received BFD Control packets that are
demul ti plexed to the session MJST be discarded if the received TTL or
Hop Limt is not equal to 255. A discussion of this mechani smcan be
found in [GISM.

If BFD authentication is in use on a session, all BFD Control packets
MUST be sent with a TTL or Hop Limt value of 255. Al received BFD
Control packets that are denultiplexed to the session MAY be

di scarded if the received TTL or Hop Linmit is not equal to 255. |If
the TTL/Hop Linit check is nmade, it MAY be done before any
cryptographi c authentication takes place if this will avoid
unnecessary cal cul ation that would be detrinental to the receiving
system

In the context of this section, "authentication in use" neans that
the systemis sending BFD Control packets with the Authentication bit
set and with the Authentication Section included and that al

unaut henti cat ed packets denultiplexed to the session are di scarded,
per the BFD base specification.
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6.

Addr essi ng | ssues

| mpl ement ati ons MJUST ensure that all BFD Control packets are
transmitted over the one-hop path being protected by BFD

On a nultiaccess network, BFD Control packets MJST be transnitted
with source and destination addresses that are part of the subnet
(addressed fromand to interfaces on the subnet).

On a point-to-point link, the source address of a BFD Control packet
MUST NOT be used to identify the session. This means that the
initial BFD packet MJST be accepted with any source address, and that
subsequent BFD packets MJST be denul tipl exed solely by the Your
Discrimnator field (as is always the case). This allows the source
address to change if necessary. |If the received source address
changes, the local system MJUST NOT use that address as the
destination in outgoing BFD Control packets; rather, it MJST continue
to use the address configured at session creation. An inplenentation
MAY notify the application that the nei ghbor’s source address has
changed, so that the application night choose to change the
destination address or take sone other action. Note that the TTL/ Hop
Limt check described in section 5 (or the use of authentication)
precl udes the BFD packets from having cone from any source other than
t he i medi at e nei ghbor

BFD for Use with Tunnel s

A nunber of nechanisns are available to tunnel |1Pv4 and | Pv6 over
arbitrary topologies. |If the tunnel nechani sm does not decrenent the
TTL or Hop Limt of the network protocol carried within, the
mechani sm described in this docunent nmay be used to provide |iveness
detection for the tunnel. The BFD authenticati on nmechani sm SHOULD be
used and is strongly encouraged.

| ANA Consi derations

Ports 3784 and 3875 were assigned by I ANA for use with the BFD
Control and BFD Echo protocols, respectively.

Security Considerations

In this application, the use of TTL=255 on transnit and receive,
coupled with an association to an inconing interface, is viewed as
suppl yi ng equi val ent security characteristics to other protocols used
in the infrastructure, as it is not trivially spoofable. The
security inplications of this nechanismare further discussed in

[ GTSM .
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10.

10.

10.

The security inplications of the use of BFD authentication are
di scussed in [BFD].

The use of the TTL=255 check simultaneously with BFD authentication
provi des a | ow overhead nmechani sm for discarding a class of

unaut hori zed packets and may be useful in inplenmentations in which
crypt ographi ¢ checksum use is susceptible to denial-of-service
attacks. The use or non-use of this mechani sm does not inpact
interoperability.
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