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Abstr act

Thi s docunent extends the Incident Object Description Exchange Fornat
(1 CDEF) defined in RFC 5070 to support the reporting of phishing
events, which is a particular type of fraud. These extensions are
flexi bl e enough to support information gleaned fromactivities

t hroughout the entire electronic fraud cycle -- fromrecei pt of the
phishing lure to the disablenent of the collection site. Both sinple
reporting and conplete forensic reporting are possible, as is

consol idating nultiple incidents.
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Internet Engineering Steering Group (IESG. Further information on
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and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc5901
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docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
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I nt roducti on

Deception activities, such as receiving an enmail purportedly froma
bank requesting you to confirmyour account information, are an
expanding attack type on the Internet. The termnms "phishing" and
"fraud" are used interchangeably in this document to characterize
br oadl y-1 aunched soci al engineering attacks in which an electronic
identity is msrepresented in an attenpt to trick individuals into
revealing their personal credentials (e.g., passwords, account
nunmbers, personal information, ATM PINs, etc.). A successfu

phi shing attack on an individual allows the phisher (i.e., the
attacker) to exploit the individual’s credentials for financial or
other gain. Phishing attacks have norphed fromdirected emai
messages fromalleged financial institutions to nore sophisticated
lures that nmay al so include nal ware

Thi s docunent defines a data fornmat extension to the Incident Object
Descri pti on Exchange Format (1 ODEF) [RFC5070] that can be used to
descri be information about a phishing or other type of fraudul ent
incident. Sections 2 and 3 of this docunent provides an overview of
the term nol ogy and process of a phishing event. Section 4

i ntroduces the high-level report format and how to use it. Sections
5 and 6 describe the data elenments of the fraud extensions. The
appendi ces include an XM. schena for the extensions and a few exanpl e
fraud reports.

The extensions defined in this docunent nay be used to report the
social engineering victimlure, the collection site, credentia
targeted ("spear") phishing, broad nulti-recipient phishing, and
other evolving Internet-based fraud attenpts. Ml ware and ot her
mal i ci ous software included within the lure may al so be incl uded
within the report.

Whay a Common Report Format |s Needed

To conbat the rise in malicious activity on the Internet, service
providers and investigative agencies are sharing nore and nore
network and event data in a coordinated effort to identify
perpetrators and conproni sed accounts, coordinate responses, and
prosecute attackers. As the nunber of data-sharing parties

i ncreases, the nunber of party-specific tools, formats, and
definitions nultiply rapidly until they overwhel mthe investigative
and coordination abilities of those parties.
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By using a conmon fornmat, it becones easier for an organization to
engage in this coordination as well as correlation of infornmation
frommultiple data sources or products into a cohesive view As the
nunber of data sources increases, a conmon format becones even nore
i mportant, since nmultiple tools would be needed to interpret the
different sources of data. A big win in a comon format is the
ability to automate nany of the anal ysis tasks and significantly
speed up the response and prosecution activities.

1.2. Processing of Exchanged Data Not Defi ned

While the intended use of this specificationis to facilitate data
sharing between parties, the nechanics of this sharing process and
its related political challenges are out of scope for this docunent.

1.3. Rel ation to the I NCH | ODEF Data Model

I nstead of defining a new report format, this docunent defines an
extension to [RFC5070]. The | ODEF defines a flexible and extensible
format and supports a granular |evel of specificity. These phishing
and fraud extensions reuse subsets of the | ODEF data nodel and, where
appropriate, specify new data el enents. Leveragi ng an existing
specification allows for nore rapid adoption and reuse of existing
tools in organizations. For clarity, and in order to elininate
duplication, only the additional structures necessary for describing
t he exchange of phishing and e-crine activity are provided.

2. Terminology Used in This Docunent

Since many people use different but sinilar terns to nean the sane
thing, we use the following termnology in this docunent.

a. Phishing
The overall process of identifying victins, contacting themvia a
lure, causing a victimto send a set of private credentials to a
collection site, and storing those credentials is called
phi shi ng.

b. Fraud Event

A fraud event is the conbination of phishing and subsequent
fraudul ent use of the private credentials.
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C. Lure

Alure is the decoy used to trick a victiminto perform ng sone
activity, such as providing their private credentials. The lure
relies on social engineering concepts to convince the victimthat
the lure is genuine and its instructions should be followed. A
lure includes a pointer or link to a collection site.

d. Collection Site
The website, email box, SMS nunmber, phone nunmber, or other place
where a phished victimsends their private credentials for later
fraudul ent use by a crimnal

e. Credentials
A credential is data that is transferred or presented to

establish either a clainmed identity or the authorizations of a
systementity. Many websites require a user nane and password --

conbi ned, they are a credential -- to access sensitive content.
f. Message
Al though primarily email, a lure can be transported via any

messagi ng nedi um such as instant nessages, Voice over |P (VolP)
or text via an SM5 service. The term "nessage" is used as a
generic termfor any of these transport nedi uns.
2.1. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
3. Interesting Fraud Event Data

Before defining the structure of the | ODEF extensions, we identify
the "interesting" data in phishing and other fraudul ent activities.
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3.1. The Elenents of a Phishing/Fraud Event

oo + oo +
| Fraudster |<---<-- | Collection Site |<---O-<----<----+
R + T + | |
| | |
| +-_| _____ + N
| | Sensor | Credentials
| AR + |
| T + | [ S, +
\--->--| Attack Source |--Lure--->----- Oo----- > | User/ |
Fomm e + | Victim |
D +

Figure 3.1. The Conponents of Internet Fraud

I nt er net - based phishing and fraud activities are nornmally conprised
of at |east six conponents:

1. The phisher, fraudster, or party perpetrating the fraudul ent
activity. Most tines this party is not readily identifiable.

2. The attack source -- the source of the phishing email, virus,
trojan, or other attack -- is masked in an enticing manner

3. The lure used to trick the victiminto respondi ng.
4. The user, victim or intended target of the fraud or phish

5. The credentials, personal data, or other information the victim
has surrendered to the phisher.

6. The collection site, where the victimsends their credentials or
personal data if they have been duped by the lure of the phisher.
This may be a website, mail box, phone operator, or database.

If we take a holistic view of the attack, there are sone additiona
conponents:

0 The sensor -- the nmeans by which the phish is detected. This
el ement nmay be an intrusion detection system firewall, filter
emai | gateway, or hunan anal yst.

o A forensic or archive site (not pictured), where an investigator

has copied or otherw se retained the data used for the fraud
attenpt or credential collection
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3.1.1. Fraudulent Activity Extensions to the | ODEF- Docunent

Fraud events are reported in a fraud activity report, which is an

i nstance of an XM. | ODEF- Documnent | ncident elenent with added

Event Data and Additional Data el ements. The additional fields in the
Event Data specific to phishing and fraud are enclosed in a
PhraudReport XM. el ement. Fraudulent activity nay include multiple
emai | s, instant nmessages, or network nmessages, scattered over various
times, locations, and nethodol ogi es. The PhraudReport w thin an
Event Data may i nclude information about the emnil header and body,
details of the actual phishing lure, correlation to other attacks,
and details of the renoval of the web server or credential collector.
As a phishing attack may generate nultiple reports to an incident
team nultiple PhraudReports may be conbined into one EventData
structure, and multiple EventData structures may be conbined into one
i ncident report. One | ODEF incident report nay record one or nore

i ndi vi dual phi shing events and may include multiple EventData

el ement s.

Thi s docunent defines new extension elenments for the EventData | ODEF
XML el enents and identifies those required in a PhraudReport. The
appendi ces contain sanple fraud activity reports and a conplete
schema.

The | ODEF Ext ensions defined in this docunent conply with Section 4,
"Extending the | ODEF Format" in [ RFC5070].

3. 2. Useful Data Itens in a Fraud Event

There are a nunber of subtle and non-obvious data to capture froma
fraud event that nmake the event analysis and correlation with other
events nore useful. These data can be grouped into categories:

3.2.1. Dat a about the Lure

If alure was presented as part of the fraud event, this category

i ncludes the original received lure, the neans by which the lure was
received (e.g., email, phone, or SM5), and the source addresses that
sent the lure. Oher useful data includes DNS data about the lure
source, identification of any acconpanyi ng nal ware, and the brand
nane defrauded

3.2.2. Credential Collection Site Data
The collection site contains victimidentifications, along with
copi es of data supplied by the victinms, such as account nanes or

nunbers, passwords, dates of birth, etc. This category of usefu
data i ncludes these credentials, along with informati on about the
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collection site itself, such as its type, site DNS data, DNS

regi strant data, and site physical location. The |ocation and
registrant information is particularly inportant if |aw enforcenent
assistance is expected. Additionally, an entire site archive can be
gathered to allow a collector on a shared website to be disabl ed

wi t hout inpacting other users.

3.2.3. Detection Information

This is a non-obvious data category and contains data on how the lure
or collection site was detected. Understanding how the |ure was
detected allows us to design and inpl enent better detection systens.

3.2.4. Analysis Qutput

In an environnent where tine is critical, it is inperative that

anal ysis fromone party can be reliably explained to and shared with
other investigative parties. This grouping includes data that an

i nvestigator found interesting or could be useful to others.

4. Fraud Activity Reporting via | ODEF-Docunents

A fraud activity report is an instance of an XM. | ODEF- Docunent with
addi ti onal extensions and usage gui dance, as specified in Section 4
of this docunent. These additional extensions are inplenented

t hrough the PhraudReport XM. el enent.

As described in the follow ng subsections, reporting fraud activity
has three primary conponents: choosing a report type, a format for
the data, and how to check the correctness of the format.

4.1. Fraud Report Types

There are three actions relating to reporting phishing events.

First, a reporter may *create* and exchange a new report on a new
event. Secondly, a reporter may *update* a previously exchanged
report to indicate new collection sites, site takedown information,

or related activities. Lastly, a reporter nay have realized that the
report is in error or contains significant incorrect data and that
the prudent reaction is to *delete* the report.

The three types of reports are denoted through the use of the

ext -purpose attribute of an Incident elenent. A new report contains
an enpty or a "create" ext-purpose value; an updated report contains
an ext-value value of "update"; a request for deletion contains a
"del ete" ext-purpose value. Note that this is actually an advisory
marking for the report originator or recipient, as operating
procedures in a report life cycle are very environment specific.
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4.2. Fraud Report XM. Representation

The | ODEF | nci dent el enment ([RFC5070], Section 3.2) is sumarized

below. It and the rest of the data nodel presented in Section 4 is
expressed in Unified Mdeling Language (UML) syntax as used in the
| ODEF specification. The UML representation is for illustrative

purposes only; elenents are specified in XM. as defined in
Appendi x A

| | <>--[ Additional Data ]

| | <>--[ PhraudReport ]
| <>--{0..1}--[ History ]

| <>--{0..*}--[ Additional Data ]

o m e e e e e oo +

| I'ncident |

o e e e e e e e oo o +

| ENUM pur pose [ <>---------- [ I'ncidentID ]

| STRI NG ext-purpose |<>--{0..1}--[ AlternativelD ]
| ENUM I ang [ <>--{0..1}--[ RelatedActivity ]
| ENUM restriction | <>--{0..1}--[ DetectTine ]

| | <>--{0..1}--[ StartTine ]

| | <>--{0..1}--[ EndTime ]

| [ <>---------- [ ReportTinme ]

| | <>--{0..*}--[ Description ]

| | <>--{1..*}--[ Assessnent ]

| | <>--{0..*}--[ Method ]

| | <>--{1..*}--[ Contact ]

| | <>--{0..*}--[ EventData ]

|

|

|

|

Figure 4.1. The | ODEF XM. I ncident Elenent (Modified)

A fraud activity report is conposed of one iodef:Incident elenent
that contains one or nore rel ated PhraudReport el enents enbedded in
the i odef: Additional Data el enent of iodef:EventData. The
PhraudReport el enent is added to the | ODEF using its defined

ext ensi on procedure docunented in Section 5 of [RFC5070].

One | CDEF- Docunent may contain information on nultiple incidents with
i nformati on for each incident contained within an iodef:|ncident
el ement ([ RFC5070], Section 3.12).
4.3. Syntactical Correctness of Fraud Activity Reports
The fraud activity report MJST pass XM validation using the schema

defined in [ RFC5070] and the extensions defined in Appendix A of this
docunent .
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5.

5.

PhraudReport El enent Definitions

A PhraudReport consists of an extension to the

I nci dent . Event Dat a. Addi ti onal Data el ement with a dtype of "xml". The
el ements of the PhraudReport will specify information about the six
conponents of fraud activity identified in Section 3.1. Additiona
forensic informati on and commentary can be added by the reporter as
necessary to show relation to other events, to show the output of an
i nvestigation, or for archival purposes.

1. PhraudReport Structure

A PhraudReport elenment is structured as follows. The conponents of a
PhraudReport are introduced in functional grouping, as sone
paraneters are related and sone el enents nmay not nake sense

i ndi vidual l'y.

STRI NG Ver si on | <>--{0..1}--
ENUM Fr audType | <>--{0..1}--
STRI NG ext-value |<>--{0..1}--

Phi shNanmeRef ]
Phi shNanmeLocal Ref ]
FraudPar anmet er ]

I [

| |

| | <>--{0..*}--[ FraudedBrandNare ]
| | <>--{1..*}--[ LureSource ]

| | <>--{1..*}--[ OiginatingSensor ]
| | <>--{0..1}--[ Email Record ]

| | <>--{0..*}--[ DCSite ]

| | <>--{0..*}--[ TakeDownlnfo ]

| | <>--{0..*}--[ ArchivedData ]

| | <>--{0..*}--[ RelatedData ]

| | <>--{0..*}--[ CorrelationData ]
| | <>--{0..1}--[ PRCommrents ]

Figure 5.1. The PhraudReport El enent

Rel evant information about a phishing or fraud event is encoded into
si x conponents as follows:

a. The Phi shNameRef and Phi shNaneLocal Ref el enents identify the
fraud or class of fraud.

b. The LureSource el enent describes the source of the attack or
phi shing lure, including host information and any included
mal war e.
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c. The DCSite el enent describes the technical details of the
credential collection site.

d. The OiginatingSensor el enment describes the neans of detection

The Rel atedData, ArchivedData, and TakeDownlnfo fields allow optiona
forensics and history data to be included.

A specific phish/fraud activity can be identified using a conbination
of the FraudType, FraudParaneter, FraudedBrandNane, LureSource, and
Phi shNameRef el enents.

5.2. Reuse of | ODEF-Defined El enents

El enents, attributes, and paraneters defined in the base | ODEF

speci fication were used whenever possible in the definition of the
PhraudReport XM. el ement. This specification does not introduce any
new vari abl e types or encodings to the | ODEF data nodel, but extends
the | ODEF Contact and System el enents.

The data nodel schena contains a copy of the iodef:System el enent.

Al t hough we would like to just extend the Systemelenent, it is
defined in RFC 5070 wi th an unabl e-to-extend anonynous type, so we
copied the elenent, naned its underlying type, and then generated the
extension to it.

Note: Elenments that are inported fromthe base | ODEF specification
are prefaced with an "iodef" XM. nanespace and are noted with the
section defining that el enent in [RFC5070]. Each elenent in a
PhraudReport is used as described in the follow ng sections.

5.3. Elenent and Attribute Specification Fornat

The follow ng sections describe the components of a PhraudReport XM
el ement. Each description is structured as foll ows.

1. Aterse XM--type identifier for the elenent or attribute.

2. An indication of whether the elenent or attribute is REQU RED or
optional. Mandatory itenms are noted as REQU RED. If not
specified, elenents are optional. Note that when optiona
el ements are included, they may REQUI RE specific sub-el enents.

3. A description of the element or attribute and its intended use.
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El ements that contain sub-elements or enunerated values are further
sub-sectioned. Note that there is no "trickle-up" effect in
elements. That is, the required elenments of a sub-elenent are only
popul ated if the sub-element is used.

5.4, Version Attribute

REQUI RED. STRING  The version shall be the value 0.06, to be
conpliant with this docunent.

5.5. FraudType Attribute

REQUI RED. One ENUM The FraudType attribute describes the type of
fraudul ent activity described in this PhraudReport. The FraudType
chosen deternines the val ue of the FraudParaneter filed. This field
contains one of the foll owi ng val ues:

1. phishing. The FraudParaneter should be the subject line of the
phishing lure enail or value of a lure IMor VolP nessage. This

type is a standard phishing lure, usually sent as email, and is
intended to exploit the recipient’s credentials for financial
gai n.

2. recruiting. The FraudParaneter is the subject line of the
recruit, or nule, enmil or nessage.

3. malware distribution. The FraudParanmeter is the enmail subject
line of the phishing email. This type of email phish does not
pose a risk of financial loss to the recipient, but lures the
recipient to an infected site.

4. fraudulent site. This identifies a known fraudulent site that
does not necessarily send spambut is used to show lures. The
FraudParaneter may be used to identify the website.

5. dnsspoof. This choice does not have a rel ated FraudParaneter.
This value is used when a DNS system conponent responds with an
untrue | P address for the requested domain nanme due to either
cache poi soning, |ID spoofing, or other manipul ation of the DNS
system

6. archive. There is no required FraudParanmeter for this choice,
al t hough the FraudParaneter of the original phish could be
entered. The data archived fromthe phishing server is placed in
the ArchivedData el ement.

7. other. This is used to identify not-yet-enunerated fraud types.
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8. unknown. This choice nmay have an associ ated FraudParaneter. It
is used to cover confused cases.

9. ext-value. This choice identifies an unidentified FraudType.
The FraudType should be captured in the ext-value attribute.

5.5.1. ext-value Attribute

OPTIONAL. This STRING may be popul ated with a FraudType that has not
been predefi ned.

5.5.2. FraudParanet er El enent

Zero or one value of iodef: M.StringType. The contents of this

el ement are dependent on the FraudType choice. It nmay be an enai
subject line, VolP lure, link in an I M nmessage, or a web URL. Note
that some phishers add a nunber of random characters onto the end of
a phish email subject line for uniqueness; reporters should delete

t hose characters before insertion into the FraudParaneter field.

5. 6. Phi shNaneRef El enent

Zero or one value of iodef: M.StringType. The PhishNaneRef elenment is
the conmon nane used to identify this fraud event. It is often the
nane agreed upon by involved parties or vendors. Using this nanme can
be a convenient way to reference the activity when collaborating with
other parties, the nedia, or engaging in public education

5.7. Phi shNaneLocal Ref El enent

Zero or one value of iodef: M.StringType. The Phi shNaneLocal Ref

el ement describes a |l ocal name or Unique-IDentifier (UD) that is
used by various parties before a comonly agreed-upon termis
adopted. This field allows a cross-reference fromthe submitting
organi zation's systemto a central repository.

5.8. FraudedBrandNanme El enent
Zero or nore values of iodef:MStringType. This is the identifier of

the recogni zed brand nanme or conpany nane used in the phishing
activity (e.g., XYZ Sem conductor Corp).
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5.9. LureSource El enent

REQUI RED. One or nore values. The LureSource el enent describes the
source of the PhraudReport lure. It allows the specification of IP
addresses, DNS nanes, domain registry information, and rudi nentary
support for the files that m ght be downl oaded or registry keys
nodi fi ed by the crinmeware.

T LT +

| LureSource |

B S +

| | <>--(1..*)--[ System]

| | <>--(0..*)--[ DomainData ]

| | <>--(0..1)--[ IncludedMal ware ]

| | <>--(0..1)--[ Fil esDownl oaded ]

| | <>--(0..1)--[ WndowsRegi stryKeyshwbdified ]

Figure 5.2. The LureSource El enent
5.9.1. System El enent

REQUI RED. One or nore val ues of the iodef: System ([ RFC5070],
Section 3.15). The system el enent describes a particul ar host

i nvolved in the phishing activity. |If the real |IP address can be
ascertained, it should be popul ated. A spoofed address may al so be
entered, and the spoofed attribute SHALL be set.

Multiple Systemelenments nmay be used to identify the DNS nane and I P
address(es) of the lure source.

5.9.2. Donai nDat a El enent

Zero or nore el enment values. The Domai nData el enent describes the
regi stration, delegation, and control of a domain used to source the
lure and can identify the I P address associated with the System
element URI. Capturing the donmain data is very useful when

i nvestigating or correlating events.
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The structure of a Donmai nData elenent is as foll ows:

| <> oo [ Nane ]
. [ Dat eDomai nWasChecked ]
NUM SystentStatus |<>--(0..1)--[ RegistrationDate ]
NUM Domai nStatus | <>--(0..1)--[ ExpirationDate ]
[
[

mm

| <>--(0..*)--[ Naneservers ]
| <>--(0..1)--[ Domai nContacts ]

Figure 5.3. The Donmi nData El enent

5.9.2.1. Nane El enent
REQUI RED. One val ue of iodef: M.StringType. The Nane el enent
contains the host DNS nanme used in this event. |Its value should be
the conpl ete DNS host address; e.g., if an event targeted
www. exanpl e. com the val ue woul d be www. exanpl e. com

5.9.2.2. DateDormai nWasChecked El enment
Zero or one value of DATETIME. This elenent includes the tinestanp
of when this domain data was checked and entered into this report, as
many phishers nodify their domain data at various stages of a
phi shi ng event.

5.9.2.3. RegistrationDate El enent

Zero or one value of DATETIME. The RegistrationDate el enent shows
the date of registration for a domain.

5.9.2.4. ExpirationDate El enent

Zero or one value of DATETIME. The ExpirationDate el enent shows the
date the domain will expire.

5.9.2.5. Nanmeser vers El enent
Zero or nore values. These fields hold naneservers identified for

this donmain. Each entry is a sequence of DNSNaneType and i odef:
Address pairs, as specified bel ow
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Fomemmeiianeanaiiaas +
| Naneservers |

T +

| | <>---------- [ Server]

| | <>--(1..*)--[ iodef:Address ]
o e e e e e e e oo o +

Figure 5.4. The Naneservers El enent

The use of one Server value and nultiple Address values is used to
note nmultiple | P addresses associated with one DNS entry for the
domai n naneserver.

5.9.2.5.1. Server El enent

One val ue of iodef: M.StringType. This field contains the DNS nane of
t he domai n naneserver.

5.9.2.5.2. iodef:Address El enent

One or nore values of iodef:Address. This field lists the IP
address(es) associated with this Server el enent.

5.9.2.6. Domai nContacts El enent

REQUI RED. Choi ce of either a SanmeDomai nContact or one or nore
Contact el enents. The Domai nContacts elenent allows the reporter to
enter contact information supplied by the registrar or returned by
whoi s queries. For efficiency of the reporting party, the domain
contact infornmation nmay be marked to be the sane as another donain
al ready reported using the SaneDonai nCont act el enent.

| | <>--(0..1)--[ SanmeDomai nContact ]
| | <>--(1..*)--[ Contact ]

Figure 5.5. The Domai nContacts El ement
5.9.2.6.1. SaneDonai nCont act El enent
REQUI RED. One iodef: M.StringType. The SaneDonei nContact elenment is
popul ated with a dormain name if the contact information for this
domain is identical to that nane in this or another report.

I mpl enentors are cautioned to only use this el enent when the domain
contact data returned by a registrar or registry is identical.
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5.9.2.6.2. Contact El enent

REQUI RED. One or nore iodef: Contact elenments. This elenment reuses
and extends the iodef:Contact elenents for its conmponents. Each
component may have zero or nore values. |If only the role attribute
and t he Contact Nane conponent are popul ated, the sane (identical)
information is listed for nultiple roles.

Fmm e e e +

| Contact |

e e e a - +

| [<>----nnn--- [ iodef:Contact Name ]

| | <>--(0..*)--[ iodef:Description ]

| ENUMrole | <>--(0..*)--[ iodef:RegistryHandl e ]
| | <>--(0..1)--[ iodef:Postal Address ]
| ENUM restriction | <>--(0..*)--[ iodef:Email ]

| STRING ext-role | <>--(0..*)--[ iodef: Tel ephone ]

| ENUM type | <>--(0..1)--[ iodef:Fax ]

| STRING ext-type | <>--(0..1)--[ iodef:Tinmezone ]

| [<->---oooe-- [ Additional Data ]

| | +<-> [ Confidence ]
o m e e e e e oo +

Figure 5.6. The Contact El enent

Each Contact has optional attributes to capture the sensitivity and
role for which the contact is listed. El ements reused from[RFC5070]
are not discussed in this docunent.

5.9.2.6.2.1. Confidence El enent

REQUI RED. ENUM The Confidence el ement describes a qualitative
assessnent of the veracity of the contact information. This
attribute is an extension to the iodef: Contact elenent and is defined
in this docunent. There are five possible Confidence val ues, as
fol | ows.

1. known-fraudulent. This contact infornmation has been previously
determined to be fraudul ent, as either non-existent physica
i nformati on or containing real information not associated with
this domain registration

2. looks-fraudulent. The contact information has suspicious
i nformati on included.

3. known-real. The contact information has been previously
i nvestigated or determ ned to be correct.
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| ooks-real. The contact information does not arouse suspicion
but has not been previously validated.

unknown. The reporter cannot make a val ue judgnent on the
cont act dat a.

5.9.2.6.2.2. ext-role Attribute

REQUI RED. ENUM The ext-role attribute is extended fromthe iodef:
ext-role attribute with values identified in RFC 3982 [ RFC3982]. The
ext-val ue value of the role attribute should be used, with the
ext-role attribute value chosen fromone of the foll owi ng val ues:

1

2.

5.9.

billingContacts

t echni cal Cont act s

admi ni strativeContacts

| egal Cont acts

zoneCont act s

abuseCont act s

securityContacts

ot her Cont act s

hosti ngProvider. This contact is the hosting provider of this
server. Although not in RFC 3982, it is useful in investigations
to note where the server is |located and who operates it. Load-
bal anced, multicast, or anycast servers may have nultiple

hosti ngProvi der contact entries.

Systenttatus Attribute

REQUI RED. ENUM The Systenfttatus attribute assesses a systenis
invol venent in this event. The value is chosen fromthis |ist:

1

spoofed. This domain or systemdid not participate in this
event, but its address space or DNS nane was sinply used by
anot her party.

fraudul ent. The systemis operated with fraudul ent intentions,
e.g., the domain nane is a honophone.
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3. innocent-hacked. The system was conpronised by a third party and
used in this event.

4. innocent-hijacked. The |IP address or domai n nanme was
deliberately hijacked via BGP or DNS and used in this event to
source the lure or host the collection site.

5. unknown. No conclusions are inferred fromthis event.

5.9.4. DomainStatus Attribute

ENUM The Donmai nStatus attribute describes the registry status of a

domain at the time of the report. The follow ng enunerated list is

taken fromthe "domai nStat usType" of [RFC3982]. An extra "unknown"
val ue was added in case the status is indetermninable.

1. reservedDel egati on

2. assi gnedAndActi ve

3. assi gnedAndl nacti ve

4. assi gnedAndOnHol d

5. revoked

6. transf er Pendi ng

7. regi strylLock

8. regi strarLock

9. ot her

10. unknown

5.9.5. IncludedMal ware El enent

Zero or one value. The IncludedMal ware el ement allows for the

identification and optional inclusion of the actual malware that was

part of the lure. The goal of this elenment is not to detail the

characteristics of the malware but rather to allow for a conveni ent
element to link malware to a phishing canpaign.
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| | <>--(1..*)--[ Nane ]
| | <>--(0..1)--[ ds:Reference ]
| | <>--(0..1)--[ Data ]

oo +
Fmm e e a oo +
| Data |
o e e e e e e +
| hexBinary XORPattern
Fom e e i aaa o +

Figure 5.7. The IncludedVal ware El enent
5.9.5.1. Nane El enent

REQUI RED. One or nore val ues of iodef: M.StringType. This fieldis
used to identify the lure malware by its known nane. Unnaned nal ware
may be identified by a value of "unknown".

5.9.5. 2. Ref erence El enent

Zero or one value of the Reference. This optional field is used to

hold the algorithmidentification and val ue of a hash conputed over

the mal ware executable. This entire element is inported from

[ RFC3275]. Inplenmentations SHOULD support the use of SHA-1 [ SHA] as
a Di gest Met hod.

5.9.5.3. Data El enment

Zero or one value. The optional Data elenent is used to include the
lure mal ware, which is encoded as a hexBinary type and XORed with a
pattern to render it harm ess

5.9.5.3.1. XORPattern Attribute

One val ue of hexBinary. The Data el ement includes a 16-hexadeci nal -
character XORPattern attribute to support disabling the included

mal ware to bypass anti-virus filters. The default value is
0x55AA55AA55AA55BB, which woul d be XORed with the mal ware datastring
to recover the actual malware
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oaded El enment

ue of a sequence of File el enents.

e e e e e e e e o +
| Fi | esDownl oaded |
T +
| [<>--(1..*)--[ File]
Fmm e e e e +
Figure 5.8. The Fil esDownl oaded El enent
5.9.6.1. File Elenent
One or nore values of iodef: MStringType. The File elenment value is

the nane of a file downl oaded by this lure.

5.9.7. WndowsRegi st ryKeyshbdi fi ed El enent
One or nore val ues of the Key sequence. The contents of the
W ndowsRegi stryKeyshModi fied el ement are sequences of Key el ements.
o e e e e e e e m e e e e +
| W ndowsRegi stryKeyshodified
e +
| | <>--(1..%)--[ Key ]
e +
B TS +
| Key |
e +
| | <>----- [ Nane ]
| | <>----- [ Value ]
S +
Figure 5.9. The WndowsRegi st ryKeyshbdi fi ed El enent
5.9.7.1. Key El enent
One or nore sequences. The Key elenent is a sequence of Nane and

Val ue pairs representing an operating systemregistry key and its

val ue.
[ KB310516] .

Cain & Jevans

The key and val ue are encoded as in M crosoft

.reg files

St andards Track [ Page 21]



RFC 5901 | ODEF Phi shi ng Ext ensi ons July 2010

5.9.7.1.1. Nane El enent
One STRING representing the Wndows Operating System Registry Key
Name. The value is encoded as in Mcrosoft .reg files, e.qg.
[ HKEY_LOCAL_MACHI NE\ Sof t war e\ Test \ KeyNane] .

5.9.7.1.2. Value Elenent

One STRING, representing the value of the associated Key encoded as
in Mcrosoft .reg files, e.g., REG BI NARY: 01

5.10. OiginatingSensor Elenent
REQUI RED. The Origi nati ngSensor el enent contains the identification

and cogni zant data of the network el ement that detected this fraud
activity. Note that the network el ement does not have to be on the

Internet itself (i.e., it may be a local Intrusion Detection System
(IDS)), nor is it required to be nmechanical (e.g., humans are
al | owed).

Mul tiple OiginatingSensor elements are allowed to support detection
at multiple |ocations.

o e e e e e e e e e oo - o +
| OriginatingSensor

Fom e e e e e e ee e +

| ENUM Ori gi nati ngSensor Type | <>------------ [ DateFirstSeen ]
| | <>--(1..*)----[ iodef:System]
o e e e e e e e e e e e a o +

Figure 5.10. The OiginatingSensor El enent

The OriginatingSensor requires a type value and identification of the
entity that detected this fraudul ent event.

5.10.1. OiginatingSensorType Attribute

REQUI RED. ENUM The value is chosen fromthe follow ng |ist,
categori zing the function of this sensor

1. web. A web server or service detected this event.

2. webgateway. A proxy, firewall, or other network gateway detected
this event.

3. nmailgateway. The event was detected via a mail gateway or
filter.
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4, browser. The event was detected at the user web interface or
browser-type el enent.

5. ispsensor. The event was detected by an automated systemin the
networ k, such as Intrusion Detection System |Intrusion Protection
System or other Internet Service Provider device.

6. human. A non-autonated system (e.g., a human, nanual analysis,
etc.) detected this event.

7. honeypot. The event was detected by receipt at a decoy device.
8. other. The detection was performed via a non-1listed nethod.
5.10.2. DateFirstSeen El enent

REQUI RED. DATETIME. This is the date and tinme that this sensor
first saw this phishing activity.

5.10. 3. iodef:System El enent

REQUI RED. One or nore values of iodef:System This is
identification information (such as the IP version, |IP address, etc.)
of the entity that detected this event. The ability to identify

mul tiple detectors is supported.

5.11. The DCSite El enent

Zero or nore DCSite elements. The DCSite captures the type,
identifier, location, and other pertinent information about the
credential gathering process, or data collection site, used in the
phi shing incident. The data collection site is identified by four

el ements: the type of collector, the network location, information
about its DNS domain, and a confidence factor. Further details about
the domain, system or owner of the DCSite can be inserted into the
Donai nDat a sub- el enent .

If the DCSite elenment is present, a value is required. Miltiple
DCSite elenents are allowed to indicate multiple collection sites for
a single collector. Miltiple URLs pointing to the sane DNS entry can
be identified with nmultiple SiteURL el ements.
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e +
| DCSite |

. +

| ENUM DCType |<>--4-------- [ SiteURL ]

| | e [ Domain |

| | oo - [ Email Site ]
| | e [ System]

| | R [ Unknown ]

| | <>--(0..*)---[ iodef: Node ]
I

I

: [
| <>--(0..1)---[ DonuminData ]
[ iodef:Assessnent ]

Figure 5.11. The DCSite El enent
5.11.1. DCType Attribute

REQUI RED. ENUM The DCType attribute identifies the nethod of data
collection as determi ned through the anal ysis of the victimconputer,
lure, or malware. This attribute coupled with the DCSite content
identifies the data collection site.

1. web. The user is redirected to a website to coll ect the data.
2. email. The victimsends an email with credentials encl osed.
3. keylogger. Some form of keylogger is downl oaded to the victim

4. automation. Oher forms of automatic data collection, such as
background bject Linking and Enbeddi ng (OLE) autonmtion, are
used to capture information on the user’s nmachi ne.

5. unspecified.
5.11.2. DCSite Val ues

REQUI RED. The DCSite el enent contains the | P address, URL, enuil
site, or other identifier of the credential or data collection site.
The Donai n choice may be used to identify entire "phishy" domains

li ke those used for the RockPhish and related nmalware. Each DCSite
el ement al so includes a confidence attribute to convey the reporter’s
assessnent of their confidence that this DCSite element is valid and
involved with this event. The confidence value is a per-DCSite
value, as nultiple-site data collectors may have different confidence
val ues.
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The DCSite elenent is a choice of:

1

SiteURL. One value of iodef:MStringType. This choice supports
URI s and ot her web-based identifiers.

Domai n.  One val ue of iodef:MStringType. This choice allows the
entry of a DNS donai n nane.

Emai |l Site. One value of iodef: MStringType. This choice
includes an ennil address if the site used enmail communi cati ons.

i odef : Address. One val ue of iodef: Address elenent. This choice
is used to capture the I P address of a site.

Unknown. One val ue of iodef: M.StringType. The unknown entry is
used for exceptions to the preceding choices.

5.11.2.1. Confidence Attribute

One val ue of INTEGER The confidence attribute is a value between 0
and 100, representing the reporter’s certainty that this is a genuine
phishing site. A value of O represents a false positive; a value of
100 signifies that the reporter has independently verified this site.

5.11. 3.

i odef : Node El ement

Zero or nore values of iodef:Node. This elenent is used to identify
the I P address(es) or DNS nanmes associated with the DCSite el ement
val ue.

5.11. 4.

Domai nDat a El enent

Zero or one value of Dommi nData (Section 5.9.2). This elenment allows
for the identification of data associated with the data coll ection
site.

5.11.

i odef : Assessnent El enent

Zero or one val ue of iodef:Assessment. This elenment is used to
designate different confidence levels of nmultiple-site data
col l ectors.

5.12.

TakeDownl nf o El enent

Zero or nore TakeDownl nfo elenments. This elenent identifies the
agent or agency that perforned the renoval, DNS domai n di sabl ement,

or

I SP- bl ockage of the phish or fraud collector site. A PhraudReport

may have multiple TakeDownl nfo el enents to support activities where

Cain & Jevans St andards Track [ Page 25]



RFC 5901 | ODEF Phi shi ng Ext ensi ons July 2010

mul tiple takedown activities are involved on different dates. Note
that the term "agency" is used to identify any party perform ng the
bl ocki ng or renoval, such as |ISPs or private parties, and not just
governnent entities.

The TakeDownl nfo el enent allows one date elenent with nultiple
TakeDownAgency and Comment el ements to support operations using
nmul ti pl e agenci es.

| | <>---(0..1)--[ TakeDownDate ]
| | <>---(0..*)--[ TakeDownAgency ]
| | <>---(0..*)--[ TakeDownComments ]

Figure 5.12. The TakeDownl nfo El enent

5.12.1. TakeDownDat e

Zero or one value of DATETIME. This is the date and tine that
t akedown of the collector site occurred.

5.12.2. TakeDownAgency

Zero or nore iodef: M.StringType elenents. This is a free-formstring
i dentifying the agency, corporation, or cooperative that perforned
t he takedown.

5.12.3. TakeDownComment s
Zero or nore iodef: M.StringType elenments. A free-formfield to add
any additional details of this takedown effort or to identify parties

that assisted in the effort at an Internet Service Provider (1SP)
Conput er Enmergency Response Team (CERT), or DNS registry.

Cain & Jevans St andards Track [ Page 26]



RFC 5901 | ODEF Phi shi ng Ext ensi ons July 2010

5.13. ArchivedData El enent

Zero or nore values of the Archi vedData el enent are all owed.

| ENUM type | <>---(0..1)--[ URL ]
| | <>---(0..1)--[ Comments ]
| | <>---(0..1)--[ Data ]

Figure 5.13. The ArchivedData El enent

The ArchivedData URL elenent is populated with a pointer to the
contents of a data collection site, base canp (i.e., devel opnment
site), or other site used by a phisher. The ArchivedData Data

el ement may al so include a copy of the archived data recovered froma
phi shing system This elenment will be popul ated when, for exanpl e,
an | SP takes down a phisher’s website and has copied the site data
into an archive file.

There are four types of archives currently supported, as specified in
the type field.

5.13.1. type Attribute

REQUI RED. This paraneter specifies the type of site data pointed to
by the ArchivedData URL el ement, fromthe following list:

1. <collectionsite. The archive is a set of files fromthe
collection site.

2. basecanmp. The contents of a criminal devel opnment site are
included in the archive.

3. sendersite. The archive is a set of files or data froma
phi shing lure sending site.

4. credentiallnfo. The included archives are recovered private
credenti al s.

5. unspecified. The archive contents do not fit into one of the

above categories and will be described in the DataComrents
el ement .
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5.13.2. URL El enent

Zero or one value of anyURL. As the archive of an entire site can be
quite large, the URL el enment points to an Internet-based server where
the actual content of the site archive can be retrieved. Note that
this elenent just points out where the archive is and does not
include the entire archive in the report. This is the URL where the
archive file is |ocated.

5.13.3. Comments El enent

Zero or one value of iodef:MStringType. This fieldis a free-form
area for coments on the archive and/or URL.

5.13.4. Data El enent

Zero or one value of xs:Base64Binary. This field contains a base64-
encoded version of the data described in the conment field above.

5.14. Rel atedData El enent
Zero or nore values of anyURI. This elenment allows the listing of
other websites or net sites that are related to this incident (e.g.
victimsite, etc.).

5.15. Correl ati onData El enent

Zero or nore values of iodef:MStringType. Any information that
correlates this incident to other incidents can be entered here.

5.16. PRConments El enment

Zero or one value of iodef: M.StringType. This field allows for any
comrents specific to this PhraudReport that do not fit in any other
field.

5.17. Enmail Record El enent

This el ement supports the inclusion of the actual emil nessage
received as a phishing lure. Inclusion of the actual mail nessage is
supported by two nethods: either the nessage may be included as one

| arge string, or the header and body conponents may be di ssected and
i ncluded as a series of strings.
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e e e e e +

| Email Record |

Fmm e e e +

| | <>------mmemm - - [ Email Count ]

| [ <>--(0..1)------ [ Email Message ]
| [ <>--(0..1)------ [ Email Conments ]
e e e e e +

Figure 5.14. The Email Record El enent
5.17.1. Enail Count El enent

REQUI RED. |INTEGER This field enunerates the nunber of enmil
nessages identified in this record as detected by the reporter

5.17.2. Email Message El enent

Zero or one value of iodef: M.StringType. The entire SMIP nmai l
message -- rfc822 header followed by body, as specified in [ RFC5322]
-- should be inserted as one large text string. |In sonme conmunities,
this conbination is known as the nmessage contents and full headers.

5.17. 3. Enmai | Conment s El enent

Zero or one value of iodef:MStringType el enents. This field
contains coments or rel evant data not placed el sewhere about the
phi shing email.

6. Mandatory | ODEF and PhraudReport El enents

A report about fraud or phishing requires certain identifying
information that is contained within the standard | ODEF | ncident data
structure and the PhraudReport extensions. The follow ng table
identifies attributes required to be present in a conpliant
PhraudReport to report phishing or fraud. The required attributes
are a conbination of those required by the base | ODEF el enent, as
shown in Figure 6.1, and those required by this docunment, shown in
Figure 6.2. Attributes identified as required SHALL be popul ated in
conform ng phishing activity reports.
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A conpliant | ODEF PhraudReport SHALL contain the follow ng el ements
and attributes:

S +

| I'ncident |

RS +

| ENUM Purpose |---[ IncidentlD]

| | ---[ ReportTine ]

| |---[ Assessnent ]

| |  --->1[ Inpact ]

| |---[ Contact ]

| |  --->[ @ype ]

| | --->[ @ole ]

| N

| |---] EventData ]

| | ---> ] DetectTine ]

| | ---> [ Additional Data ]
| | ---> [ PhraudReport ]
ook +

Figure 6.1. | ODEF Required O asses for a PhraudReport

ENUM FraudType |---[ LureSource ]
STRI NG Ver si on | ---> [ iodef:System]
|---] OriginatingSensor ]
| --> [ DateFirstSeen ]
| --> [ iodef:System]

| --> [ iodef:Node ]
|

Figure 6.2. PhraudReport Required El enments

* Note that the iodef:Contact elenment is required, but none of its
sub-el enents are required. For proper XM. correctness, one of the
sub-el enents is required; pick one.

6.1. Cuidance on Usage

It nmay be apparent that the mandatory attributes for a PhraudReport
make for a quite sparse report. As incident forensics and data
analysis require detailed information, the originator of a
PhraudReport SHOULD include any tidbit of information gl eaned from
the attack analysis. Information that is considered sensitive can be
mar ked as such using the restriction paraneter of each data el enent.
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The reporting party is encouraged to provide nore than just the
mnimally required data el enents about an event in a PhraudReport.
The additional information nay be volatile and not recoverable in the
future, and may be useful in answering investigation questions or in
performng correlation with other reported events.

7. Security Considerations

Thi s docunent specifies a format for encoding a particul ar class of
security incidents appropriate for exchange across organi zations. As
merely a data representation, it does not directly introduce security
i ssues. However, it is guaranteed that parties exchangi ng instances
of this specification will have certain concerns. For this reason

t he underlying message format and transport protocol used MJUST ensure
the appropriate degree of confidentiality, integrity, and
authenticity for the specific environnment.

Organi zati ons that exchange data using this docunent are URGED to
devel op operating procedures that docunent the follow ng areas of
concern

7.1. Transport-Specific Concerns

The critical security concerns are that phishing activity reports nmay
be falsified or the PhraudReport nay becone corrupt during transit.
In areas where transm ssion security or secrecy is questionable, the
application of a digital signature and/or message encryption on each
report will counteract both of these concerns. W expect that each
exchangi ng organi zation will determ ne the need, and nechanism for
transport protection

7.2. Using the iodef:restriction Attribute

In sone instances, data values in particular elenments may contain
data deened sensitive by the reporter. Although there are no
general - purpose rules on when to nark certain values as "private" or
"need-to-know' via the iodef:restriction attribute, the reporter is
cautioned not to apply elenent-level sensitivity markings unless they
believe the receiving party (i.e., the party they are exchanging the
event report data with) has a nechani smto adequately safeguard and
process the data as marked. For exanple, if the PhraudReport el enent
is marked private and contains a phishing collector URL in the
DCSite/ SiteURL el enent, can that URL be included within a block Iist
distributed to other parties? No guidance is provided here except to
urge exchanging parties to review the | ODEF and PhraudReport
docunents to decide on conmon narking rul es.

Cain & Jevans St andards Track [ Page 31]



RFC 5901 | ODEF Phi shi ng Ext ensi ons July 2010

8.

10.

10.

| ANA Consi der ati ons

Thi s docunent uses URNs to describe XM. nanespaces and XM. schenas
conformng to a registry nechani smdescribed in [ RFC3688] .

Regi stration request for the | ODEF phi shing nanespace:
URI: urn:ietf:paramnms:xm :ns:iodef-phish-1.0

Regi strant Contact: See the "Authors’ Addresses" section of this
docunent .

XM.: None.
Regi stration request for the | ODEF phi shing extensi on XM. schena:
URI: urn:ietf:parans: xm :schema: i odef-phish-1.0

Regi strant Contact: See the "Authors’ Addresses" section of this
docunent .

XM.: See Appendi x A, "Phishing Extensions XM. Schema", of this
docunent .

Contributors

The extensions are an outgrowh of the Anti-Phishing Wrking G oup
(APWG) activities in data collection and sharing of phishing and
other e-crimeware. (The APW5 has no relationship to an | ETF worki ng

group.)

Thi s docunent has received significant assistance from nenbers of the
| ETF I NCH wor ki ng group and two groups addressing the phishing
problem menbers of the APWG and participants in the Financia

Servi ces Technol ogy Consortium s Counter-Phishing project. A special
t hanks goes to the hardy peopl e who supplied val uabl e feedback after
using this format to report phishing.
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Appendi x A.  Phi shing Extensions XM. Schena

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema attri but eFor mDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed"
t ar get Nanespace="urn: i etf: parans: xm : ns: i odef - phi sh-1. 0"
xm ns="urn:ietf:parans: xm:ns:iodef-1.0"
xm ns: xs="http://ww.w3. org/ 2001/ XM_Schena"
xm ns: phi sh="urn:ietf:parans: xm : ns:i odef - phi sh-1. 0"
xm ns:iodef="urn:ietf:params: xm : ns:iodef-1.0"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<xs:inport nanespace="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
schemalLocat i on=
"http://ww. w3. org/ TR 2002/ REC- xm dsi g- cor e- 20020212
/ xm dsi g- cor e- schema. xsd"/ >

<l --

=== Top-Level Cass: PhraudReport ===

It is incorporated within an
| CDEF. | nci dent . Event Dat a. Addi ti onal Dat a el enent.

Al'l the top-level or major elenments are defined as xs:types to nake
future extension easier.

-->

<xs: el ement nane="PhraudReport">
<xs: conpl exType>
<XS:sequence>
<xs: el enment m nCccurs="0" nane="Phi shNameRef"
type="iodef: M.StringType"/>
<xs: el ement m nCQccurs="0" nanme="Phi shNaneLocal Ref"
type="iodef: ML.Stri ngType"/ >
<xs: el enrent m nCccurs="0" nane="FraudPar anet er"
type="iodef: M.Stri ngType"/ >
<xs: el ement maxQccur s="unbounded" m nQccurs="0"
nane="Fr audedBr andNane" type="iodef: M.StringType"/>
<xs: el ement maxQccur s="unbounded” m nCccurs="1"
nane="Lur eSour ce" type="phish: LureSource.type"/>
<xs: el enent maxQccur s="unbounded” m nCccurs="1"
nane="Cri gi nati ngSensor"
t ype="phi sh: Ori gi nati ngSensor.type"/>
<xs: el ement maxQccurs="1" m nCccurs="0" nane="Enmmi | Record"
t ype="phi sh: Emai | Record. type"/>
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<xs: el ement maxQccur s="unbounded" m nCccurs="0"
name="DCSite" type="phish:DCSite.type"/>

<xs: el ement maxCccur s="unbounded" ni nCccurs="0"
r ef =" phi sh: TakeDownl nf 0"/ >

<xs: el ement maxOccur s="unbounded" m nCccurs="0"
ref =" phi sh: Archi vedDat a"/ >

<xs: el ement maxQccur s="unbounded" m nCccurs="0"
name="Rel at edDat a" type="xs:anyURl "/ >

<xs: el ement maxQccurs="unbounded" nm nCccurs="0"
name="Correl ati onDat a" type="iodef: M.StringType"/>

<xs:el ement maxQccurs="1" m nCccurs="0" name="PRComent s"
type="i odef: M.StringType"/>

</ xs: sequence>

<xs:attribute default="1.0" nane="Version" use="optional"/>

<xs:attribute name="FraudType" type="phish: FraudType.type"
use="required"/>

<xs:attribute name="ext-val ue" type="xs:string" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >

<xs: si npl eType nane="FraudType.type">
<xs:restriction base="xs:string">
<xs:enuneration val ue="phi shing"/>
<xs:enuneration value="recruiting"/>
<xs:enuneration val ue="mal ware distribution"/>
<xs:enuneration value="fraudulent site"/>
<xs: enuneration val ue="dnsspoof"/>
<xs:enuneration value="archive"/>
<xs:enuneration value="other"/>
<xs:enuneration val ue="unknown"/ >
<xs:enuneration val ue="ext-val ue"/ >
</ Xxs:restriction>
</ xs: si npl eType>

<l--

=== End of the Top-Level El enent ===
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=== The LureSource El enent ===

<xs: conpl exType m xed="fal se" nane="LureSource.type">
<XS:sequence>
<xs: el ement nmaxQOccur s="unbounded" mni nCccurs="1"
ref ="i odef: Systent'/ >

<xs: el ement m nCccurs="0" nmaxQccur s="unbounded"
r ef =" phi sh: Donmai nData"/ >

<xs: el enment m nCccurs="0" nanme="I ncl udedMal war e"
type="phi sh: I ncl udedMal war e. t ype"/ >

<xs:el ement mi nCccurs="0" nanme="Fi | esDownl oaded" >
<xs: conpl exType>
<XS:sequence>
<xs:elenment nminCccurs="1" name="File"
type="iodef: M.Stri ngType"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement ni nCccurs="0" nanme="W ndowsRegi stryKeyshbdi fi ed">
<xs: conpl exType>
<XS: sequence>
<xs: el ement naxQccur s="unbounded" nane="Key">
<xs: conpl exType>
<Xs:sequence>
<xs: el enent nane="Nane" type="xs:string"/>
<xs: el ement nane="Val ue" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
</ xs: sequence>
</ xs: conpl exType>
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<l--

=== Lur eSour ce sub-el enents ===
-->

<xs: conpl exType nanme="I ncl udedMal ware. t ype" >
<XS:sequence>
<xs: el ement nane="Nane"
maxQccur s="unbounded" type="iodef: M.Stri ngType"/>
<xs: el enment nminCOccurs="0" ref="ds: Reference"/>
<xs: el ement m nCccurs="0" nanme="Data">
<xs: conpl exType >
<xs: si npl eCont ent >
<xs: ext ensi on base="xs: hexBi nary">
<xs:attribute default="55AA55AA55AA55BB"
name="XORPat t ern" type="xs: hexBi nary"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<l --

=== The Enmil Record El enent ===

-->

<xs: conpl exType name="Emai | Record. type">
<XS:sequence>
<xs: el enent nane="Email Count" type="xs:integer"/>
<xs: el ement nmaxQccurs="1" mi nCccurs="0" nane="Enai | Message"
type="iodef: ML.Stri ngType"/>
<xs: el ement maxQccurs="1" mi nCccurs="0" nane="Enai | Conment s"
type="iodef: ML.Stri ngType"/>
</ xs: sequence>
</ xs: conpl exType>

<I--

=== The Data Collection Site (DCSite) Info El ement ===

>

<xs: conpl exType nane="DCSite.type">
<XSs: sequence>
<xs: choi ce>
<xs: el enent nane="SiteURL">
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<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base="iodef: M.Stri ngType" >
<xs:attribute ref="phish:confidence"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >

<xs: el erent nane="Donai n" >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base="i odef: M.Stri ngType" >
<xs:attribute ref="phish:confidence"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nane="Email Site">
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base="iodef: M.Stri ngType">
<xs:attribute ref="phish:confidence"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >

<xs: el ement nane="Systent >
<xs: conpl exType id="Syst enlype" >
<Xs:sequence>
<xs:el ement ref="iodef: Address"/>
</ xs: sequence>
<xs:attribute ref="phish: confidence"/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nane="Unknown">
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base="i odef: M.Stri ngType" >
<xs:attribute ref="phish:confidence"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >
</ xs: choi ce>
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<xs: el enent ref="iodef: Node" m nCccurs="0" maxQccur s="unbounded"/ >
<xs: el enment ninQccurs="0" ref="phish: Domai nData"/ >
<xs:elenment m nCccurs="0" ref="iodef: Assessnent"/>

</ xs: sequence>

<xs:attribute nane="DCType" use="required">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="web"/>
<xs:enuneration val ue="enmuil"/>
<xs:enuneration val ue="keyl ogger"/ >
<xs:enuneration val ue="automation"/>
<xs:enuneration val ue="unspecified"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: conpl exType>

<l--

==== The Domain Data El ement used in System =====

>

<xs: el ement nane="Donai nDat a" >
<xs: conpl exType i d="Donuai nDat a. t ype">
<XS:sequence>
<xs: el enrent maxQccurs="1"
nane="Name" type="iodef: M.StringType"/>
<xs: el ement maxCccurs="1" m nCccurs="0"
nane="Dat eDomai nWasChecked" type="xs: dateTi ne"/>
<xs: el ement nmaxQccurs="1" mi nCccurs="0" name="Regi strationDate"
type="xs: dateTi ne"/>
<xs: el ement maxOccurs="1" m nCccurs="0" nanme="ExpirationDate"
type="xs: dateTi ne"/>
<xs: el ement maxCccur s="unbounded" m nCccurs="0"
name=" Naneser vers" >
<xs: conpl exType i d="Naneservers.type">
<XsS:sequence>
<xs: el ement nane="Server" type="iodef: M.StringType"/>
<xs:el ement ref="iodef: Address” maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
<xs: choi ce i d="Donmai nCont acts" maxCccurs="1" m nCccurs="0">
<xs: el ement nane="SaneDonai nCont act"
type="iodef: ML.Stri ngType"/>
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<XS:sequence>
<xs: el enent naxQccur s="unbounded" mni nCccurs="1"
ref ="i odef: Contact"/>
</ xs: sequence>
</ xs: choi ce>
</ xs: sequence>
<xs:attribute nanme="Systenttatus">
<xs: si npl eType i d="Systenft at us. type">
<xs:restriction base="xs:string">
<xs:enuneration val ue="spoofed"/>
<xs:enuneration val ue="fraudul ent"/>
<xs:enuneration val ue="i nnocent - hacked"/ >
<xs: enuneration val ue="i nnocent-hijacked"/>
<xs: enuneration val ue="unknown"/ >
</xs:restriction>
</ xs:si npl eType>
</xs:attribute>

<xs:attribute nanme="Donai nSt at us">
<xs: si npl eType i d="Donai nSt at us. t ype" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="reservedDel egati on"/>
<xs:enuneration val ue="assi gnedAndActive"/>
<xs: enuneration val ue="assi gnedAndl nactive"/>
<xs: enuneration val ue="assi gnedAndOnHol d"/ >
<xs:enuneration val ue="revoked"/ >
<xs:enuneration val ue="transferPendi ng"/ >
<xs:enuneration value="registryLock"/>
<xs:enuneration val ue="registrarLock"/>
<xs:enuneration val ue="other"/>
<xs:enuneration val ue="unknown"/ >
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nane="Confi dence" >
<xs: si npl eType>
<xs:restriction base="xs: nonNegati vel nt eger">
<xs: m nl ncl usi ve val ue="0"/>
<xs: maxl| ncl usi ve val ue="100"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el enent >
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<xs:attribute nanme="confi dence">
<xs: si npl eType>
<xs:restriction base="xs: nonNegativel nt eger">
<xs: m nl ncl usi ve val ue="0"/>
<xs: maxl| ncl usi ve val ue="100"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>

<I--

July 2010

= ext-role Values for use within the Domai nContact Contacts El enent =

S

<xs:sinpl eType nane="ext-rol e">
<xs:restriction base="xs:string">

<XS:
<XS.
<XS:
<XS:
<XS:
<XS.
<XS.
<XS.
<XS:

enumner at i
enuner at i
enumner at i
enumner at i
enuner at i
enuner at i
enumner at i
enuner at i
enumner at i

on
on
on
on
on
on
on
on
on

</xs:restriction>
</ xs:si npl eType>

<l--

val ue="hillingContacts"/>

val ue="t echni cal Cont acts"/>

val ue="adm ni strati veCont acts"/ >
val ue="1egal Contacts"/>

val ue="zoneCont acts"/ >

val ue="abuseCont acts"/ >

val ue="securityContacts"/>

val ue="ot her Cont act s"/ >

val ue="hosti ngProvi der"/>

=== The OiginatingSensor Data El enent ===

>

<xs: conpl exType nanme="Ori gi nati ngSensor.type">
<Xs:sequence>

<xs: el enent nane="Dat eFi r st Seen" type="xs: dateTine"/>

<xs: el ement maxQccur s="unbounded" m nCccurs="1"
ref="i odef: Systent'/ >
</ xs: sequence>

<xs:attribute name="Oi gi nati ngSensor Type"

<xs: sinpl eType i d="Ori gi nati ngSensor Type. type">
<xs:restriction base="xs: NMTOKENS" >

<xs:enuneration val ue="web"/>

<xs:enuneration val ue="webgat eway"/ >

<xs: enuneration val ue="nmil gat enway"/ >
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<xs:enuneration val ue="browser"/>
<xs: enuneration val ue="i spsensor"/>
<xs:enuneration val ue="human"/>
<xs:enuneration val ue="honeypot"/>
<xs:enuneration val ue="other"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: conpl exType>

<l --

=== The TakeDown Data Structure ===

<xs: el ement nane="TakeDownl nf 0" type="phi sh: TakeDownl nf 0.t ype"/>

<xs: conpl exType nane="TakeDownl nfo.type">
<XS:sequence>
<xs: el enment nmaxOccurs="1" mi nCccurs="0" nanme="TakeDownDat e"
type="xs: dateTi nme"/>

<xs: el ement naxQccur s="unbounded" mni nCccurs="0"
nane="TakeDownAgency" type="iodef:MStringType"/>

<xs: el ement maxCQccur s="unbounded" mni nCccurs="0"
nane="TakeDownComrent s" type="iodef: M.Stri ngType"/>
</ xs: sequence>
</ xs: conpl exType>

<l--

=== The Archi vedDat a El enent ===

<xs: el ement nane="Archi vedDat a" type="phi sh: Archi vedDat a. type"/ >

<xs: conpl exType nane="Archi vedDat a. t ype" >
<XSs: sequence>
<xs: el ement m nCccurs="0" name="URL" type="xs:anyURl "/>
<xs:el enment m nCccurs="0" name="Coments"
type="iodef: M.Stri ngType"/ >
<xs: el ement maxCccurs="1" m nCccurs="0" nane="Data"
type="xs: base64Bi nary"/ >
</ xs: sequence>
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<xs:attribute name="type" use="required">
<xs: si npl eType i d="Archi vedDat aType. type" >
<xs:restriction base="xs: NMTOKENS" >
<xs:enuneration value="col |l ectionsite"/>
<xs:enuneration val ue="basecanp"/>
<xs:enuneration val ue="sendersite"/>
<xs:enuneration value="credential I nfo"/>
<xs: enuneration val ue="unspecified"/>
</xs:restriction>
</ xs:si npl eType>
</ xs:attribute>
</ xs: conpl exType>

</ xs: schema>
Appendi x B. Exanple Virus Report
This section shows a received electronic nail nessage that included a
virus in a zipped attachnent and a report that was generated for that
nessage
B.1. Received Enail
From support @xanpl e. com
Sent: Friday, June 10, 2005 3:52 PM
To: soneone@xanpl e. com
Subj ect: Account update
To: sonmeone@xanpl e. com
Dat e: Sun, 10 June 2005 3:52:44 +0200
W would like to informyou that we have rel eased a new version of our
Customer Form This formis required to be conpleted by all custoners.
Pl ease foll ow these steps:
1. Open the format http://ww. exanpl e. com cust oner servi ce/ cf orm php
<http://www. 2. exanpl e. conf cust onmer ser vi ce/ cf orm php
&anp; emai | =( soneone@xanpl e. con) >
2. Fol | ow given instructions.

Thank you,
Qur Support Team

Cain & Jevans St andards Track [ Page 43]



RFC 5901 | ODEF Phi shi ng Ext ensi ons July 2010

B.2. Generated Report

NOTE: Sone w apping and folding liberties have been applied to fit it
into the margins.

<?xm version="1.0" encodi ng="UTF-8"?>
<| CDEF- Docunent | ang="en- US"
xm ns: phi sh="urn:ietf:parans: xnm : ns:i odef - phi sh-1. 0"
xm ns="urn:ietf:parans: xm :ns:iodef-1.0"
xm ns:iodef="urn:ietf:paranms: xm : ns:iodef-1.0">
nci dent purpose="reporting" ext-purpose="create">
<I nci dent| D nane="exanpl e. cont >PAT2005- 06</ | nci dent | D>
<Report Ti ne>2005- 06- 22T08: 30: 00- 05: 00</ Report Ti me>
<Description>This is a test report fromactual data.
</ Descri ption>
<Assessnment >
<I nmpact type="soci al -engi neering"/>
<Confidence rating="high"/>
</ Assessnent >
<Contact role="creator" type="person">
<Cont act Name>pat cai n</ Cont act Nanme>
<Emai | >pcai n@ooper cai n. conx/ Enai | >
</ Cont act >
<Event Dat a>
<Det ect Ti me>2005- 06- 21T18: 22: 02- 05: 00</ Det ect Ti me>
<Addi ti onal Data dtype="xm ">
<phi sh: Phr audReport FraudType="phi shi ng">
<phi sh: Fr audPar anet er >
Subj ect: Account Update
</ phi sh: FraudPar anet er >
<phi sh: FraudedBr andNane>Cooper - Cai n
</ phi sh: FraudedBr andNane>
<phi sh: Lur eSour ce>
<Syst em cat egor y="sour ce" >
<Node>
<Addr ess>192. 0. 2. 18</ Addr ess>
</ Node>
</ Syst enp
<phi sh: I ncl udedMal war e>
<phi sh: Nane>W82. Myt ob. EA@mx/ phi sh: Name>
</ phi sh: I ncl udedMal war e>
</ phi sh: Lur eSour ce>
<phi sh: Ori gi nati ngSensor O i gi nati ngSensor Type="hunman" >
<phi sh: Dat eFi r st Seen>2005- 06- 10T15: 52: 11- 05: 00
</ phi sh: Dat eFi r st Seen>
<Syst enr
<Node>
<Addr ess>192. 0. 2. 13</ Addr ess>

<
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</ Node>
</ Syst enp
</ phi sh: Ori gi nati ngSensor >
<phi sh: Emai | Recor d>
<phi sh: Emai | Count >1</ phi sh: Emai | Count >
<phi sh: Enai | Message>
Return-path: &l t;support @xanpl e. con&gt ;
Envel ope-to: sonmeone@xanpl e. com
Delivery-date: Fri, 10 Jun 2005:52:11-0400
Recei ved: from dsl 18-2-0-192. dsl . exanpl e. net ([ 192. 0. 2. 18]
hel o=exanpl e. con) by mail 06. exanpl e.comesntp (Exim id
1DgpXy- 0002Ua- | R for soneone@xanpl e. con,
10 Jun 2005 15:52: 10- 0400
From support @xanpl e.com
To: soneone@xanpl e. com
Subj ect: Account Update
Date: Fri, 10 Jun 2005 12:52:00 -0700
M ME-Version: 1.0
Content Type: text/plain;
charset =" W ndows- 1251"
X-Priority: 3MSMail-Priority: Normal
X-EN-OriglP: 192.0.2.18
EN- Ori gHost: dsl 18- 2-0-192. dsl . exanpl e. net
Spam Checker - Ver si on: SpamAssassin 3.0.2 (2004-11-16)
on. exanpl e. net
X- Spam Level : ***** X. Spam St atus: No,
score=5.6 required=6.0 tests=BAYES 95, CABLEDSL, HTM__20_30,
HTM._MESSAGE, M ME_HTML_ONLY, M SSI NG_M MEQLE,
NO_REAL_ NAME,
PRI ORI TY_NO NAME aut ol ear n=di sabl ed versi on=3.0. 2

From support @xanpl e. com
Sent: Friday, June 10, 2005 3:52 PM
Subj ect: Account update

To: sonmeone@xanpl e. com

Dat e: Sun, 10 June 2005 3:52:44 +0200

W would like to informyou that we have rel eased a new version of our
Customer Form This formis required to be conpleted by all custoners.
Pl ease foll ow these steps:

1. Open the format http://ww. exanpl e. com cust oner servi ce/ cf orm php

& t;http://ww. 2. exanpl e. com cust oner servi ce/ cf orm php

&anmp; emai | =( soneone@xanpl e. con) > .
2. Fol l ow given instructions.
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Thank you,
Qur Support Team
</ phi sh: Emai | Message>
</ phi sh: Enai | Recor d>
</ phi sh: Phr audReport >
</ Addi ti onal Dat a>
</ Event Dat a>
</ I nci dent >

</ | ODEF- Docunent >

Appendi x C.  Sanpl e Phi shing Report

A sanmpl e report generated froma received electronic nail phishing
message in shown in this section.

C 1. Recei ved Lure

Ret urn- pat h: <servi ce@xanpl e. conp
Envel ope-to: pcai n@xanpl e. com
Delivery-date: Tue, 13 Jun 2006 05:37:22 -0400
Recei ved: from mail 15. exanpl e. com ([ 10. 1. 1. 161]
hel o=mai | 15. exanpl e. com
by mail scan38. exanple.comwith esnmtp (Exim
i d 1Fg5Kr-0005WU- LT for pcai n@xanpl e. com Tue, 13 Jun 2006
05: 37: 21 -0400
Received: from[192.0.2.61] (helo=TSI)
by mail 15. exanpl e.comwith
esntp (Exim id 1Fg5Bj-0006dv-6b
for pcai n@xanpl e.com Tue, 13 Jun 2006 05:37:21 -0400
Recei ved: from User ([192.0.2.157]) by TSI wth
M crosoft SMIPSVC(5. 0.2195.6713);
Tue, 13 Jun 2006 02:24:30 -0400
Repl y- To: <nospam@xanpl e. or g>
From "conpany"<servi ce@xanpl e. conpr
Subject: * * * Update & Verify Your Exanple Conpany Account * * *
Date: Tue, 13 Jun 2006 02: 36: 34 -0400
M ME-Version: 1.0
Content-Type: text/htm; charset="W ndows-1251"
Cont ent - Transf er - Encodi ng: 7bi t
X-Priority: 1
X-MSMai | -Priority: High
X-Mailer: Mcrosoft Qutl ook Express 6.00.2600. 0000
X-M neOLE: Produced By Mcrosoft M neOLE V6. 00. 2600. 0000
Bcc:
Message- | D: <TSI| YbvhBI SniT6QcWy90000085f @Sl >
X-Original Arrival Tine: 13 Jun 2006 06: 24: 30. 0218 (UTC)
FI LETI ME=[ 072A66A0: 01C68EB2]
X- EN-Ori gSender: servi ce@xanpl e. com
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X-EN-OriglP: 192.0.2.1
X- EN- Ori gHost:  unknown

Company<ht t p: / / www. exanpl e. com i mages/ conpany_|I ogo. gi f >
<ht t p: / / www. exanpl e. coml i nages/ pi xel . gi f >

<htt p: // ww. exanpl e. conl i nages/ pi xel . gi f >

<htt p: // ww. exanpl e. conl i nages/ pi xel . gi f >

Account Update Request

Dear Exanpl e. menber:

You are receiving this notification because conpany is required by
law to notify you, that you urgently need to update your online
account statenent, due to high risks of fraud intentions.

The updating of your exanple account can be done at any tine by
clicking on the link shown bel ow

htt p: // ww. exanpl e. cont cgi - bi n/ webscr ?cnd=_1 ogi n-run
<http://192.0.2.41:8080/.cgi-bin/.webscr/.secure-

| ogi n/ %20/ %20/ . payp

al . com i ndex. ht n»

Once you log in, update your account information
After updating your account, click on the H story sub tab of your
Account Overvi ew page to see your nost recent statenent.

If you need help with your password, click the Help link that is at

t he upper righthand side of the conpany website. To report errors

in your statement or make inquiries, click the Contact Us link in the
footer on any page of the conpany website, call our Custoner Service
center at (999) 555-0167, or wite us at:

Conpany, |Inc.

P.O Box O

Anyt own, MA 00000

Si ncerely,

Bi g Exanpl e Company

<ht t p: / / www. exanpl e. com i nages/ dot _row_| ong. gi f >
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C. 2. Phishing Report

<?xm version="1.0" encodi ng="UTF-8"?>
<| ODEF- Docunent xml ns: phi sh="urn:ietf:paranms: xm : ns: i odef - phi sh-1. 0"
xm ns="urn:ietf:paranms: xm :ns:iodef-1.0"
xm ns:iodef="urn:ietf:parans: xm : ns:iodef-1.0" |ang="en-US">
<I ncident purpose="nmitigation" ext-purpose="create"
restriction="private">
<l nci dent | D nane="exanpl e. cont >CC200600000002</ | nci dent | D>
<Report Ti ne>2006- 06- 13T21: 14: 56- 05: 00</ Report Ti me>
<Description>This is a sanpl e phishing email received report.
The phish was actually received as is.</Description>
<Assessnent >
<l mpact severity="high" type="soci al - engi neering"/>
<Confidence rating="nuneric">85</Confidence>
</ Assessnent >
<Cont act rol e="creator" type="person">
<Cont act Name>pat cai n</ Cont act Nanme>
<Emai | >pcai n@xanpl e. conx/ Enai | >
</ Cont act >
<Event Dat a>
<Det ect Ti me>2006- 06- 13T05: 37: 21- 04: 00</ Det ect Ti me>
<Addi ti onal Data dtype="xm ">
<phi sh: Phr audReport FraudType="phi shi ng">
<phi sh: FraudPar anet er >
* * * Update &anp; Verify Your Conmpany Account * * *
</ phi sh: FraudPar anet er >
<phi sh: FraudedBr andNane>conpany</ phi sh: Fr audedBr andNanme>
<phi sh: Lur eSour ce>
<Syst em cat egor y="sour ce" >
<Node>
<Addr ess>192. 0. 2. 4</ Addr ess>
</ Node>
</ Syst enp
</ phi sh: Lur eSour ce>
<phi sh: Ori gi nati ngSensor O i gi nati ngSensor Type="nai | gat eway" >
<phi sh: Dat eFi r st Seen>
2006- 06- 13T05: 37: 22- 04: 00</ phi sh: Dat eFi r st Seen>
<Syst enr
<Node>
<NodeRol e category="mail"/>
</ Node>
</ Syst enp
</ phi sh: Ori gi nati ngSensor >
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<phi sh: Enmi | Recor d>
<phi sh: Emai | Count >1</ phi sh: Emai | Count >
<phi sh: Emai | Message>

Return-path: & t;service@xanple.conp
Envel ope-to: pcai n@xanpl e. com
Delivery-date: Tue, 13 Jun 2006 05:37:22 -0400
Recei ved: from nmail 15. exanpl e.com ([10. 1. 1. 161]

hel o=nwai | 15. exanpl e. com

by mail scan38. exanple.comwith esntp (Exim

i d 1Fg5Kr - 0005WU- LT for pcai n@xanpl e. com Tue, 13 Jun 2006

05: 37: 21 -0400
Recei ved: from[192.0.2.61] (helo=TSI)
by nail 15. exanple.comwi th

esnmp (Exim id 1Fg5Bj-0006dv-6b
for pcai n@xanpl e.com Tue, 13 Jun 2006 05:37:21 -0400
Recei ved: from User ([192.0.2.157]) by TSI with

M crosoft SMIPSVC(5. 0. 2195. 6713);
Tue, 13 Jun 2006 02:24:30 -0400
Repl y-To: &l t; nospam@xanpl e. or g>
From "conpany"&l t;servi ce@xanpl e.conp
Subject: * * * Update &anp; Verify Your Exanple Conpany Account * * *
Date: Tue, 13 Jun 2006 02: 36: 34 -0400
M ME- Version: 1.0
Content - Type: text/htm; charset="W ndows-1251"
Cont ent - Transf er - Encodi ng: 7bit
X-Priority: 1
X-MSMai | -Priority: High
X-Mailer: Mcrosoft Qutl ook Express 6.00.2600. 0000
X-M neOLE: Produced By M crosoft M neOLE V6. 00. 2600. 0000
Bcc:
Message- 1D & t; TSI YbvhBI SmMr6eQcWy90000085f @Sl >
X-Original Arrival Tine: 13 Jun 2006 06: 24: 30. 0218 (UTQ)
FI LETI ME=[ 072A66A0: 01C68EB?2]
X- EN- Ori gSender: servi ce@xanpl e. com
X-ENOriglP: 192.0.2.1
X- EN-Ori gHost: unknown

& t;inmg src="http://ww. exanpl e. cont i mages/ conpany_| ogo. gi f " &gt ;
& t;img src="http://ww. exanpl e. conl i mages/ pi xel . gi f" &gt ;

& t;img src="http://ww. exanpl e. com i mages/ pi xel . gi f" &gt ;

& t;img src="http://ww. exanpl e.con i n pi xel .gif"&gt;

Account Update Request

Dear Exanpl e. menber:,

You are receiving this notification because conpany is required by
law to notify you, that you urgently need to update your online
account statenment, due to high risks of fraud intentions.
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The updating of your exanple account can be done at any tine by
clicking on the Iink shown bel ow

& t;a href="http://192.0.2.41: 8080/ . cgi-bin/.webscr/.secure-

| ogi n/ %20/ %20/ . exanpl e. com i ndex. ht m' >

htt p: // www. exanpl e. cont cgi - bi n/ webscr?cnd=_l ogi n-run & t;/a>

Once you |l og in,update your account information.
After updating your account click on the History sub tab of your
Account Overview page to see your nost recent statenent.

If you need help with your password, click the Help link which is at

t he upper right hand side of the conpany website. To report errors in
your statenent or make inquiries, click the Contact Us link in the
footer on any page of the conpany website, call our Custoner Service
center at (999) 555-0167, or wite us at:

Conpany, |nc.
P.O Box O
Anyt own, MA 00000

Sincerely,
Bi g Exanpl e Company

& t;ing src="http://ww. exanpl e. conti mages/ dot _row | ong. gi f">
</ phi sh: Emai | Message>
</ phi sh: Emai | Recor d>
<phi sh: DCSi t e DCType="web" >
<phi sh: Si t eURL>ht t p: //190. 0. 2. 41: 8080/ . cgi - bi n/ . webscr/. secur e-
| ogi n/ 920920/ . exanpl e. cont i ndex. ht nx/ phi sh: Si t eURL>
<phi sh: Donmai nDat a Donmi nSt at us="assi gnedAndActi ve"
Syst entt at us="unknown" >
<phi sh: Name>bad. exanpl e. conx/ phi sh: Name>
<phi sh: Dat eDormai nWasChecked>2006- 06- 14T13: 05: 00- 05: 00
</ phi sh: Dat eDomai nWasChecked>
<phi sh: Regi st rati onDat e>
2000- 12- 13T00: 00: 00</ phi sh: Regi strati onDat e>
<phi sh: Nanmeser ver s>
<phi sh: Server >ns1. exanpl e. net </ phi sh: Server>
<Addr ess>192. 0. 2. 18</ Addr ess>
</ phi sh: Nameser ver s>
</ phi sh: Donai nDat a>
</ phi sh: DCSi t e>
</ phi sh: Phr audReport >
</ Addi ti onal Dat a>
</ Event Dat a>
</l nci dent >
</ | CDEF- Docunent >
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Aut hors’ Addr esses

Patrick Cain

The Cooper-Cain G oup, Inc.
P. O Box 400992

Canbri dge, NMA 02140

USA

EMai | : pcai n@ooper cai n. com
Davi d Jevans

The Anti - Phi shing Working G oup
5150 El Camino Real, Suite A20
Los Altos, CA 94022

USA

EMai | : dave.jevans@nti phi shing.org
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