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Abst r act

Thi s docunent defines a set of Renote Authentication Dial-In User
Service (RADIUS) Attributes that are designed to provide RADI US
support for |EEE 802.16 Privacy Key Managenent Version 1.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc5904.

Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1

I ntroduction

Privacy Key Management Version 1 (PKM/1) [I|EEE. 802.16-2004] is a

publ i c- key-based aut hentication and key establishnent protocol
typically used in fixed wirel ess broadband network depl oynents. The
protocol utilizes X. 509 v3 certificates [RFC2459], RSA encryption

[ RFC2437], and a variety of secret key cryptographic nmethods to all ow
an 802.16 Base Station (BS) to authenticate a Subscriber Station (SS)
and perform key establishment and nai ntenance between an SS and BS.

Thi s docunent defines a set of RADIUS Attributes that are designed to
provi de support for PKM/1. The target audi ence for this docunent
consi sts of those devel opers inplenenting RADI US support for PKM/1
therefore, fanmliarity with both RADI US [ RFC2865] and the | EEE
802. 16- 2004 standard is assuned.

Pl ease note that this docunent relies on | EEE. 802.16-2004, which
ref erences RFC 2437 and RFC 2459, rather than any nore recent RFCs on
RSA and X. 509 certificates (e.g., RFC 3447 and RFC 5280).
Acr onyns
CA
Certification Authority; a trusted party issuing and signing X 509
certificates.

For further information on the followi ng terns, please see Section 7
of [I| EEE. 802. 16-2004].

SA
Security Association

SAI D
Security Association ldentifier

TEK
Traffic Encryption Key

Attributes

The follow ng subsections describe the Attributes defined by this
docunent. This specification concerns the foll owi ng val ues:

137 PKM SS- Cert
138 PKM CA- Cert

139 PKM Confi g-Settings
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140 PKM Cryptosuite-List
141 PKM SAI D
142 PKM SA- Descri pt or
143 PKM Aut h- Key
3.1. PKMSS-Cert
Description

The PKM SS-Cert Attribute is variable | ength and MAY be
transmitted in the Access-Request nessage. The Value field is of
type string and contains the X 509 certificate [RFC2459] binding a
public key to the identifier of the Subscriber Station.

The m nimum size of an SS certificate exceeds the nmaxi num size of
a RADIUS attribute. Therefore, the client MJUST encapsul ate the
certificate in the Value fields of two or nore instances of the
PKM SS-Cert Attribute, each (except possibly the last) having a

I ength of 255 octets. These multiple PKM SS-Cert Attributes MIST
appear consecutively and in order within the packet. Upon

recei pt, the RADI US server MJST recover the original certificate
by concatenating the Value fields of the received PKM SS- Cert
Attributes in order.

A summary of the PKM SS-Cert Attribute format is shown below. The
fields are transmtted fromleft to right.

1 2
012345678901234567890123
i S iy i S ik N SN S S
| Type | Len | Val ue. ..

B S T i s s oI S S SN S S S S S e
Type

137 for PKM SS-Cert
Len

> 2
Val ue

The Value field is variable length and contains a (possibly
conpl ete) portion of an X. 509 certificate.
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3.2. PKM CA-Cert
Descri ption

The PKM CA-Cert Attribute is variable I ength and MAY be
transmitted in the Access-Request nessage. The Value field is of
type string and contains the X 509 certificate [ RFC2459] used by
the CAto sign the SS certificate carried in the PKM SS-Cert
attribute (Section 3.1) in the sane nessage.

The m ninum size of a CA certificate exceeds the maxi num size of a
RADI US attribute. Therefore, the client MJST encapsul ate the
certificate in the Value fields of two or nore instances of the
PKM CA- Cert Attribute, each (except possibly the last) having a

I ength of 255 octets. These nultiple PKM CA-Cert Attributes MJST
appear consecutively and in order within the packet. Upon

recei pt, the RAD US server MJST recover the original certificate
by concatenating the Value fields of the recei ved PKM CA- Cert
Attributes in order.

A summary of the PKM CA-Cert Attribute format is shown below. The
fields are transmtted fromleft to right.

1 2
012345678901234567890123
R i o i S e S e bt oI T S B D S R S S it it S R
| Type | Len | Val ue.
e o e i s ik it S i e R R R e T T e e T
Type

138 for PKM CA- Cert
Len

> 2
Val ue

The Value field is variable length and contains a (possibly
compl ete) portion of an X. 509 certificate.
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3.3. PKM Config-Settings
Descri ption

The PKM Config-Settings Attribute is of type string [RFC2865]. It
is 30 octets in length and consists of seven independent fields,
each of which is conceptually an unsigned integer. Each of the
fields contains a tinmeout value and corresponds to a Type-Length-
Val ue (TLV) tuple encapsulated in the | EEE 802. 16 " PKM
configuration settings" attribute; for details on the contents of
each field, see Section 11.9.19 of [IEEE.802.16-2004]. One

i nstance of the PKM Config-Settings Attribute MAY be included in

t he Access- Accept nessage.

A summary of the PKM Config-Settings Attribute fornmat is shown bel ow.
The fields are transmitted fromleft to right.

1 2 3
01234567890123456789012345678901
B Lt r s i i i o o T s ks S R S
| Type | Len | Auth WAit Ti meout
B s T s s e T o e S T ks et s oot ST S S S o S S 3
Auth Wait Timeout (cont.) | Reaut h Wait Ti meout
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Reauth WAit Tinmeout (cont.) | Auth Grace Tine
e o T i i o o O S e S ol o S S S s it SR R SR S
Auth Grace Tinme (cont.) | Op Wait Ti meout
B s T s s e T o e S T ks et s oot ST S S S o S S 3
Op Wait Timeout (cont.) | Rekey Wit Ti neout
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Rekey Wit Tineout (cont.) | TEK Grace Tine
B Lt r s i i i o o T s ks S R S
TEK Grace Time (cont.) Auth Rej Wait Timeout
B T S St i i T s T e o S S i St SN
Auth Rej Wit Tineout (cont.)
B el ok T S S O e e i it S R B

+— +—

Type
139 for PKM Config-Settings
Len

30
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Aut h Wait Ti meout
The Auth Wait Tineout field is 4 octets in Iength and corresponds
to the "Authorize wait timeout"” field of the 802.16 "PKM
configuration settings" attribute.

Reauth Wait Ti meout
The Reauth Wait Tinmeout field is 4 octets in length and
corresponds to the "Reauthorize wait tinmeout" field of the 802.16
"PKM configuration settings" attribute.

Auth Grace Tine
The Auth Grace Tinme field is 4 octets in length and corresponds to

the "Authorize grace tinme" field of the 802.16 "PKM confi guration
settings" attribute.

O Wait Ti nmeout
The Op Wait Tineout field is 4 octets in length and corresponds to
the "Operational wait tineout” field of the 802.16 "PKM
configuration settings" attribute.

Rekey Wit Ti neout
The Rekey Wait Tinmeout field is 4 octets in length and corresponds
to the "Rekey wait tinmeout" field of the 802.16 "PKM configuration
settings" attribute.

TEK Grace Tine
The TEK Grace Tine field is 4 octets in Iength and corresponds to
the "TEK grace time" field of the 802.16 "PKM configuration
settings" attribute.

Auth Rej Wit Tineout
The Auth Rej Wait Timeout field is 4 octets in length and

corresponds to the "Authorize reject wait timeout" field of the
802. 16 "PKM configuration settings" attribute.
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3.4. PKM Cryptosuite-List
Descri ption

The PKM Cryptosuite-List Attribute is of type string [ RFC2865] and
is variable length; it corresponds roughly to the "Cryptographic-
Suite-List" 802.16 attribute (see Section 11.19.15 of

[ I EEE. 802. 16-2004] ), the difference being that the RAD US
Attribute contains only the list of 3-octet cryptographic suite
identifiers, omtting the | EEE Type and Length fields.

The PKM Cryptosuite-List Attribute MAY be present in an Access-
Request nessage. Any nessage in which the PKM Cryptosuite-List
Attribute is present MIST al so contain an instance of the Message-
Aut henticator Attribute [ RFC3579].

| mpl enent ati on Note

The PKM Cryptosuite-List Attribute is used as a building block
to create the 802.16 "Security-Capabilities" attribute

([ | EEE. 802. 16-2004], Section 11.9.13); since this docunent only
pertains to PKMversion 1, the "Version" sub-attribute in that
structure MJST be set to 0xO1l when the RADI US client constructs
it.

A summary of the PKM Cryptosuite-List Attribute format is shown
below. The fields are transnmitted fromleft to right.

1 2 3
01234567890123456789012345678901
I S S S T i S S S T 3
| Type | Len | Val ue. ..
T S i T i T S i SR S S 3
Type
140 for PKM Cryptosuite-List

Len

2 + 3n < 39, where 'n’ is the nunber of cryptosuite identifiers in
the Iist.
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3.5.

3. 6.

Zor

Val ue

The Value field is variable length and contains a sequence of one
or nore cryptosuite identifiers, each of which is 3 octets in

| ength and corresponds to the Value field of an | EEE 802. 16
Cryptographic-Suite attribute.

PKM SAI D

Description

The PKM SAID Attribute is of type string [RFC2865]. It is 4
octets in length and contains a PKM Security Association
Identifier ([IEEE.802.16-2004], Section 11.9.7). It MAY be

i ncluded in an Access- Request nessage.

A summary of the PKM SAID Attribute format is shown bel ow. The
fields are transmtted fromleft to right.

1 2 3
01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| Type | Len | SAI D |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Type

141 for PKM SAID
Len

4
SAI D

The SAID field is two octets in length and corresponds to the
Value field of the 802.16 PKM SAID attribute

PKM SA- Descri pt or

Descri ption
The PKM SA-Descriptor Attribute is of type string and is 8 octets
in length. It contains three fields, described bel ow, which
toget her specify the characteristics of a PKM security
association. One or nore instances of the PKM SA-Descri ptor
Attribute MAY occur in an Access-Accept nessage.
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A summary of the PKM SA-Descriptor Attribute fornat is shown bel ow.
The fields are transmitted fromleft to right.

1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Type | Len | SAI D |
B Lt r s i i i o o T s ks S R S
| SA Type | Cryptosuite |
B s T s s e T o e S T ks et s oot ST S S S o S S 3

Type

142 for PKM SA- Descri ptor
Len

8
SAI D

The SAID field is tw octets in length and contains a PKM SAI D
(Section 3.5).

SA Type

The SA Type field is one octet in length. The contents correspond
to those of the Value field of an | EEE 802. 16 SA-Type attri bute.

Cryptosuite

The Cryptosuite field is 3 octets in length. The contents
correspond to those of the Value field of an | EEE 802. 16
Cryptographic-Suite attribute.

3.7. PKM AUTH Key
Descri ption

The PKM AUTH Key Attribute is of type string, 135 octets in
length. It consists of 3 fields, described bel ow, which together
specify the characteristics of a PKM aut hori zati on key. The PKM
AUTH Key Attribute MAY occur in an Access-Accept nmessage. Any
packet that contains an instance of the PKM AUTH Key Attribute
MJUST al so contain an instance of the Message- Aut henti cator
Attribute [RFC3579].
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A summary of the PKM AUTH Key Attribute format is shown below. The
fields are transmitted fromleft to right.

1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Type | Len | Lifetime
B Lt r s i i i o o T s ks S R S
Lifetime (cont.) | Sequence | Key. .

B s T s s e T o e S T ks et s oot ST S S S o S S 3
Type
143 for PKM AUTH Key
Len
135
Lifetinme

The Lifetinme field is 4 octets in length and represents the
lifetime, in seconds, of the authorization key. For nore
i nformati on, see Section 11.9.4 of [I|EEE. 802.16-2004].

Sequence

The Sequence field is one octet in length. The contents
correspond to those of the Value field of an | EEE 802. 16 Key-
Sequence- Nunber attribute (see [I|EEE. 802.16-2004], Section
11.9.5).

Key

The Key field is 128 octets in length. The contents correspond to
those of the Value field of an | EEE 802. 16 AUTH Key attri bute.

The Key field MIUST be encrypted under the public key fromthe
Subscriber Station certificate (Section 3.1) using RSA encryption
[ RFC2437]; see Section 7.5 of [I|EEE.802.16-2004] for further
details.

| mpl enent ati on Note
It is necessary that a plaintext copy of this field be returned

in the Access-Accept message; appropriate precauti ons MIST be
taken to ensure the confidentiality of the key.
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3.7.1. AUTH Key Protection

The PKM AUTH Key Attribute (Section 3.7) contains the AUTH-Key
encrypted with the SS' s public key. The BS al so needs the AK, so a
second copy of the AK needs to be returned in the Access-Accept
nessage.

It is RECOMWENDED that the AK is encapsulated in an instance of the
M5- MPPE- Send- Key Attribute [ RFC2548]. However, see Section 4.3.4 of
RFC 3579 [RFC3579] for details regardi ng weaknesses in the encryption
schene used.

If better neans for protecting the Auth-Key are avail able (such as
RADI US key attributes with better security properties, or neans of
protecting the whol e Access- Accept nessage), they SHOULD be used
instead of (or in addition to) the Ms-MPPE-Send-Key Attribute.

4, Table of Attributes

The following table provides a guide to which attributes nay be found
i n which kinds of packets, and in what quantity.

Request Accept Reject Challenge Acct-Req #  Attribute
0+ 137 PKM SS-Cert [Note 1]
0+ 138 PKM CA-Cert [Note 2]
139 PKM Confi g- Settings
140 PKM Cryptosuite-List
141 PKM SAI D
142 PKM SA- Descri pt or
143 PKM Aut h- Key

M5- MPPE- Send- Key

[ Note 3]

-1
-1

[cNololoNoNe)

[cNololoNoNoNeNe)
[cNololoNoNoNeNe)
[cNololoNoNoNeNe)

[ Note 1]
No nore than one Subscriber Station Certificate may be transferred
in an Access- Request packet.

[ Note 2]
No nore than one CA Certificate may be transferred in an Access-
Request packet.

[ Note 3]
M5- MPPE- Send- Key is one possible attribute that can be used to
convey the AK to the BS; other attributes can be used instead (see
Section 3.7.1).
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The follow ng table defines the neaning of the above table entries.
0 This attribute MJST NOT be present in packet
0+ Zero or nore instances of this attribute MAY be present in packet
0-1 Zero or one instance of this attribute MAY be present in packet
1 Exactly one instance of this attribute MUST be present in packet
5. Dianeter Considerations
Since the Attributes defined in this docunent are allocated fromthe
standard RADI US type space (see Section 7), no special handling is
requi red by Di aneter nodes.
6. Security Considerations

Section 4 of RFC 3579 [ RFC3579] discusses vulnerabilities of the
RADI US pr ot ocol .

Section 3 of the paper "Security Enhancenents for Privacy and Key
Management Protocol in | EEE 802. 16e-2005" [ SecEn] di scusses the
operation and vul nerabilities of the PKM/1 protocol.

If the Access-Request nessage is not subject to strong integrity
protection, an attacker nmay be able to nodify the contents of the
PKM Cryptosuite-List Attribute, weakening 802.16 security or

di sabling data encryption altogether.

If the Access-Accept nessage is not subject to strong integrity
protection, an attacker may be able to nodify the contents of the
PKM Aut h-Key Attribute. For exanple, the Key field could be replaced
with a key known to the attacker.

See Section 3.7.1 for security considerations of sending the
aut hori zation key to the BS.

7. | ANA Consi derations
| ANA has assigned nunbers for the following Attributes:
137 PKM SS- Cert
138 PKM CA- Cert
139 PKM Confi g- Settings
140 PKM Cryptosuite-List

141 PKM SAI D
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10.

10.

10.

142 PKM SA- Descri ptor
143 PKM Aut h- Key

The Attribute nunbers are to be allocated fromthe standard RAD US
Attribute type space according to the "I ETF Review' policy [RFC5226].
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