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Abst ract

Thi s docunment describes the usage of Advanced Encryption Standard
Counter Mdde (AES-CTR), with an explicit Initialization Vector, by
the Internet Key Exchange version 2 (I KEv2) protocol, for encrypting
the I KEv2 exchanges that follow the | KE SA I NI T exchange.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc5930

Shen, et al. I nf or mat i onal [ Page 1]



RFC 5930 AES- CTR for | KEv2 July 2010

Copyright Notice

Copyright (c) 2010 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The Internet Key Exchange version 2 (I KEv2) protocol [RFC4306] is a
conmponent of | Psec used for perfornming nutual authentication and

est abl i shing and nai ntaining security associations (SAs). [RFC4307]
defines the set of algorithns that are mandatory to inplement as part
of IKEv2, as well as algorithns that should be inplemented because
they may be pronoted to nandatory at sone future tinme. [RFC4307]
requires that an inplenmentation "SHOULD' support Advanced Encryption
Standard [ AES] Counter Mde [ MODES] (AES-CTR) as a Transform Type 1
al gorithm (encryption).

Al t hough [ RFC4307] specifies that the AES-CTR encryption al gorithm
feature SHOULD be supported by | KEv2, no existing docunent specifies
how | KEv2 can support the feature. This docunent provides the

speci ficati on and usage of AES-CTR Counter Mde by | KEv2.

| mpl enenters need to carefully consider the use of AES-CIR over the

mandat ory-to-i npl enent al gorithns in [ RFC4307], because the
performance i nprovenents of AES-CTR are mininmal in the context of
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| KEv2. Furthernore, these performance i nprovenents may be of fset by
t he Counter Mbde specific risk of a minor, hard-to-detect
i npl enentation issue resulting in total security failure.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

2. 1 KEv2 Encrypted Payl oad

Section 3.14 of | KEv2 [ RFC4306] explains the | KEv2 Encrypted Payl oad.
The Encrypted Payl oad, denoted SK{...}, contains other |KEv2 payl oads
in encrypted form

The payl oad includes an Initialization Vector (1V) whose length is
defined by the encryption algorithmnegotiated. It also includes
Integrity Checksumdata. These two fields are not encrypted.

The 1V field MIST be 8 octets when the AES-CIR algorithmis used for
| KEv2 encryption. The requirenments for this IV are the sane as what
is specified for the Encapsul ating Security Payl oad (ESP) in
Section 3.1 of [RFC3686].

| KEv2 requires Integrity Check Data for the Encrypted Payl oad as
described in Section 3.14 of [RFC4306]. The choice of integrity
algorithms in IKEv2 is defined in [RFC4307] or docunents that update
it in the future

When AES-CTR is used in I KEv2, no padding is required. The Padding
field of the Encrypted Payl oad SHOULD be enpty, and the Pad Length
field SHOULD be zero. However, according to [ RFC4306], the recipient
MUST accept any length that results in proper alignnment. It should
be noted that the ESP [ RFC4303] Encrypted Payl oad requires alignnment
on a 4-byte boundary while the | KEv2 [ RFC4306] Encrypted Payl oad does
not have such a requirenent.

The Encrypted Payload is the XOR of the plaintext and key stream

The key streamis generated by inputting counter blocks into the AES
algorithm The AES counter block is 128 bits, including a 4-octet
Nonce, 8-octet Initialization Vector, and 4-octet Block Counter, in
that order. The Block Counter begins with the value of one and
increnents by one to generate the next portion of the key stream

The detailed requirements for the counter block are the same as those
specified in Section 4 of [RFC3686].
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3. | KEv2 Conventions

The use of AES-CTR for the IKE SAis negotiated in the sane way as
AES- CTR for ESP. The Transform I D (ENCR _AES CTR) is the same; the
key length transformattribute is used in the same way; and the
keying material (consisting of the actual key and the nonce) is
derived in the sane way. See Section 5 of [ RFC3686] for detailed
descri ptions.

4. Security Considerations

Security considerations explained in Section 7 of [RFC3686] are
entirely relevant to this docunent as well. The security

consi derations on fresh keys and integrity protection in Section 7 of
[ RFC3686] are totally applicable to using AES-CTR in | KEv2; see

[ RFC3686] for details. As static keys are never used in | KEv2 for

| KE_SA and integrity protection is mandatory for | KE_SA, these issues
are not applicable for AES-CTR in | KEv2 when protecting | KE_SA

Additionally, since AES has a 128-bit bl ock size, regardl ess of the
node enpl oyed, the ciphertext generated by AES encryption becones

di stingui shable fromrandom val ues after 2764 bl ocks are encrypted
with a single key. Since |IKEv2 SA cannot carry that nuch data
(because of the size Iint of the nmessage ID of the I KEv2 nessage and
the requirenents for the nessage IDin Section 4 of [RFC4306]), this
issue is not a concern here.

For generic attacks on AES, such as brute force or precal cul ations,
the key-size requirements provide reasonabl e security
[ Reconmendat i ons] .

5. | ANA Consi derations

I ANA [ | ANA- Para] has assigned an Encryption Algorithm Transform|D
for AES-CTR encryption with an explicit IV for KEv2: 13 as the
nunber, and ENCR AES CTR as the nanme. |ANA has added a reference to
this RFC in that entry.
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