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Abstract

Thi s docunent specifies a set of cipher suites for the Transport
Security Layer (TLS) protocol to support the Canellia encryption
algorithmas a block cipher. It anends the cipher suites originally
specified in RFC 4132 by introducing counterparts using the newer
cryptographi c hash algorithnms fromthe SHA-2 fanmily. This docunent
obsol etes RFC 4132.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc5932

Copyright Notice

Copyright (c) 2010 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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This docunent nay contain material from | ETF Docunents or |ETF
Contributions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
materi al may not have granted the I ETF Trust the right to all ow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages other
than Engli sh.

1. Introduction
Thi s docunent proposes the addition of new cipher suites to the
Transport Layer Security (TLS) [ RFC5246] protocol to support the
Canmel lia [ RFC3713] encryption algorithmas a block cipher algorithm
adding variants using the SHA-2 fanmily of cryptographic hash
al gorithnms [FIPS180-3] to the TLS cipher suite portfolio originally
specified in RFC 4132 [ RFC4132]. This docunent obsol etes RFC 4132.
The Canellia algorithmand its properties are described in [RFC3713].

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Proposed Cipher Suites

The ci pher suites defined here have the following identifiers:

Ci pherSuite TLS RSA W TH CAMELLI A 128 CBC _SHA = { 0x00, 0x41 };
C pherSuite TLS DH DSS W TH CAMELLI A 128 CBC_SHA = { 0x00, 0x42 };
C pherSuite TLS_DH RSA W TH _CAMELLI A 128 CBC_SHA = { 0x00, 0x43 };
Ci pherSuite TLS DHE DSS W TH CAMELLI A 128 CBC _SHA = { 0x00, 0x44 };
CipherSuite TLS DHE_RSA W TH_CAMELLI A 128 CBC _SHA = { 0x00, 0x45 };
Ci pherSuite TLS DH anon_W TH CAMELLI A_128_CBC_SHA = { 0x00, 0x46 };
Ci pherSuite TLS RSA W TH _CAMELLI A 256_CBC_SHA = { 0x00, 0x84 };
C pherSuite TLS _DH DSS W TH_CAMELLI A 256_CBC_SHA = { 0x00, 0x85 };
Ci pherSuite TLS DH RSA W TH CAMELLI A 256 _CBC _SHA = { 0x00, 0x86 };
Ci pherSuite TLS DHE DSS W TH CAMELLI A 256 _CBC_SHA = { 0x00, 0x87 };
CipherSuite TLS DHE RSA W TH_CAMELLI A 256_CBC_SHA = { 0x00, 0x88 };
Ci pherSuite TLS DH anon W TH CAMELLI A 256_CBC_SHA = { 0x00, 0x89 };
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Ci pherSuite TLS RSA WTH CAMELLI A 128 CBC _SHA256 = { 0x00, OxBA };
Ci pherSuite TLS DH DSS W TH CAMELLI A 128 CBC SHA256 = { 0x00, OxBB };
Ci pherSuite TLS DH RSA W TH CAMELLI A 128 CBC SHA256 = { 0x00, 0xBC };
Ci pherSuite TLS DHE DSS W TH CAMELLI A 128 CBC SHA256 = { 0x00, 0xBD };
CipherSuite TLS DHE RSA W TH CAMELLI A 128 CBC SHA256 = { 0x00, OxBE };
Ci pherSuite TLS DH anon_W TH_CAMELLI A 128 CBC _SHA256 = { 0x00, OxBF };
CipherSuite TLS_RSA W TH CAMELLI A 256_CBC_SHA256 = { 0x00, 0xCO };
CipherSuite TLS DH DSS W TH_CAMELLI A 256_CBC_SHA256 = { 0x00, OxC1 };
CipherSuite TLS DH RSA W TH CAMELLI A 256_CBC SHA256 = { 0x00, OxC2 };
Ci pherSuite TLS DHE DSS W TH _CAMELLI A 256_CBC SHA256 = { 0x00, 0xC3 };
CipherSuite TLS DHE RSA W TH_CAMELLI A 256_CBC_SHA256 = { 0x00, OxC4 };
Ci pherSuite TLS DH anon W TH CAMELLI A 256_CBC SHA256 = { 0x00, OxC5 };

Ci pher Suite Definitions

.1. Key Exchange

The RSA, DHE RSA, DH RSA, DHE DSS, DH DSS, and DH anon key exchanges
are perforned as defined in [ RFC5246].

.2. G pher
The CAMELLI A 128 CBC ci pher suites use Canellia [RFC3713] in Ci pher
Bl ock Chaining (CBC) nbde with a 128-bit key and 128-bit |V, the
CAMELLI A 256 _CBC ci pher suites use a 256-bit key and 128-bit |V

. 3. Hash and Pseudorandom Functi on

.3.1. Hash and Pseudorandom Function for TLS 1.1

The cipher suites ending with SHA use HVAC- SHA1 as the MAC
al gorithm

When used with TLS versions prior to 1.2, the pseudorandom function
(PRF) is calculated as specified in the appropriate version of the
TLS speci fication.

.3.2. Hash and Pseudorandom Function for TLS 1.2

The cipher suites ending with _SHA256 use HMVAC- SHA- 256 as the MAC
algorithm The PRF is the TLS PRF [ RFC5246] with SHA-256 as the hash
function. These cipher suites MJST NOT be negotiated by TLS 1.1 or
earlier versions. Cdients MIST NOT of fer these cipher suites if they
do not offer TLS 1.2 or later. Servers that select an earlier
version of TLS MJUST NOT sel ect one of these cipher suites.
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4. | ANA Consi derations

June 2010

| ANA has updated the entries for the foll owi ng nunbers that were
all ocated in RFC 4132 to reference this document:

C pherSuite TLS_RSA W TH _CAMELLI A 128 _CBC_SHA = { 0x00, 0x41 };
Ci pherSuite TLS DH DSS W TH CAMELLI A 128 CBC SHA = { 0x00, 0x42 };
CipherSuite TLS DH RSA W TH CAMELLI A 128 CBC_SHA = { 0x00, 0x43 }
CipherSuite TLS DHE DSS W TH_CAMELLI A 128 CBC _SHA = { 0x00, 0x44 };
Ci pherSuite TLS DHE RSA W TH CAMELLI A 128 CBC _SHA = { 0x00, 0x45 };
C pherSuite TLS DH anon_W TH_CAMELLI A 128 CBC_SHA = { 0x00, 0x46 };
Ci pherSuite TLS RSA W TH CAMELLI A 256 CBC _SHA = { 0x00, 0x84 };
Ci pherSuite TLS DH DSS W TH CAMELLI A 256 CBC _SHA = { 0x00, 0x85 }
CipherSuite TLS DH RSA W TH CAMELLI A _256_CBC_SHA = { 0x00, 0x86 };
Ci pherSuite TLS DHE DSS W TH _CAMELLI A 256_CBC_SHA = { 0x00, 0x87 };
Ci pherSuite TLS DHE RSA W TH_CAMELLI A 256_CBC_SHA = { 0x00, 0x88 };
C pherSuite TLS_DH anon_W TH_CAMELLI A_256_CBC_SHA = { 0x00, 0x89 };
| ANA has allocated the follow ng nunbers in the TLS G pher Suite
Regi stry:
C pherSuite TLS RSA W TH CAMELLI A 128 CBC_SHA256 = { 0x00, OxBA };
C pherSuite TLS DH DSS W TH _CAMELLI A 128 CBC SHA256 = { 0x00, 0xBB };
Ci pherSuite TLS DH RSA W TH CAMELLI A 128 CBC SHA256 = { 0x00, OxBC };
Ci pherSuite TLS DHE DSS W TH CAMELLI A 128 CBC SHA256 = { 0x00, OxBD };
CipherSuite TLS DHE RSA W TH CAMELLI A 128 CBC SHA256 = { 0x00, OxBE };
Ci pherSuite TLS DH anon_W TH CAMELLI A 128 CBC SHA256 = { 0x00, OxBF };
C pherSuite TLS_RSA W TH_CAMELLI A 256 _CBC_SHA256 = { 0x00, OxC0 };
Ci pherSuite TLS DH DSS W TH CAMELLI A 256 _CBC _SHA256 = { 0x00, OxC1 };
CipherSuite TLS DH RSA W TH_CAMELLI A 256_CBC_SHA256 = { 0x00, OxC2 }
CipherSuite TLS DHE DSS W TH_CAMELLI A 256_CBC_SHA256 = { 0x00, 0xC3 };
Ci pherSuite TLS DHE RSA W TH CAMELLI A 256 _CBC SHA256 = { 0x00, OxC4 };
C pherSuite TLS DH anon_W TH _CAMELLI A 256 _CBC SHA256 = { 0x00, OxC5 };
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5. Security Considerations

At the tine of witing this document, there are no known weak keys
for Canellia, and no security problem has been found on Canellia (see
[ NESSI E], [CRYPTREC], and [LNCS]).

Al so, security issues are discussed throughout RFC 5246 [ RFC5246],
especially in Appendices D, E, and F.
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