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Session Description Protocol (SDP) Capability Negotiation
Abst r act

The Session Description Protocol (SDP) was intended to describe

mul ti medi a sessions for the purposes of session announcenent, session
invitation, and other forms of nultinmedia session initiation. SDP
was not intended to provide capability indication or capability
negoti ati on; however, over the years, SDP has seen wi despread
adoption and as a result it has been gradually extended to provide
limted support for these, notably in the formof the offer/answer
nodel defined in RFC 3264. SDP does not define how to negotiate one
or nore alternative transport protocols (e.g., RTP profiles) or
attributes. This makes it difficult to deploy new RTP profiles such
as Secure RTP or RTP with RTCP-based feedback, negotiate use of
different security keying nechanisns, etc. It also presents problens
for sone forns of nedia negotiation

The purpose of this docunment is to address these shortconi ngs by
extending SDP with capability negotiation paraneters and associ at ed
of fer/answer procedures to use those paraneters in a backwards
conpati bl e manner.

The document defines a general SDP Capability Negotiation franmework.
It also specifies howto provide attributes and transport protocols
as capabilities and negotiate themusing the franework. Extensions
for other types of capabilities (e.g., nedia types and nedia formats)
may be provided in other docunents.
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1

I ntroduction

The Session Description Protocol (SDP) was intended to describe

mul ti medi a sessions for the purposes of session announcenment, session
invitation, and other forns of nultinedia session initiation. An SDP
session description contains one or nore nmedi a stream descriptions
with information such as | P address and port, type of nedia stream
(e.g., audio or video), transport protocol (possibly including
profile information, e.g., RTP/AVP or RTP/SAVP), nedia formats (e.g.,
codecs), and various other session and nedi a stream paraneters that
define the session.

Simply providing nedia stream descriptions is sufficient for session
announcenents for a broadcast application, where the nmedia stream
paraneters are fixed for all participants. Wen a participant wants
to join the session, he obtains the session announcenent and uses the
medi a descriptions provided, e.g., joins a nmulticast group and

recei ves nedi a packets in the encoding format specified. |If the
medi a stream description is not supported by the participant, he is
unabl e to receive the nedia.

Such restrictions are not generally acceptable to multimedia session
invitations, where two or nore entities attenpt to establish a nmedia
session, that uses a set of nedia stream paraneters acceptable to al
participants. First of all, each entity nust informthe other of its
recei ve address, and secondly, the entities need to agree on the
nmedi a stream paraneters to use for the session, e.g., transport
protocol s and codecs. To solve this, RFC 3264 [ RFC3264] defined the
of fer/ answer nodel, whereby an offerer constructs an offer SDP
session description that lists the nedia streans, codecs, and other
SDP paraneters that the offerer is willing to use. This offer
session description is sent to the answerer, which chooses from anong
the medi a streanms, codecs and other session description paraneters
provi ded, and generates an answer session description with his
paraneters, based on that choice. The answer session description is
sent back to the offerer thereby conpleting the session negotiation
and enabling the establishnment of the negotiated nedia streans.

Taking a step back, we can nmake a distinction between the
capabilities supported by each participant, the way in which those
capabilities can be supported, and the paraneters that can actually
be used for the session. Mrre generally, we can say that we have the
fol | owi ng:

0 A set of capabilities for the session and its associated nedi a
stream conponents, supported by each side. The capability
i ndi cations by thenselves do not inmply a commtment to use the
capabilities in the session
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Capabilities can, for exanple, be that the "RTP/ SAVP" profile is
supported, that the "PCMJ' (Pul se Code Mdul ati on nmu-1aw) codec is
supported, or that the "crypto" attribute is supported with a
particul ar val ue.

0 A set of potential configurations indicating which conbinations of
those capabilities can be used for the session and its associ ated
medi a stream conponents. Potential configurations are not ready
for use. Instead, they provide an alternative that may be used,
subject to further negotiation

A potential configuration can, for exanple, indicate that the
"PCMJ' codec and the "RTP/ SAVP" transport protocol are not only
supported (i.e., listed as capabilities), but they are offered for
potential use in the session

0 An actual configuration for the session and its associ ated nedi a
stream conponents, that specifies which conbi nati ons of session
paraneters and nedia stream conponents can be used currently and
with what paraneters. Use of an actual configuration does not
require any further negotiation

An actual configuration can, for exanple, be that the "PCMJ' codec
and the "RTP/ SAVP" transport protocol are offered for use
currently.

0 A negotiation process that takes the set of actual and potenti al
configurations (combinations of capabilities) as input and
provi des the negotiated actual configurations as output.

SDP by itself was designed to provide only one of these, nanely
listing of the actual configurations; however, over the years, use of
SDP has been extended beyond its original scope. O particular

i mportance are the session negotiation senmantics that were defined by
the of fer/answer nodel in RFC 3264. In this nodel, both the offer
and the answer contain actual configurations; separate capabilities
and potential configurations are not supported.

O her rel evant extensions have been defined as well. RFC 3407

[ RFC3407] defined sinple capability declarations, which extends SDP
with a sinple and limted set of capability descriptions. G ouping
of nedia lines, which defines how nedia lines in SDP can have ot her
semantics than the traditional "sinultaneous nedia streans”
semantics, was defined in RFC 5888 [ RFC5888], etc.

Each of these extensions was designed to solve a specific limtation

of SDP. Since SDP had al ready been stretched beyond its origina
intent, a nore conprehensive capability declaration and negotiation
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process was intentionally not defined. |Instead, work on a "next
generation" of a protocol to provide session description and
capability negotiation was initiated [ SDPng]. SDPng defined a

conpr ehensi ve capability negotiation framework and protocol that was
not bound by existing SDP constraints. SDPng was not designed to be
backwards conpatible with existing SDP and hence required both sides
to support it, with a graceful fallback to | egacy operati on when
needed. This, conbined with lack of ubiquitous multipart MM
support in the protocols that would carry SDP or SDPng, nade it
challenging to mgrate towards SDPng. |In practice, SDPng has not
gained traction and, as of the time of publication of this docunent,
work on SDPng has stopped. Existing real-tine nultinedia

communi cati on protocols such as SIP, Real Tine Streaning Protoco
(RTSP), Megaco, and Media Gateway Control Protocol (M3CP) continue to
use SDP. However, SDP does not address an increasingly inportant
problem the ability to negotiate one or nore alternative transport
protocols (e.g., RTP profiles) and associ ated paraneters (e.g., SDP
attributes). This nmakes it difficult to depl oy new RTP profiles such
as Secure RTP (SRTP) [RFC3711], RTP with RTCP-based feedback

[ RFC4A585], etc. The problemis exacerbated by the fact that RTP
profiles are defined independently. Wen a new profile is defined
and N other profiles already exist, there is a potential need for
defining N additional profiles, since profiles cannot be conbi ned
automatically. For exanple, in order to support the plain and Secure
RTP version of RTP with and wi thout RTCP-based feedback, four
separate profiles (and hence profile definitions) are needed: RTP/ AVP
[ RFC3551], RTP/ SAVP [ RFC3711], RTP/ AVPF [ RFC4585], and RTP/ SAVPF
[RFC5124]. In addition to the pressing profile negotiation problem
other inportant real-life limtations have been found as well.

Keyi ng material and ot her paraneters, for exanple, need to be
negotiated with sone of the transport protocols, but not others.
Simlarly, sonme nmedia fornmats and types of nedia streans need to
negotiate a variety of different parameters.

The purpose of this docunent is to define a mechani smthat enables
SDP to provide limted support for indicating capabilities and their
associ ated potential configurations, and negotiate the use of those
potential configurations as actual configurations. 1t is not the
intent to provide a full-fledged capability indication and

negoti ati on nechani smalong the lines of SDPng or | TU- T H. 245.
Instead, the focus is on addressing a set of well-known real-life
limtations. More specifically, the solution provided in this
docunent provides a general SDP Capability Negotiation framework that
i s backwards conpatible with existing SDP. It also defines
specifically how to provide attributes and transport protocols as
capabilities and negotiate themusing the framework. Extensions for
other types of capabilities (e.g., nedia types and formats) may be
provided in other docunents.
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As nentioned above, SDP is used by several protocols, and hence the
nmechani sm shoul d be usable by all of these. One particularly

i mportant protocol for this problemis the Session Initiation
Protocol (SIP) [RFC3261]. SIP uses the offer/answer nodel [RFC3264]
(which is not specific to SIP) to negotiate sessions and hence the
mechani sm defi ned here provides the offer/answer procedures to use
for the capability negotiation framework.

The rest of the document is structured as follows. In Section 3, we
present the SDP Capability Negotiation solution, which consists of
new SDP attri butes and associ ated of fer/answer procedures. In
Section 4, we provide exanples illustrating its use. 1In Section 5,
we provide the security considerations.

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. SDP Capability Negotiation Solution

In this section, we first present the conceptual nodel behind the SDP
Capability Negotiation franework foll owed by an overvi ew of the SDP
Capability Negotiation solution. W then define new SDP attributes
for the solution and provide its associ ated updated of fer/answer
procedur es.

3.1. SDP Capability Negotiation Mde
Qur nodel uses the concepts of
o Capabilities
o Potential Configurations
0 Actual Configurations
0 Negotiation Process
as defined in Section 1. Conceptually, we want to offer not just the
actual configuration SDP session description (which is done with the
of fer/ answer nodel defined in [ RFC3264]), but the actua
configuration SDP session description as well as one or nore
alternative SDP session descriptions, i.e., potential configurations.
The answerer must choose either the actual configuration or one of

the potential configurations, and generate an answer SDP session
description based on that. The offerer may need to perform
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processing on the answer, which depends on the offer that was chosen
(actual or potential configuration). The answerer therefore inforns
the of ferer which configuration the answerer chose. The process can
be viewed *conceptual | y* as foll ows:

1) Cenerate offer with actua
configuration and alternative
potential configurations

2) Send offer with all configurations

R +
| SDP ol |
| (actual |
| config
| | -+ Ofer
R T S N > 3) Process offered configurations
| SDP 02 | in order of preference indicated
| (potential | 4) Cenerate answer based on chosen
| config 1) |-+ configuration (e.g., 02), and
T + i nform of ferer which one was
| SDP 03 | chosen
| (potential
| config 2) |-+
R + |
| SDP . |
R +
| SDP a1l |
Answer | (actual
<----- | config, 02)]|
| |
5) Process answer based on R +
the configuration that was
chosen (02), as indicated in
t he answer
The above illustrates the conceptual nodel: the actual solution uses

a single SDP session description, which contains the actua
configuration (as with existing SDP session descriptions and the

of fer/answer nodel defined in [ RFC3264]) and several new attributes
and associ ated procedures, that encode the capabilities and potenti al
configurations. A nore accurate depiction of the actual offer SDP
session description is therefore as foll ows:
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SDP ol
(act ual
config

| capability 1
| capability 2
- |

| potenti al |
| config 1 |
| potenti al |
| config 2 |
(N |

\%

The above structure is used for two reasons:

0 Backwards conpatibility: As noted above, support for nultipart
M ME i s not ubiquitous. By encoding both capabilities and
potential configurations in SDP attributes, we can represent
everything in a single SDP session description thereby avoiding
any nultipart M ME support issues. Furthernore, since unknown SDP
attributes are ignored by the SDP recipient, we ensure that
entities that do not support the framework sinply performthe
regul ar RFC 3264 offer/answer procedures. This provides us with
seanl ess backwards conpatibility.

0 Message size efficiency: When we have nultiple nmedia streans,
each of which may potentially use two or nore different transport
protocols with a variety of different associated paraneters, the
nunber of potential configurations can be large. |f each possible
alternative is represented as a conpl ete SDP session description
in an offer, we can easily end up with [ arge nmessages. By
providing a nore conpact encodi ng, we get nore efficient nessage
si zes.

In the next section, we describe the exact structure and specific SDP
paraneters used to represent this.
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3.2. Solution Overview
The sol ution consists of the follow ng:

o Two new SDP attributes to support extensions to the framework
itself as follows:

0o Anewattribute ("a=csup") that lists the supported base
(optionally) and any supported extension options to the
f ramewor k.

0o Anewattribute ("a=creq") that lists the extensions to the
franework that are required to be supported by the entity
receiving the SDP session description in order to do capability
negoti ati on.

o Two new SDP attributes used to express capabilities as foll ows
(additional attributes can be defined as extensions):

0o Anewattribute ("a=acap") that defines howto list an
attribute nane and its associated value (if any) as a
capability.

o0 Anewattribute ("a=tcap") that defines howto list transport
protocols (e.g., "RTP/AVP") as capabilities.

0o Two new SDP attributes to negotiate configurations as follows:

o Anewattribute ("a=pcfg") that lists potential configurations
supported. This is done by reference to the capabilities from
the SDP session description in question. Extension
capabilities can be defined and referenced in the potentia
configurations. Alternative potential configurations have an
explicit ordering associated with them Also, potentia
configurations are by default preferred over the actua
configuration included in the "me" line and its associ ated
par anmeters

This preference order was chosen to provide maxi mrum backwar ds
conmpatibility for the capability negotiation franework and the
possi bl e values offered for a session. For exanple, an entity
that wants to establish a Secure RTP nedia streambut is
willing to accept a plain RTP nedia stream (assuned to be the
| east conmon denoni nator for nost endpoints), can offer plain
RTP in the actual configuration and use the capability

negoti ati on extensions to indicate the preference for Secure
RTP. Entities that do not support the capability negotiation
extensions or Secure RTP will then default to plain RTP
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o0 Anewattribute ("a=acfg") to be used in an answer SDP session
description. The attribute identifies a potentia
configuration froman offer SDP session description that was
used as an actual configuration to formthe answer SDP session
description. Extension capabilities can be included as well.

0 Extensions to the offer/answer nodel that allow for capabilities
and potential configurations to be included in an offer.
Capabilities can be provided at the session |l evel and the nedia
I evel. Potential configurations can be included only at the nmedia
| evel, where they constitute alternative offers that may be
accepted by the answerer instead of the actual configuration(s)
included in the "nme" line(s) and associ ated paraneters. The
nmechani sns defined in this docunent enable potentia
configurations to change the transport protocol, add new
attributes, as well as renove all existing attributes fromthe
actual configuration. The answerer indicates which (if any) of
the potential configurations it used to formthe answer by
i ncluding the actual configuration attribute ("a=acfg") in the
answer. Capabilities nmay be included in answers as well, where
they can aid in guiding a subsequent new of fer

The mechanismis illustrated by the offer/answer exchange bel ow,
where Alice sends an offer to Bob

Alice Bob
| (1) Ofer (SRTP and RTP) |
A |
| (2) Answer (SRTP) |
| |
| (3) Ofer (SRTP)
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Alice’'s offer includes RTP and SRTP as alternatives, where RTP is the
default (actual configuration), but SRTP is the preferred one
(potential configuration):

v=0

o=- 25678 753849 INIP4 192.0.2.1
S=

c=INIP4 192.0.2.1

t=0 0

mraudi o 53456 RTP/ AVP 0 18
a=t cap: 1 RTP/ SAVP
a=acap: 1l crypto:1 AES CM 128 HVAC SHA1l_80

i nline: WNf X19z2ZW.j dGMgKCkgewkyM A7f Qp9CnVubGvz| 2720| 1: 4
a=pcfg:1l t=1 a=1
The "m=" line indicates that Alice is offering to use plain RTP with
PCMJ or G 729. The capabilities are provided by the "a=tcap" and
"a=acap" attributes. The transport capability attribute ("a=tcap")
i ndi cates that Secure RTP under the AVP profile ("RTP/SAVP") is
supported with an associated transport capability handle of 1. The
"acap" attribute provides an attribute capability with a handle of 1
The attribute capability is a "crypto" attribute, which provides the
keying material for SRTP using SDP security descriptions [ RFC4568].
The "a=pcfg" attribute provides the potential configuration included
in the offer by reference to the capability paraneters. One
alternative is provided; it has a configuration nunber of 1 and it
consists of transport protocol capability 1 (i.e., the RTP/ SAVP
profile -- Secure RTP), and the attribute capability 1 (i.e., the
"crypto" attribute provided). Potential configurations are preferred
over the actual configuration included in the offer SDP session
description, and hence Alice is expressing a preference for using
Secure RTP.

Bob receives the SDP session description offer fromAlice. Bob
supports SRTP and the SDP Capability Negotiation framework, and hence
he accepts the (preferred) potential configuration for Secure RTP
provided by Alice and generates the followi ng answer SDP session
description:

v=0

0=- 24351 621814 INIP4 192.0.2.2
S=

c=INIP4 192.0.2.2

t=0 0

mrFaudi o 54568 RTP/ SAVP 0 18
a=crypto:1 AES CM 128 HVAC SHA1 80

i nline: PS1uQCVeeCFCanVntj kpPyw NWhc YDOmXXt xaVBR| 2720]| 1: 4
a=acfg:1 t=1 a=1
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Bob i ncludes the "a=acfg" attribute in the answer to informAlice
that he based his answer on an offer using potential configuration 1
with transport protocol capability 1 and attribute capability 1 from
the of fer SDP session description (i.e., the RTP/SAVP profile using
the keying material provided). Bob also includes his keying materia
ina "crypto" attribute. |f Bob supported one or nore extensions to
the Capability Negotiation framework, he would have included option
tags for those in the answer as well (in an "a=csup" attribute).

When Alice receives Bob's answer, session negotiation has conpl et ed;
however, Alice neverthel ess generates a new offer using the

negoti ated configuration as the actual configuration. This is done
purely to assist any internediaries that nay resi de between Alice and
Bob but do not support the SDP Capability Negotiation franmework, and
hence may not understand the negotiation that just took place.

Alice s updated offer includes only SRTP, and it is not using the SDP
Capability Negotiation franmework (Alice could have included the

capabilities as well if she wanted):
v=0
0o=- 25678 753850 IN P4 192.0.2.1
S=
c=INIP4 192.0.2.1
t=0 0

mrFaudi o 53456 RTP/ SAVP 0 18
a=crypto:1 AES CM 128 HMAC SHAl1l 80

i nline: WNf X19z2ZWj dGagKCkgewkyM A7f Qp9CnVubGvz| 2720| 1: 4
The "me" line now indicates that Alice is offering to use Secure RTP
with PCMJ or G 729. The "crypto" attribute, which provides the SRTP
keying material, is included with the sane val ue again.

Bob receives the SDP session description offer fromAlice, which he
accepts, and then generates an answer to Alice:

v=0

0=- 24351 621815 IN | P4 192.0.2.2
S=

c=INI1P4 192.0.2.2

t=0 0

nraudi o 54568 RTP/ SAVP 0 18
a=crypto:1 AES CM 128 HVAC SHA1 80
i nline: PSTluQCVeeCFCanVitj kpPywj NWhc YDOmXXt xaVBR| 2720]| 1: 4

Bob includes the same "crypto" attribute as before, and the session

proceeds without change. Although Bob did not include any
capabilities in his answer, he could have done so if he wanted.
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3. 3.

3. 3.

And

Note that in this particular exanple, the answerer supported the
capability negotiation extensions defined here. Had he not, he would
sinply have ignored the new attributes and accepted the (actua
configuration) offer to use normal RTP. 1In that case, the foll ow ng
answer woul d have been generated instead:

v=0

0=- 24351 621814 IN IP4 192.0.2.2
S:

c=INIP4 192.0.2.2

t=0 0

mraudi o 54568 RTP/ AVP 0 18
Versi on and Extension |Indication Attributes

In this section, we present the new attributes associated wth
i ndi cating the SDP Capability Negotiation extensions supported and
required.

1. Supported Capability Negotiation Extensions Attribute

The SDP Capability Negotiation solution allows for capability

negoti ati on extensions to be defined. Associated with each such
extension is an option tag that identifies the extension in question
Option tags MUST be registered with | ANA per the procedures defined
in Section 6. 2.

The Supported Capability Negotiation Extensions attribute ("a=csup")
contains a comm-separated |list of option tags identifying the SDP
Capability Negotiation extensions supported by the entity that
generated the SDP session description. The attribute can be provided
at the session level and the nedia level, and it is defined as
fol | ows:

a=csup: <option-tag-list>
RFC 4566, Section 9, provides the ABNF [ RFC5234] for SDP attri butes.

The "csup" attribute adheres to the RFC 4566 "attri bute" production
with an att-value defined as foll ows:

att-val ue = option-tag-1list
option-tag-1list = option-tag *("," option-tag)
option-tag = token ; defined in [ RFC4566]

A special base option tag with a value of "cap-v0" is defined for the
basi ¢ SDP Capability Negotiation franework defined in this docunent.
Entities can use this option tag with the "a=csup” attribute to
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i ndi cate support for the SDP Capability Negotiation franmework
specified in this docunent. Please note that white space is not
allowed in this rule.

The followi ng exanples illustrate use of the "a=csup” attribute with
the "cap-v0" option tag and two hypothetical option tags, "foo" and
"bar" (note the lack of white space):

a=csup: cap-vo0
a=csup: f oo

a=csup: bar

a=csup: cap-Vvo0, f oo, bar

The "a=csup" attribute can be provided at the session and the nedia

| evel . Wien provided at the session level, it applies to the entire
SDP session description. Wen provided at the nedia level, it
applies only to the nedia description in question (option tags
provided at the session level apply as well). There MJUST NOT be nore
than one "a=csup" attribute at the session | evel and one at the nedia
| evel (one per nedia description in the latter case).

Whenever an entity that supports one or nore extensions to the SDP
Capability Negotiation framework generates an SDP session
description, it SHOULD i nclude the "a=csup" attribute with the option
tags for the extensions it supports at the session and/or nedia

| evel , unless those option tags are already provided in one or nore
"a=creq" attribute (see Section 3.3.2) at the relevant |evels.

I nclusi on of the base option tag is OPTIONAL; support for the base
framework can be inferred frompresence of the "a=pcfg" attribute
defined in Section 3.5.1.

Use of the base option tag may still be useful in sone scenari os,
e.g., when using SIP OPTIONS [ RFC3261] or generating an answer to an
offer that did not use the SDP Capability Negotiation framework.

3.3.2. Required Capability Negotiation Extensions Attribute

The Required Capability Negotiation Extensions attribute ("a=creq")
contains a conma-separated |ist of option tags (see Section 3.3.1)
specifying the SDP Capability Negotiation extensions that MJST be
supported by the entity receiving the SDP session description, in
order for that entity to properly process the SDP Capability

Negoti ation attributes and associ ated procedures. There is no need
to include the base option tag ("cap-v0") with the "creq" attribute,
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since any entity that supports the "creq" attribute in the first
pl ace al so supports the base option tag. Still, it is permissible to
do so.

Such functionality may be inportant if a future version of the
Capability Negotiation franmework were not backwards conpati bl e.

The attribute can be provided at the session | evel and the nedia
level, and it is defined as foll ows:

a=creq: <option-tag-list>

The "creq" attribute adheres to the RFC 4566 "attri bute" production
with an att-val ue defined as foll ows:

att-val ue = option-tag-1list

The following exanples illustrate use of the "a=creq" attribute with
the "cap-v0" base option tag and two hypothetical option tags, "foo"
and "bar" (note the lack of white space):

a=creq: cap-v0
a=creq: foo

a=creq: bar
a=creq: cap-Vvo0, f oo, bar

The "a=creq" attribute can be provided at the session and the nedia

| evel . Wien provided at the session level, it applies to the entire
SDP session description. Wen provided at the nedia level, it
applies only to the nedia description in question (required option
tags provided at the session level apply as well). There MJST NOT be
nmore than one "a=creq" attribute at the session | evel and one
"a=creq" attribute at the nedia | evel (one per nedia description in
the latter case).

Wien an entity generates an SDP session description and it requires
the recipient of that SDP session description to support one or nore
SDP Capability Negotiati on extensions (except for the base) at the
session or nedia level in order to properly process the SDP
Capability Negotiation, the "a=creq" attribute MJST be included wth
option tags that identify the required extensions at the session
and/ or nedia level. |f support for an extension is needed only in
one or nore specific potential configurations, the potentia
configuration provides a way to indicate that instead (see Section
3.5.1). Support for the basic negotiation franmework is inplied by
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the presence of an "a=pcfg" attribute (see Section 3.5.1) and hence
it is not required to include the "a=creq" attribute with the base
option tag ("cap-v0").

A recipient that receives an SDP session description and does not
support one or nore of the required extensions listed in a "creq"
attribute MJUST NOT performthe SDP Capability Negotiation defined in
this docunent; instead the recipient MIUST proceed as if the SDP
Capability Negotiation attributes were not included in the first
place, i.e., the capability negotiation attributes are ignored. In
that case, if the SDP session description recipient is an SDP
answer er [ RFC3264], the recipient SHOULD include a "csup" attribute
in the resulting SDP session description answer listing the SDP
Capability Negotiation extensions it actually supports.

This ensures that introduction of the SDP Capability Negotiation
mechani sm by itself does not |ead to session failures

For non-supported extensions provided at the session level, this
implies that SDP Capability Negotiation MJST NOT be perforned at all
For non-supported extensions at the nedia level, this inplies that
SDP Capability Negotiation MIST NOT be performed for the media stream
i n question.

An entity that does not support the SDP Capability Negotiation
framework at all, will ignore these attributes (as well as the
other SDP Capability Negotiation attributes) and not perform any
SDP Capability Negotiation in the first place.

3.4. Capability Attributes

In this section, we present the new attributes associated with
i ndicating the capabilities for use by the SDP Capability
Negoti ati on.

3.4.1. Attribute Capability Attribute

Attributes and their associ ated val ues can be expressed as
capabilities by use of a new attribute capability attribute
("a=acap"), which is defined as foll ows:

a=acap: <att-cap-nune <att-par>

where <att-cap-nunk> is an integer between 1 and 2731-1 (both

i ncl uded) used to nunber the attribute capability and <att-par> is an
attribute ("a=") inits "<attribute>" or "<attribute>:<val ue>" form
i.e., excluding the "a=" part (see [RFC4566]). The attribute can be
provided at the session |level and the nedia | evel
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The "acap" attribute adheres to the RFC 4566 "attri bute" production
with an att-val ue defined as foll ows:

att-val ue = att-cap-num 1*W5P att - par
att-cap-num = 1*10(DIGA T) ;defined in [RFC5234]
att-par = attribute ;defined in [ RFC4566]

Note that white space is not permtted before the att-cap-num

When the attribute capability contains a session-level attribute,
that "acap" attribute can only be provided at the session |evel
Conversely, nedia-level attributes can be provided in attribute
capabilities at either the nedia | evel or session level. The base
SDP Capability Negotiation franework however only defines procedures
for use of nedia-level attribute capabilities at the nedia | evel

| mpl enentations that conformonly to the base franmework MJST NOT
generate nedia-level attribute capabilities at the session |evel
however, extensions may change this (see, e.g., [SDPMedCap] for one

such extension) and hence all inplenentations MJST still be prepared
to receive such capabilities (see Section 3.6.2 for processing
rul es).

Each occurrence of the "acap" attribute in the entire session
description MIST use a different value of <att-cap-nunk. Consecutive
nunbering of the <att-cap-nunt values is not required.

There is a need to be able to reference both session-Ilevel and
medi a-1 evel attributes in potential configurations at the nmedia
level, and this provides for a sinple solution to avoiding overl ap
bet ween the references (handles) to each attribute capability.

The <att-cap-nun> val ues provided are i ndependent of simlar
<cap- nun® val ues provided for other types of capabilities, i.e.
forma separate nanme-space for attribute capabilities.

, they

The following exanples illustrate use of the "acap" attribute:
a=acap: 1l ptine: 20
a=acap: 2 ptine: 30
a=acap: 3 key-nmgnt: m key AQAFgMIXf| ABAAAAAAAAAAAAAAS Ay ONQBgAA
AAAGEE002peedhp2UaDX8ZE22 YWKAAAPZ U YWk QGR1Y2suY29t AQAAAAAAAQAK O
JKpgaVkDaawi 9whVBt Bt 0KZ14ymNuu62+Nv30z PLygwK/ GbAV9i ermGUI Z19f WRUO
SrzKTAv9zV

a=acap:4 crypto:1 AES CM 128 HVAC SHAl1 32
i nl i ne: NzB4d1BI NUAvLEW6Uz F3WEJ +PSdFc GdUJ ShpX1Zj | 27220] 1: 32
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3. 4.

And

The first two attribute capabilities provide attribute values for the
ptine attribute. The third provides SRTP paraneters by using

Mul timedia Internet KEYing (MKEY) [RFC3830] with the "key-nmgnt"
attribute [ RFC4567]. The fourth provides SRTP paraneters by use of
security descriptions with the "crypto" attribute [ RFC4568]. Note
that the Iine-wapping and newlines in exanple three and four are
provided for formatting reasons only -- they are not pernitted in
actual SDP session descriptions.

Readers fam liar with RFC 3407 nay notice the simlarity between
the RFC 3407 "cpar" attribute and the above. There are however a
couple of inportant differences, notably that the "acap" attribute
contains a handle that enables referencing it and it furthernore
supports only attributes (the "cpar" attribute defined in RFC 3407
supports bandwi dth information as well). The "acap" attribute

al so is not automatically associated with any particul ar
capabilities. See Section 3.14 for the relationship to RFC 3407.

Attribute capabilities MJST NOT enbed any capability negotiation
paraneters. This restriction applies to all the capability
negoti ati on paraneters defined in this docunment ("csup", "creq"
"acap", "tcap", "pcfg", and "acfg") as well as any capability
negoti ati on extensions defined. The follow ng exanples are thus
invalid attribute capabilities and MJUST NOT be used:

a=acap: 1l acap: 2 foo:a ; Not allowed to enbed "acap"

a=acap: 2 a=pcfg:1 t=1 a=1 ; Not allowed to enbed "pcfg"
The reason for this restriction is to avoid overly conpl ex processing
rules resulting fromthe expansion of such capabilities into
potential configurations (see Section 3.6.2 for further details).
2. Transport Protocol Capability Attribute
Transport protocols can be expressed as capabilities by use of a new
Transport Protocol Capability attribute ("a=tcap") defined as
fol | ows:

a=tcap: <trpr-cap-nunm> <proto-list>

where <trpr-cap-nun® is an integer between 1 and 2731-1 (both
i ncl uded) used to nunber the transport address capability for later
reference, and <proto-list> is one or nore <proto>, separated by

white space, as defined in the SDP "n¥" line. The attribute can be
provided at the session |level and the nedia | evel
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The "tcap" attribute adheres to the RFC 4566 "attri bute" production
with an att-val ue defined as foll ows:

att-val ue = trpr-cap-num 1*W5P proto-|ist
trpr-cap-num = 1*10(DIGT) ;defined in [ RFC5234]
proto-1li st = proto *(1*WBP proto) ;defined in [ RFC4566]

Note that white space is not pernmitted before the trpr-cap-num

The "tcap" attribute can be provided at the session |evel and the
medi a level. There MJUST NOT be nore than one "a=tcap" attribute at
the session |l evel and one at the nedia | evel (one per nedia
description in the latter case). Each occurrence of the "tcap"
attribute in the entire session description MJST use a different

val ue of <trpr-cap-nun». \When multiple <proto> values are provided,
the first one is associated with the value <trpr-cap-nunm>, the second
one with the value one higher, etc. There MJUST NOT be any capability
nunber overlap between different "tcap" attributes in the entire SDP
session description. The <trpr-cap-nunt val ues provi ded are

i ndependent of simlar <cap-nun» val ues provided for other capability
attributes, i.e., they forma separate name-space for transport
protocol capabilities. Consecutive nunbering of the <trpr-cap-nunp
values in different "tcap"” attributes is not required.

Bel ow, we provi de exanples of the "a=tcap" attribute:
a=t cap: 1 RTP/ AVP
a=t cap: 2 RTP/ AVPF
a=t cap: 3 RTP/ SAVP RTP/ SAVPF
a=t cap: 5 UDP/ TLS/ RTP/ SAVP

The first one provides a capability for the "RTP/AVP" profile defined
in [ RFC3551] and the second one provides a capability for the RTP

wi th RTCP-based feedback profile defined in [RFC4585]. The third one
provi des capabilities for the "RTP/ SAVP" (transport capability nunber
3) and "RTP/ SAVPF" profiles (transport protocol capability nunber 4).
The | ast one provides capabilities for "UDP/ TLS/ RTP/ SAVP", i.e.

DTLS- SRTP [ RFC5764] (transport capability nunber 5).

The "tcap" attribute by itself can only specify transport protocols
as defined by <proto> in [ RFC4566]; however, full specification of a
nmedia streamrequires further qualification of the transport protoco
by one or nore nedia format descriptions, which thenmselves often
depend on the transport protocol. As an exanple, [RFC3551] defines
the "RTP/ AVP" transport for use with audio and video codecs (nedia
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formats), whereas [ RFC4145] defines the "TCP" transport, which, for
exanpl e, may be used to negotiate T.38 fax ("inage/t38"), etc. In a
non- SDP context, sonme nmedia formats could be viewed as transports

t henselves (e.g., T.38); however, in the context of SDP and SDP
Capability Negotiation, they are not. |If capability negotiation is
required for such nedia formats, they MJUST all either be valid under
the transport protocol indicated in the "m=" |ine included for the
nmedi a stream description, or a suitable extension nust be used, e.g.,
SDP Medi a Capabilities [ SDPMedCap] .

The ability to use a particular transport protocol is inherently
inplied by including it in the "m=" |ine, regardl ess of whether or
not it is provided in a "tcap" attribute. However, if a potential
configuration needs to reference that transport protocol as a
capability, the transport protocol MJST be included explicitly in a
"tcap" attribute.

This may seem redundant (and indeed it is fromthe offerer’s point
of view), however it is done to protect against internediaries
(e.g., mddleboxes) that may nodify "m=" |ines while passing
unknown attributes through. |If an inplicit transport capability
were used instead (e.g., a reserved transport capability nunber
could be used to refer to the transport protocol in the "nr
line), and an internediary were to nodify the transport protoco
inthe "m" line (e.g., to translate between plain RTP and Secure
RTP), then the potential configuration referencing that inplicit
transport capability may no | onger be correct. Wth explicit
capabilities, we avoid this pitfall; however, the potenti al
configuration preference (see Section 3.5.1) may not reflect that
of the internediary (which some may view as a feature).

Note that a transport protocol capability nay be provided,
irrespective of whether or not it is referenced in a potentia
configuration (just like any other capability).

3.4.3. Extension Capability Attributes

The SDP Capability Negotiation framework allows for new types of
capabilities to be defined as extensions and used with the genera
capability negotiation framework. The syntax and semantics of such
new capability attributes are not defined here; however, in order to
be used with potential configurations, they SHOULD allow for a
nuneric handle to be associated with each capability. This handle
can be used as a reference within the potential and actua
configuration attributes (see Sections 3.5.1 and 3.5.2). The
definition of such extension capability attributes MJIST al so state
whet her they can be applied at the session level, nedia |level, or
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both. Note that extensions can have option tags defined for them
and option tags MJST be registered with the 1 ANA in accordance with
the procedures specified in Section 6. 2.

Ext ensi on capabilities SHOULD NOT enbed any capability negotiation
paraneters. This applies to all the capability negotiation
paraneters defined in this docunent as well as any extensions
defined. The reason for this restriction is to avoid overly conpl ex
processing rules resulting fromthe expansion of such capabilities
into potential configurations (see Section 3.6.2 for further
details). [If an extension does not follow the above "SHOULD NOT"
recomendati on, the extension MJST provide a careful analysis of why
such behavior is both necessary and safe.

3.5. Configuration Attributes
3.5.1. Potential Configuration Attribute

Potential configurations can be expressed by use of a new Potentia
Configuration Attribute ("a=pcfg") defined as foll ows:

a=pcf g: <config-nunber> [<pot-cfg-1list>]

where <config-nunber> is an integer between 1 and 2731-1 (both
included). The attribute can be provided only at the nedia | evel

The "pcfg" attribute adheres to the RFC 4566 "attribute" production
with an att-val ue defined as foll ows:

att-val ue = config-nunber [1*WSP pot-cfg-1list]
config-nunber = 1*10(DIAT) ;defined in [RFC5234]
pot-cfg-Iist = pot-config *(1*WSP pot-confi g)

pot - config = attribute-config-list /

transport-protocol -config-list /
ext ensi on-config-1ist

The m ssing productions are defined below. Note that white space is
not pernmitted before the config-nunber.

The potential configuration attribute can be provided only at the
medi a | evel and there can be multiple instances of it within a given
medi a description. The attribute includes a configuration nunber,
which is an integer between 1 and 2731-1 (both included). The
configurati on number MJUST be unique within the nedia description
(i.e., it has only nedi a-l1evel scope). The configuration nunber also
indicates the relative preference of potential configurations; |ower
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nunbers are preferred over higher nunbers. Consecutive nunbering of
the configuration nunbers in different "pcfg" attributes in a nedia
description is not required.

A potential configuration list is normally provided after the
configuration nunber. Wen the potential configuration list is
omtted, the potential configuration equals the actual configuration
The potential configuration list contains one or nore of attribute,
transport, and extension configuration lists. A potential
configuration may for exanple include attribute capabilities and
transport capabilities, transport capabilities only, or sone other
conbi nation of capabilities. |If transport capabilities are not
included in a potential configuration, the default transport for that
nmedia streamis used

The potential configuration lists generally reference one or nore
capabilities (extension configuration lists MAY use a different
format). Those capabilities are (conceptually) used to construct a
new i nternal version of the SDP session description by use of purely
syntactic add and (possibly) del ete operations on the original SDP
session description (actual configuration). This provides an
alternative potential configuration SDP session description that can
be used by conventional SDP and of fer/answer procedures if selected.

Thi s docunent defines attribute configuration lists and transport
protocol configuration lists. Each of these MUST NOT be present nore
than once in a particular potential configuration attribute.
Attribute capabilities referenced by the attribute configuration |ist
(if included) are added to the actual configuration, whereas a
transport capability referenced by the transport protoco
configuration list (if included) replaces the default transport
protocol fromthe actual configuration. Extension configuration
lists can be included as well. There can be nore than one extension
configuration list; however, each particular extension MJST NOT be
present nore than once in a given "a=pcfg" attribute. Together, the
various configuration lists define a potential configuration

There can be nmultiple potential configurations in a nedia

description. Each of these indicates not only a willingness, but in
fact a desire to use the potential configuration.
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The exanpl e SDP sessi on description bel ow contains two potentia
configurations:

v=0

o=- 25678 753849 INIP4 192.0.2.1
S=

c=INIP4 192.0.2.1

t=0 0

mFaudi o 53456 RTP/ AVP 0 18
a=tcap: 1 RTP/ SAVP RTP/ SAVPF
a=acap: 1l crypto:1 AES CM 128 HVAC SHAl1 32

i nl'i ne: NzB4d1BI NUAvLEW6Uz F3WEJ +PSdFc GdUJ ShpX1Zj | 2220] 1: 32
a=pcfg: 1t
a=pcfg:2 t

Potential configuration 1 contains a transport protocol configuration
list that references transport capability 1 ("RTP/SAVP"') and an
attribute configuration list that references attribute capability 1
("a=crypto:..."). Potential configuration 2 contains a transport
protocol configuration list that references transport capability 2
("RTP/ SAVPF") and an attribute configuration list that references
attribute capability 1 ("a=crypto:...").

Attribute capabilities are used in a potential configuration by use
of the attribute-config-list paranmeter, which is defined by the
foll owi ng ABNF:

attribute-config-list = "a=" delete-attributes
attribute-config-list =/ "a=" [delete-attributes ":"]
no-att-cap-list *(BAR no-att-cap-list)

del ete-attributes DELETE ( "nmi' ; nedia attributes
/[ "s" ; session attributes

/ "ms" ) ; nedia and session attributes

no-att-cap-1i st mandat ory-opti onal -att-cap-1list /
mandat ory-att-cap-list /

optional -att-cap-1Iist

mandat ory- opti onal -att-cap-1i st mandat ory-att-cap-1list

"," optional -att-cap-1ist
att-cap-1list

"[" att-cap-list "]"

mandat ory-att-cap-1Ii st
optional -att-cap-1Iist

att-cap-1ist = att-cap-num*("," att-cap-num
att-cap-num = 1*10(DIGET) ;defined in [ RFC5234]
BAR ="|"

DELETE ="
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Note that white space is not permtted within the attribute-config-
list rule.

Each attribute configuration Iist can optionally begin wth
instructions for howto handle attributes that are part of the actua
configuration SDP session description (i.e., the "a=" |ines present
in the original SDP session description). By default, such
attributes will remain as part of the potential configuration in
question. However, if delete-attributes indicates "-m', then al

attribute lines within the nedia description in question will be
deleted in the resulting potential configuration SDP session
description (i.e., all "a=" lines under the "n=" line in question).

If delete-attributes indicates "-s", then all attribute lines at the
session level will be deleted (i.e., all "a=" lines before the first
"me" line). If delete-attributes indicates "-ns", then all attribute

lines within this nedia description ("m=" line) and all attribute
lines at the session level will be deleted.

The attribute capability list cones next (if included). It contains
one or nore alternative lists of attribute capabilities. The
alternative attribute capability lists are separated by a vertica
bar ("|"), and each list contains one or nore attribute capabilities
separated by commas (","). The attribute capabilities are either
mandatory or optional. Mandatory attribute capabilities MJUST be
supported in order to use the potential configuration, whereas
optional attribute capabilities MAY be supported in order to use the
potential configuration

Wthin each attribute capability list, all the mandatory attribute
capabilities (if any) are listed first, and all the optiona
attribute capabilities (if any) are listed last. The optiona
attribute capabilities are contained within a pair of square brackets
("[" and "]1"). Each attribute capability is nmerely an attribute
capability nunber (att-cap-num that identifies a particular
attribute capability by referring to attribute capability numnbers
defined above and hence MJUST be between 1 and 2731-1 (both included).
The following exanple illustrates the above:

a=pcfg:1 a=-m1,2,[3,4]]|1,7,[5]
wher e
o "a=-m1,2,[3,4]]|1,7,[5]" is the attribute configuration I|ist

o "-m indicates to delete all attributes fromthe media description
of the actual configuration
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o "1,2,[3,4]" and "1,7,[5]" are both attribute capability |ists.
The two lists are alternatives, since they are separated by a
vertical bar above

o "1", "2", and "7" are nandatory attribute capabilities
o "3", "4", and "5" are optional attribute capabilities

Note that in the exanple above, we have a single handle ("1") for the
potential configuration(s), but there are actually two different
potential configurations (separated by a vertical bar). This is done
for nmessage size efficiency reasons, which is especially inportant
when we add ot her types of capabilities to the potentia
configuration. |If there is a need to provide a unique handle for
each, then separate "a=pcfg" attributes with different handl es MJST
be used i nstead.

Each referenced attribute capability in the potential configuration
will result in the corresponding attribute nane and its associ ated
val ue (contained inside the attribute capability) being added to the
resulting potential configuration SDP session description

Alternative attribute capability lists are separated by a vertica

bar ("|"), the scope of which extends to the next alternative (i.e.
"," has higher precedence than "|"). The alternatives are ordered by
preference with the nost preferred listed first. |In order for a

reci pient of the SDP session description (e.g., an answerer receiving
this in an offer) to use this potential configuration, exactly one of
the alternative lists MIST be selected inits entirety. This
requires that all nmandatory attribute capabilities referenced by the
potential configuration are supported with the attribute val ues

provi ded.

Transport protocol configuration lists are included in a potentia
configuration by use of the transport-protocol-config-Iist paraneter,
which is defined by the foll owi ng ABNF:

transport-protocol -config-list =
"t=" trpr-cap-num *(BAR trpr-cap-num
trpr-cap-num = 1*10(DIGET) ; defined in [ RFC5234]

Note that white space is not pernmitted within this rule.

The trpr-cap-numrefers to transport protocol capability nunbers

defi ned above and hence MJST be between 1 and 2731-1 (both included).
Alternative transport protocol capabilities are separated by a
vertical bar ("|"). The alternatives are ordered by preference wth
the nost preferred listed first. |If there are no transport protoco

Andr easen St andards Track [ Page 26]



RFC 5939 SDP Capability Negotiation Sept ember 2010

capabilities included in a potential configuration at the nedia

| evel, the transport protocol information fromthe associated "n¥"
line MUST be used. |In order for a recipient of the SDP session
description (e.g., an answerer receiving this in an offer) to use
this potential configuration, exactly one of the alternatives MJST be
selected. This requires that the transport protocol in question is
support ed.

In the presence of internediaries (the existence of which may not
be known), care should be taken with assum ng that the transport
protocol in the "nm=" line will not be nodified by an internediary.
Use of an explicit transport protocol capability will guard

agai nst capability negotiation inplications of that.

Ext ensi on capabilities can be included in a potential configuration
as well by use of extension configuration lists. Extension
configuration lists MIST adhere to the foll ow ng ABNF:

ext ensi on-config-1list
ext - cap- name
ext -cap-1i st

["+"] ext-cap-name
1*(ALPHA / DIGT)
1*VCHAR ; defined in [ RFC5234]

ext-cap-1i st

Note that white space is not permitted within this rule.

The ext-cap-nane refers to the nanme of the extension capability and
the ext-cap-list is here nerely defined as a sequence of visible
characters. The actual extension supported MJST refine both of these
further. For extension capabilities that nerely need to be
referenced by a capability nunmber, it is RECOWENDED to follow a
structure sinlar to what has been specified above. Unsupported or
unknown potential extension configuration lists in a potential
configuration attribute MJUST be ignored, unless they are prefixed
with the plus ("+") sign, which indicates that the extension is
mandat ory and MJUST be supported in order to use that potentia
configuration.

The "creq" attribute and its associated rules can be used to
ensure that required extensions are supported in the first place.

Extensi on configuration lists define new potential configuration
paraneters and hence they MJST be registered with | ANA per the
procedures defined in Section 6.3.

Potential configuration attributes can be provided only at the nedia
| evel ; however, it is possible to reference capabilities provided at
either the session or nedia level. There are certain semantic rules
and restrictions associated with this:
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A (nedia-level) potential configuration attribute in a given nedia
description MUST NOT reference a nedi a-1evel capability provided in a
di fferent media description; doing so invalidates that potentia
configuration (note that a potential configuration attribute can
contain nore than one potential configuration by use of
alternatives). A potential configuration attribute can however
reference a session-level capability. The senmantics of doing so
depends on the type of capability. |In the case of transport protoco
capabilities, it has no particular inplication. 1In the case of
attribute capabilities, however, it does. Mre specifically, the
attribute nanme and value (provided within that attribute capability)
will be considered part of the resulting SDP for that particul ar
configuration at the *session* level. |In other words, it will be
as-if that attribute was provided with that value at the session
level in the first place. As a result, the base SDP Capability
Negoti ation framework REQUI RES that potential configurations do not
ref erence any session-level attribute capabilities that contain
medi a-1 evel attributes (since that would place a nedia-Ileve
attribute at the session level). Extensions may nodify this
behavior, as long as it is fully backwards conpatible with the base
speci fication.

I ndi vi dual nedia streanms perform capability negotiation individually,
and hence it is possible that one nedia stream (where the attribute
was part of a potential configuration) chose a configuration wthout
a session-level attribute that was chosen by another nedia stream
The session-level attribute however remains "active" and applies to
the entire resulting potential configuration SDP session description
In theory, this is problematic if one or nore session-|eve
attributes either conflicts with or potentially interacts with

anot her session-level or nmedia-level attribute in an undefined
manner. | n practice, such exanples seemto be rare (at least with
the SDP attributes that had been defined at tinme of publication of
this document).

A related set of problens can occur if we need coordination

bet ween session-level attributes fromnultiple nmedia streans in
order for a particular functionality to work. The grouping
framework [RFC5888] is an exanple of this. If we use the SDP
Capability Negotiation framework to select a session-level group
attribute (provided as an attribute capability), and we require
two nmedi a descriptions to do this consistently, we could have a
problem The Forward Error Correction (FEC) grouping semantics
[ RFC4A756] is one exanple where this in theory could cause

probl ems, however in practice, it is unclear that there is a
significant problemw th the grouping semantics that had been
defined at tinme of publication of this docunent.
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Resol ving the above issues in general requires inter-nedia stream
constraints and synchroni zed potential configuration processing; this
woul d add consi derabl e conplexity to the overall solution. In
practice, with the SDP attributes defined at time of publication of
this docunent, it does not seemto be a significant problem and
hence the base SDP Capability Negotiation solution does not provide a
solution to this issue. Instead, it is RECOWENDED that use of
session-level attributes in a potential configuration is avoi ded when
possi bl e, and when not, that such use is examined closely for any
potential interaction issues. |If interaction is possible, the entity
generating the SDP session description SHOULD NOT assume that well -
defined operation will occur at the receiving entity. This inplies
that mechani snms that might have such interactions cannot be used in
security critical contexts.

The session-1evel operation of extension capabilities is undefined.
Consequently, each new session-level extension capability defined
MUST specify the inplication of making it part of a configuration at
the nedia | evel

Bel ow, we provide an exanple of the "a=pcfg" attribute in a conplete
medi a description in order to properly indicate the supporting
attributes

v=0

0=- 25678 753849 INIP4 192.0.2.1
S:

c=INIP4 192.0.2.1

t=0 0

mrFaudi o 53456 RTP/ AVPF 0 18
a=acap: 1l crypto:1 AES CM 128 HVAC SHAl1 32
i nline: NzB4d1Bl NUAvLEW6Uz F3WEJ +PSdFc GdUJ ShpX1Zj | 2720] 1: 32
a=tcap: 1 RTP/ AVPF RTP/ AVP RTP/ SAVP RTP/ SAVPF
a=pcfg:1 t=4|3 a=1
a=pcfg:8 t=1]2

W have two potential configuration attributes |listed here. The
first one (and nost preferred, since its configuration nunber is "1")
i ndi cates that either of the profiles RTP/SAVPF or RTP/ SAVP
(specified by the transport protocol capability nunbers 4 and 3) can
be supported with attribute capability 1 (the "crypto" attribute);
RTP/ SAVPF is preferred over RTP/SAVP since its capability nunber (4)
is listed first in the preferred potential configuration. Note that
al t hough we have a single potential configuration attribute and
associ ated handl e, we have two potential configurations.
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The second potential configuration attribute indicates that the

RTP/ AVPF or RTP/ AVP profiles can be used, with RTP/ AVPF bei ng the
preferred one. This non-secure RTP alternative is the less preferred
one since its configuration nunber is "8". Again, note that we have
two potential configurations here and hence a total of four potentia
configurations in the SDP session description above.

3.5.2. Actual Configuration Attribute

The actual configuration attribute identifies which of the potentia
configurations froman of fer SDP session description was sel ected and
used as the actual configuration to generate an answer SDP session
description. This is done by including the configuration nunber and
the configuration lists (if any) fromthe offer that were sel ected
and used by the answerer in his offer/answer procedure as follows:

0 A selected attribute configuration MIST include the delete-
attributes and the known and supported paraneters fromthe
selected alternative no-att-cap-list (i.e., containing all
mandat ory and all known and supported optional capability nunbers
fromthe potential configuration). |If delete-attributes were not
included in the potential configuration, they will of course not
be present here either.

0 A selected transport protocol configuration MJST include the
sel ected transport protocol capability numnber.

0 A selected potential extension configuration MJST include the
sel ected extension configuration paraneters as specified for that
particul ar extension.

0 Wien a configuration list contains alternatives (separated by
"|"), the selected configuration only MJST be provided.

Note that the selected configuration nunber and all sel ected
capability nunbers used in the actual configuration attribute refer
to those fromthe offer: not the answer.
The answer nmay for exanple include capabilities as well to inform
the offerer of the answerers capabilities above and beyond the
negoti ated configuration. The actual configuration attribute does
not refer to any of those answer capabilities though
The Actual Configuration Attribute ("a=acfg") is defined as foll ows:

a=acf g: <config-nunber> [<sel-cfg-1ist>]
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where <config-nunber> is an integer between 1 and 2731-1 (both
included) that refers to the selected potential configuration. The
attribute can be provided only at the nedia | evel

The "acfg" attribute adheres to the RFC 4566 "attri bute" production,
with an att-val ue defined as foll ows:

confi g-nunber [1*WSP sel-cfg-1ist]
;config-nunber defined in Section 3.5.1.
sel -cfg *(1*WEP sel -cfQ)
sel-attribute-config /
sel -transport-protocol -config /
sel -extensi on-config

att-val ue

sel -cfg-1ist
sel -cfg

sel-attribute-config =
"a=" [delete-attributes ":"] np-att-cap-1list
; defined in Section 3.5.1.

sel -transport-protocol -config =
"t=" trpr-cap-num ; defined in Section 3.5.1.

sel -extension-config =
ext - cap- name

=" 1*VCHAR ; defined in Section 3.5.1.
Note that white space is not pernmtted before the config-nunber.

The actual configuration ("a=acfg") attribute can be provided only at
the nedia level. There MJUST NOT be nore than one occurrence of an

actual configuration attribute within a given nedia description.

Bel ow, we provide an exanple of the "a=acfg" attribute (building on
the previous exanple with the potential configuration attribute):

v=0

0=- 24351 621814 INIP4 192.0.2.2
S=

c=INIP4 192.0.2.2

t=0 0

mFaudi o 54568 RTP/ SAVPF 0
a=crypto:1 AES CM 128 HVAC SHA1l 32

i nline: W8J+PSdFcGdUJShpX1Zj NzB4d1BI NUAVLEW6Uz F3| 2720] 1: 32
a=acfg:1 t=4 a=1

It indicates that the answerer used an offer consisting of potentia
configuration nunmber 1 with transport protocol capability 4 fromthe
of fer (RTP/ SAVPF) and attribute capability 1 (the "crypto"
attribute). The answerer includes his own "crypto" attribute as
wel | .
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3.6. Ofer/Answer Mdel Extensions

In this section, we define extensions to the offer/answer node
defined in [RFC3264] to allow for potential configurations to be
included in an offer, where they constitute alternative offers that
may be accepted by the answerer instead of the actua
configuration(s) included in the "m" l|ine(s).
The procedures defined in the foll owi ng subsections apply to both
uni cast and nul ticast streans.

3.6.1. Cenerating the Initial Ofer

An offerer that wants to use the SDP Capability Negotiation defined
in this document MJST include the following in the offer

0 Zero or nore attribute capability attributes. There MIST be an
attribute capability attribute ("a=acap") as defined in Section
3.4.1 for each attribute nane and associ ated value (if any) that
needs to be indicated as a capability in the offer. Attribute
capabilities may be included irrespective of whether or not they
are referenced by a potential configuration.

Session-level attributes and associ ated val ues MJST be provided in
attribute capabilities only at the session | evel, whereas nedi a-

I evel attributes and associ ated val ues can be provided in
attribute capabilities at either the nedia | evel or session |evel
Attributes that are allowed at either the session or nedia |l eve
can be provided in attribute capabilities at either |evel

0 Zero or nore transport protocol capability attributes. There MJST
be transport protocol capabilities as defined in Section 3.4.2
wi th val ues for each transport protocol that needs to be indicated
as a capability in the offer.

Transport protocol capabilities nay be included irrespective of
whet her or not they are referenced by a potential configuration.
Transport protocols that apply to nultiple media descriptions
SHOULD be provided as transport protocol capabilities at the
session | evel whereas transport protocols that apply only to a
specific nedia description ("m=" line), SHOULD be provided as
transport protocol capabilities within that particular nedia
description. In either case, there MJUST NOT be nore than a single
"a=tcap" attribute at the session level and a single "a=tcap"
attribute in each nedia description.
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0 Zero or nore extension capability attributes. There MJST be one
or nore extension capability attributes (as outlined in Section
3.4.3) for each extension capability that is referenced by a
potential configuration. Extension capability attributes that are
not referenced by a potential configuration can be provided as
wel | .

0 Zero or nore potential configuration attributes. There MJST be
one or nore potential configuration attributes ("a=pcfg"), as
defined in Section 3.5.1, in each nedi a description where
alternative potential configurations are to be negotiated. Each
potential configuration attribute MJST adhere to the rules
provided in Section 3.5.1 and the additional rules provided bel ow.

If the offerer requires support for one or nore extensions (besides
t he base protocol defined here), then the offerer MJST include one or
nore "a=creq" attributes as follows:

o |f support for one or nore capability negotiation extensions is
required for the entire session description, then option tags for
t hose extensions MJST be included in a single session-level "creq"
attribute

0 For each nedia description that requires support for one or nore
capability negotiation extensions not |isted at the session |evel
a single "creq" attribute containing all the required extensions
for that nedia description MIUST be included within the nedia
description (in accordance with Section 3.3.2).

Note that extensions that only need to be supported by a particul ar
potential configuration can use the "nmandatory" extension prefix
("+") within the potential configuration (see Section 3.5.1).

The of ferer SHOULD furthernmore include the foll ow ng:

0 A supported capability negotiation extension attribute ("a=csup")
at the session level and/or nedia | evel as defined in Section
3.3.2 for each capability negotiation extension supported by the
of ferer and not included in a corresponding "a=creq" attribute
(i.e., at the session level or in the sanme nmedi a description).
Option tags provided in a "a=csup" attribute at the session |eve
i ndi cate extensions supported for the entire session description
whereas option tags provided in a "a=csup" attribute in a nedia
description indicate extensions supported for only that particul ar
nmedi a description
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Capabilities provided in an offer nerely indicate what the offerer is
capabl e of doing. They do not constitute a conmitnent or even an
indication to use them In contrast, each potential configuration
constitutes an alternative offer that the offerer would |like to use.
The potential configurations MIST be used by the answerer to

negoti ate and establish the session.

The of ferer MJST include one or nore potential configuration
attributes ("a=pcfg") in each nedia description where the offerer
wants to provide alternative offers (in the formof potentia
configurations). Each potential configuration attribute in a given
medi a description MJUST contain a uni que configuration nunber and
zero, one or nore potential configuration lists, as described in
Section 3.5.1. Each potential configuration list MIST refer to
capabilities that are provided at the session |evel or wthin that
particul ar nmedi a description; otherw se, the potential configuration
is considered invalid. The base SDP Capability Negotiation framework
REQUI RES t hat potential configurations not reference any session-

| evel attribute capabilities that contain nedia-level-only
attributes; however, extensions may nodify this behavior, as long as
it is fully backwards conpatible with the base specification
Furthernmore, it is RECOMMENDED that potential configurations avoid
use of session-level capabilities whenever possible; refer to Section
3.5. 1.

The current actual configuration is included in the "n=" line (as
defined by [ RFC3264]) and any associ ated paraneters for the nmedia
description (e.g., attribute ("a=") and bandwi dth ("b=") I|ines).

Note that the actual configuration is by default the | east-preferred
configuration, and hence the answerer will seek to negotiate use of
one of the potential configurations instead. |If the offerer wi shes a
different preference for the actual configuration, the offerer MJST

i nclude a correspondi ng potential configuration with the rel evant
configuration number (which indicates the relative preference between
potential configurations); this corresponding potential configuration
shoul d sinply duplicate the actual configuration

This can either be done inplicitly (by not referencing any
capabilities), or explicitly (by providing and using capabilities
for the transport protocol and all the attributes that are part of
the actual configuration). The latter nmay hel p detect
internediaries that nodify the actual configuration but are not
SDP Capability Negotiation aware.

Per [ RFC3264], once the offerer generates the offer, he nust be
prepared to receive incomng nedia in accordance with that offer.
That rule applies here as well, but only for the actua
configurations provided in the offer: Mdia received by the offerer
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according to one of the potential configurations MAY be di scarded,
until the offerer receives an answer indicating what the actua

sel ected configuration is. Once that answer is received, inconi ng
medi a MUST be processed in accordance with the actual selected
configuration indicated and the answer received (provided the

of fer/ answer exchange conpl eted successfully).

The above rule assunmes that the offerer can deternm ne whether

i nconmi ng nmedi a adheres to the actual configuration offered or one of
the potential configurations instead; this may not al ways be the
case. |If the offerer wants to ensure he does not play out any

gar bage, the offerer SHOULD discard all nedia received before the
answer SDP session description is received. Conversely, if the
offerer wants to avoid clipping, he SHOULD attenpt to play any
incom ng media as soon as it is received (at the risk of playing out
garbage). In either case, please note that this document does not
pl ace any requirenments on the offerer to process and play nedi a
before answer. For further details, please refer to Section 3.9.

3.6.2. Cenerating the Answer

When receiving an offer, the answerer MJST check for the presence of
a required capability negotiation extension attribute ("a=creq")
provided at the session level. |If one is found, then capability
negoti ati on MJST be perforned. |f none is found, then the answerer
MJUST check each offered nedia description for the presence of a
required capability negotiation extension attribute ("a=creq") and
one or nore potential configuration attributes ("a=pcfg").
Capability negotiation MIST be perfornmed for each nedia description
where either of those is present in accordance with the procedures
descri bed bel ow

The answerer MJUST first ensure that it supports any required
capability negotiati on extensions:

o If a session-level "creq" attribute is provided, and it contains
an option tag that the answerer does not support, then the
answerer MUST NOT use any of the potential configuration
attributes provided for any of the nedia descriptions. Instead,
the normal offer/answer procedures MJST continue as per [RFC3264].
Furt hernmore, the answerer MJST include a session-|evel supported
capability negotiation extensions attribute ("a=csup") with option
tags for the capability negotiation extensions supported by the
answerer .

o If a nedia-level "creq" attribute is provided, and it contains an

option tag that the answerer does not support, then the answerer
MUST NOT use any of the potential configuration attributes
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provided for that particular nedia description. Instead, the

of fer/answer procedures for that media description MJUST continue
as per [RFC3264] (SDP Capability Negotiation is still perforned
for other media descriptions in the SDP session description).
Furt hernmore, the answerer MJST include a supported capability
negoti ati on extensions attribute ("a=csup") in that nedia
description with option tags for the capability negotiation

ext ensi ons supported by the answerer for that nedia description

Assum ng all required capability negotiation extensions are
supported, the answerer now proceeds as foll ows.

For each nedi a description where capability negotiation is to be
performed (i.e., all required capability negotiation extensions are
supported and at |east one valid potential configuration attribute is
present), the answerer MJST perform capability negotiation by using
the nost preferred potential configuration that is valid to the
answerer, subject to any local policies. A potential configuration
is valid to the answerer if

1. It is in accordance with the syntax and semantics provided in
Section 3.5.1.

2. It contains a configuration nunber that is unique within that
medi a descri ption.

3. Al attribute capabilities referenced by the potenti al
configuration are valid thenselves (as defined in Section 3.4.1)
and each of themis provided either at the session level or within
this particul ar nedia description.

For session-level attribute capabilities referenced, the
attributes contained inside them MUST NOT be nedi a-l evel -only
attributes. Note that the answerer can only determne this for
attributes supported by the answerer. |If an attribute is not
supported, it will sinply be ignored by the answerer and hence
will not trigger an "invalid" potential configuration

4. Al transport protocol capabilities referenced by the potentia
configuration are valid thenselves (as defined in Section 3.4.2)
and each of themis furthernore provided either at the session
level or within this particular nedia description

5. Al extension capabilities referenced by the potenti al
configuration and supported by the answerer are valid thensel ves
(as defined by that particular extension) and each of themare
furthernore provided either at the session level or within this
particul ar nedia description. Unknown or unsupported extension
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capabilities MJST be ignored, unless they are prefixed with the
plus ("+") sign, which indicates that the extension MJST be
supported in order to use that potential configuration. |If the
extension is not supported, that potential configuration is not
valid to the answerer.

The nost preferred valid potential configuration in a nedia
description is the valid potential configuration with the |owest
configuration nunber. The answerer MJST now process the offer for
that media stream based on the nost preferred valid potentia
configuration. Conceptually, this entails the answerer constructing
an (internal) offer as follows. First, all capability negotiation
paraneters fromthe offer SDP session description are renoved
thereby yielding an of fer SDP session description with the actua
configuration as if SDP Capability Negotiation was not done in the
first place. Secondly, this actual configuration SDP session
description is nodified as follows for each nmedia stream of fered,
based on the capability negotiation paraneters included originally:

o |If a transport protocol capability is included in the potential
configuration, then it replaces the transport protocol provided in
the "m=" line for that media description

o |If attribute capabilities are present with a delete-attributes
session indication ("-s") or nedia and session indication ("-ns"),
then all session-level attributes fromthe actual configuration
SDP session description MIST be deleted in the resulting potenti al
configuration SDP session description in accordance with the
procedures in Section 3.5.1. |If attribute capabilities are
present with a delete-attributes nedia indication ("-m') or nmedia
and session indication ("-nms"), then all attributes fromthe
actual configuration SDP session description inside this nedia
description MJUST be del et ed.

o If a session-level attribute capability is included, the attribute
(and its associated value, if any) contained in it MJST be added
to the resulting SDP session description. Al such added session-
level attributes MIUST be |isted before the session-I|eve
attributes that were initially present in the SDP session
description. Furthernore, the added session-level attributes MJST
be added in the order they were provided in the potenti al
configuration (see also Section 3.5.1).

This allows for attributes with inplicit preference ordering to

be added in the desired order; the "crypto" attribute [ RFC4568]
i s one such exanpl e.
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o If a nedia-level attribute capability is included, then the
attribute (and its associated value, if any) MJST be added to the
resulting SDP session description within the nmedia description in
question. Al such added nedi a-level attributes MJST be listed
before the nmedi a-level attributes that were initially present in
the nmedi a description in question. Furthernore, the added nedi a-
| evel attributes MJUST be added in the order they were provided in
the potential configuration (see also Section 3.5.1).

o |If a supported extension capability is included, then it MJST be
processed in accordance with the rules provided for that
particul ar extension capability.

The above steps MJST be performed exactly once per potential
configuration, i.e., there MUST NOT be any recursive processing of
any additional capability negotiation paraneters that may (illegally)
have been nested inside capabilities thensel ves.

As an exanple of this, consider the (illegal) attribute capability
a=acap: 1 acap: 2 foo:a

The resulting potential configuration SDP session description will,
after the above processing has been done, contain the attribute
capability

a=acap: 2 foo:a

However, since we do not perform any recursive processing of
capability negotiation paraneters, this second attribute capability
paraneter will not be processed by the offer/answer procedure.
Instead, it will sinply appear as a (useless) attribute in the SDP
session description that will be ignored by further processing.

Note that a transport protocol fromthe potential configuration

repl aces the transport protocol in the actual configuration, but an
attribute capability fromthe potential configuration is sinply added
to the actual configuration. |In sonme cases, this can result in
havi ng one or nore neaningless attributes in the resulting potentia
configuration SDP session description, or worse, anbiguous or
potentially even illegal attributes. Use of delete-attributes for

t he session- and/or nedia-level attributes MJUST be done to avoid such
scenarios. Nevertheless, it is RECOMENDED that inpl enentations

i gnore neaningless attributes that may result from potenti al
configurations.
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For exanple, if the actual configuration was using Secure RTP and
i ncluded an "a=crypto" attribute for the SRTP keying nateri al
then use of a potential configuration that uses plain RTP woul d
make the "crypto" attribute neaningless. The answerer may or nmay
not ignore such a neaningless attribute. The offerer can here
ensure correct operation by using delete-attributes to renove the
"crypto" attribute (but will then need to provide attribute
capabilities to reconstruct the SDP session description with the
necessary attributes deleted, e.g., rtpnaps).

Also note, that while it is permissible to include nedia-I|evel
attribute capabilities at the session level, the base SDP Capability
Negoti ati on framework defined here does not define any procedures for
use of them i.e., the answerer effectively ignores them

Pl ease refer to Section 3.6.2.1 for exanples of how the answerer may
conceptual ly "see" the resulting offered alternative potenti al
configurations.

The answerer MJUST check that he supports all nandatory attribute
capabilities fromthe potential configuration (if any), the transport
protocol capability (if any) fromthe potential configuration, and
all mandatory extension capabilities fromthe potential configuration
(if any). If he does not, the answerer MJST proceed to the second
nost preferred valid potential configuration for the nedia
description, etc.

0 In the case of attribute capabilities, support inplies that the
attribute nane contained in the capability is supported and it can
(and will) be negotiated successfully in the of fer/answer exchange
with the value provided. This does not necessarily inply that the
val ue provided is supported in its entirety. For exanple, the
"a=fntp" paraneter is often provided with one or nore values in a
list, where the offerer and answerer negotiate use of sone subset
of the values provided. Oher attributes may include mandatory
and optional parts to their values; support for the mandatory part
is all that is required here.

A side effect of the above rule is that whenever an "fntp" or
"rtpmap" paraneter is provided as a mandatory attribute
capability, the corresponding nedia format (codec) nust be
supported and use of it negotiated successfully. |[If thisis
not the offerer’s intent, the corresponding attribute
capabilities nmust be listed as optional instead.
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0 In the case of transport protocol capabilities, support inplies
that the transport protocol contained in the capability is
supported and the transport protocol can (and will) be negoti ated
successfully in the offer/answer exchange.

0 In the case of extension capabilities, the extensi on MIST define
the rules for when the extension capability is considered
supported and those rul es MJST be satisfied.

If the answerer has exhausted all potential configurations for the
medi a description, without finding a valid one that is also
supported, then the answerer MJST process the offered nedia stream
based on the actual configuration plus any session-level attributes
added by a valid and supported potential configuration from another
nmedi a description in the offered SDP session description

The above process describes potential configuration selection as a

per - nedi a- stream process. |Inter-nedia stream coordi nation of
sel ected potential configurations however is required in sone cases.
First of all, session-level attributes added by a potenti al

configuration for one nedia description MIST NOT cause any probl ens
for potential configurations selected by other nmedia descriptions in
the of fer SDP session description. |If the session-level attributes
are nandatory, then those session-level attributes MJUST furthernore
be supported by the session as a whole (i.e., all the nedia
descriptions if relevant). As nentioned earlier, this adds
additional conplexity to the overall processing and hence it is
RECOMVENDED not to use session-level attribute capabilities in
potential configurations, unless absolutely necessary.

Once the answerer has selected a valid and supported offered
potential configuration for all of the media streans (or has fallen
back to the actual configuration plus any added session attributes),
the answerer MJST generate a valid virtual answer SDP session
description based on the sel ected potential configurati on SDP session
description, as "seen" by the answerer using nornal offer/answer
rules (see Section 3.6.2.1 for exanples). The actual answer SDP
session description is formed fromthe virtual answer SDP session
description as follows: if the answerer selected one of the potential
configurations in a nedia description, the answerer MJST include an
actual configuration attribute ("a=acfg") within that media
description. The "a=acfg" attribute MJST identify the configuration
nunber for the selected potential configuration as well as the actua
paraneters that were used fromthat potential configuration; if the
potential configuration included alternatives, the sel ected
alternatives only MIST be included. Only the known and supported
paraneters will be included. Unknown or unsupported paraneters MJST
NOT be included in the actual configuration attribute. |In the case
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of attribute capabilities, only the known and supported capabilities
are included; unknown or unsupported attribute capabilities MJST NOT
be i ncl uded.

If the answerer supports one or nore capability negotiation
extensions that were not included in a required capability

negoti ati on extensions attribute in the offer, then the answerer
SHOULD furthernore include a supported capability negotiation
attribute ("a=csup") at the session level with option tags for the
ext ensi ons supported across nedia streans. Also, if the answerer
supports one or nore capability negotiation extensions for only
particul ar nedi a descriptions, then a supported capability
negotiation attribute with those option tags SHOULD be i ncl uded
within each relevant nedia description. The required capability
negotiation attribute ("a=creq") MJST NOT be used in an answer.

The offerer’s originally provided actual configuration is contained
in the offer nmedia description’s "m=" line (and associ at ed
paraneters). The answerer MAY send nedia to the offerer in
accordance with that actual configuration as soon as it receives the
of fer; however, it MJST NOT send nedi a based on that actua
configuration if it selects an alternative potential configuration
If the answerer selects one of the potential configurations, then the
answerer MAY imediately start to send nedia to the offerer in
accordance with the sel ected potential configuration; however, the
of ferer MAY discard such nedia or play out garbage until the offerer
receives the answer. Please refer to Section 3.9. for additiona
consi derati ons and possible alternative solutions outside the base
SDP Capability Negotiation franeworKk.

If the answerer selected a potential configuration instead of the
actual configuration, then it is RECOWENDED that the answerer send
back an answer SDP session description as soon as possible. This

m nimzes the risk of having media discarded or played out as garbage
by the offerer. In the case of SIP [ RFC3261] wi thout any extensions,
this inplies that if the offer was received in an | NVI TE nessage

then the answer SDP session description should be provided in the
first non-100 provisional response sent back (per RFC 3261, the
answer woul d need to be repeated in the 200 response as well, unless
a rel evant extension such as [ RFC3262] is being used).
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3.6.2.1. Exanple Views of Potential Configurations

The followi ng exanples illustrate how the answerer nmay conceptual |y
"see" a potential configuration. Consider the follow ng offered SDP
session description:

v=0

o=al i ce 2891092738 2891092738 IN | P4 | ost. exanpl e. com
S=

t=0 0

c=IN I P4 | ost. exanpl e. com

a=t ool : foo

a=acap: 1 key-ngnt: nm key AQAFgMIXf | ABAAAAAAAAAAAAAASAYO. . .
a=tcap: 1 RTP/ SAVP RTP/ AVP
mraudi o 59000 RTP/ AVP 98
a=rtpmap: 98 AMR/ 8000
a=acap: 2 crypto:1 AES CM 128 HVMAC SHAl1 32
i nl i ne: NzB4d1BI NUAVLEW6Uz F3WBJ+PSdFc GdUJ ShpX1Zj | 2720] 1: 32
a=pcfg:1 t=1 a=1|2
mevi deo 52000 RTP/ AVP 31
a=rtpmap: 31 H261/ 90000
a=acap: 3 crypto:1 AES CM 128 HMAC SHAl1 80
i nline: dORmMdntmMVCspeEc3Q&Zi N\HVLFIhQX1cf HAWI Soj | 2720] 1: 32
a=pcfg:1 t=1 a=1|3

This particul ar SDP session description offers an audio streamand a
vi deo stream each of which can either use plain RTP (actua
configuration) or Secure RTP (potential configuration). Furthernore,
two different keying nechanisns are offered, nanely session-|evel Key
Managenment Extensions using MKEY (attribute capability 1) and nedia-
| evel SDP security descriptions (attribute capabilities 2 and 3).
There are several potential configurations here, however, below we
show t he one the answerer "sees" when using potential configuration 1
for both audio and video, and furthernore using attribute capability
1 (MKEY) for both (we have renoved all the capability negotiation
attributes for clarity):

v=0

o=al i ce 2891092738 2891092738 I N | P4 | ost. exanpl e. com
S=

t=0 0

c=IN I P4 | ost.exanpl e. com

a=t ool : foo

a=key- ngnt : ni key AQAFgMIXf | ABAAAAAAAAAAAAAASAYO. . .
mraudi o 59000 RTP/ SAVP 98

a=rtpmap: 98 AMR/ 8000

nevi deo 52000 RTP/ SAVP 31

a=rtpnmap: 31 H261/ 90000
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Note that the transport protocol in the nedia descriptions indicate
use of Secure RTP.

Bel ow, we show the offer the answerer "sees" when using potential
configuration 1 for both audio and video and furthernore using
attribute capability 2 and 3, respectively, (SDP security
descriptions) for the audio and video stream-- note the order in
which the resulting attributes are provided:

v=0
o=al i ce 2891092738 2891092738 IN I P4 | ost.exanpl e.com
S=
t=0 0
c=IN I P4 | ost.exanpl e.com
a=t ool : f oo
nmraudi o 59000 RTP/ SAVP 98
a=crypto:1 AES CM 128 HWVAC SHA1_ 32
i nl i ne: NzB4d1BI NUAVLEW6Uz F3WBJ+PSdFc GdUJ ShpX1Zj | 2720] 1: 32
a=rtpmap: 98 AMR/ 8000
mrvi deo 52000 RTP/ SAVP 31
a=crypto:1 AES CM 128 HMAC SHA1l 80
i nline: dORMIntmVCspeEc3Q&Zi NWVLFIhQX1cf HAWJ Soj | 2720] 1: 32
a=rtpmap: 31 H261/ 90000

Again, note that the transport protocol in the nedia descriptions
i ndi cate use of Secure RTP.

And finally, we show the offer the answerer "sees" when using
potential configuration 1 with attribute capability 1 (MKEY) for the
audio stream and potential configuration 1 with attribute capability
3 (SDP security descriptions) for the video stream

v=0
o=al i ce 2891092738 2891092738 I N I P4 | ost.exanpl e.com
S=
t=0 0
c=IN | P4 | ost.exanpl e. com
a=key- ngnt : ni key AQAFgMIXf | ABAAAAAAAAAAAAAASAYO. . .
a=t ool : foo
mraudi o 59000 RTP/ SAVP 98
a=rtpmap: 98 AMR/ 8000
mevi deo 52000 RTP/ SAVP 31
a=crypto:1 AES CM 128 HVAC SHA1 80
i nline: dORNMdntmMVCspeEc3Q&Zi NWVLFIhQX1cf HAWJ Soj | 2720] 1: 32
a=rtpmap: 31 H261/ 90000
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3.6.3. O ferer Processing of the Answer

When the offerer attenpted to use SDP Capability Negotiation in the
offer, the offerer MJUST exam ne the answer for actual use of SDP
Capability Negotiation

For each nedi a description where the offerer included a potentia
configuration attribute ("a=pcfg"), the offerer MIST first examn ne
that medi a description for the presence of a valid actua
configuration attribute ("a=acfg"). An actual configuration
attribute is valid if:

o it refers to a potential configuration that was present in the
corresponding offer, and

o it contains the actual paraneters that were used fromthat
potential configuration; if the potential configuration included
alternatives, the selected alternatives only MJST be incl uded.
Note that the answer will include only paraneters and attribute
capabilities that are known and supported by the answerer, as
described in Section 3.6. 2.

If a valid actual configuration attribute is not present in a nedia
description, then the offerer MJUST process the answer SDP session
description for that nedia stream per the nornmal offer/answer rules
defined in [RFC3264]. However, if a valid one is found, the offerer
MUST i nstead process the answer as follows:

o The actual configuration attribute specifies which of the
potential configurations was used by the answerer to generate the
answer for this media stream This includes all the supported
attribute capabilities and the transport capabilities referenced
by the potential configuration selected, where the attribute
capabilities have any associ ated del ete-attributes included.

Ext ensi on capabilities supported by the answerer are included as
wel | .

0 The offerer MJUST now process the answer in accordance with the
rules in [ RFC3264], except that it nmust be done as if the offer
consi sted of the selected potential configuration instead of the
original actual configuration, including any transport protoco
changes in the nmedia ("m=") line(s), attributes added and del et ed
by the potential configuration at the nedia and session |level, and
any extensions used. |If this derived answer is not a valid answer
to the potential configuration offer selected by the answerer, the
of ferer MJUST instead continue further processing as it woul d have
for a regular offer/answer exchange, where the answer received
does not adhere to the rules of [RFC3264].
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If the offer/answer exchange was successful, and if the answerer

sel ected one of the potential configurations fromthe offer as the
actual configuration, and the selected potential configuration
differs fromthe actual configuration in the offer (the "m=", "a=",
etc., lines), then the offerer SHOULD initiate another offer/answer
exchange. This second of fer/answer exchange will not nodify the
session in any way; however, it will help internediaries (e.g.

ni ddl eboxes), which | ook at the SDP session description but do not
support the capability negotiati on extensions, understand the details
of the nedia stream(s) that were actually negotiated. This new offer
MUST contain the selected potential configuration as the actua
configuration, i.e., with the actual configuration used in the "n¥
line and any other relevant attributes, bandw dth paraneters, etc.

Note that, per normal offer/answer rules, the second offer/answer
exchange still needs to update the version number in the "o=" |ine
(<sess-version> in [RFC4566]). Attribute lines carrying keying

mat eri al SHOULD repeat the keys fromthe previous offer, unless
re-keying is necessary, e.g., due to a previously forked SIP I NVITE
request. Please refer to Section 3.12 for additional considerations
related to internediaries.

3.6.4. Modifying the Session

Capabilities and potential configurations nmay be included in
subsequent offers as defined in [ RFC3264], Section 8.  The procedure
for doing so is simlar to that described above with the answer

i ncluding an indication of the actual selected configuration used by
t he answerer.

If the answer indicates use of a potential configuration fromthe
of fer, then the guidelines provided in Section 3.6.3 for doing a
second of fer/answer exchange using that potential configuration as
the actual configuration apply.

3.7. Interactions with |ICE

Interactive Connectivity Establishnent (1CE) [ RFC5245] provides a
mechani smfor verifying connectivity between two endpoi nts by sendi ng
Session Traversal Uilities for NAT (STUN) nessages directly between
the nmedi a endpoints. The basic | CE specification [ RFC5245] is only
defined to support UDP-based connectivity; however, it allows for
extensions to support other transport protocols, such as TCP, which
is being specified in [ICETCP]. |CE defines a new "a=candi date"
attribute, which, anong other things, indicates the possible
transport protocol (s) to use and then associates a priority with each
of them The nost preferred transport protocol that *successfully*
verifies connectivity will end up bei ng used.
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When using ICE, it is thus possible that the transport protocol that
will be used differs fromwhat is specified in the "m" line. Since
both | CE and SDP Capability Negotiation may specify alternative
transport protocols, there is a potentially unintended interaction
when usi ng these together.

We provide the follow ng guidelines for addressing that.
There are two basic scenarios to consider

1) A particular media streamcan run over different transport
protocols (e.g., UDP, TCP, or TCP/TLS), and the intent is sinply
to use the one that works (in the preference order specified).

2) A particular nmedia streamcan run over different transport
protocols (e.g., UDP, TCP, or TCP/TLS) and the intent is to have
the negoti ati on process decide which one to use (e.g., T.38 over
TCP or UDP)

In scenario 1, there should be |ICE "a=candi date" attributes for UDP
TCP, etc., but otherw se nothing special in the potential
configuration attributes to indicate the desire to use different
transport protocols (e.g., UDP, or TCP). The |ICE procedures
essentially cover the capability negotiation required (by having the
answer er select sonething it supports and then use of trial and error
connectivity checks).

Scenario 2 does not require a need to support or use ICE. Instead,
we sinply use transport protocol capabilities and potentia
configuration attributes to indicate the desired outcone.

The scenarios may be conbined, e.g., by offering potenti al
configuration alternatives where sone of them can support only one
transport protocol (e.g., UDP), whereas others can support mnultiple
transport protocols (e.g., UDP or TCP). In that case, there is a
need for tight control over the |ICE candidates that will be used for
a particular configuration, yet the actual configuration may want to
use all of the ICE candidates. In that case, the |ICE candi date
attributes can be defined as attribute capabilities and the rel evant
ones should then be included in the proper potential configurations
(for example, candidate attributes for UDP only for potentia
configurations that are restricted to UDP, whereas there could be
candidate attributes for UDP, TCP, and TCP/ TLS for potenti al
configurations that can use all three). Furthernore, use of the
delete-attributes in a potential configuration can be used to ensure
that ICE will not end up using a transport protocol that is not
desired for a particular configuration
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SDP Capability Negotiation recommends use of a second of fer/answer
exchange when the negotiated actual configuration was one of the
potential configurations fromthe offer (see Section 3.6.3).
Simlarly, ICE requires use of a second offer/answer exchange if the
chosen candidate is not the sane as the one in the mc-line fromthe
offer. Wen ICE and capability negotiation are used at the sane
time, the two secondary offer/answer exchanges SHOULD be conbined to
a single one.

3.8. Interactions with SIP Option Tags

SIP [ RFC3261] allows for SIP extensions to define a SIP option tag
that identifies the SIP extension. Support for one or nore such

ext ensi ons can be indicated by use of the SIP Supported header, and
requi red support for one or nore such extensions can be indicated by
use of the SIP Require header. The "a=csup" and "a=creq" attributes
defined by the SDP Capability Negotiation franework are simlar
except that support for these two attributes by thensel ves cannot be
guaranteed (since they are specified as extensions to the SDP
specification [ RFC4566] itself).

SIP extensions with associated option tags can introduce enhancenents
to not only SIP, but also SDP. This is for exanple the case for SIP
preconditions defined in [ RFC3312]. Wen using SDP Capability
Negoti ati on, sone potential configurations nmay include certain SDP
ext ensi ons, whereas others may not. Since the purpose of the SDP
Capability Negotiation is to negotiate a session based on the
features supported by both sides, use of the SIP Require header for
such extensions may not produce the desired result. For exanple, if
one potential configuration requires SIP preconditions support,

anot her does not, and the answerer does not support preconditions,
then use of the SIP Require header for preconditions would result in
a session failure, in spite of the fact that a valid and supported
potential configuration was included in the offer.

In general, this can be alleviated by use of nmandatory and optiona
attribute capabilities in a potential configuration. There are
however cases where pernissible SDP values are tied to the use of the
SIP Require header. SIP preconditions [RFC3312] is one such exanpl e,
where preconditions with a "mandatory" strength-tag can only be used
when a SIP Require header with the SIP option tag "precondition” is
included. Future SIP extensions that may want to use the SDP
Capability Negotiation framework should avoid such coupling.
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3.9. Processing Media before Answer

The of fer/answer nodel [RFC3264] requires an offerer to be able to
receive nmedia in accordance with the offer prior to receiving the
answer. This property is retained with the SDP Capability
Negoti ati on extensions defined here, but only when the actua
configuration is selected by the answerer. |f a potential
configuration is chosen, the offerer may deci de not to process any
nmedi a received before the answer is received. This may lead to
clipping. Consequently, the SDP Capability Negotiation franework
recommends sendi ng back an answer SDP session description as soon as
possi bl e.

The issue can be resolved by introducing a three-way handshake. In
the case of SIP, this can, for exanple, be done by defining a
precondition [ RFC3312] for capability negotiation (or by using an

exi sting precondition that is known to generate a second of fer/answer
exchange before proceeding with the session). However, preconditions
are often viewed as conplicated to inplenent and they nmay add to
overal |l session establishment delay by requiring an extra

of f er/ answer exchange.

An alternative three-way handshake can be perfornmed by use of |ICE

[ RFC5245]. When ICE is being used, and the answerer receives a STUN
Bi ndi ng Request for any one of the accepted nedia streans fromthe
of ferer, the answerer knows the offer has received his answer. At
that point, the answerer knows that the offerer will be able to
process incom ng nedia according to the negotiated configuration and
hence he can start sending nedia without the risk of the offerer
either discarding it or playing garbage.

Pl ease note that, the above considerations notw thstanding, this
docunent does not place any requirenents on the offerer to process
and play nedia before answer; it nerely provides recomendati ons for
how to ensure that nedia sent by the answerer and received by the
offerer prior to receiving the answer can in fact be rendered by the
of ferer.

In sonme use cases, a three-way handshake is not needed. An exanple
is when the offerer does not need information fromthe answer, such
as keying material in the SDP session description, in order to
process incomng nmedia. The SDP Capability Negotiation framework
does not define any such sol utions; however, extensions may do so.
For exanpl e, one techni que proposed for best-effort SRTP in [ BESRTP]
is to provide different RTP payl oad type nmappings for different
transport protocols used, outside of the actual configuration, while
still allowing themto be used by the answerer (exchange of keying
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material is still needed, e.g., inband). The basic SDP Capability
Negoti ation framework defined here does not include the ability to do
so; however, extensions that enable that may be defi ned.

3.10. Indicating Bandw dth Usage

The amount of bandwi dth used for a particular nedia stream depends on
t he negoti ated codecs, transport protocol and other paraneters. For
exanpl e the use of Secure RTP [RFC3711] with integrity protection
requires nore bandwi dth than plain RTP [ RFC3551]. SDP defines the
bandwi dth ("b=") parameter to indicate the proposed bandw dth for the
session or media stream

In SDP, as defined by [ RFC4566], each nedia description contains one
transport protocol and one or nore codecs. Wen specifying the
proposed bandwi dth, the worst case scenario nust be taken into
account, i.e., use of the highest bandw dth codec provided, the
transport protocol indicated, and the worst case (bandw dth-wi se)
paraneters that can be negotiated (e.g., a 32-bit Hashed Message

Aut henti cati on Code (HMAC) or an 80-bit HMAC).

The base SDP Capability Negotiation framework does not provide a way
to negoti ate bandwi dth paraneters. The issue thus renmains; however,
it is potentially worse than with SDP per [RFC4566], since it is
easier to negotiate additional codecs, and furthernore possible to
negotiate different transport protocols. The recommended approach
for addressing this is the sane as for plain SDP, the worst case (nhow
i ncluding potential configurations) needs to be taken into account
when specifying the bandwi dth paraneters in the actual configuration
This can nake the bandwi dth val ue | ess accurate than in SDP per

[ RFCA566] (due to potential greater variability in the potential
configuration bandwi dth use). Extensions can be defined to address
t hi s shortconi ng.

Not e, that when using RTP retransm ssion [ RFC4588] with the RTCP-
based feedback profile [ RFC4585] (RTP/ AVPF), the retransmitted
packets are part of the nedia stream bandw dt h when using
synchroni zati on source (SSRC) nultiplexing. |If a feedback-based
protocol is offered as the actual configuration transport protocol, a
non- f eedback- based protocol is offered as a potential configuration
transport protocol and ends up being used, the actual bandw dth usage
may be | ower than the indicated bandwi dth value in the offer (and

Vi ce versa).
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3.11. Dealing with Large Nunmber of Potential Configurations

When using the SDP Capability Negotiation, it is easy to generate
offers that contain a | arge nunber of potential configurations. For
exanple, in the offer

v=0

o=- 25678 753849 INIP4 192.0.2.1
S=

c=INI1P4 192.0.2.1

t=0 0

mFaudi o 53456 RTP/ AVP 0 18

a=tcap: 1 RTP/ SAVPF RTP/ SAVP RTP/ AVPF

a=acap: 1l crypto:1 AES CM 128 HVAC SHA1 80
i nline: WNf X19z2ZW1j dGMmgKCkgewkyM A7f Qp9CnVubGvz| 2720] 1: 4
FEC _ORDER=FEC _SRTP

a=acap: 2 key-nmgnt: m key AQAFgMIXf | ABAAAAAAAAAAAAAASAYO. . .
a=acap: 3 rtcp-fb: 0 nack

a=pcfg:1 t=1 a=1,3|2,3

a=pcfg:2 t=2 a=1|2

a=pcfg:3 t=3 a=3

we have 5 potential configurations on top of the actual configuration
for a single nedia stream Addi ng an extension capability with just
two alternatives for each woul d doubl e that nunber (to 10), and doing
the equivalent with two media streanms woul d agai n doubl e that number
(to 20). Wiile it is easy (and inexpensive) for the offerer to
generate such offers, processing themat the answering side may not
be. Consequently, it is RECOMVENDED that offerers do not create

of fers with unnecessarily |large nunber of potential configurations in
t hem

On the answering side, inplementers MJUST take care to avoid excessive
menory and CPU consunption. For exanple, a naive inplenmentation that
first generates all the valid potential configuration SDP session
descriptions internally, could find itself being nenory exhausted,
especially if it supports a | arge nunber of endpoints. Simlarly, a
nai ve inplenmentation that sinply perforns iterative trial-and-error
processi ng on each possi ble potential configuration SDP session
description (in the preference order specified) could find itself
being CPU constrained. An alternative strategy is to prune the
search space first by discarding the set of offered potential
configurations where the transport protocol indicated (if any) is not
supported, and/or one or nore nandatory attribute capabilities (if
any) are either not supported or not valid. Potential configurations
wi t h unsupported mandat ory extension configurations in them can be

di scarded as wel .
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3.12. SDP Capability Negotiation and Internediaries

An internediary is here defined as an entity between a SIP user agent
A and a SIP user agent B, that needs to perform sone kind of
processing on the SDP session descriptions exchanged between A and B
in order for the session establishnment to operate as intended.
Exanpl es of such internediaries include Session Border Controllers
(SBCs) that may perform nedia relaying, Proxy Call Session Contro
Functions (P-CSCFs) that may authorize use of a certain anount of
networ k resources (bandwidth), etc. The presence and design of such
internmediaries may not follow the "Internet” nodel or the SIP
requirenents for proxies (which are not supposed to | ook in nessage
bodi es such as SDP session descriptions); however, they are a fact of
life in some depl oynent scenarios and hence deserve consideration

If the intermedi ary needs to understand the characteristics of the
medi a sessions being negotiated, e.g., the anmount of bandw dth used
or the transport protocol negotiated, then use of the SDP Capability
Negoti ation framework may inpact them For exanple, sone
internmedi ari es are known to disallow answers where the transport
protocol differs fromthe one in the offer. Use of the SDP
Capability Negotiation framework in the presence of such

internmediaries could lead to session failures. Internediaries that
need to authorize use of network resources based on the negoti ated
medi a stream paraneters are affected as well. If they inspect only

the offer, then they may aut horize paranmeters assunming a different
transport protocol, codecs, etc., than what is actually being
negoti ated. For these, and other, reasons it is RECOMVENDED t hat
i npl ementers of intermediaries add support for the SDP Capability
Negoti ation framework

The SDP Capability Negotiation framework itself attenpts to hel p out
these internediaries as well, by reconmrendi ng a second of fer/answer
exchange when use of a potential configuration has been negoti ated
(see Section 3.6.3). However, there are several limtations with
this approach. First of all, although the second offer/answer
exchange is RECOWENDED, it is not required and hence may not be
performed. Secondly, the internediary may refuse the initial answer,
e.g., due to perceived transport protocol mismatch. Thirdly, the
strategy is not fool proof since the offer/answer procedures [RFC3264]
| eave the original offer/answer exchange in effect when a subsequent
one fails. Consider the follow ng exanpl e:

1. Oferer generates an SDP session description offer with the actua
configuration specifying a | ow bandwi dth configuration (e.qg.
plain RTP) and a potential configuration specifying a high(er)
bandwi dth configuration (e.g., Secure RTP with integrity).
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2. An internediary (e.g., an SBC or P-CSCF), that does not support
SDP Capability Negotiation, authorizes the session based on the
actual configuration it sees in the SDP session description.

3. The answerer chooses the high(er) bandwi dth potentia
configuration and generates an answer SDP session description
based on that.

4. The intermedi ary passes through the answer SDP session
descri ption.

5. The offerer sees the accepted answer, and generates an updated
of fer that contains the selected potential configuration as the
actual configuration. In other words, the high(er) bandw dth
configuration (which has already been negotiated successfully) is
now t he actual configuration in the offer SDP session description

6. The internediary sees the new offer; however, it does not
aut hori ze the use of the high(er) bandw dth configuration, and
consequently generates a rejection nessage to the offerer.

7. The offerer receives the rejected offer.

After step 7, per RFC 3264, the offer/answer exchange that conpleted
in step 5 remains in effect; however, the internediary nmay not have
aut hori zed the necessary network resources and hence the nedia stream
may experience quality issues. The solution to this problemis to
upgrade the internediary to support the SDP Capability Negotiation

f ramewor k.

3.13. Considerations for Specific Attribute Capabilities
3.13.1. The "rtpmap" and "fntp" Attributes

The base SDP Capability Negotiation framework defines transport
capabilities and attribute capabilities. Media capabilities, which
can be used to describe nmedia formats and their associ ated
paraneters, are not defined in this docurment; however, the "rtprmap"
and "fntp" attributes can nevertheless be used as attribute
capabilities. Using such attribute capabilities in a potenti al
configuration requires a bit of care though

The rtprmap paraneter binds an RTP payload type to a nedia fornat
(e.g., codec). Wile it is possible to provide rtpmaps for payl oad
types not found in the corresponding "m=" |ine, such rtpnmaps provide
no val ue in nornal offer/answer exchanges, since only the payl oad
types found in the "m=" line are part of the offer (or answer). This
applies to the base SDP Capability Negotiation framework as well.
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Only the nedia formats (e.g., RTP payload types) provided in the "n¥"
line are actually offered; inclusion of "rtpnap" attributes with
ot her RTP payl oad types in a potential configuration does not change
this fact and hence they do not provide any useful information there.
They may still be useful as pure capabilities though (outside a
potential configuration) in order to informa peer of additiona

codecs support ed.

It is possible to provide an "rtpmap" attribute capability with a
payl oad type mapping to a different codec than a correspondi ng actua
configuration "rtpmap" attribute for the nmedia description has. Such
practice is permssible as a way of indicating a capability. |If that
capability is included in a potential configuration, then delete-
attributes (see Section 3.5.1) MJST be used to ensure that there is
not nmultiple "rtpmap" attributes for the same payload type in a given
medi a description (which would not be allowed by SDP [ RFC4566]) .

Simlar considerations and rules apply to the "fntp" attribute. An
"frtp" attribute capability for a nedia format not included in the
"m" line is useless in a potential configuration (but may be usefu
as a capability by itself). An "fntp" attribute capability in a
potential configuration for a nmedia format that already has an "fntp"
attribute in the actual configuration may lead to nmultiple fntp
format paraneters for that nedia format and that is not allowed by
SDP [ RFC4566]. The delete-attributes MUST be used to ensure that
there are not nultiple "fntp" attributes for a given nedia format in
a nedi a description.

Extensions to the base SDP Capability Negotiation framework may
change t he above behavi or.

3.13.2. Direction Attributes

SDP defines the "inactive", "sendonly", "recvonly", and "sendrecv"
direction attributes. The direction attributes can be applied at
either the session level or the media level. |In either case, it is

possible to define attribute capabilities for these direction
capabilities; if used by a potential configuration, the nornal

of fer/answer procedures still apply. For exanple, if an offered
potential configuration includes the "sendonly" direction attribute,
and it is selected as the actual configuration, then the answer MJST
i nclude a corresponding "recvonly" (or "inactive") attribute.
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3.

4.

4.

14. Rel ationship to RFC 3407

RFC 3407 defines capability descriptions with limted abilities to
describe attributes, bandw dth paraneters, transport protocols and
medi a formats. RFC 3407 does not define any negotiation procedures
for actually using those capability descriptions.

Thi s docunent defines new attributes for describing attribute
capabilities and transport capabilities. It also defines procedures
for using those capabilities as part of an offer/answer exchange. In
contrast to RFC 3407, this docunment does not define bandw dth
paraneters, and it al so does not define how to express ranges of

val ues. Extensions to this docunent nay be defined in order to fully
cover all the capabilities provided by RFC 3407 (for exanple, nore
general nedia capabilities).

It is RECOWENDED that inplenmentations use the attributes and
procedures defined in this docunent instead of those defined in

[ RFC3407]. If capability description interoperability with |egacy
RFC 3407 inplementations is desired, inplenmentations MAY include both
RFC 3407 capability descriptions and capabilities defined by this
docunent. The offer/answer negotiation procedures defined in this
docunent will not use the RFC 3407 capability descriptions.

Exanpl es

In this section, we provide exanpl es showi ng how to use the SDP
Capability Negotiation

1. Miltiple Transport Protocols

The followi ng exanple illustrates how to use the SDP Capability
Negoti ati on extensions to negotiate use of one out of severa
possi bl e transport protocols. The offerer uses the expected |east-
common- denom nator (plain RTP) as the actual configuration, and the
alternative transport protocols as the potential configurations.
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The exanple is illustrated by the offer/answer exchange bel ow, where
Alice sends an offer to Bob:

Alice Bob
| (1) Ofer (RTP/[S]AVP[F]) |
|- >
I I
| (2) Answer (RTP/ AVPF) |
| |
I
| (3) Ofer (RTP/AVPF)

Alice’s offer includes plain RTP (RTP/ AVP), RTP wi th RTCP-based

f eedback (RTP/ AVPF), Secure RTP (RTP/ SAVP), and Secure RTP with RTCP-
based feedback (RTP/ SAVPF) as alternatives. RTP is the default, wth
RTP/ SAVPF, RTP/ SAVP, and RTP/ AVPF as the alternatives and preferred
in the order |isted:

v=0
0=- 25678 753849 IN IP4 192.0.2.1
S=
c=INIP4 192.0.2.1
t=0 0
mFaudi o 53456 RTP/ AVP 0 18
a=tcap: 1 RTP/ SAVPF RTP/ SAVP RTP/ AVPF
a=acap: 1l crypto:1 AES CM 128 HVAC SHA1 80

i nline: WNf X19z2ZW1j dGMmgKCkgewkyM A7f Qp9CnVubGvz| 2720] 1: 4

FEC _ORDER=FEC _SRTP
a=acap: 2 rtcp-fb: 0 nack
a=pcfg:1 t=1 a=1,[ 2]
a=pcfg:2 t=2 a=1
a=pcfg:3 t=3 a=[ 2]
The "m=" line indicates that Alice is offering to use plain RTP with
PCMJ or G 729. The capabilities are provided by the "a=tcap" and
"a=acap" attributes. The "tcap" capability indicates that Secure RTP
wi th RTCP-based feedback (RTP/ SAVPF), Secure RTP (RTP/ SAVP), and RTP
wi th RTCP-based feedback are supported. The first "acap" attribute
provides an attribute capability with a handle of 1. The capability
is a "crypto" attribute, which provides the keying material for SRTP
using SDP security descriptions [RFC4568]. The second "acap"
attribute provides an attribute capability with a handle of 2. The
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capability is an "rtcp-fb" attribute, which is used by the RTCP-based
feedback profiles to indicate that payload type 0 (PCMJ) supports
feedback type "nack". The "a=pcfg" attributes provide the potentia
configurations included in the offer by reference to the
capabilities. There are three potential configurations:

o Potential configuration 1, which is the nost preferred potentia
configuration specifies use of transport protocol capability 1
(RTP/ SAVPF) and attribute capabilities 1 (the "crypto" attribute)
and 2 (the "rtcp-fb" attribute). Support for the first one is
mandat ory whereas support for the second one is optional

o Potential configuration 2, which is the second nost preferred
potential configuration specifies use of transport protoco
capability 2 (RTP/ SAVP) and mandatory attribute capability 1 (the
"crypto" attribute).

o Potential configuration 3, which is the |east preferred potentia
configuration (but the second | east preferred configuration
overall, since the actual configuration provided by the "m=" line
is always the least preferred configuration), specifies use of
transport protocol capability 3 (RTP/AVPF) and optional attribute
capability 2 (the "rtcp-fb" attribute).

Bob receives the SDP session description offer fromAlice. Bob does
not support any Secure RTP profiles; however, he supports plain RTP
and RTP with RTCP-based feedback, as well as the SDP Capability
Negoti ati on ext ensi ons, and hence he accepts the potentia
configuration for RTP with RTCP-based feedback provided by Alice:

v=0

0=- 24351 621814 IN IP4 192.0.2.2
S=

c=INIP4 192.0.2.2

t=0 0

nFaudi o 54568 RTP/ AVPF 0 18
a=rtcp-fb: 0 nack
amacfg: 1 t=3 a=[2]

Bob includes the "a=acfg" attribute in the answer to informAlice
that he based his answer on an offer containing the potentia
configuration with transport protocol capability 3 and optiona
attribute capability 2 fromthe offer SDP session description (i.e.
the RTP/ AVPF profile using the "rtcp-fb" value provided). Bob also
includes an "rtcp-fb" attribute with the value "nack" value for RTP
payl oad type O.

Andr easen St andards Track [ Page 56]



RFC 5939 SDP Capability Negotiation Sept ember 2010

When Alice receives Bob's answer, session negotiation has conpl et ed,
however Alice neverthel ess chooses to generate a new offer using the
actual configuration. This is done purely to assist any

internmedi aries that may resi de between Alice and Bob but do not
support the SDP Capability Negotiation framework (and hence may not
understand the negotiation that just took place):

Alice’ s updated offer includes only RTP/AVPF, and it is not using the
SDP Capability Negotiation franework (Alice could have included the

capabilities as well if she wanted):
v=0
0=- 25678 753850 INI1P4 192.0.2.1
S=
c=INI1P4 192.0.2.1
t=0 0

nraudi o 53456 RTP/ AVPF 0 18
a=rtcp-fb: 0 nack

The "m" line now indicates that Alice is offering to use RTP with
RTCP- based feedback and using PCMJ or G 729. The "rtcp-fb" attribute
provi des the feedback type "nack" for payload type O again (but as
part of the actual configuration).

Bob receives the SDP session description offer fromAlice, which he
accepts, and then generates an answer to Alice:

v=0

0=- 24351 621815 INIP4 192.0.2.2
S=

c=INIP4 192.0.2.2

t=0 0

mraudi o 54568 RTP/ AVPF 0 18
a=rtcp-fb:0 nack

Bob i ncludes the sanme "rtcp-fb" attribute as before, and the session
proceeds without change. Although Bob did not include any
capabilities in his answer, he could have done so if he wanted.

Note that in this particular exanple, the answerer supported the SDP
Capability Negotiation framework and hence the attributes and
procedures defined here; however, had he not, the answerer would
sinmply have ignored the new attributes received in step 1 and
accepted the offer to use normal RTP. In that case, the follow ng
answer woul d have been generated in step 2 instead:
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v=0

0=- 24351 621814 IN IP4 192.0.2.2
S:

c=INIP4 192.0.2.2

t=0 0

nmFaudi o 54568 RTP/ AVP 0 18
4.2. DILS-SRTP or SRTP with Media-Level Security Descriptions

The following exanple illustrates how to use the SDP Capability
Negoti ation framework to negotiate use of SRTP using either SDP
security descriptions or DILS-SRTP. The offerer (Alice) wants to
establish a Secure RTP audio streambut is willing to use plain RTP.
Alice prefers to use DILS-SRTP as the key managenent protocol, but
supports SDP security descriptions as well (note that [RFC5763]

cont ai ns additional DTLS- SRTP exanpl es).

The exanple is illustrated by the offer/answer exchange bel ow, where
Alice sends an offer to Bob:

Alice Bob
| (1) Ofer (RTP/[S]AVP, SDES | DTLS- SRTP) |
S i
[ <--------- DTLS- SRTP handshake -------- >|
I I
| (2) Answer (DTLS- SRTP) |
A |
| (3) Ofer (DTLS-SRTP) |
R AGREEEEEEEEEEEEEEEES >

Alice’s offer includes an audio streamthat offers use of plain RTP
and Secure RTP as alternatives. For the Secure RTP stream it can be
est abl i shed using either DILS-SRTP or SDP security descriptions:
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v=0
0=- 25678 753849 INI1P4 192.0.2.1
S=
t=0 0
c=INIP4 192.0.2.1
a=acap: 1 setup: act pass
a=acap: 2 fingerprint: SHA-1 \
4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB

a=t cap: 1 UDP/ TLS/ RTP/ SAVP RTP/ SAVP
mraudi o 59000 RTP/ AVP 98
a=rtpmap: 98 AMR/ 8000
a=acap: 3 crypto:1 AES CM 128 HVAC SHA1l_ 32

i nl i ne: NzB4d1BI NUAVLEW6Uz F3WBJ +PSdFc GdUJ ShpX1Zj | 2720] 1: 32
a=pcfg:1l t=1 a=1,2
a=pcfg:2 t=2 a=3

The first (and preferred) potential configuration for the audio
stream specifies use of transport capability 1 (UDP/ TLS/ RTP/ SAVP)
i.e., DILS-SRTP, and attribute capabilities 1 and 2 (active/passive
node and certificate fingerprint), both of which nust be supported to
choose this potential configuration. The second (and |ess preferred)
potential configuration specifies use of transport capability 2

(RTP/ SAVP) and nandatory attribute capability 3, i.e., the SDP
security description.

Bob receives the SDP session description offer fromAlice. Bob
supports DTLS-SRTP as preferred by Alice and Bob now initiates the
DTLS- SRTP handshake to establish the DILS- SRTP session (see [ RFC5764]
for details).

Bob al so sends back an answer to Alice as foll ows:

v=0
0=- 24351 621814 IN |1P4 192.0.2.2
S=
a=setup: active
a=fingerprint: SHA-1 \
FF: FF: FF: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
t=0 0
c=IN P4 192.0.2.2
mraudi 0 54568 UDP/ TLS/ RTP/ SAVP 98
a=rtpnmap: 98 AMR/ 8000
a=acfg:1 t=1 a=1,2

For the audi o stream Bob accepted the use of DILS-SRTP, and hence

the profile in the "m=" line is "UDP/ TLS/ RTP/ SAVP'. Bob al so
includes a "setup:active" attribute to indicate he is the active
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endpoi nt for the DILS-SRTP session as well as the fingerprint for
Bob's certificate. Bob’'s "acfg" attribute indicates that he chose
potential configuration 1 fromAlice' s offer

When Alice receives Bob's answer, session negotiation has conpleted
(and Alice can verify the DILS handshake using Bob's certificate
fingerprint in the answer); however, Alice neverthel ess chooses to
generate a new of fer using the actual configuration. This is done
purely to assist any internediaries that nay resi de between Alice and
Bob but do not support the capability negotiation extensions (and
hence may not understand the negotiation that just took place).

Alice's updated offer includes only DTLS-SRTP for the audi o stream
and it is not using the SDP Capability Negotiation franework (Alice

coul d have included the capabilities as well if she wanted):
v=0
0=- 25678 753850 IN IP4 192.0.2.1
S=
t=0 0

c=IN1P4 192.0.2.1
a=set up: act pass
a=fingerprint: SHA-1 \

4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
mFaudi o 59000 UDP/ TLS/ RTP/ AVP 98
a=rtpmap: 98 AMR/ 8000
The "me" line for the audio streamnow i ndicates that Alice is
offering to use DILS-SRTP in active/passive node using her
certificate fingerprint provided.

Bob receives the SDP session description offer fromAlice, which he
accepts, and then generates an answer to Alice:

v=0
0=- 24351 621814 IN IP4 192.0.2.2
S=
a=setup: active
a=fingerprint: SHA-1 \
FF: FF: FF: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
t=0 0
c=IN P4 192.0.2.2
mFaudi o 54568 UDP/ TLS/ RTP/ SAVP 98
a=rtpmap: 98 AMR/ 8000
a=acfg:1 t=1 a=1,2
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Bob i ncludes the same "setup:active" and fingerprint attributes as
before, and the session proceeds w thout change. Al though Bob did
not include any capabilities in his answer, he could have done so if
he want ed.

Note that in this particular exanple, the answerer supported the
capability extensions defined here; however, had he not, the answerer
woul d sinply have ignored the new attributes received in step 1 and
accepted the offer to use normal RTP. In that case, the follow ng
answer woul d have been generated in step 2 instead:

v=0

0=- 24351 621814 IN |1P4 192.0.2.2
S=

t=0 0

c=IN P4 192.0.2.2

mraudi o 54568 RTP/ AVP 98
a=rtpnmap: 98 AMR/ 8000

Finally, if Bob had chosen to use SDP security descriptions instead
of DTLS-SRTP, the follow ng answer woul d have been generat ed

v=0
0=- 24351 621814 IN IP4 192.0.2.2
S=
t=0 0
c=IN P4 192.0.2.2
mraudi 0 54568 RTP/ SAVP 98
a=rtpmap: 98 AMR/ 8000
a=crypto:1 AES CM 128 HVAC SHAl1 32
i nline: WsJ+PSdFcGdUJShpX1Zj NzB4d1BI NUAVLEW6Uz F3| 2720| 1: 32
a=acfg: 2 t=2 a=3

4.3. Best-Effort SRTP with Session-Level MKEY and Medi a-Level Security
Descri ptions

The following exanple illustrates how to use the SDP Capability
Negoti ati on extensions to support so-called Best-Effort Secure RTP as
well as alternative keying mechani snms, nore specifically MKEY

[ RFC3830] and SDP security descriptions. The offerer (Alice) wants
to establish an audio and video session. Alice prefers to use
session-level MKEY as the key managenent protocol, but supports SDP
security descriptions as well.

The exanple is illustrated by the offer/answer exchange bel ow, where
Alice sends an offer to Bob:
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Alice Bob
| (1) Ofer (RTP/[S]AVP[F], SDES| M KEY) |
T |
| (2) Answer (RTP/SAVP, SDES) |
T |
| (3) Ofer (RTP/SAVP, SDES) |
|~ >

Alice’'s offer includes an audio and a video stream The audi o stream
of fers use of plain RTP and Secure RTP as alternatives, whereas the
video stream offers use of plain RTP, RTP with RTCP-based feedback,
Secure RTP, and Secure RTP with RTCP-based feedback as alternatives:

v=0
0=- 25678 753849 INI1P4 192.0.2.1
S=
t=0 0
c=INIP4 192.0.2.1
a=acap: 1 key-nmgnt: m key AQAFgMIXf| ABAAAAAAAAAAAAAASAYO. . .
a=t cap: 1 RTP/ SAVPF RTP/ SAVP RTP/ AVPF
mraudi o 59000 RTP/ AVP 98
a=rtpmap: 98 AMR/ 8000
a=acap: 2 crypto:1 AES CM 128 HVAC SHA1l 32
i nl i ne: NzB4d1BI NUAvVLEW6Uz F3WBJ +PSdFc GdUJ ShpX1Zj | 27220] 1: 32
a=pcfg:1l t=2 a=1|2
mrvi deo 52000 RTP/ AVP 31
a=rtpmap: 31 H261/ 90000
a=acap: 3 crypto:1 AES CM 128 HMAC SHAl1 80
i nline: dORmMdncmMVCspeEc3Q&Zi NHVLFIhQX1cf HAWI Soj | 2720] 1: 32
a=acap: 4 rtcp-fb:* nack
a=pcfg:1 t=1 a=1,4|3,4
a=pcfg:2 t=2 a=1|3
a=pcfg:3 t=3 a=4

The potential configuration for the audi o stream specifies use of
transport capability 2 (RTP/ SAVP) and either attribute capability 1
(session-level MKEY as the keying nmechanism or 2 (SDP security
descriptions as the keying nechanisn). Support for either of these
attribute capabilities is mandatory. There are three potenti al
configurations for the video stream
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o The first configuration with configuration nunber 1 uses transport
capability 1 (RTP/SAVPF) with either attribute capabilities 1 and
4 (session-level MKEY and the "rtcp-fb" attribute) or attribute
capabilities 3 and 4 (SDP security descriptions and the "rtcp-fb"
attribute). |In this exanple, the offerer insists on not only the
keyi ng nechani sm bei ng supported, but also that the "rtcp-fb"
attribute is supported with the value indicated. Consequently,
all the attribute capabilities are marked as mandatory in this
potential configuration.

o The second configuration with configuration nunber 2 uses
transport capability 2 (RTP/ SAVP) and either attribute capability
1 (session-level MKEY) or attribute capability 3 (SDP security
descriptions). Both attribute capabilities are mandatory in this
configuration.

o The third configuration with configuration nunber 3 uses transport
capability 3 (RTP/AVPF) and nandatory attribute capability 4 (the
"rtcp-fb" attribute).

Bob receives the SDP session description offer fromAlice. Bob
supports Secure RTP, Secure RTP with RTCP-based feedback and the SDP
Capability Negotiation extensions. Bob also supports SDP security
descriptions, but not MKEY, and hence he generates the follow ng
answer :

v=0
0=- 24351 621814 IN |1P4 192.0.2.2
S=
t=0 0
c=IN P4 192.0.2.2
mFaudi o 54568 RTP/ SAVP 98
a=rtpmap: 98 AMR/ 8000
a=crypto:1 AES CM 128 HVAC SHA1l 32
i nline: W8J+PSdFcGdUJShpX1Zj NzB4d1BI NUAVLEW6Uz F3| 2720] 1: 32
a=acfg: 1 t=2 a=2
mevi deo 55468 RTP/ SAVPF 31
a=rtpmap: 31 H261/ 90000
a=crypto:1 AES CM 128 HMAC SHAl1l 80
i nline: AWPHVLFIhQX1cf HISoj dORmdntmVCspeEc3Q&Zi N| 2720] 1: 32
a=rtcp-fb:* nack
a=acfg:1 t=1 a=3,4

For the audi o stream Bob accepted the use of Secure RTP, and hence
the profile in the "m=" line is "RTP/SAVP". Bob also includes a
"crypto" attribute with his own keying nmaterial, and an "acfg"
attribute identifying actual configuration 1 for the audi o nedia
streamfromthe offer, using transport capability 2 (RTP/SAVP) and
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attribute capability 2 (the "crypto" attribute fromthe offer). For
the video stream Bob accepted the use of Secure RTP with RTCP-based
f eedback, and hence the profile in the "m=" line is "RTP/ SAVPF". Bob
al so includes a "crypto" attribute with his own keying material, and
an "acfg" attribute identifying actual configuration 1 for the video
streamfromthe offer, using transport capability 1 (RTP/ SAVPF) and
attribute capabilities 3 (the "crypto" attribute fromthe offer) and
4 (the "rtcp-fb" attribute fromthe offer).

When Alice receives Bob's answer, session negotiation has conpl et ed;
however, Alice neverthel ess chooses to generate a new offer using the
actual configuration. This is done purely to assist any
internediaries that may resi de between Alice and Bob but do not
support the capability negotiati on extensions (and hence may not
understand the negotiation that just took place).

Alice’ s updated offer includes only SRTP for the audi o stream SRTP
wi th RTCP-based feedback for the video stream and it is not using
the SDP Capability Negotiation framework (Alice could have included

the capabilities as well is she wanted):
v=0
0=- 25678 753850 IN P4 192.0.2.1
S=
t=0 0

c=INIP4 192.0.2.1
mraudi o 59000 RTP/ SAVP 98
a=rtpmap: 98 AMR/ 8000
a=crypto:1 AES CM 128 HVAC SHAl1 32

i nl'i ne: NzB4d1BI NUAvLEW6Uz F3WEJ +PSdFc GdUJ ShpX1Zj | 2220] 1: 32
mevi deo 52000 RTP/ SAVPF 31
a=rtpmap: 31 H261/ 90000
a=crypto:1 AES CM 128 HMAC SHAl1l 80

i nline: dORMIntmMVCspeEc3Q&Zi NWVLFIhQX1cf HAWJ Soj | 2720] 1: 32
a=rtcp-fb:* nack
The "n¥" line for the audio streamnow indicates that Alice is
offering to use Secure RTP with PCMJ or G 729, whereas the "m=" line
for the video streamindicates that Alice is offering to use Secure
RTP with RTCP-based feedback and H. 261. Each nmedia streamincludes a
"crypto" attribute, which provides the SRTP keying material, with the
sanme val ue again.
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Bob receives the SDP session description offer fromAlice, which he
accepts, and then generates an answer to Alice:

v=0
0=- 24351 621815 IN I P4 192.0.2.2
S=
t=0 0
c=IN1P4 192.0.2.2
mFaudi o 54568 RTP/ SAVP 98
a=rtpmap: 98 AMR/ 8000
a=crypto:1 AES CM 128 HWVAC SHA1_ 32
i nline: WsJ+PSdFcGdUIShpX1Zj NzB4d1Bl NUAVLEW6Uz F3| 2720]| 1: 32
nrvi deo 55468 RTP/ SAVPF 31
a=rtpmap: 31 H261/ 90000
a=crypto:1 AES_CM 128 HVAC_SHA1_ 80
i nline: AWPHVLFIhQX1cf HISoj dORmdntmVCspeEc3Q&Zi N| 2720] 1: 32
a=rtcp-fb:* nack

Bob i ncludes the same "crypto" attribute as before, and the session
proceeds without change. Although Bob did not include any
capabilities in his answer, he could have done so if he wanted.

Note that in this particular exanple, the answerer supported the
capability extensions defined here; however, had he not, the answerer
woul d sinply have ignored the new attributes received in step 1 and
accepted the offer to use normal RTP. 1In that case, the follow ng
answer woul d have been generated in step 2 instead:

v=0

0=- 24351 621814 IN IP4 192.0.2.2
S=

t=0 0

c=IN P4 192.0.2.2

mraudi o 54568 RTP/ AVP 98
a=rtpmap: 98 AMR/ 8000

mevi deo 55468 RTP/ AVP 31
a=rtpnmap: 31 H261/ 90000
a=rtcp-fb:* nack

Finally, if Bob had chosen to use session-level MKEY instead of SDP

security descriptions, the foll owi ng answer woul d have been
gener at ed:
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v=0

0=- 24351 621814 INIP4 192.0.2.2
S=

t=0 0

c=IN P4 192.0.2.2
a=key- ngnt : m key AQEFgMIXf| ABAAAAAAAAAAAAAAYAYO. . .
mraudi o 54568 RTP/ SAVP 98
a=rtpmap: 98 AMR/ 8000

amacfg:1l t=2 a=1

mevi deo 55468 RTP/ SAVPF 31
a=rtpmap: 31 H261/ 90000
a=rtcp-fb:* nack

a=acfg:1 t=1 a=1,4

It should be noted, that although Bob coul d have chosen session-Ieve
M KEY for one media stream and SDP security descriptions for another
medi a stream there are no well-defined offerer processing rul es of
the resulting answer for this, and hence the offerer may incorrectly
assume use of MKEY for both streans. To avoid this, if the answerer
chooses session-level MKEY, then all Secure RTP-based nedia streans
SHOULD use M KEY (this applies irrespective of whether or not SDP
Capability Negotiation is being used). Use of nedia-level MKEY does
not have a sinilar constraint.

4.4, SRTP with Session-Level MKEY and Medi a-Level Security
Descriptions as Alternatives

The following exanple illustrates how to use the SDP Capability
Negoti ation framework to negotiate use of either MKEY or SDP
security descriptions, when one of themis included as part of the
actual configuration, and the other one is being selected. The
offerer (Alice) wants to establish an audio and video session. Alice
prefers to use session-level MKEY as the key nanagenent protocol

but supports SDP security descriptions as well.

The exanple is illustrated by the offer/answer exchange bel ow, where
Alice sends an offer to Bob:

Alice Bob
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Alice’'s offer includes an audio and a video stream Both the audio
and the video stream of fer use of Secure RTP:

v=0
0=- 25678 753849 INIP4 192.0.2.1
S=
t=0 0
c=INIP4 192.0.2.1
a=key-ngnt : nmi key AQAFgMIXf | ABAAAAAAAAAAAAAASAYO. . .
mraudi o 59000 RTP/ SAVP 98
a=rtpmap: 98 AMR/ 8000
a=acap: 1l crypto:1 AES CM 128 HVAC SHA1l_ 32
i nl i ne: NzB4d1BI NUAVLEW6Uz F3WBJ +PSdFc GdUJ ShpX1Zj | 2720] 1: 32
a=pcfg:1 a=-s:1
nmrvi deo 52000 RTP/ SAVP 31
a=rtpmap: 31 H261/ 90000
a=acap: 2 crypto:1 AES CM 128 HMAC SHAl1 80
i nline: dORmMdntmMVCspeEc3Q&Zi NHVLFIhQX1cf HAWI Soj | 2720] 1: 32
a=pcfg:1 a=-s:2

Al'i ce does not know whet her Bob supports M KEY or SDP security
descriptions. She could include attributes for both; however, the
resulting procedures and potential interactions are not well -
defined. Instead, she places a session-level "key-ngm" attribute
for MKEY in the actual configuration with SDP security descriptions
as an alternative in the potential configuration. The potentia
configuration for the audio stream specifies that all session-Ileve
attributes are to be deleted (i.e., the session-|level "a=key-ngm"
attribute) and that mandatory attribute capability 2 is to be used
(i.e., the "crypto" attribute). The potential configuration for the
video streamis simlar, except it uses its own nandatory "crypto"
attribute capability (2). Note how the deletion of the session-I|eve
attributes does not affect the nedia-level attributes.

Bob receives the SDP session description offer fromAlice. Bob
supports Secure RTP and the SDP Capability Negotiation framework.
Bob al so supports both SDP security descriptions and MKEY. Since
the potential configuration is nore preferred than the actua
configuration, Bob (conceptually) generates an internal potentia
configurati on SDP session description that contains the "crypto"
attributes for the audio and video stream but not the "key-nmgnt"
attribute for MKEY, thereby avoi ding any anbiguity between the two
keyi ng nechanisns. As a result, he generates the foll ow ng answer:
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v=0
0=- 24351 621814 INIP4 192.0.2.2
S=
t=0 0
c=IN P4 192.0.2.2
mrFaudi o 54568 RTP/ SAVP 98
a=rtpnmap: 98 AMR/ 8000
a=crypto:1 AES CM 128 HVAC SHA1l 32
i nli ne: WBJ+PSdFcGdUJShpX1Zj NzB4d1BI NUAVLEW6Uz F3| 2720] 1: 32
a=acfg:1 a=-s:1
mevi deo 55468 RTP/ SAVP 31
a=rtpnmap: 31 H261/ 90000
a=crypto:1 AES CM 128 HVAC SHA1l 80
i nline: AWPVLFIhQX1cf HISoj dORmdntmVCspeEc3Q&Zi N| 2720] 1: 32
a—acfg:1 a=-s:2

For the audi o stream Bob accepted the use of Secure RTP using SDP
security descriptions. Bob therefore includes a "crypto" attribute
with his own keying nmaterial, and an "acfg" attribute identifying the
actual configuration 1 for the audio nmedia streamfromthe offer,
with the delete-attributes ("-s") and attribute capability 1 (the
"crypto" attribute fromthe offer). For the video stream Bob al so
accepted the use of Secure RTP using SDP security descriptions. Bob
therefore includes a "crypto" attribute with his own keying materi al
and an "acfg" attribute identifying actual configuration 1 for the
video streamfromthe offer, with the delete-attributes ("-s") and
attribute capability 2.

Below, we illustrate the offer SDP session description, when Bob

instead offers the "crypto" attribute as the actual configuration
keyi ng nechani sm and "key-ngnt" as the potential configuration

Andr easen St andards Track [ Page 68]



RFC 5939 SDP Capability Negotiation Sept ember 2010

v=0
0=- 25678 753849 INIP4 192.0.2.1
S=
t=0 0
c=INI1P4 192.0.2.1
a=acap: 1 key-ngnt: m key AQAFgMIXf | ABAAAAAAAAAAAAAASAYO. . .
mFaudi o 59000 RTP/ SAVP 98
a=rtpmap: 98 AMR/ 8000
a=crypto:1 AES_CM 128 HMAC SHAl_32
i nl i ne: NzB4d1BI NUAVLEW6Uz F3WBJ+PSdFc GdUJ ShpX1Zj | 2720] 1: 32
a=acap: 2 rtpmap: 98 AVR/ 8000
a=pcfg:1 a=-m1,2
mevi deo 52000 RTP/ SAVP 31
a=rtpmap: 31 H261/ 90000
a=acap: 3 crypto:1 AES CM 128 HWVAC_SHA1_80
i nline: dORMIntmMVCspeEc3Q&Zi NWVLFIhQX1cf HAWJ Soj | 2720] 1: 32
a=acap: 4 rtpmap: 31 H261/ 90000
a=pcfg:1 a=-m1l,4

Note how we this tinme need to performdelete-attributes at the nedia
| evel instead of the session level. Wen doing that, all attributes
fromthe actual configuration SDP session description, including the
rtpmaps provided, are renoved. Consequently, we had to include these
rtpmaps as capabilities as well, and then include themin the
potential configuration, thereby effectively recreating the origina
"rtpmap" attributes in the resulting potential configuration SDP
sessi on description.

5. Security Considerations

The SDP Capability Negotiation franework is defined to be used within
the context of the offer/answer nodel, and hence all the offer/answer
security considerations apply here as well [RFC3264]. Sinilarly, the
Session Initiation Protocol (SIP) uses SDP and the offer/answer

nodel , and hence, when used in that context, the SIP security

consi derations apply as well [RFC3261].

However, SDP Capability Negotiation introduces additional security
issues. |Its use as a nmechanismto enable alternative transport
protocol negotiation (secure and non-secure) as well as its ability
to negotiate use of nore or |ess secure keying nethods and nateri al
warrant further security considerations. Also, the (continued)
support for receiving nedia before answer conbined with negotiation
of alternative transport protocols (secure and non-secure) warrants
further security considerations. W discuss these issues bel ow
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The SDP Capability Negotiation franmework allows for an offered nedia
streamto both indicate and support various |evels of security for
that media stream Different levels of security can for exanple be
negoti ated by use of alternative attribute capabilities each

i ndicating nore or |ess secure keying nmethods as well as nore or |ess
strong ci phers. Since the offerer indicates support for each of
these alternatives, he will presumably accept the answerer seeningly
selecting any of the offered alternatives. |f an attacker can nodify
the SDP session description offer, he can thereby force the

negoti ati on of the weakest security nechanismthat the offerer is
willing to accept. This may enable the attacker to conprom se the
security of the negotiated nedia stream Simlarly, if the offerer
wi shes to negotiate use of a secure nedia stream (e.g., Secure RTP)
but includes a non-secure nmedia stream(e.g., plain RTP) as a valid
(but less preferred) alternative, then an attacker that can nodify
the of fered SDP session description will be able to force the

est abli shnent of an insecure nmedia stream The solution to both of

t hese problens involves the use of integrity protection over the SDP
session description. |Ideally, this integrity protection provides
end-to-end integrity protection in order to protect fromany nan-in-
the-m ddl e attack; secure nultiparts such as Secure/ Ml ti purpose
Internet Mail Extensions (S/M M) [RFC5751] provide one such

sol ution; however, S/M ME requires use and availability of a Public
Key Infrastructure (PKI). A slightly less secure alternative when
using SIP, but generally nuch easier to deploy in practice, is to use
SIP Identity [RFC4474]; this requires the existence of an

aut hentication service (see [RFC4474]). Although this mechani sm
still requires a PKI, it only requires that servers (as opposed to
end-users) have third-party validatable certificates, which
significantly reduces the barrier to entry by ordinary users. Yet
anot her, and considerably |l ess secure, alternative is to use hop-by-
hop security only, e.g., TLS or IPsec thereby ensuring the integrity
of the offered SDP session description on a hop-by-hop basis. This
is |l ess secure because SIP allows partially trusted internediaries on
the signaling path, and such internediaries processing the SIP
request at each hop would be able to performa man-in-the-niddle
attack by nodifying the offered SDP session description. |In sinple
architectures where the two UA's proxi es conmuni cate directly, the
security provided by this nmethod is roughly conparable to that

provi ded by the previously discussed signature-based nmechani sns.

Per the normal offer/answer procedures, as soon as the offerer has
generated an offer, the offerer nust be prepared to receive nedia in
accordance with that offer. The SDP Capability Negotiation preserves
that behavior for the actual configuration in the offer; however, the
of ferer has no way of knowi ng which configuration (actual or
potential) was selected by the answerer, until an answer indication
is received. This opens up a new security issue where an attacker
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may be able to interject nedia towards the offerer until the answer
is received. For exanmple, the offerer may use plain RTP as the
actual configuration and Secure RTP as an alternative potenti al
configuration. Even though the answerer selects Secure RTP, the
offerer will not know that until he receives the answer, and hence an
attacker will be able to send nedia to the offerer meanwhile. The
easi est protection against such an attack is to not offer use of the
non-secure nedia streamin the actual configuration; however, that
may in itself have undesirable side effects: If the answerer does not
support the secure nedia stream and al so does not support the
capability negotiation framework, then negotiation of the nedia
streamwi |l fail. Alternatively, SDP security preconditions

[ RFC5027] can be used. This will ensure that nedia is not flow ng
until session negotiation has conpl eted and hence the sel ected
configuration is known. Use of preconditions however requires both
sides to support them If they don't, and use of themis required,
the session will fail. As a (limted) work around to this, it is
RECOMVENDED that SIP entities generate an answer SDP session
description and send it to the offerer as soon as possible, for
exanple, in a 183 Session Progress nessage. This will linit the time
during which an attacker can send nedia to the offerer. Section 3.9
presents other alternatives as well.

Addi tional security considerations apply to the answer SDP session
description as well. The actual configuration attribute tells the

of ferer on which potential configuration the answer was based, and
hence an attacker that can either nodify or renove the actua
configuration attribute in the answer can cause session failure as
well as extend the tine wi ndow during which the offerer will accept

i ncom ng nedia that does not conformto the actual answer. The
solutions to this SDP session description answer integrity problem
are the same as for the offer, i.e., use of end-to-end integrity
protection, SIP identity, or hop-by-hop protection. The nechanismto
use depends on the mechani snms supported by the offerer as well as the
acceptabl e security trade offs.

As described in Sections 3.1 and 3.11, SDP Capability Negotiation
conceptually allows an offerer to include many different offers in a
singl e SDP session description. This can cause the answerer to
process a |l arge nunber of alternative potential offers, which can
consume significant nmenory and CPU resources. An attacker can use
this anplification feature to | aunch a denial -of -service attack

agai nst the answerer. The answerer nust protect itself from such
attacks. As explained in Section 3.11, the answerer can hel p reduce
the effects of such an attack by first discarding all potential
configurations that contain unsupported transport protocols,
unsupported or invalid nandatory attribute capabilities, or
unsupported mandatory extension configurations. The answerer should
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al so | ook out for potential configurations that are designed to pass
t he above test, but neverthel ess produce a | arge nunber of potentia
configurati on SDP session descriptions that cannot be supported.

A possible way of achieving that is for an attacker to find a

valid session-level attribute that causes conflicts or otherw se
interferes with individual nedia description configurations. At
the tine of publication of this docunent, we do not know of such
an SDP attribute; however, this does not nean it does not exist,

or that it will not exist in the future. |f such attributes are
found to exist, inmplenenters should explicitly protect against
t hem

A significant nunber of valid and supported potential configurations
may remain. However, since all of those contain only valid and
supported transport protocols and attributes, it is expected that
only a few of themwi Il need to be processed on average. Still, the
answerer nust ensure that it does not needl essly consune |arge
anounts of nmenory or CPU resources when processing those as well as
be prepared to handl e the case where a | arge nunber of potentia
configurations still need to be processed.

6. | ANA Consi derations
6.1. New SDP Attributes

The | ANA has registered the follow ng new SDP attri butes

Attribute nane: csup

Long form nane: Supported capability negotiation extensions
Type of attribute: Session-1evel and nedi a-1 eve

Subj ect to charset: No

Pur pose: Option tags for supported SDP Capability

Negoti ati on ext ensi ons
Appropriate values: See Section 3.3.1 of RFC 5939

Cont act nane: FIl enmi ng Andreasen, fandreas@i sco.com
Attribute nane: creq

Long form nane: Required capability negotiation extensions
Type of attribute: Session-1evel and nedi a-1eve

Subj ect to charset: No

Pur pose: Option tags for required SDP Capability

Negoti ati on extensions
Appropriate values: See Section 3.3.2 of RFC 5939
Cont act nane: Fl enmmi ng Andreasen, fandreas@i sco.com
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Attribute nane:
Long form nane:
Type of attribute:
Subj ect to charset:
Pur pose

Appropriate val ues:
Cont act nane:

Attribute nane:
Long form nane:
Type of attribute:
Subj ect to charset:
Pur pose

Appropri ate val ues:
Cont act nane:

Attribute nane:
Long form nane:
Type of attribute:
Subj ect to charset:
Pur pose

Appropri ate val ues:
Cont act nane:

Attribute nane:
Long form nane:
Type of attribute:
Subj ect to charset:
Pur pose

Appropri ate val ues:
Cont act nane:

SDP Capability Negotiation

Sept ember 2010

acap

Attribute capability

Session-1evel and nedi a-1 evel

No

Attribute capability containing an attribute
name and associ at ed val ue

See Section 3.4.1 of RFC 5939

Fl enmi ng Andreasen, fandreas@i sco.com

tcap

Transport Protocol Capability

Sessi on-1 evel and nedi a-| evel

No

Transport protocol capability listing one or
nore transport protocols

See Section 3.4.2 of RFC 5939

Fl enmi ng Andreasen, fandreas@i sco.com

pcfg

Potential Configuration

Medi a- | evel

No

Potential configuration for SDP Capability
Negoti ati on

See Section 3.5.1 of RFC 5939
Fl enmmi ng Andreasen, fandreas@i sco.com

acfg

Actual configuration

Medi a- | evel

No

Actual configuration for SDP Capability
Negoti ati on

See Section 3.5.2 of RFC 5939
Fl enmi ng Andr easen, fandreas@i sco.com

New SDP Capability Negotiation Option Tag Registry

The 1 ANA has created a new SDP Capability Negotiation Option Tag

registry.

Revi ew policy.
synt ax,

An | ANA SDP Capability Negotiation Option Tag registration
MUST be docunented in an RFC in accordance with the [ RFC5226]
The RFC MUST provide the nane of the option tag, a
and a semantic specification of any new SDP attri butes and
any extensions to the potenti al

| ETF

configuration ("a=pcfg") and actua

configuration ("a=acfg") attributes provided in this docunent. |If
t he extension defines any new SDP attributes that are intended to be
capabilities for use by the capability negotiation franmework (e.qg.

simlar to "a=acap"),

Andr easen
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gui delines provided in Section 3.4.3. Extensions to the potential
and actual configuration attributes MJST adhere to the syntax
provided in Sections 3.5.1 and 3.5. 2.

The option tag "cap-v0" is defined in this docunent, and the | ANA has
regi stered this option tag.

6.3. New SDP Capability Negotiation Potential Configuration Paraneter
Regi stry

The 1 ANA has created a new SDP Capability Negotiation Potentia
Configuration Paraneter registry. An |IANA SDP Capability Negotiation
Potential Configuration registration MJST be docunented in an RFC in
accordance with the [ RFC5226] | ETF Review policy. The RFC MJST
define the syntax and semantics of each new potential configuration
paraneter. The syntax MJST adhere to the syntax provided for
extensions in Section 3.5.1 and the semantics MJUST adhere to the
semantics provided for extensions in Section 3.5.1 and 3.5. 2.

Associ ated with each registrati on MIST be the encodi ng nane for the
paraneter as well as a short descriptive nane for it

The potential configuration paraneters "a" for "attribute" and "t"
for "transport protocol"” are defined in this docunent, and the | ANA
has regi stered them
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