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Abst r act

The Cryptographic Message Syntax (CVS) all ows revocation information
to be conveyed as part of the SignedData, Envel opedDat a,

Aut hent i cat edDat a, and Aut hEnvel opedData content types. The
preferred format for revocation information is the Certificate
Revocation List (CRL), but an extension nmechani sm supports other
revocation information formats. This document defines two additional
revocation information formats for Online Certificate Status Protocol
(OCSP) responses and Server-Based Certificate Validation Protocol
(SCVP) requests and responses.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww.rfc-editor.org/info/rfc5940.
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Copyright Notice

Copyright (c) 2010 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

1. I nt roducti on

The Revocati onl nf oChoi ces type defined in [CM5] provides a set of
revocation status information alternatives, which allows revocation
informati on to be conveyed as part of the SignedData, Envel opedData,
Aut hent i cat edDat a, and Aut hEnvel opedData content types. The intent
is to provide information sufficient to determ ne whether the
certificates and attribute certificates carried el sewhere in the CV5-
protected content have been revoked. There nmay be nore revocation
status infornmation than necessary or there nay be | ess revocation
status information than necessary.

X.509 Certificate Revocation Lists (CRLs) [PROFILE] are the primary
source of revocation status information, but any other revocation

i nformati on format can be supported. This docunent specifies two
other formats: Online Certificate Status Protocol (OCSP) responses
[ OCSP] and Server-Based Certificate Validation Protocol (SCVP)
requests and responses [ SCVP].

Section 2 discusses the Revocationlnformation structure. Section 3
defines a nechanismto carry OCSP responses. Section 4 defines a
mechanismto carry SCVP requests and responses. Appendi x A provides
the normative ASN. 1 syntax for the two nechani sns.

1.1. Requirenents Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ WORDS].
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2.

Revocation I nformation

For conveni ence, the ASN. 1 definition of the Revocati onl nfoChoices
type from[CM5] is repeated here:

Revocati onl nf oChoi ces ::= SET OF Revocati onl nf oChoi ce

Revocati onl nf oChoi ce ::= CHO CE {
crl Certificatelist,
other [1] IMPLICIT O herRevocati onl nf oFor mat }

O her Revocat i onl nf oFormat :: = SEQUENCE {
ot her Revl nf oFormat  OBJECT | DENTI FI ER
ot her Revl nfo ANY DEFI NED BY ot her Revl nf oFor mat }

The ot her CHO CE MJST be used to convey OCSP responses, SCVP
requests, and SCVP responses.

This docunent defines the id-ri arc under which the revocation
information fornmats are defined. The id-ri object identifier is:

id-ri OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechanisnms(5) pkix(7) ri(16) }

NOTE: Nunbers 1 and 3 were assigned to CRL and Delta CRL. These two
nunbers are not used because these formats use the
Revocati onl nf oChoi ce crl CHO CE when included in CM5 [ CMVB] .

OCSP Response

To carry an OCSP response, the otherRevinfoFormat is set to
id-ri-ocsp-response, which has the following ASN. 1 definition

id-ri-ocsp-response OBJECT IDENTIFIER ::= { id-ri 2}

In this case, otherRevinfo MJUST carry the OCSP response using the
OCSPResponse type defined in [OCSP]. The responseStatus field MJST
be successful and the responseBytes field MIST be present.

SCVP Request and Response

Unl i ke OSCP, SCVP pernits unprotected and protected responses, where
protected responses can be digitally signed or include nessage

aut hentication codes. While this provides nore flexibility, it
conpl i cates inpl enentati ons when an SCVP response can be validated by
entities other than the entity that generated the SCVP request. If a
| ower |ayer provides authentication and integrity for the client-
server interaction and the response is not protected, then a third
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party cannot validate the response because there is no way to know
that the response was returned over a protected connection. |If a
nmessage aut hentication code is used, then the third party will be
unabl e to validate the nessage authenticati on code because it does
not possess the necessary private key. For these reasons, SCVP
responses sent to a third party MJST be signed by the SCVP server so
that the third party can validate them

SCVP response validation requires matching it to the SCVP request.
This means that the SCVP request MJST al ways be included with the
response. SCVP pernits the client to retain the response, and SCVP
pernmits the request to be returned in the response (in the requestReq
field). The request need not be protected for matching to be
performed; nonces and certlds can be checked.

To carry the SCVP request and response, the otherRevlinfoFormat is set
to id-ri-scvp, which has the following ASN.1 definition

id-ri-scvp OBJECT IDENTIFIER ::={ id-ri 4}

In this case, the otherRevinfo MIST carry both the SCVP request and
response with the follow ng structure:

SCVPReqRes :: = SEQUENCE {
request [0] EXPLICIT Contentlnfo OPTI ONAL,
response Contentlnfo }

The SCVPRegRes has the follow ng fields:

0 request contains the SCVP request. It contains the unprotected
request, authenticated request, or the signed request. The request
MUST be present if the response does not include the request Ref
full Request field.

0 response contains the SCVP response. It MJST contain the signed
response. Additionally, the responseStatus MJUST be okay.
Unprotected and authenticated responses MJUST NOT be incl uded.

5. Security Considerations

The security considerations of [CM5], [CM5-ASN, [OCSP], [SCVP], and
[ PROFI LE- ASN] apply.

To locally store unprotected or authenticated SCVP responses, a
client can encapsul ate the unprotected or authenticated SCVP response
in a SignedData. It is a matter of local policy whether these SCVP
responses that are encapsul ated and signed by the client are

consi dered valid by another entity.
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6. | ANA Consi derati ons

Thi s docunent nakes use of object identifiers. These object
identifiers are defined in an arc delegated by 1ANA to the PKIX
Worki ng Group. Wien the PKI X Wrking Goup closes, this arc and its
registration procedures will be transferred to IANA. No further
action by IANA is necessary for this docunent or any antici pated
updat es.
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Appendi x A. ASN. 1 Mbdul es

Appendi x A 1 provides the normative ASN. 1 definitions for the
structures described in this specification using ASN.1 as defined in
[ X.680] for conpilers that support the 1988 ASN. 1.

Appendi x A 2 provides infornmative ASN. 1 definitions for the
structures described in this specification using ASN.1 as defined in
[ X.680], [X. 681], [X.682], and [ X 683] for conpilers that support the
2002 ASN. 1. This appendi x contains the sanme information as Appendi x
A.1 in a nore recent (and precise) ASN. 1 notation, however Appendi x
A. 1 takes precedence in case of conflict.

A. 1. 1988 ASN. 1 Modul e

CVS- Ot her - RI s- 2009- 88
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-cns-otherRl s-2009-88(63)
}

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORTS ALL
| MPORTS

-- FROM CV5 [ CVE]

Content I nfo
FROM Cr ypt ogr aphi cMessageSynt ax2004
{ iso(1l) nmenber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) cns-2004(24) }

id-ri OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechanisns(5) pkix(7) ri(16) }

-- Revocati onl nf oChoi ce for OCSP response

-- ODincluded in otherRevlnfoFormat

-- signed OCSP response included in otherRevlnfo
id-ri-ocsp-response OBJECT IDENTIFIER ::={ id-ri 2}
-- Revocati onl nfoChoi ce for SCVP response

-- AODincluded in otherRevl nfoFornat
-- SCVPReqRes included in otherRevlnfo
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id-ri-scvp OBJECT IDENTIFIER ::={ id-ri 4}
SCVPReqRes ::= SEQUENCE {
request [0] EXPLICIT Contentlnfo OPTI ONAL,
response Contentlnfo }
END

A 2. 2002 ASN. 1 Modul e

CMS- Ot her - Rl s- 2009- 02
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-cns-otherRl s-2009-93(64)
}

DEFINITIONS | MPLICIT TAGS :: =
BEG N

-- EXPORT ALL
| MPORTS

-- FROM [ PROFI LE- ASN]

OCSPResponse
FROM OCSP- 2009
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-ocsp-02(48) }

-- FROM [ CVB- ASN|
Cont ent | nf o, OTHER- REVOK- | NFO
FROM Cr ypt ogr aphi cMessageSynt ax- 2009

{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) id-nmod-cns-2004-02(41) }

-- Defines OCSP and SCVP formats for Revocati onl nfoChoice
Support edQ her Revokl nf o OTHER- REVOK- I NFO :: = {

ri-ocsp-response |
ri-scvp,

ri-ocsp-response OTHER- REVOK- 1 NFO :: = {
OCSPResponse | DENTI FI ED BY id-ri-ocsp-response }
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id-ri OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(1l) security(5) mechanisns(5) pkix(7) ri(16) }
id-ri-ocsp-response OBJECT IDENTIFIER ::= { id-ri 2}
ri-scvp OTHER- REVOK- I NFO :: = {
SCVPReqRes | DENTI FI ED BY id-ri-scvp }
id-ri-scvp OBJECT IDENTIFIER ::={ id-ri 4}
SCVPReqRes :: = SEQUENCE {
request [0] EXPLICIT Contentlnfo OPTI ONAL,
response Contentlnfo }
END
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