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Abst r act

Thi s docunent defines the semantics for grouping the associated
source and FEC-based (Forward Error Correction) repair flows in the
Session Description Protocol (SDP). The semantics defined in this
docunent are to be used with the SDP G oupi ng Franmework (RFC 5888).
These semantics allow the description of grouping relationships

bet ween the source and repair flows when one or nore source and/or
repair flows are associated in the same group, and they provide
support for additive repair flows. SSRC-Ievel (Synchronization
Source) grouping semantics are also defined in this docunent for
Real -time Transport Protocol (RTP) streans using SSRC multi pl exing.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc5956
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1

I ntroduction

Any application that needs a reliable transnission over an unreliable
packet network has to cope with packet |osses. Forward Error
Correction (FEC) is an effective approach that inproves the
reliability of the transnission, particularly in nulticast and
broadcast applications where the feedback fromthe receiver(s) is
potentially limted.

In a nutshell, FEC groups source packets into blocks and applies
protection to generate a desired nunber of repair packets. These
repair packets nay be sent on denmand or independently of any receiver
feedback. The choi ce depends on the FEC schene, the packet |oss
characteristics of the underlying network, the transport schene
(e.g., unicast, multicast, and broadcast), and the application. At
the receiver side, lost packets can be recovered by erasure decodi ng,
provided that a sufficient nunber of source and repair packets have
been recei ved.

For exanple, one of the nobst basic FEC schenes is the parity codes
where an exclusive OR (XOR) operation is applied to a group of
packets (i.e., source block) to generate a single repair packet. At
the receiver side, this schenme provides a full recovery if only one
packet is lost within the source block and the repair packet is
received. There are various other ways of generating repair packets,
possibly with different |oss-recovery capabilities.

The FEC Franewor k [ FECG- FRAMEVK] outlines a general framework for
using FEC codes in multinmedia applications that stream audi o, video,
or other types of nultinmedia content. The FEC Franmewor k
specification states that source and repair packets nust be carried
in different streans, which are referred to as the source and repair
flows, respectively. At the receiver side, the receivers should know
which flows are the source flows and which ones are the repair flows.
The receivers should al so know the exact association of the source
and repair flows so that they can use the correct data to repair the
original content in case there is a packet |oss. SDP [ RFC4566] uses
[ RFC5888] and this RFC for this purpose.

In order to provide applications nore flexibility, the FEC Framewor k
[ FEC- FRAMEVK] al l ows a source flow to be protected by nultiple FEC
schenes, each of which requires an instance of the FEC Franmewor k
Thus, nultiple instances of the FEC Framework may exi st at the sender
and the receiver(s). Furthernore, within a single FEC Franmework
instance, nultiple source flows rmay be grouped and protected by one
or nore repair flows.
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The FEC Franework requires the source and repair packets to be
carried in different streans. Wen the Real -tinme Transport Protoco
(RTP) [RFC3550] is used to carry the source and repair streams, the
FEC Framewor k reconmmends that each stream be carried in its own RTP
session. This provides flexibility in using FEC in a backward-
conpati bl e manner. However, in sone scenarios, it may be desirable
for a single RTP session to carry nmultiple RTP streans via
Synchroni zati on Source (SSRC) nultiplexing in order to reduce the
port usage. For such scenarios, appropriate grouping senmantics are
al so required

A basic exanple scenario is shown in Figure 1. Here, the source flow
Sl is protected by the repair flow RL. Also, the source flows Sl and
S2 are grouped and protected together by the repair flow R2.

SOURCE FLOWS | FEC FRAMEWORK | NSTANCE #1
| S1: Source Flow |-------- | Rl: Repair Flow
+- |
| | S2: Source Flow
I
+ | FEC FRAMEWORK | NSTANCE #2

| R2: Repair Flow

Figure 1: Exanple scenario with two FEC Franework instances where Rl
protects S1 and R2 protects the group of S1 and S2

G oupi ng source flows before applying FEC protection may allow us to
achieve a better coding perfornmance. As a typical scenario, suppose
that source flows S1 and S2 in Figure 1 correspond to the base and
enhancenent layers in a |layered video content, respectively. The
repair flow R2 protects the conbination of the base and enhancenent

| ayers for the receivers that receive both | ayers, whereas the repair
flow RL protects the base layer only, for the receivers that want the
base layer only or that receive both |layers but prefer FEC protection
for the base layer only due to a bandwi dth or any other limtation

The grouping senmantics defined in this docunment offer the flexibility
to determ ne how source streans are grouped together prior to
app! yi ng FEC protection. However, not all FEC schenes may support
the full range of the possible scenarios (e.g., when the source
streanms carry different top-level nedia types such as audi o and

vi deo) .

Using multiple FEC Framework instances for a single source flow
provides flexibility to the receivers. An exanple scenario is
sketched in Figure 2. Different instances may offer repair flows
that are generated by different FEC schenes, and receivers choose to
receive the appropriate repair flows) that they can support and
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decode. Alternatively, different instances (whether or not they use
the sane FEC schene) may use |arger and smaller source block sizes,
whi ch accommmodate the receivers that have | ooser and tighter |atency
requi renents, respectively. 1In addition, different instances may

al so provide FEC protection at different redundancy levels. This is
particularly useful in nulticast scenarios where different receivers
may experience different packet |oss rates and each receiver can
choose the repair flowthat is tailored to its needs

SOURCE FLOWS | FEC FRAMEWORK | NSTANCE #1
S3: Source Flow |--------- | R3: Repair Flow

[--------- | FEC FRAMEMORK | NSTANCE #2
| R4: Repair Flow

Figure 2: Exanple scenario with two FEC Framewor k i nstances, each
with a single repair flow protecting the sanme source flow S3

2. Requirenments Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Requirenents and Changes from RFC 4756

3.1. FEC G ouping Requirenents
As illustrated in the introduction and based on the FEC Framework
[ FEC- FRAMEVK], the SDP groupi ng semantics for FEC nmust support the
ability to indicate that:

1. A given source flowis protected by multiple different FEC
schenes.

2. Miltiple repair flows are associated with a given FEC schene.

3. Miltiple source flows are grouped prior to applying FEC
protection.

4. One or nore repair flows protect a group of source flows.
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3.2. Source and Repair Flow Associations

The FEC grouping semantics defined in this docunment and the SDP
"group" attribute defined in [RFC5888] are used to associ ate source
and repair flows. This docunent al so specifies how the "group”
attribute is used to group nultiple repair flows with one or nore
source flows.

Note that [ RFC5888] obsoleted [RFC3388] to allow an "' line
identified by its "md" attribute to appear in nore than one
"a=group” line using the sane semantics. Wth this change and the
definitions contained in this docunent of the FEC groupi ng senmantics,
a sender can indicate the specific associations between the source
and repair flows, and a receiver can determ ne which repair flow(s)
protect which source flows).

Thi s docunent defines the FEC groupi ng semantics and obsol etes

[ RFCA756]. Inplenentations conpliant with this docunment MJST use the
semantics introduced in Sections 4.1 and 4.3. In addition to
complying with the requirenents defined in Sections 4.1 and 4. 3,

i mpl enent ati ons are RECOMVENDED to support the "FEC' semantics
specified in Section 4.4 for backward-conpatibility reasons in
scenari os described in Section 4.5.

3.3. Support for Additivity

The FEC Franewor k [ FEC- FRAMEWK] descri bes support for additive repair
flows. Additivity anmong the repair flows neans that nultiple repair
flows may be decoded jointly to inprove the recovery chances of the
m ssing packets in a single or the sane set of source flows.

Additive repair flows can be generated by the sane FEC schene or

di f ferent FEC schenes.

For exanple, in Figure 3, the repair flows R5 and R6 may be additive
within the FEC Franework instance #1. Alternatively, all three
repair flows R5, R6, and R7 could be additive, too.

SOURCE FLOWS | FEC FRAMEWORK | NSTANCE #1
S4: Source Flow |--------- | R5: Repair Flow
| | R6: Repair Flow

[--------- | FEC FRAMEWORK | NSTANCE #2
| R7: Repair Flow

Figure 3: Exanple scenario with two FEC Franmework instances where two

repair flows in the first instance and a single repair flowin the
second instance protect the sane source flow $4
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Thi s docunent defines the nechanisns to support additive repair flows
that were not included in [ RFC4756] .

4. FEC G oupi ng
4.1. "FEC-FR' Grouping Semantics

Each "a=group" line is used to indicate an association rel ationship
bet ween the source and repair flows. The flows included in one
"a=group" line are called an FEC group. If there is nore than one
repair flow included in an FEC group, these repair flows MJST be
considered to be additive. Repair flows that are not additive MJST
be indicated in separate FEC groups. However, if two (or nore)
repair flows are additive in an FEC group, it does not necessarily
mean that these repair flows will also be additive in any other FEC
group. Cenerally, in order to express multiple relations between the
source and repair flows, each source and repair flow MAY appear in
nore than one FEC group.

Using the franework in [ RFC5888], this docunent defines "FEC FR' as
the grouping semantics to indicate support for the FEC Franework
feat ures.

The "a=group: FEC- FR' senmantics MJST be used to associate the source
and repair flows except when the source and repair flows are
specified in the sane nedia description, i.e., in the sane "nf' line
(see Section 4.3). Note that additivity is not necessarily a
transitive relationship. Thus, each set of additive repair flows
MUST be stated explicitly in SDP, as illustrated in the exanple

bel ow.

4.2. SDP Exanpl e

For the scenario sketched in Figure 1, we need to wite the follow ng
SDP:
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v=0

o=ali 1122334455 1122334466 |IN | P4 fec.exanpl e.com
s=FEC G oupi ng Senantics
t=0 0
a=g
a

roup: FEC-FR S1 R1

=group: FEGC-FR S1 2 R2
mevi deo 30000 RTP/ AVP 100
c=IN | P4 233.252.0.1/127
a=rtpmap: 100 MP2T/ 90000
a=m d: S1
mevi deo 30000 RTP/ AVP 101
c=I N | P4 233.252.0. 2/ 127
a=rtpmap: 101 MP2T/ 90000
a=m d: S2
meappl i cati on 30000 RTP/ AVP 110
c=I N | P4 233.252.0. 3/ 127
a=rtpmap: 110 1d-interl eaved-parityfec/ 90000
a=fnmt p: 110 L=5; D=10; repair-w ndow=200000
a=m d: Rl
meappl i cati on 30000 RTP/ AVP 111
c=I N | P4 233.252.0. 4/ 127
a=rtpmap: 111 1d-interl eaved-parityfec/ 90000
a=fmtp: 111 L=10; D=10; repair-w ndow=400000
a=m d: R2

In this exanple, the source and repair flows are carried in their own
RTP sessions, and the grouping is achieved through the
"a=group: FEC-FR" | i nes.

For the additivity exanple, let us consider the scenario sketched in
Figure 3. Suppose that repair flows R5 and R6 are additive but
repair flow R7 is not additive with any of the other repair flows.
In this case, we nmust wite

a=group: FEC-FR S4 R5 R6
a=group: FEG-FR $4 R7

If none of the repair flows is additive, we nust wite
a=group: FEC-FR S4 R5

a=group: FEC-FR S4 R6
a=group: FEG-FR $4 R7
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4.3. FEC Grouping for SSRC-Mil tiplexed RTP Streans

[ RFC5576] defines an SDP nedia-level attribute, called "ssrc-group”
for grouping the RTP streans that are SSRC nmultiplexed and carried in
the sane RTP session. The grouping is based on the Synchronization
Source (SSRC) identifiers. Since SSRC nultiplexed RTP streans are
defined in the sane "m' line, the "group" attribute cannot be used.

This section specifies how FEC is applied to source and repair flows
for SSRC-nultiplexed streams using the "ssrc-group” attribute

[ RFC5576]. This section also specifies howthe additivity of the
repair flows is expressed for the SSRC-nultipl exed streans.

The senmantics of "FEC-FR' for the "ssrc-group" attribute are the same
as those defined for the "group" attribute, except that the SSRC
identifiers are used to designate the FEC groupi ng associ ati ons:
a=ssrc-group: FEC-FR *(SP ssrc-id) [RFC5576].

The SSRC identifiers for the RTP streans that are carried in the same
RTP session MJST be uni que per [RFC3550]. However, the SSRC
identifiers are not guaranteed to be unique anong different RTP
sessions. Thus, the "ssrc-group" attribute MJST only be used at the
medi a | evel [RFC5576].

Let us consider the follow ng scenario where there are two source
flows (e.g., one video and one audio) and a single repair flow that
protects only one of the source flows (e.g., video). Suppose that

all these flows are separate RTP streans that are SSRC nultipl exed in
the sane RTP session.

SOURCE FLOWS | FEC FRAMEMORK | NSTANCE #1
S5: Source Flow |-------- | R8: Repair Flow
S6: Source Fl ow

Fi gure 4: Exanple scenario with one FEC Framework instance where a
single repair flow protects only one of the source flows

The foll owi ng SDP describes the scenario sketched in Figure 4.
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v=0

o=ali 1122334455 1122334466 I N | P4 fec.exanple.com
s=FEC G oupi ng Sermantics for SSRC Mul ti pl exing
t=0 0

mevi deo 30000 RTP/ AVP 100 101 110

c=I N | P4 233.252.0.1/127

a=rtpnmap: 100 JPEG 90000

a=rtpmap: 101 L16/ 32000/ 2

a=rtpmap: 110 1d-interl eaved-parityfec/ 90000
a=fm p: 110 L=5; D=10; repair-w ndow=200000
a=ssrc: 1000 cname: f ec@xanpl e. com

a=ssrc: 1010 cname: fec@xanpl e. com

a=ssrc: 2110 cname: fec@xanpl e. com
a=ssrc-group: FEC-FR 1000 2110

a=m d: G oupl

Note that in actual use, SSRC val ues, which are random 32-bit
nunbers, may be nmuch | arger than the ones shown in this exanple.

Al so, note that before receiving an RTP packet for each stream the
recei ver cannot know which SSRC identifier is associated w th which
payl oad type

The additivity of the repair flows is handled in the sane way as

described in Section 4.2. In other words, the repair flows that are
included in an "a=ssrc-group" line MJST be additive. Repair flows
that are not additive MJST be indicated in separate "a=ssrc-group"
l'ines.

4.4. "FEC' G ouping Semantics

Thi s docunent deprecates the usage of the "FEC' senantics. Sessions
negoti ated between two endpoints inplenenting this specification MJST
use the "FEC-FR' senantics and not the "FEC' semantics. Section 4.5
details how an inplenmentation supporting this specification detects
peers that do not support this specification (based on their SDP
answer to the initial offer). Wen this occurs, the offering

i mpl enentation SHOULD initiate a new offer using the "FEC' senmantics
as defined in this section.

The "FEC' grouping semantics had been originally introduced in
[ RFCA756]. The "FEC' semantics used the "a=group” line from

[ RFC3388] to forman FEC group to indicate the association

rel ati onshi p between the source and repair flows.

In the "FEC' semantics, a source or repair flow can only appear in a

single "a=group: FEC' line. Thus, all the source and repair flows
that are sonehow related to each other have to be listed in the sane
"a=group: FEC' line. For exanple, for the scenario sketched in
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Figure 1, we have to wite "a=group: FEC S1 S2 Rl R2" regardl ess of
which repair flows protect which particular source flows. Simlarly,
for the scenario sketched in Figure 3, we have to wite "a=group: FEC
S4 R5 R6 R7" regardl ess of which repair flows are additive. However,
the interpretation of these |lines would be anbi guous.

In certain sinple scenarios, such as where there is one source flow
and one repair flow, these limtations may not be a concern. In

O fer/ Answer nodel scenarios, when the "FEC-FR' senantics are not
under stood by the answerer, the "FEC' semantics can be offered, as
Il ong as the "FEC' senmantics provide an exact associ ation anong the
source and repair flows and do not create any anbiguity. See
Section 4.5 for details.

4.5. SDP O fer/Answer Mdel and RFC 4756 Backward- Conpatibility
Consi der ati ons

When of fering FEC grouping using SDP in an O fer/Answer nodel
[ RFC3264], the followi ng considerations apply.

A node that is receiving an offer froma sender may or nay not
understand line grouping. It is also possible that the node
understands |line grouping but it does not understand the "FEC FR'
semantics. Fromthe viewpoint of the sender of the offer, these
cases are indistinguishable.

| mpl enent ati ons are RECOVMMENDED to support the "FEC' senantics
specified in Section 4.4 for backward-conpatibility reasons. If the
sender of the offer supports the "FEC' semantics, it SHOULD fall back
to using the "FEC' semantics when the "FEC-FR' senantics are not
under st ood by the node.

Wien a node is offered a session with the "FEC- FR' grouping
semantics, but it does not support |ine grouping or the FEC grouping
semantics, as per [RFC5888], the node responds to the offer with one
of the foll ow ng:

0 An answer that ignores the grouping attribute.
In this case, if the original sender of the offer

* supports the "FEC' senantics described in Section 4.4, it MJST
first check whether or not using the "FEC' senantics will
create any anbiguity. |If using the "FEC' semantics stil
provi des an exact association anong the source and repair
flows, the sender SHOULD send a new offer using the "FEC
semantics. However, if an exact association cannot be
described, it MJST send a new offer w thout FEC
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* does not support the "FEC' senantics described in Section 4.4,
it MIUST send a new offer w thout FEC

o Arefusal to the request (e.g., 488 Not Acceptable Here or 606 Not
Acceptable in SIP)

In this case, if the original sender of the offer

* supports the "FEC' senmantics and still wi shes to establish the
session, it MJST first check whether or not using the "FEC
semantics will create any anbiguity. |If using the "FEC
semantics still provides an exact association anong the source

and repair flows, the sender SHOULD send a new offer using the
"FEC' semantics. However, if an exact associ ati on cannot be
described, it SHOULD send a new offer w thout FEC

* does not support the "FEC' senmantics described in Section 4.4,
it SHOULD send a new of fer w thout FEC

In both cases descri bed above, when the sender of the offer sends a
new offer with the "FEC' senmantics, and the node understands it, the
session will be established, and the rules pertaining to the "FEC'
semantics will apply.

As specified in [ RFC5888], if the node does not understand the "FEC
semantics, it responds to the offer with either (1) an answer that

i gnores the grouping attribute or (2) a refusal to the request. In
the first case, the sender nust send a new of fer w t hout FEC. In the
second case, if the sender still w shes to establish the session, it

should retry the request with an offer w thout FEC
5. Security Considerations

There is a weak threat for the receiver that the FEC grouping can be
nodi fied to indicate FEC rel ati onships that do not exist. Such
attacks may result in failure of FEC to protect, and/or to nishandl e,
ot her nedi a payl oad streans. The receiver SHOULD do an integrity
check on SDP and follow the security considerations of SDP [ RFC4566]
to trust only SDP fromtrusted sources.

6. | ANA Considerations
This docunent registers the follow ng senantics with 1ANA in the

"Semantics for the "group" SDP Attribute" registry under SDP
Par anet ers:
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8.

8.

Semanti cs Token Ref erence
Forward Error Correction (Deprecated) FEC [ RFC5956]
Forward Error Correction FR FEC-FR [ RFC5956]

This docunent also registers the following semantics with ANA in the
"Semantics for the "ssrc-group" SDP Attribute" registry under SDP
Par anet er s:

Token Semanti cs Ref er ence

FEC-FR Forward Error Correction FR [ RFC5956]
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