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Abstract

Thi s docunent describes the transport of syslog nessages over the
Dat agram Transport Layer Security (DTLS) protocol. It provides a
secure transport for syslog nessages in cases where a connectionl ess
transport is desired.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6012

Copyright Notice

Copyright (c) 2010 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The syslog protocol [RFC5424] is designed to run over different
transports for different environnents. This docunment defines the
transport of syslog nessages over the Datagram Transport Layer
Security (DTLS) protocol [RFC4347].

The Dat agram Transport Layer Security (DTLS) protocol [RFC4347] is
designed to neet the requirenments of applications that need secure
dat agram transport. DTLS has been napped onto different transports,
i ncludi ng UDP [ RFC0768] and the Dat agram Congesti on Control Protocol
(DCCP) [ RFC4340]. This neno defines both options, nanely syslog over
DTLS over UDP, and sysl og over DTLS over DCCP.
2. Terninol ogy
The follow ng definitions from][RFC5424] are used in this docunent:

0 An "originator" generates syslog content to be carried in a
nessage.

0o A "collector" gathers syslog content for further analysis.

o A "relay" forwards nessages, accepting nmessages fromoriginators
or other relays, and sending themto collectors or other relays.

0 A "transport sender" passes syslog nessages to a specific
transport protocol.

o0 A "transport receiver" takes syslog nessages froma specific
transport protocol.

Thi

s docunent adds the follow ng definitions:

o A"DILS client” is an application that can initiate a DILS Cient
Hello to a server.

0o A "DILS server" is an application that can receive a DILS dient
Hello froma client and reply with a Server Hello.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3.

Security Requirenents for Syslog

The security requirenments for the transport of syslog nessages are
di scussed in Section 2 of [RFC5425]. These also apply to this
speci fication.

The followi ng secondary threat is also considered in this docunent:

0 Denial of service is discussed in [ RFC5424], which states that an
attacker nmay send nore nmessages to a transport receiver than the
transport receiver could handle. When using a secure transport
prot ocol handshake, an attacker nmay use a spoofed |IP source to
engage the server in a cryptographi c handshake to deliberately
consune the server’s resources

Usi ng DTLS to Secure Sysl og

DTLS can be used as a secure transport to counter all the prinmary
threats to syslog described in [ RFC5425]:

0 Confidentiality to counter disclosure of the nessage contents.

0o Integrity checking to counter nodifications to a nmessage on a hop-
by- hop basis.

o Server or mutual authentication to counter nasquerade.
In addition, DILS al so provides:

0 A cooki e exchange nechani sm duri ng handshake to counter Denial of
Servi ce attacks.

0 A sequence nunber in the header to counter replay attacks.

Note: This secure transport (i.e., DILS) only secures syslog
transport in a hop-by-hop manner, and is not concerned with the
contents of syslog nessages. |In particular, the authenticated
identity of the transport sender (e.g., subject name in the
certificate) is not necessarily related to the HOSTNAME field of the
sysl og nessage. \Wen authentication of syslog nessage origin is
requi red, [RFC5848] can be used.
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5. Protocol Elenents
5.1. Transport

DTLS can run over nultiple transports. Inplementations of this
specificati on MIST support DILS over UDP and SHOULD support DTLS over
DCCP [ RFC5238]. Transports such as UDP or DCCP do not provide
session multiplexing and session denultiplexing. In such cases, the
application inplementer provides this functionality by mapping a

uni que conbi nation of the renpte address, renote port number, |oca
address, and | ocal port nunber to a session

Each syslog nessage is delivered by the DTLS record protocol, which
assigns a sequence nunber to each DTLS record. Although the DITLS

i mpl ement er may adopt a queue nmechanismto resolve reordering, it may
not assure that all the nessages are delivered in order when mapping
on the UDP transport.

When DTLS runs over an unreliable transport, such as UDP, reliability
is not provided. Wth DTLS, an originator or relay may not realize
that a collector has gone down or lost its DILS connection state, so
nmessages may be | ost.

Sysl og over DTLS over TCP MJUST NOT be used. |[|f a secure transport is
required with TCP, then the appropriate security nechanismis syslog
over Transport Layer Security (TLS) as described in [ RFC5425].

5.2. Port and Service Code Assignnent

A syslog transport sender is always a DILS client, and a transport
receiver is always a DTLS server

The UDP and DCCP port 6514 has been allocated as the default port for
sysl og over DTLS as defined in this docunent. The service code SYLG
(1398361159) has been assigned to sysl og.

5.3. Initiation

The transport sender initiates a DILS connection by sending a DTLS
Client Hello to the transport receiver. |Inplenentations MJST support
the deni al of service counterneasures defined by DILS. Wen these
count ernmeasures are used, the transport receiver responds with a DTLS
Hell o Verify Request containing a cookie. The transport sender
responds with a DTLS Cient Hello containing the received cookie,
which initiates the DILS handshake. The transport sender MJST NOT
send any syslog nmessages before the DTLS handshake has successfully
conpl et ed.
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| mpl enent ati ons MUST support DTLS 1.0 [RFC4347] and MUST support the
mandatory to inplenent cipher suite, which is
TLS_RSA W TH_AES 128 CBC SHA as specified in [RFC5246]. |If

addi ti onal cipher suites are supported, then inplenmentati ons MIST NOT
negotiate a cipher suite that enploys NULL integrity or

aut hentication al gorithns.

Where privacy is REQUI RED, then inplenentations nust either negotiate
a ci pher suite that enploys a non-NULL encryption algorithmor else
achi eve privacy by other neans, such as a physically secured network

However, as [RFC5424], Section 8, points out, "In nbst cases, passing
clear-text nmessages is a benefit to the operations staff if they are
sniffing the packets fromthe wire", and so where privacy is not a
requi renent, then it is advantageous to use a NULL encryption

al gorithm

5.3.1. Certificate-Based Authentication

The mandatory to inplenent cipher suites for DILS use certificates

[ RFC5280] to authenticate peers. Both the syslog transport sender
(DTLS client) and the syslog transport receiver (DILS server) MJST

i npl ement certificate-based authentication. This consists of
validating the certificate and verifying that the peer has the
corresponding private key. The latter part is perforned by DILS. To
ensure interoperability between clients and servers, the nmethods for
certificate validation defined in Sections 4.2.1 and 4. 2.2 of

[ RFC5425] SHALL be i npl enment ed.

Both transport receiver and transport sender inplenentations MJST
provi de nmeans to generate a key pair and self-signed certificate in
case a key pair and certificate are not avail able through another
nmechani sm

The transport receiver and transport sender SHOULD provi de mechani sns
to record the certificate or certificate fingerprint used by the
renote endpoint for the purpose of correlating an identity with the
sent or received data.

5.4. Sending Data

Al'l syslog nessages MJUST be sent as DITLS "application data". It is
possi ble that multiple syslog nessages be contained in one DILS
record, or that a syslog nessage be transferred in nmultiple DTLS
records. The application data is defined with the foll owi ng ABNF

[ RFC5234] expression
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APPLI CATI ON- DATA = 1* SYSLOG FRAME
SYSLOG- FRAME = MSG- LEN SP SYSLOG MSG
MSG LEN = NONZERO-DIGA T *DIGA T
SP = %32
NONZERO-DIA T = %49- 57
DAT = %48 / NONZERO-DIA T
SYSLOG MSG i s defined in the syslog [ RFC5424] protocol
5.4.1. Message Size

The message length is the octet count of the SYSLOG MSG in the
SYSLOG FRAME. A transport receiver MJST use the nessage length to
delinmt a syslog nessage. There is no upper linmt for a nessage

I ength per se. As stated in [RFC4347], a DTLS record MUST NOT span
mul ti pl e datagranms. Wen mapping onto different transports, DTLS has
different record size limtations. For UDP, see Section 3.2 of

[ RFC5426]. For DCCP, the application inplenmenter SHOULD determ ne
the maxi mnumrecord size allowed by the DILS protocol running over
DCCP, as specified in [RFC4340]. The nessage size SHOULD NOT exceed
the DTLS maxi mumrecord size limtation of 2214 bytes. To be
consistent with [ RFC5425], in establishing a baseline for
interoperability, this specification requires that a transport

recei ver MJST be able to process nessages with a length up to and

i ncluding 2048 octets. Transport receivers SHOULD be able to process
messages with lengths up to and including 8192 octets.

See Appendi x A .2 of [RFC5424] for inplenmentation guidance on nessage
I ength, including fragnmentation

5.5. dosure

A transport sender MJST cl ose the associ ated DILS connection if the
connection is not expected to deliver any syslog nmessages later. It
MUST send a DTLS close_notify alert before closing the connection. A
transport sender (DTLS client) MAY choose to not wait for the
transport receiver’s close notify alert and sinply close the DILS
connection. Once the transport receiver gets a close notify fromthe
transport sender, it MIST reply with a close_notify.

When no data is received froma DILS connection for a long tine

(where the application decides what "long" nmeans), a transport
recei ver MAY cl ose the connection. The transport receiver (DTLS
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server) MJST attenpt to initiate an exchange of close notify alerts
with the transport sender before closing the connection. Transport
receivers that are unprepared to receive any nore data MAY cl ose the
connection after sending the close_notify alert.

Al t hough closure alerts are a conponent of TLS and so of DTLS, they,
like all alerts, are not retransmitted by DTLS and so nay be | ost
over an unreliable network.

6. Congestion Contro

Because syslog can generate unlimted anobunts of data, transferring
this data over UDP is generally problematic, because UDP | acks
congestion control nmechanisns. Congestion control nechanisns that
respond to congestion by reducing traffic rates and establishing a
degree of fairness between flows that share the same path are vita
to the stable operation of the Internet (see [ RFC2914] and

[ RFC5405]) .

DCCP has congestion control. |f DCCP is avail able, syslog over DTLS
over DCCP is RECOMMENDED in preference to syslog over DTLS over UDP

| mpl enent ati ons of syslog over DILS over DCCP MJST support Congestion
Control ldentifier (CCID) 3 and SHOULD support CCID 2 to ensure
interoperability.

The congestion control considerations from Section 4.3 of [RFC5426]
al so apply to syslog over DTLS over UDP

7. Security Policies

Sysl og transport over DTLS has been designed to mninize the security
and operational differences for environments where both syslog over
TLS [ RFC5425] and sysl og over DTLS are supported. The security
policies for syslog over DILS are the sane as those described in

[ RFC5425], and all the normative requirenents of Section 5 of

[ RFC5425] apply.

8. | ANA Consi derations
| ANA has assigned a registered UDP and DCCP port nunber for syslog
over DTLS. The values are the sane as for syslog over TLS. That is,
the registry has been updated as foll ows:

syslog-tls 6514/ udp sysl og over DTLS [ RFC6012]
syslog-tls 6514/ dccp sysl og over DTLS [ RFC6012]
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| ANA has assigned the service code SYLGto syslog for use with DCCP
The allocation in the Service Code subregistry of the Datagram
Congestion Control Protocol (DCCP) Paraneters registry is as foll ows:

1398361159 SYLG Sysl og Prot ocol [ RFC6012]
9. Security Considerations

The security considerations in [RFC4347], [RFC5246], [RFC5425], and
[ RFC5280] apply to this docunent.

9.1. DILS Renegotiation

TLS and DTLS renegotiation nay be vulnerable to attacks described in
[ RFC5746]. Although RFC 5746 provides a fix for sone of the issues,
renegoti ation can still cause problens for applications since
connection security paranmeters can change w thout the application
knowing it. Therefore it is RECOVWENDED that renegotiation be

di sabl ed for syslog over DILS. |If renegotiation is allowed, then the
specification in RFC 5746 MJUST be followed, and the inplenmentation
MJUST make sure that the connection still has adequate security and

that any identities extracted fromclient and server certificates do
not change during renegotiation

9.2. Message Loss

The transports described in this docunent are unreliable. It is
possi bl e for nmessages to be lost or renoved by an attacker wi thout
the know edge of the receiver. [RFC5424] notes that inplenenters who
wi sh a | ossl ess stream should be using tls/tcp as their transport.

In addition, the use of signed syslog nessages [ RFC5848] can al so
provide an indication of nmessage | oss.

9.3. Private Key CGeneration

Transport receiver and transport sender inplenentations often
generate their own key pairs. An inadequate random nunber generator
(RNG or an inadequate pseudo-random nunber generator (PRNG to
generate these keys can result in little or no security. See

[ RFC4086] for random nunber generation gui dance.

9.4. Trust Anchor Installation and Storage

Trust anchor installation and storage is critical. Transm ssion of a
trust anchor, especially self-signed certificates used as trust
anchors, fromtransport receiver to transport sender for installation
requires one or nore out-of-band steps. Care nust be taken to ensure
the installed trust anchor is in fact the correct trust anchor. The
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10.

11.

11.

fingerprint nmechani smnentioned in Section 5.3.1 can be used by the
transport sender to ensure the transport receiver’s self-signed
certificate is properly installed. Trust anchor information nust be
securely stored. Changes to trust anchor information can cause
acceptance of certificates that should be rejected.
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