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Abst r act

Thi s docunent normatively updates RFC 3261, the Session Initiation
Protocol (SIP), to address an error in the specified handling of
success (2xx class) responses to INVITE requests. Elenments foll ow ng
RFC 3261 exactly will nmisidentify retransm ssions of the request as a
new, unassoci ated request. The correction involves nodifying the

I NVI TE transaction state machines. The correction also changes the
way responses that cannot be nmatched to an existing transaction are
handl ed to address a security risk.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6026
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1. Introduction

Thi s docunent describes an essential correction to the Session
Initiation Protocol (SIP), defined in [RFC3261]. The change
addresses an error in the handling of 2xx class responses to INVITE
requests that leads to retransm ssions of the INVITE being treated as
new requests and forbids forwarding stray | NVI TE responses.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Reason for Change

One use of the INVITE nethod in SIP is to establish new sessions.
These "initial" INVITEsS may fork at internediaries, and nore than one
recei ving endpoint nmay choose to accept the request. SIP is designed
such that the requester receives all of these success responses.

Two sets of requirenents in [RFC3261] work together to allow nultiple
2xx responses to be processed correctly by the requester. First, all
elements are required to i mmedi ately destroy any INVITE client
transaction state upon forwardi ng a matchi ng 2xx cl ass response.

This requirenment applies to both UAs (user agents) and proxies
(proxies forward the response upstream the transaction |ayer at user
agents forwards the response to its "UA core"). Second, all proxies
are required to statelessly forward upstream any 2xx class responses
that do not match an existing transaction, also called stray
responses. The transaction |ayer at user agents is required to
forward these responses to its UA core. Logic in the UA core deals
wi th acknowl edgi ng each of these responses.

This techni que for specifying the behavior was chosen over adjusting
INVITE client transaction state nmachines as a sinpler way to specify
the correct behavior

Over tinme, inplementation experience denonstrated the existing text
isinerror. Once any elenment with a server transaction (say, a
proxy in the path of the INVITE) deletes that transaction state, any
retransm ssion of the INVITE will be treated as a new request,
potentially forwarded to different locations than the original. Many
i npl enentations in the field have nade proprietary adjustnents to
their transaction logic to avoid this error
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The requirenent to statelessly forward stray responses has al so been
identified as a security risk. Through it, elenments conpliant to

[ RFC3261] are conpelled to do work (forward packets) that is not
protected by the admi ssion policies applied to requests. This can be
| everaged to, for instance, use a SIP proxy as an anonym zi ng
forwarder of packets in a distributed denial-of-service attack
Ceneral Internet endpoints can also collude to tunnel non-SIP content
t hrough such proxies by wapping themin an SIP response envel ope.

Additionally, [RFC3261] requires that if an unrecoverabl e transport
error is encountered while sending a response in a client

transaction, that the transaction noves i mediately into the

"Term nated" state. This will result in any retransnmitted I NVITE
requests received after such an error was encountered to be processed
as a new request instead of being absorbed as a retransm ssion

4. Sunmary of Change

This correction docunent updates [RFC3261], adding a state and
changing the transitions in the INVITE client state machi ne such that
the INVITE client transaction remains in place to receive nultiple
2xx responses. It adds a state to the INVITE server state machine to
absorb retransm ssions of the INVITE after a 2xx response has been
sent. It nodifies state transitions in the INVITE server state
machi ne to absorb retransm ssions of the INVITE request after
encountering an unrecoverable transport error when sending a
response. It also forbids forwarding stray responses to | NVITE
requests (not just 2xx responses), which RFC 3261 requires.

5. Consequences if Not I|nplenented

| mpl enentations strictly conformant to [ RFC3261] will process
retransmtted initial INVITE requests as new requests. Proxies may
forward themto different locations than the original. Proxies my
al so be used as anonymi zing forwarders of bulk traffic.

I mpl enentations will process any retransmtted | NVITE request as a
new request after an attenpt to send a response results in an
unrecoverabl e error.

6. The Change
An el enent sending or receiving a 2xx to an I NVITE transacti on MJST
NOT destroy any nmatching | NVITE transaction state. This state is

necessary to ensure correct processing of retransm ssions of the
request and the retransnission of the 2xx and ACK that follow
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An el enent encountering an unrecoverabl e transport error when trying
to send a response to an I NVITE request MJST NOT i nmedi ately destroy
the associated | NVITE server transaction state. This state is
necessary to ensure correct processing of retransm ssions of the
request.

When receiving any SIP response, a transaction-stateful proxy MJST
conpare the transaction identifier in that response against its

exi sting transaction state machines. The proxy MJST NOT forward the
response if there is no matching transaction state nachine.

When receiving an ACK that nmatches an existing |INVITE server
transaction and that does not contain a branch paraneter containing
the magi ¢ cookie defined in RFC 3261, the matching transacti on MJST
be checked to see if it is in the "Accepted" state. |If it is, then
the ACK nust be passed directly to the transaction user instead of
bei ng absorbed by the transaction state machine. This is necessary
as requests from RFC 2543 clients will not include a unique branch
paraneter, and the nechanisns for calculating the transaction ID from
such a request will be the sanme for both INVITE and ACKs.

7. Change Details

These changes inpact requirenents in several sections of RFC 3261

The exact effect on that text is detailed in Section 8  This section
describes the details of the change, particularly the inpact on the

I NVI TE state nachi nes, nore succinctly to facilitate revi ew and
sinmplify inplenentation.

7.1. Server Transaction |npacts

To allow a SIP el ement to recogni ze retransm ssions of an INVITE as
retransm ssions instead of new requests, a new state, "Accepted", is
added to the I NVITE server transaction state nachine. A new tinmer,
Timer L, is also added to ultimately allow the state nachine to
termnate. A server transaction in the "Proceeding" state wll
transition to the "Accepted" state when it issues a 2xx response and
will remain in that state just |ong enough to absorb any
retransm ssi ons of the | NvITE

If the SIP element’s TU (Transaction User) issues a 2xx response for
this transaction while the state nachine is in the "Proceedi ng"
state, the state nachine MJUST transition to the "Accepted" state and
set Tinmer L to 64*T1l, where Tl is the round-trip tine estimte
defined in Section 17.1.1.1 of [RFC3261].
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While in the "Accepted" state, any retransm ssions of the I NVITE
received will match this transaction state nachine and will be
absorbed by the machi ne without changing its state. These

retransm ssions are not passed onto the TU. RFC 3261 requires the TU
to periodically retransmt the 2xx response until it receives an ACK
The server transaction MJST NOT generate 2xx retransmi ssions on its
own. Any retransnission of the 2xx response passed fromthe TU to
the transaction while in the "Accepted" state MJST be passed to the
transport layer for transmission. Any ACKs received fromthe network
while in the "Accepted" state MIST be passed directly to the TU and
not absor bed.

When Tiner L fires and the state machine is in the "Accepted" state,
the machine MUST transition to the "Term nated" state. Once the
transaction is in the "Term nated" state, it MJST be destroyed
imediately. Timer L reflects the anpbunt of tinme the server
transaction could receive 2xx responses for retransm ssion fromthe
TUwhile it is waiting to receive an ACK

A server transacti on MJIST NOT di scard transaction state based only on
encountering a non-recoverable transport error when sending a
response. Instead, the associated | NVITE server transaction state
machine MJUST remain in its current state. (Tiners will eventually
cause it to transition to the "Ternmi nated" state). This allows
retransm ssions of the INVITE to be absorbed instead of being
processed as a new request.

Figures 1 and 2 show the parts of the INVITE server state nachine

that have changed. The entire new INVITE server state machine is
shown in Figure 5.
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send response

Timer L fires

TS + TS +
| 2xx from TU | 2xx from TU
| send response | send response
ook >+ Fom e e >+
| |
| |
| |
| | Transport
| I NVI TE | Error
| - | InformTU
| S e + +- -+
| | | V | v
| | B S +
| | | <--+
| +->| Accepted | | ACK
| | |---+to TU
| T e +
| | A |
| -t |
| +--- - - +
| 2xx from TU
|
|
|
|
|
|
|
|

Figure 1: Changes to the I NVITE server transaction state machine
when sendi ng 2xx
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Proceeding | Transport Err.

| |
| |
| | | | I'nformTU
| | Transport Err. | [---------- +
| | I nform TU | | |
| I >+ | | <--------- +
TS + | B SR +
|
|
|
|
| Transport Err.
R + | R + Inform TU
| --------- +
| Conpleted | | | Conpleted |
| | | | | <-------- +
e + | e +
| |
| |
Fom e e e e e o >+
Transport Err.
Inform TU |
|
|
|
|
|
|
|
|
|
[ TS + |
| | |
| Termnated|<--------------- +
| |
e +

Figure 2: Changes to the INVITE server transaction state machi ne on
encountering transport error
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7.2. dient Transaction |npacts

In order to correctly distinguish retransni ssions of 2xx responses
fromstray 2xx responses, the INVITE client state nachine is nodified
to not transition inmediately to "Term nated” on receipt of a 2xx
response. Instead, the nachine will transition to a new "Accepted"
state, and renmin there just |ong enough, deternined by a new tiner

M to receive and pass to the TU any retransm ssions of the 2xx
response or any additional 2xx responses from other branches of a
downstream fork of the matching request. |f a 2xx response is
received while the client INVITE state machine is in the "Calling"” or
"Proceeding" states, it MJST transition to the "Accepted" state, pass
the 2xx response to the TU, and set Tinmer Mto 64*T1l. A 2xX response
received while in the "Accepted" state MJIST be passed to the TU and
the machine remains in the "Accepted" state. The client transaction
MUST NOT generate an ACK to any 2xx response on its own. The TU
responsi ble for the transaction will generate the ACK

When Tiner Mfires and the state machine is in the "Accepted" state,
the machine MJST transition to the "Term nated" state. Once the
transaction is in the "Term nated" state, it MJST be destroyed

i medi at el y.

Any response received that does not nmatch an existing client
transaction state machine is sinply dropped. (Inplenentations are,
of course, free to log or do other inplenentation-specific things
with such responses, but the inplementer should be sure to consider
the inmpact of large nunbers of malicious stray responses.)

Note that it is not necessary to preserve client transaction state
upon the detection of unrecoverable transport errors. EXxisting
requi renents ensure the TU has been notified, and the new

requi renents in this docunment ensure that any received retransmitted
response will be dropped since there will no |onger be any natching
transacti on state.

Figure 3 shows the part of the INVITE client state nachine that has

changed. The entire new INVITE client state machine is shown in
Fi gure 5.
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oo + oo +
I I I I
| Calling | | Calling
I [------m---- >+ I [------m---- +
R + 2XX | R + 2XX
2xx to TU | 2xx to TU |
I I
I I
I I
I I
[ TS + | [ TS + |
o | o |
| Proceeding |----------- >| | Proceeding |---------- >
| | 2xx | | | 2xx
R + 2xx to TU | R + 2xx to TU
I I
I I
I I
| \Y;
| e +
I
| | Accepted |
I +-- - I
| 2XX | R +
| 2xx to TU | N |
I I I I
I Ho---- + I
I I
| S +
I
I
I
I
I

Figure 3: Changes to the INVITE client transaction state machine
7.3. Proxy Considerations

Thi s docunent changes the behavi or of transaction-stateful proxies to
not forward stray |INVITE responses. Wen receiving any SIP response,
a transaction-stateful proxy MJST conpare the transaction identifier
in that response against its existing transaction state machines.

The proxy MJUST NOT forward the response if there is no matching
transacti on state nmachine.
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8. Exact Changes to RFC 3261

This section describes exactly the sane changes as above, but shows
exactly which text in RFC 3261 is affected. This docunent
intentionally does not contain a Figure 4 or Figure 6 so that the

| abels for Figures 5 and 7 are identical to the labels of the figures
they are replacing in RFC 3261

8.1. Page 85
Section 13.3.1.4, paragraph 4, is replaced entirely by:

Once the response has been constructed, it is passed to the INVITE
server transaction. |In order to ensure reliable end-to-end
transport of the response, it is necessary to periodically pass
the response directly to the transport until the ACK arrives. The
2xx response is passed to the transport with an interval that
starts at Tl seconds and doubles for each retransm ssion until it
reaches T2 seconds (Tl and T2 are defined in Section 17).

Response retransni ssions cease when an ACK request for the
response is received. This is independent of whatever transport
protocol s are used to send the response.

8.2. Page 107
Section 16.7, paragraphs 1 and 2, are replaced entirely by:
When a response is received by an elenent, it first tries to
| ocate a client transaction (Section 17.1.3) matching the
response. |If a transaction is found, the response is handed to
the client transaction. |If none is found, the el ement MJUST NOT
forward the response.

8.3. Page 114
Section 16.7, part 9, first paragraph. Replace this sentence:
If the server transaction is no | onger available to handle the
transm ssion, the elenment MJST forward the response statel essly by
sending it to the server transport.
with

If the server transaction is no | onger available to handle the
transm ssion, the response is sinply discarded.
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8.4. Pages 126 through 128

Section 17.1.1.2. Replace paragraph 7 (starting "Wen in either")
t hrough the end of the section with:

When in either the "Calling" or "Proceeding" states, reception of
a response with status code from 300-699 MJST cause the client
transaction to transition to "Conpleted". The client transaction
MUST pass the received response up to the TU, and the client
transacti on MJUST generate an ACK request, even if the transport is
reliable (guidelines for constructing the ACK fromthe response
are given in Section 17.1.1.3), and then pass the ACK to the
transport layer for transm ssion. The ACK MJUST be sent to the
same address, port, and transport to which the original request
was sent.

The client transaction MJST start Tinmer D when it enters the
"Conpl eted" state for any reason, with a value of at |east 32
seconds for unreliable transports, and a value of zero seconds for
reliable transports. Tinmer Dreflects the anobunt of tine that the
server transaction can remain in the "Conpleted" state when
unreliable transports are used. This is equal to Tinmer Hin the

I NVI TE server transaction, whose default is 64*T1, and is al so
equal to the time a UAS core will wait for an ACK once it sends a
2xx response. However, the client transaction does not know the
value of Tl in use by the server transaction or any downstream UAS
cores, so an absolute mininumof 32 s is used instead of basing
Timer D on TI1.

Any retransm ssions of a response with status code 300-699 that
are received while in the "Conpl eted" state MJST cause the ACK to
be re-passed to the transport |ayer for retransm ssion, but the
newl y received response MJST NOT be passed up to the TU

A retransm ssion of the response is defined as any response that
woul d match the sanme client transaction based on the rules of
Section 17.1. 3.

If Timer Dfires while the client transaction is in the
"Conpl eted" state, the client transaction MJST nove to the
"Term nated"” state.

When a 2xx response is received while in either the "Calling" or
"Proceedi ng" states, the client transaction MJST transition to the
"Accepted" state, and Tinmer M MJST be started with a val ue of
64*T1. The 2xx response MJST be passed up to the TU.  The client
transacti on MJUST NOT generate an ACK to the 2xx response -- its
handling is delegated to the TU A UAC core will send an ACK to
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the 2xx response using a new transaction. A proxy core wll
al ways forward the 2xx response upstream

The purpose of the "Accepted" state is to allow the client
transaction to continue to exist to receive, and pass to the TU,
any retransm ssions of the 2xx response and any additional 2xx
responses from other branches of the INVITE if it forked
downstream Tinmer Mreflects the anount of tine that the
transaction user will wait for such nessages.

Any 2xx responses that match this client transaction and that are
received while in the "Accepted" state MJIST be passed up to the
TU. The client transaction MJST NOT generate an ACK to the 2xx
response. The client transaction takes no further action

If Tiner Mfires while the client transaction is in the "Accepted"
state, the client transacti on MJUST nove to the "Term nated" state

The client transaction MJST be destroyed the instant it enters the
"Term nated" state.
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Repl ace Figure 5 with:

[ INVITE fromTU
Timer Afires | I N\VI TE sent Timer B fires
Reset A, Vv or Transport Err.
INVITE sent +----------- + inform TU
T +
| | Calling | |
F >| [----------- + |
300- 699 R R + 2XX | |
ACK sent | | 2xx to TU |
resp. to TU | | 1xx |
e + |1xx to TU | |
| | | |
| 1xx \/ |
| Ixx to TU +----------- + | |
| AEEEEEEEEE | | | |
| | | Proceedi ng | | |
| Hoo-eo- >| | |
| R + 2xX | |
| 300- 699 | | 2xx to TU | |
| ACK sent, +-------- + R L +
| resp. to TY| | |
| | | |
| \Y \Y |
| e + tmmmmmm e +
R >| | Transport Err. | | |
| Conpleted |Inform TU | Accepted |
+- - [------- + | | -+ |
300-699 | H----------- + | R + |
ACK sent | ~N | | | |
| | | | | |
+----+ | | L +
| Timer Dfires | Timer Mfires| 2XX
| - | - 2xx to TU
Fom e oo - + | S + |
NOTE: \Y vV VvV |
Transitions R + |
are | abel ed | | |
with the event | Termnated |[<-------------"---------- +
over the action |
to take. R +

Figure 5. INVITE client transaction
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8. 5.

8.

6.

Pages 134 to 135

Section 17.2.1, paragraph 4, is replaced wth:

If, while in the "Proceeding" state, the TU passes a 2xx response
to the server transaction, the server transacti on MJIST pass this
response to the transport layer for transmssion. It is not
retransmtted by the server transaction; retransm ssions of 2xx
responses are handled by the TU  The server transaction MJST then
transition to the "Accepted" state.

Page 136

Repl ace Figure 7 with
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| I NVI TE
| pass INV to TU
I NVI TE V send 100 if TU won’t in 200 ns
send response+------------ +
Fome - | [-------- + 101-199 fromTU
| | | | send response
S RS >| | <------- +
| Proceeding |
| [-------- + Transport Err.
| | | I'nform TU
| | <mmee +
B S +
300-699 from TU | | 2xx from TU
send response | | send response
oo + oo +
| |
I NVI TE \% Timer Gfires
send response +----------- + send response
oo | EERREEEE + |
| | | | |
Fommm - >| Completed |<------- + INVITE | Transport Err.
| | - | InformTU
Homm e - | [----+ +-- - - - + +---+
| R + | ACK | | v | %
| ~o | - | A +
| I | | |---+ ACK
R + | | +->| Accepted | | to TU
Transport Err. | | | | <--+
I nform TU | \% T +
| T + | N |
| | | | |
| | Confirned | | +----- +
| | | | 2xx fromTU
Timer Hfires | R + | send response
- | | |
| | Tiner | fires
| | - | Tinmer L fires
| \ | -
| R +
| | | <----+
+o---- - >| Term nat ed
A L

Figure 7: INVITE server transaction
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8.7.

In

Page 137

Section 17.2.1, replace the |ast paragraph (starting "Once the

transaction") wth:

8. 8.

The purpose of the "Accepted" state is to absorb retransni ssions
of an accepted INVITE request. Any such retransmi ssions are
absorbed entirely within the server transaction. They are not
passed up to the TU since any downstream UAS cores that accepted
the request have taken responsibility for reliability and will
already retransmt their 2xx responses if necessary.

While in the "Accepted" state, if the TU passes a 2xx response,
the server transaction MJST pass the response to the transport
| ayer for transm ssion.

When the I NVITE server transaction enters the "Accepted" state,
Timer L MIST be set to fire in 64*T1 for all transports. This

val ue natches both Tiner B in the next upstreamclient state
machi ne (the amount of tine the previous hop will wait for a
response when no provisionals have been sent) and the anount of
time this (or any downstrean) UAS core might be retransmtting the
2xx while waiting for an ACK. If an ACK is received while the

I NVI TE server transaction is in the "Accepted" state, then the ACK
nmust be passed up to the TU. If Timer L fires while the INVITE
server transaction is in the "Accepted" state, the transaction
MJUST transition to the "Term nated" state.

Once the transaction is in the "Term nated" state, it MJST be
destroyed i medi atel y.

Page 141
Section 17.2.4, replace the second paragraph with:

First, the procedures in [4] are followed, which attenpt to
deliver the response to a backup. |If those should all fail, based
on the definition of failure in [4], the server transaction SHOULD
informthe TU that a failure has occurred, and MJST remain in the
current state.
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8.

9.

9.

. 10.

.11,

Page 144
In Section 18.1.2, replace the second paragraph with:
The client transport uses the matching procedures of Section
17.1.3 to attenpt to match the response to an existing
transaction. |If there is a match, the response MJST be passed to
that transaction. Oherw se, any elenent other than a statel ess
proxy MJST silently discard the response.

Page 146

In Section 18.2.1, replace the |ast paragraph with:

Next, the server transport attenpts to match the request to a

server transaction. It does so using the matching rul es described
in Section 17.2.3. If a matching server transaction is found, the
request is passed to that transaction for processing. |f no match

is found, the request is passed to the core, which may decide to
construct a new server transaction for that request.

Page 265
Add to Table 4:

Timer L 64*T1 Section 17.2.1 VWait tinme for
accepted I NVITE
request retransmits

Timer M 64*T1 Section 17.1.1 VWit tine for
retransn ssi on of
2xx to I NVI TE or
addi tional 2xx from
ot her branches of
a forked I NVITE

| ANA Consi der ati ons

| ANA has updated the SIP Paraneters: Method and Response Codes
registry as foll ows:

AQLD:

Met hods Ref erence

INVI TE [ RFC3261]
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10.

NEW

Met hods Ref erence

INVITE [RFC3261][ RFC6026]
Security Considerations

Thi s docunent nakes two changes to the Session Initiation Protocol to
address the error discussed in Section 3. It changes the behavior of
both the client and server INVITE transaction state machines, and it
changes the way "stray" responses (those that don't match any

exi sting transaction) are handled at transaction-stateful elenents.

The changes to the state machi nes cause el enents to hold onto each
accepted INVITE transaction state 32 seconds |onger than what was
specified in RFC 3261. This will have a direct inpact on the anmount
of work an attacker that is |everaging state exhaustion will have to
exert against the system However, this additional state is
necessary to achi eve correct operation. There is sone discussion of
avoi di ng state exhaustion and other denial -of-service attacks in RFC
3261, Section 26.3.2.4.

RFC 3261 required SIP proxies to forward any stray 2xx cl ass
responses to an | NVI TE request upstream statelessly. As a result,
conformant proxies can be forced to forward packets (that | ook
sufficiently like SIP responses) to destinations of the sender’s
choosing. Section 3 discusses sone of the malicious behavior this
enabl es. This docunent reverses the statel ess forwarding
requirenent, making it a violation of the specification to forward
stray responses.

RFC 3261 defines a "statel ess proxy", which forwards requests and
responses without creating or maintaining any transaction state. The
requi renents introduced in this docunent do not change the behavi or
of these elenents in any way. Stateless proxies are inherently

vul nerabl e to the abuses discussed in Section 3. One way operators
mght mitigate this vulnerability is to carefully control which peer
el ements can present traffic to a given statel ess proxy.

The changes introduced by this docunent are backward-conpati bl e.
Transaction behavior will be no | ess correct, and possibly nore
correct, when only one peer in a transaction inplenents these
changes. Except for the considerations nentioned earlier in this
section, introducing elements inplenenting these changes into

depl oynents with RFC 3261 inplenmentati ons adds no additional security
concer ns.
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