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Abst r act

The Forwardi ng and Control El enent Separation (ForCES) protoco
defines a standard franework and mechani sm for the interconnection
bet ween control elenments and forwarding elenents in IP routers and
simlar devices. |In this docunent we describe the applicability of
t he For CES nodel and protocol. W provide exanpl e depl oynent
scenarios and functionality, as well as docunent applications that
woul d be i nappropriate for ForCES.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc6041
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1. Introduction

The Forwardi ng and Control El enent Separation (ForCES) protoco
defines a standard franmework and nmechani sm for the exchange of

i nformati on between the logically separate functionality of the
control and data forwardi ng planes of IP routers and similar devices.
It focuses on the comuni cation necessary for separation of contro

pl ane functionality such as routing protocols, signaling protocols,
and admi ssion control from data forwardi ng pl ane per-packet
activities such as packet forwarding, queuing, and header editing.
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Thi s docunent defines the applicability of the ForCES nechanisns. |t
descri bes types of configurations and settings where ForCES i s nost
appropriately applied. This docunent al so describes scenarios and
configurations where For CES woul d not be appropriate for use.

2. Purpose
The purpose of the ForCES Applicability Statenent is to capture the
i ntent of the ForCES protocol [RFC5810] designers as to how the
protocol could be used in conjunction with the ForCES nodel [RFC5812]
and a Transport Mappi ng Layer [RFC5811].

3. Term nol ogy
A set of concepts associated with ForCES was introduced in
"Requirenments for Separation of IP Control and Forwarding" [ RFC3654]
and in "Forwarding and Control El enent Separation (ForCES) Framework”
[ RFC3746]. The terminology associated with these concepts and with
the protocol elenents in ForCES is defined in the "Forwarding and
Control El enment Separation (ForCES) Protocol Specification"
[ RFC5810] .

The reader is directed to these docunents for the conceptua
i ntroduction and for definitions, including the follow ng acronyns:

o CE control elenent
o CEM CE Manager
o FE forwarding el enent
o FEM FE Manager
0 ForCES: Forwardi ng and Control El ement Separation protoco
0 LFB: Logical Function Bl ock
o NE: ForCES network el enent
o TM.: Transport Mapping Layer
4. Applicability to I P Networks
This section lists the areas of ForCES applicability in IP network
devices. Sone relatively lowend routing systens may be inpl enmented

on sinple hardware that perforns both control and packet forwarding
functionality. ForCES may not be useful for such devices.
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4.

4,

1

1

H gher-end routing systens typically distribute work anongst severa

i nterface-processing el enents, and these devices (FEs) therefore need
to conmunicate with the control elenment(s) to performtheir job. A
hi gher-end router may al so distribute control processing anmongst
several processing elenents (CEs). ForCES provides a standard way to
do this conmmunication. ForCES al so provides support for high-
availability configurations that include a prinmary CE and one or nore
secondary CEs.

The remai nder of this section lists the applicable services that

For CES may support, applicable FE functionality, applicable CEFE
link scenarios, and applicable topol ogies in which ForCES nay be

depl oyed.

Appl i cabl e Services

In this section we describe the applicability of ForCES for the
foll owi ng control -forwardi ng-pl ane servi ces:

0 Association, Capability Discovery, and |Information Exchange

0 Topol ogy I nformation Exchange

o Configuration

0 Routing Exchange

0o Quality of Service (QS) Exchange

0 Security Exchange

o Filtering Exchange

o Encapsul ati on/ Tunnel i ng Exchange

0 NAT and Application-Level Gateways

0 Measurenent and Accounting

o Diagnostics

0 CE Redundancy or CE Fail over

1. Association, Capability Discovery, and Information Exchange
Association is the first step of the ForCES protocol exchange in

whi ch capability discovery and exchange happens between one or nore
CEs and the FEs. For CES assunes that CEs and FEs al ready have
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sufficient information to begin comunication in a secure manner.

The For CES protocol is only applicable after CEs and FEs have

di scovered each other. ForCES nakes no assunption about whet her

di scovery was perforned using a dynanmic protocol or nmerely static
configuration. Some discussion about how this can occur can be found
in Section 6.4 of this docunent.

During the associati on phase, CEs and FEs exchange capability
informati on with each other. For exanple, the FEs express the nunber
of interface ports they provide, as well as the static and
configurable attributes of each port.

In addition to initial configuration, the CEs and FEs al so exchange
dynani ¢ configuration changes using ForCES. For exanple, FEs
asynchronously informthe CEs of an increase/decrease in available
resources or capabilities on the FE

4.1.2. Topol ogy Informati on Exchange

In this context, topology information relates to how the FEs are

i nterconnected with each other with respect to packet forwarding.
Topol ogy di scovery is outside the scope of the ForCES protocol. An

i npl enment ati on can choose its own nethod of topol ogy discovery (for
exanple, it can use a standard topol ogy discovery protocol or apply a
static topology configuration policy). Once the topology is

est abl i shed, the ForCES protocol nay be used to transmit the
resulting information to the CEs.

4.1.3. Configuration

ForCES is used to perform FE configuration. For exanple, CEs set
configurable FE attributes such as | P addresses, etc. for their
i nterfaces.

4.1.4. Routing Exchange

For CES may be used to deliver packet forwarding information resulting
fromCE routing calculations. For exanple, CEs may send forwarding
tabl e updates to the FEs, so that they can make forwardi ng deci sions.
FEs may informthe CEs in the event of a forwarding table niss.

For CES may al so be used to configure Equal Cost Milti-Path (ECVP)
capability.
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4.1.5. QS Capabilities Exchange and Configuration

For CES may be used to exchange QoS capabilities between CEs and FEs.
For exanple, an FE may express QoS capabilities to the CE. Such
capabilities mght include netering, policing, shaping, and queuing
functions. The CE nay use ForCES to configure these capabilities.

4.1.6. Security Exchange
For CES may be used to exchange security information between a CE and

the FEs it controls. For exanple, the FE nmay use ForCES to express
the types of encryption that it is capable of using in an IP Security

(I Psec) tunnel. The CE nmay use ForCES to configure such a tunnel
The CEs woul d be responsible for the NE dynami ¢ key exchanges and
updat es.

4.1.7. Filtering Exchange and Firewalls

For CES may be used to exchange filtering information. For exanple,
FEs may use ForCES to express the filtering functions, such as
classification and action, that they can perform and the CE may
configure these capabilities.

4.1.8. Encapsul ation/Tunneli ng Exchange

For CES may be used to exchange encapsul ation capabilities of an FE
such as tunneling, and the configuration of such capabilities.

4.1.9. NAT and Application-Level Gateways

For CES may be used to exchange configuration information for Network
Address Translators. Whilst ForCES is not specifically designed for
the configuration of application-level gateway functionality, this
may be in scope for some types of application-|evel gateways.

4.1.10. Measurenent and Accounti ng

For CES may be used to exchange configuration infornmation regarding
traffic neasurenment and accounting functionality. 1In this area,

For CES may overl ap sonewhat with functionality provided by network
managenent mechani sns such as the Sinple Network Managenent Prot ocol
(SNMP). I n sonme cases, ForCES nmay be used to convey information to
the CE to be reported externally using SNMP. A further discussion of
this capability is covered in Section 6 of this docunent.

Crouch, et al. I nf or mat i onal [ Page 7]



RFC 6041 For CES Applicability Statenent Cct ober 2010

4.1.11. D agnostics

For CES may be used for CEs and FEs to exchange di agnostic
i nformati on. For exanmple, an FE can send self-test results to a CE

4.1.12. Redundancy and Fail over

The For CES architecture includes nechanisns that allow for multiple
redundant CEs and FEs in a ForCES NE. The For CES-nodel LFB
definitions provide sufficient conponent details via conponent
identifiers to be universally unique within an NE. The ForCES
protocol includes nechanisns to facilitate transactions as well as
atomicity across the NE

G ven the above, it is possible to deploy redundant CEs and FEs that
i ncorporate fail over.

4.2. CE-FE Link Capability

Wien using ForCES, the bandwidth of the CE-FE link is a

consi deration, and cannot be ignored. For exanple, sending a ful
routing table is reasonabl e over a high-bandwi dth |ink, but could be
non-trivial over a |ower-bandw dth link. ForCES should be
sufficiently future-proof to be applicable in scenarios where routing
tables grow to several orders of nmgnitude greater than their current
size. However, we also note that not all IP routers need ful

routing tables.

4.3. CE/FE Locality

ForCES is intended for environnents where one of the foll ow ng
appl i es:

0 The control interconnect is sone formof |ocal bus, switch, or
LAN, where reliability is high, closely controlled, and not
susceptible to external disruption that does not also affect the
CEs and/or FEs.

0 The control interconnect shares its fate with the FE s forwarding
function. Typically this is because the control connection is
al so the FE's primary packet forwarding connection, and so if that
Iink goes down, the FE cannot forward packets anyway.

The key guideline is that the reliability of the device should not be

significantly reduced by the separation of control and forwarding
functionality.
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Taking this into account, ForCES is applicable in the follow ng CE FE
| ocalities:

Si ngl e Box NE:
chassis with multiple CEs and FEs set up. ForCES is applicable in
| ocalities consisting of control and forwarding el enents that are
conmponents in the sane physical box.

Exanpl e: a network element with a single control blade, and one or
nmore forwardi ng bl ades, all present in the sanme chassis and
sharing an interconnect such as Ethernet or Peripheral Conponent
Interconnect (PCl). In this locality, the majority of the data
traffic being forwarded typically does not traverse the sane |inks
as the ForCES control traffic.

Mul tiple Box NE
separated CE and FE, where physical locality could be the sane
rack, room or building; or long distances that could span across
continents and oceans. ForCES is applicable in localities
consisting of control and forwardi ng el enents that are separated
by a single hop or multiple hops in the network.

5. Security Considerations

The ForCES protocol allows for a variety of security |evels

[ RFC5810]. When operating under a secured physical environnent, or
for other operational concerns (in sone cases, perfornance issues),
the operator may turn off all the security functions between CEs and
FEs. Wen the operator makes a decision to secure the path between
the FEs and CEs, then the operator chooses fromone of the options
provided by the TM.. Security choices provided by the TM. take

ef fect during the pre-association phase of the ForCES protocol. An
operator nmay choose to use all, sonme, or none of the security
services provided by the TM. in a CE-FE connection. A ForCES NE is
required to provide CE FE node authentication services, and may
provi de nessage integrity and confidentiality services. The NE may
provi de these services by enploying | Psec or Transport Layer Security
(TLS), depending on the choice of TM. used in the depl oynent of

t he NE.

6. For CES Manageability

Fromthe architectural perspective, the ForCES NE is a single network
element. As an exanple, if the ForCES NE is specifically a router
that needs to be nanaged, then it should be managed in essentially
the sane way any router should be managed. From anot her perspective,
el ement managenent could directly view the individual entities and
interfaces that nmake up a ForCES NE. However, any el enent nmanagenent
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6. 1.

6. 2.

6. 3.

Cro

updates made directly on these entities and interfaces nmay conpronise
the control relationship between the CEs and the FEs, unless the
updat e nechani sm has been accounted for in the nodel used by the NE

The NE as an Atom c El enment
From the For CES Requirenents [ RFC3654], Section 4, point 4:
A NE MJUST support the appearance of a single functional device.

As a single functional device, a ForCES NE runs protocols, and each
of the protocols has its own existing nanageability aspects that are
docunented el sewhere. As an exanple, a router would also have a
configuration interface. Wen viewed in this nanner, the NE is
controlled as a single routing entity, and no new managenent beyond
what is already available for routers and routing protocols would be
required for a ForCES NE. Managenent commands on a nmanagemnent
interface to the NEwill arrive at the CE and may require For CES

i nteracti ons between the CE and FEs to conplete. This may inpact the
atomicity of such commands and nmay require careful inplenentation by
t he CE.

The NE as Composed of Manageabl e El enents

When viewed as a deconposed set of elenents fromthe nanagenent
perspective, the ForCES NE is divided into a set of one of nore
control elenments, forwarding el enments, and the interfaces between
them The interface functionality between the CE and the FE is
provi ded by the ForCES protocol. A MB nodule is provided for the
pur pose of gai ning nanagenent information on the operation of the
protocol described in Section 6.3 of this docunent.

Additionally, the architecture makes provisions for configuration
control of the individual CEs and FEs. This is handled by elenments
call ed the FE Manager (FEM and the CE Manager (CEM. Specifically,
fromthe For CES Requirenents RFC [ RFC3654], Section 4, point 4:

However, external entities (e.g., FE Managers and CE Managers) MAY
have direct access to individual ForCES protocol elenents for
providing information to transition themfromthe pre-association
to the post-association phase.

For CES Protocol MB
The ForCES M B [ RFC5813] defines a primarily read-only M B nodul e
that captures information related to the ForCES protocol. This

i ncludes state information about the associations between CE(s) and
FE(s) in the NE
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The ForCES M B does not include infornmation that is specified in
other M B nodul es, such as packet counters for interfaces, etc.

More specifically, the information in the ForCES MB nodul e rel ative
to associ ations includes:

o identifiers of the elements in the association
o state of the association
o configuration paraneters of the association
0o statistics of the association
6.3.1. M B Managenent of an FE

VWhile it is possible to nanage an FE from an el enent manager, severa
requirenents relating to this have been included in the ForCES
Requi renment s.

From t he For CES Requirenents [ RFC3654], Section 4, point 14:

1. The ability for a managenent tool (e.g., SNWMP) to be used to
read (but not change) the state of FE SHOULD NOT be precl uded.

2. It MJUST NOT be possible for managenent tools (e.g., SNWP, etc)
to change the state of a FE in a manner that affects overall NE
behavi or without the CE being notified.

The For CES Franework [ RFC3746], Section 5.7, goes further in
di scussi ng the manner in which FEs shoul d handl e managenent requests
that are specifically directed to the FE

(For a ForCES NE that is an IP router,) RFC 1812 [ RFC1812] al so
dictates that "Routers must be manageable by SNMP'. In general

for the post-association phase, nobst external nanagenent tasks
(including SNMP) shoul d be done through interaction with the CE in
order to support the appearance of a single functional device.
Therefore, it is recomended that an SNVP agent be inplenented by
CEs and that the SNWP nessages received by FEs be redirected to
their CEs. AgentX framework defined in RFC 2741 [RFC2741]) may be
applied here such that CEs act in the role of naster agent to
process SNWVP nessages while FEs act in the role of subagent to
provi de access to the M B objects residing on FEs. AgentX
protocol messages between the master agent (CE) and the subagent
(FE) are encapsul ated and transported via ForCES, just |ike data
packets from any other application |ayer protocols.

Crouch, et al. I nf or mat i onal [ Page 11]



RFC 6041 For CES Applicability Statenent Cct ober 2010

6.4. The FEM and CEM

9.

Though out of scope for the initial ForCES specification effort, the
For CES architecture includes two entities: the CE Manager (CEM and
the FE Manager (FEM. Fromthe For CES Protocol Specification

[ RFC5810] :

CE Manager (CEM:
A logical entity responsible for generic CE managenent tasks. It
is particularly used during the pre-association phase to determ ne
wi th which FE(s) a CE should conmuni cate.

FE Manager (FEM:
A logical entity responsible for generic FE managenent tasks. It
is used during the pre-association phase to determ ne with which
CE(s) an FE should comuni cate.
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