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Abst r act

Count er nodes have been defined for block ciphers such as the
Advanced Encryption Standard (AES). Counter nodes use a counter
which is typically assuned to be increnmented by a single sender.
This meno describes the use of counter nodes when applied to the
Encapsul ating Security Payl oad (ESP) and Aut hentication Header (AH)
in multiple-sender group applications.
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1. Introduction

The | P Encapsul ating Security Payl oad (ESP) specification [ RFC4303]
and Aut hentication Header (AH) [RFC4302] are security protocols for

| Psec [ RFC4301]. Several new AES encryption nodes of operation have
been specified for ESP: Counter Mde (CTR) [ RFC3686], Gal oi s/ Counter
Mbde (GCM [ RFC4106], and Counter with G pher Bl ock Chaini ng- Message
Aut henti cati on Code (CBC-MAC) Mode (CCM [RFC4309]; and one that has
been specified for both ESP and AH. the Gal ois Message Aut hentication
Code (GVAC) [RFC4543]. A Canellia counter node [ RFC5528] and a GOST
counter node [ RFC4357] have al so been specified. These new nodes

of fer advantages over traditional nodes of operation. However, they
all have restrictions on their use in situations in which multiple
senders are protecting traffic using the sane key. This docunent
addresses this restriction and describes how t hese nodes can be used
with group key managenent protocols such as the Group Domain of
Interpretation (GO ) protocol [RFC3547] and the G oup Secure

Associ ati on Key Managenent Protocol (GSAKMP) [ RFC4535].

1.1. Requirenments Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Probl em St at enent

The Counter Mdde (CTR) of operation [FIPS. 800-38A 2001] has becone
i mportant because of its perfornmance and inpl enentation advant ages.
It is the basis for several nodes of operation that conbine

aut hentication with encryption, including CCMand GCM Al of the
counter-based nodes require that, if a single key is shared by
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mul tiple encryption engines, those engi nes nust coordinate to ensure
that every Initialization Vector (1V) used with that key is distinct.
That is, for each key, no |V value can be used nore than once. This
restriction on IV usage is inposed on ESP CTR, ESP GCM and ESP CCM
In cryptographic ternms, the IVis a nonce. (Note that CBC node

[ RFC3602] requires |IVs that are unpredictable. CIR, GCCM GWAC, and
CCM do not have this restriction.)

Al'l ESP and AH transfornms using a block cipher counter node have a
restriction that an application nmust not use the sane key, IV, and
Salt values to protect two different data payl oads. Notw thstanding
this security condition, block cipher counter node transforns are
often preferred because of their favorable perfornance
characteristics as conpared to ot her nodes

Each of the block cipher counter node transforms specify the
construction of keying material for point-to-point applications that
are keyed by the Internet Key Exchange version 2 (IKEv2) [RFC5996].
The specified constructions guarantee that the security condition is
not violated by a single sender. Goup applications of |Psec

[ RFC5374] may al so find counter node transfornms to be valuable. Sone
group applications can create an | Psec Security Association (SA) per
sender, which neets the security condition, and no further
specification is required. However, |Psec can be used to protect
group applications known as Many-to-Many Applications [ RFC3170],
where a single IPsec SAis used to protect network traffic between
menbers of a nultiple-sender IP nmulticast application. Some Many-to-
Many Applications are conprised of a | arge nunber of senders, in

whi ch case defining an individual |Psec SA for each sender is
unnanageabl e.

3. IV Formation for Counter Mddes with G oup Keys

This section specifies a particular construction of the IV that
enabl es a group of senders to safely share a single IPsec SA This
construction conforns to the recommendati ons of [ RFC5116]. A
rationale for this nethod is given in Appendix A In the
construction defined by this specification, each IV is formed by
concatenating a Sender ldentifier (SID) field with a Sender-Specific
IV (SSIV) field. The value of the SID MIST be uni que for each
sender, across all of the senders sharing a particular Security
Associ ation. The value of the SSIV field MJST be uni que for each IV
constructed by a particular sender for use with a particular SA. The
SSIV MAY be chosen in any nmanner convenient to the sender, e.g.
successi ve values of a counter. The leftnost bits of the IV contain
the SID, and the remaining bits contain the SSIV. By way of exanple,
Figure 1 shows the correct placenment of an 8-bit SID within an
Initialization Vector.
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Figure 1. IV with an 8-bit SID

The nunber of bits used by the SID may vary dependi ng on group
policy, though for each particular Security Association, each SID
used with that SA MUST have the sane length. To facilitate
interoperability, a conforning inplenentation MIST support SID

I engths of 8, 12, and 16 bits. It should be noted that the size of
the SID associated with an SA provides a trade-off between the nunber
of possible senders and the nunber of packets that each sending
station is able to send using that SA

4. Goup Key Managenent Conventions

Group applications use a G oup Key Managenent System (GKM5) conposed
of one or more Goup Controller and Key Server (GCKS) entities

[ RFC3740]. The GKMS distributes | Psec transform policy and

associ ated keying nmaterial to authorized group nenbers. This
docunent RECOMMENDS t hat the GKMS both allocate unique SIDs to group
nmenbers and distribute themto group nmenbers using a GKM protocol
such as GDA or GSAKMP. The strategy used by the GKMS does not need
to be mandated in order to achieve interoperability; the GKM5S is
solely responsible for allocating SIDs for the group. Allocating
SIDs sequentially is acceptable as long as the allocation nethod
follows the requirements in this section.

The following requirenents apply to a GKM5 that manages SIDs. One
exanpl e of such a GKM5 is [ GDA - UPDATE] .

0 For each SA for which sender identifiers are used, the GKMS MUST
NOT gi ve the sanme sender identifier to nore than one active group
menber. |If the GKMS is uncertain as to the SID associated with a
group nenber, it MJIST allocate it a newone. |If nore than one
entity within the GKM5 is distributing sender identifiers, then
the sets of identifiers distributed by each entity MJST NOT
overl ap.
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5.

o If the entire set of sender identifiers has been exhausted, the
CGKMS MUST refuse to all ow new group nenbers to join.
Alternatively, the GKM5 could distribute replacenent ESP or AH
Security Associations to all group nenbers. \When repl acenent SAs
are distributed, the GKM5 could also distribute |arger SID val ues
so that nore senders can be accommopdat ed

0 The GKMs SHOULD all ocate a single sender identifier for each group
nmenber, and issue this value to the sender for all group SAs for
whi ch that menber is a sender. This strategy enables both the
GKMS and the senders to avoid nmanaging SIDs on a per-SA basis. It
al so sinplifies the rekeying process, since SIDs do not need to be
changed or re-issued along with replacenent SAs during a rekey
event.

0 When a GKMS deternines that a particul ar group nenber is no | onger
a part of the group, then it MAY re-allocate any sender identifier
associated with that group nenber for use with a new group nenber.
In this case, the GKM5 MJUST first delete and repl ace any active AH
or ESP SAs with which the SID may have been used. This is
necessary to avoid re-use of an IV with the cipher key associ ated
with the SA

Security Considerations

This specification provides a nmethod for securely using cryptographic
algorithms that require a unique |V, such as a bl ock cipher node of
operation based on counter node, in a scenario in which there are
mul ti pl e crypt ographi c devices that each generate IVs. This is done
by partitioning the set of possible IV values such that each

crypt ographi ¢ device has exclusive use of a set of IV values. Wen
the recomendations in this specification are followed, the security
of the cryptographic algorithnms is equivalent to the conventiona
case in which there is a single sender. Unlike CBC node, CTR, GCM
GVAC, and CCM do not require IVs that are unpredictable

The security of a group depends upon the correct operation of the
group nenbers. Any group nenber using an SID not allocated to it nay
reduce the security of the system

As is the case with a single sender, a cryptographic device storing
keying material over a reboot is responsible for storing a counter
val ue such that upon resunption it never re-uses counters. |In the
context of this specification, the cryptographic device would need to
store both SID and SSIV val ues used with a particular IPsec SA in
addition to policy associated with the | Psec SA
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A group nenber that reaches the end of its IV space MJST stop sending
data traffic on that SA. This can happen if the group nenber does
not notify the GKMs in time for the GKMS to renmedy the problem (e.g.,
to provide the group nenber with a new SID or to provide a new SA),
or if the GKM5 ignores the notification for sone reason. In this
case, the group nmenber should re-register with the GCKS and expect to
receive the SAs that it needs to continue participating in the group.

Thi s specification does not address virtual machine rollbacks that
may cause the cryptographic device to re-use nonce val ues.

O her security considerations applying to | Psec SAs with nultiple
senders are described in [ RFC5374].
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Appendi x A.  Rationale for the |V Fornmation for Counter Mdydes with G oup
Keys

The two main alternatives for ensuring the uniqueness of IVs in a

mul ti-sender environnent are to have each sender include a Sender
Identifier (SID) value in either the Salt value or in the explicit IV
field (recall that the IV used as input to the crypto algorithmis
constructed by concatenating the Salt and the explicit 1V). The
explicit IV field was chosen as the location for the SID because it
is explicitly present in the packet. |If the SID had been included in
the Salt, then a receiver would need to infer the SID value for a
particul ar AH or ESP packet by recogni zi ng whi ch sender had sent that
packet. This inference could be nade on the | P source address, if AH
or ESP is transported directly over IP. However, if an alternate
transport mechani smsuch as UDP is being used [ RFC3948] (e.g., for
NAT traversal), the method used to infer the sender would need to

take that mechanisminto account. It is sinpler to use the explicit
IV field, and thus avoid the need to infer the sender fromthe packet
at all.

The normative requirenent that all of the SID values used with a
particul ar Security Association nmust have the sanme length is not
strictly necessary, but was added to pronote sinplicity of

i npl enentation. Alternatively, it would be acceptable to have the
SI D val ues be chosen to be the codewords of a variable-length
prefix-free code. This approach preserves security since the
distinctness of the IVs follows fromthe fact that no SIDis a prefix
of another; thus, any pair of IVs has a subset of bits that are
distinct. |If a Huffman code [H52] is used to formthe SIDs, then a
set of optimal SIDs can be found, in the sense that the nunber of
SIDs can be naxim zed for a given distribution of SID I engths.
Additionally, there are sinple nethods for generating efficient
prefix-free codes whose codewords are octet strings. Nevertheless,
these nethods were disallowed in order to favor sinplicity over
generality.

Appendi x B. Exanpl e

Thi s section provides an exanple of SID allocation and |V generati on,
as defined in this docunment. A GCKS admi nistrator determ nes that
the group has one SA that is shared by all senders. The algorithm
for the SAis AES-GCM using an SID of size 8 bits.

When the first sender registers with the GCKS, it is allocated SID 1.
The sender subsequently sends AES- GCM encrypted packets with the
following IVs (shown in network byte order): 0x0100000000000001
0x0100000000000002, 0x0100000000000003, ... with a final val ue of
Ox01FFFFFFFFFFFFFF. The second sender registering with the GCKS is
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all ocated SID 2, and begi ns sendi ng packets with the followi ng |Vs:
0x0200000000000001, 0x0200000000000002, 0x0200000000000003, ... with
a final value of OxO02FFFFFFFFFFFFFF.

According to group policy, the GCKS nmay |ater distribute policy and
keying material for a replacenment SA. Wen group senders begin

sendi ng AES- GCM packets encrypted with the new SA, each sender
continues to use the SID value previously allocated to it. For

exanpl e, the sender allocated SID 2 would be sending on a new SA with
IV val ues of 0x0200000000000001, 0x0200000000000002,
0x0200000000000003, ... with a final value of Ox02FFFFFFFFFFFFFF.
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