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I ntroduction
Overvi ew

The Extensible Messagi ng and Presence Protocol (XMPP) is an
application profile of the Extensible Markup Language [ XM.] that
enabl es the near-real-time exchange of structured yet extensible data
bet ween any two or nore network entities. This docunment defines
XMPP's core protocol methods: setup and teardown of XM streans,
channel encryption, authentication, error handling, and comruni cation
primtives for nessaging, network availability ("presence"), and
request-response interactions.

Hi story

The basic syntax and semantics of XMPP were devel oped originally

wi thin the Jabber open-source community, mainly in 1999. 1In late
2002, the XMPP Working Group was chartered with devel opi ng an
adaptati on of the base Jabber protocol that would be suitable as an
| ETF i nstant messaging (IM and presence technol ogy in accordance
with [IMP-REQS]. |In October 2004, [RFC3920] and [ RFC3921] were
publ i shed, representing the nost conplete definition of XWMPP at that
tinme.

Sai nt - Andr e St andards Track [ Page 8]
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Since 2004 the Internet comunity has gai ned extensive inplenentation
and depl oynent experience with XMPP, including fornal
interoperability testing carried out under the auspices of the XWMPP
St andards Foundation (XSF). This docunent incorporates conprehensive
f eedback from software devel opers and XMPP service providers,

i ncludi ng a nunber of backward-conpatible nodifications sumari zed
under Appendix D. As a result, this docunent reflects the rough
consensus of the Internet conmunity regarding the core features of
XMPP 1.0, thus obsol eting RFC 3920.

1.3. Functional Summary

This non-nornmative section provides a devel oper-friendly, functiona
summary of XWPP; refer to the sections that follow for a normative
definition of XWPP.

The purpose of XMPP is to enable the exchange of relatively snal

pi eces of structured data (called "XM. stanzas") over a network

bet ween any two (or nore) entities. XWMPP is typically inplenented
using a distributed client-server architecture, wherein a client
needs to connect to a server in order to gain access to the network
and thus be allowed to exchange XM. stanzas with other entities
(whi ch can be associated with other servers). The process whereby a
client connects to a server, exchanges XM stanzas, and ends the
connection is:

1. Deternmine the |P address and port at which to connect, typically
based on resolution of a fully qualified domain name
(Section 3.2)

2. Open a Transm ssion Control Protocol [TCP] connection

3. Open an XML stream over TCP (Section 4.2)

4. Preferably negotiate Transport Layer Security [TLS] for channe
encryption (Section 5)

5. Authenticate using a Sinple Authentication and Security Layer
[ SASL] nechani sm (Section 6)

6. Bind a resource to the stream (Section 7)

7. Exchange an unbounded nunmber of XM. stanzas with other entities
on the network (Section 8)

8. Close the XML stream (Section 4.4)

9. ddose the TCP connection

Sai nt - Andr e St andards Track [ Page 9]
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Wthin XMPP, one server can optionally connect to another server to
enabl e inter-domain or inter-server conmunication. For this to
happen, the two servers need to negotiate a connection between

t hensel ves and then exchange XM. stanzas; the process for doing so
is:

1. Determine the IP address and port at which to connect, typically
based on resolution of a fully qualified donmain nane
(Section 3.2)

2. Open a TCP connection
3. Open an XM. stream (Section 4.2)
4. Preferably negotiate TLS for channel encryption (Section 5)

5. Authenticate using a Sinple Authentication and Security Layer
[ SASL] nechani sm (Section 6) *

6. Exchange an unbounded nunber of XM stanzas both directly for the
servers and indirectly on behalf of entities associated with each
server, such as connected clients (Section 8)

7. Cose the XML stream (Section 4.4)
8. Cose the TCP connection

* Interoperability Note: At the tine of witing, nost deployed
servers still use the Server Dial back protocol [XEP-0220] to
provi de weak identity verification instead of using SASL with PKI X
certificates to provide strong authentication, especially in cases
where SASL negotiation would not result in strong authentication
anyway (e.g., because TLS negotiation was not nandated by the peer
server, or because the PKI X certificate presented by the peer
server during TLS negotiation is self-signed and has not been
previously accepted); for details, see [ XEP-0220]. The sol utions
specified in this docunent offer a significantly stronger |evel of
security (see also Section 13.6).

Thi s docunent specifies how clients connect to servers and specifies
the basic semantics of XM. stanzas. However, this docunent does not
define the "payl oads" of the XM. stanzas that mi ght be exchanged once
a connection is successfully established; instead, those payl oads are
defined by various XMPP extensions. For exanple, [XMPP-IM defines
extensions for basic instant nmessagi ng and presence functionality.

In addition, various specifications produced in the XSF' s XEP series
[ XEP-0001] define extensions for a wi de range of applications.

Sai nt - Andr e St andards Track [ Page 10]
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1. 4. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ KEYWORDS] .

Certain security-related terns are to be understood in the sense
defined in [ SEC- TERVS]; such terms include, but are not linmted to,

"assurance", "attack", "authentication", "authorization"
"certificate", "certification authority”, "certification path",
"confidentiality", "credential", "downgrade", "encryption", "hash
value", "identity", "integrity", "signature", "self-signed
certificate", "sign", "spoof", "tanper", "trust", "trust anchor"

"val idate", and "verify".

Certain terms related to certificates, domains, and application
service identity are to be understood in the sense defined in

[ TLS-CERTS]; these include, but are not linmted to, "PKIX
certificate", "source domain", "derived donmain", and the identifier
types "CN-ID', "DNS-1D', and "SRV-ID"

O her security-related terns are to be understood in the sense
defined in the referenced specifications (for exanple, "denial of
service" as described in [DOS] or "end entity certificate" as
described in [PKIX]).

The term "whitespace" is used to refer to any character or characters
mat ching the "S" production from[XM], i.e., one or nore instances
of the SP, HTAB, CR, or LF rules defined in [ ABNF].

The ternms "local part", "domainpart", and "resourcepart" are defined
i n [ XMPP- ADDR] .

The term"bare JID' refers to an XMPP address of the form
<l ocal part @onmi npart> (for an account at a server) or of the form
<domai npart> (for a server).

The term"full JID' refers to an XMPP address of the form

<l ocal part @onai npart/resourcepart> (for a particular authorized
client or device associated with an account) or of the form
<domai npart/resourcepart> (for a particular resource or script
associated with a server).

The term"XM. streani (also "stream'') is defined under Section 4.1.

Sai nt - Andr e St andards Track [ Page 11]
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The term " XM. stanza" (al so "stanza") is defined under Section 4.1.
There are three kinds of stanzas: nessage, presence, and | Q (short
for "Info/Query"). These comunication prinmtives are defined under
Sections 8.2.1, 8.2.2, and 8.2.3, respectively.

The term"originating entity" refers to the entity that first
generates a stanza that is sent over an XMPP network (e.g., a
connected client, an add-on service, or a server). The term
"generated stanza" refers to the stanza so generated.

The term "input streant designates an XM stream over which a server
receives data froma connected client or renote server, and the term
"out put streant designates an XM. stream over which a server sends
data to a connected client or renote server. The following termns
desi gnate sonme of the actions that a server can perform when
processing data received over an input stream

route: pass the data to a renote server for direct processing by
the renpte server or eventual delivery to a client associated
with the renote server

deliver: pass the data to a connected client

ignore: discard the data wi thout acting upon it or returning an
error to the sender

Wien the term"ignore" is used with regard to client processing of
data it receives, the phrase "without acting upon it" explicitly
i ncl udes not presenting the data to a human user

Fol lowing the "XM. Notation" used in [IRI] to represent characters
that cannot be rendered in ASCI|-only docunents, some exanples in
this docunent use the form"&#x...." as a notational device to
represent [UNI CODE] characters (e.g., the string "&#x0159;" stands
for the Unicode character LATIN SMALL LETTER R WTH CARON); this form
is definitely not to be sent over the wire in XMPP systens.

Consistent with the convention used in [URI] to represent Uniform
Resource ldentifiers, XMPP addresses in running text are encl osed
between '<’ and '>' (although natively they are not URIS).

In exanpl es, |ines have been wrapped for inproved readability,
"[...]" nmeans elision, and the follow ng prepended strings are used
(these prepended strings are not to be sent over the wire):

o C a client

o E

any XMPP entity

Sai nt - Andr e St andards Track [ Page 12]
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o |: =aninitiating entity
o P: = a peer server

o0 R = areceiving entity

o0 S = a server

o S1: = serverl

0 S2: = server?2

Readers need to be aware that the exanples are not exhaustive and
that, in exanples for sone protocol flows, the alternate steps shown
woul d not necessarily be triggered by the exact data sent in the
previous step; in all cases the protocol definitions specified in
this docunment or in normatively referenced docunents rul e over any
exanpl es provided here. All exanples are fictional and the

i nformati on exchanged (e.g., usernanmes and passwords) does not
represent any existing users or servers.

2. Architecture

XMPP provides a technol ogy for the asynchronous, end-to-end exchange
of structured data by neans of direct, persistent XM. streans anpong a
di stributed network of globally addressable, presence-aware clients
and servers. Because this architectural style involves ubiquitous
know edge of network availability and a conceptually unlinited nunber
of concurrent information transactions in the context of a given
client-to-server or server-to-server session, we |abel it
"Availability for Concurrent Transactions" (ACT) to distinguish it
fromthe "Representational State Transfer" [REST] architectural style
famliar fromthe Wrld Wde Wb. Al though the architecture of XMPP
is simlar in inportant ways to that of email (see [EMAIL-ARCH]), it

i ntroduces several nodifications to facilitate conmunication in close
toreal time. The salient features of this ACTive architectura

style are as foll ows.

2.1. dobal Addresses

As with email, XMPP uses globally unique addresses (based on the
Domai n Nane System) in order to route and deliver nessages over the
network. Al XMPP entities are addressable on the network, nost
particularly clients and servers but also various additional services
that can be accessed by clients and servers. |In general, server
addresses are of the form <domai npart> (e.g., <imexanple.conp),
accounts hosted at a server are of the form <l ocal part @omai npart >
(e.g., <juliet@mexanple.conr, called a "bare JID'), and a
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particul ar connected device or resource that is currently authorized
for interaction on behalf of an account is of the form

<l ocal part @onei npart/resourcepart> (e.g.
<juliet@m exanpl e. com bal cony>, called a "full JID"). For

hi storical reasons, XMPP addresses are often called Jabber IDs or
JIDs. Because the fornmal specification of the XVMPP address fornmat
depends on internationalization technologies that are in flux at the
time of witing, the format is defined in [ XMPP- ADDR] instead of this
docunent. The terms "local part", "domainpart", and "resourcepart"
are defined nore formally in [ XMPP-ADDR] .

2. 2. Presence

XMPP includes the ability for an entity to advertise its network
availability or "presence" to other entities. 1In XWPP, this
availability for comrunication is signaled end-to-end by nmeans of a
dedi cated conmuni cation primtive: the <presence/> stanza. Although
know edge of network availability is not strictly necessary for the
exchange of XMPP nessages, it facilitates real-time interaction
because the originator of a nessage can know before initiating
communi cation that the intended recipient is online and avail abl e.
End-to-end presence is defined in [ XMPP-1 M.

2.3. Persistent Streans

Avail ability for conmunication is also built into each point-to-point
"hop" through the use of persistent XM streans over |long-lived TCP
connections. These "al ways-on" client-to-server and server-to-server
streanms enabl e each party to push data to the other party at any tine
for imediate routing or delivery. XM streans are defined under
Section 4.

2.4, Structured Data

The basic protocol data unit in XMPP is not an XM. stream (which
sinmply provides the transport for point-to-point conmunication) but
an XML "stanza", which is essentially a fragnent of XM. that is sent
over a stream The root element of a stanza includes routing
attributes (such as "fronf and "to" addresses), and the child

el ements of the stanza contain a payload for delivery to the intended
reci pient. XM stanzas are defined under Section 8.

2.5. Distributed Network of Clients and Servers
In practice, XMPP consists of a network of clients and servers that
i nter-communi cate (however, comuni cation between any two given

depl oyed servers is strictly discretionary and a matter of |oca
service policy). Thus, for exanple, the user <juliet@m exanple.conpr
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associated with the server <imexanple.con> night be able to exchange
nmessages, presence, and other structured data with the user
<roneo@xanpl e. net> associ ated with the server <exanple.net>  This
pattern is famliar from nessaging protocols that make use of gl oba
addresses, such as the email network (see [SMIP] and [ EMAI L- ARCH]).
As a result, end-to-end comunication in XMPP is |logically peer-to-
peer but physically client-to-server-to-server-to-client, as
illustrated in the follow ng di agram

exanple.net <-------------- > i m exanpl e. com
N N
% %
roneo@xanpl e. net juliet@m exanpl e. com

Figure 1: Distributed dient-Server Architecture

I nformational Note: Architectures that enploy XM streans
(Section 4) and XML stanzas (Section 8) but that establish peer-

t o- peer connections directly between clients using technol ogi es
based on [LI NKLOCAL] have been depl oyed, but such architectures
are not defined in this specification and are best described as
"XMPP-1ike"; for details, see [ XEP-0174]. |In addition, XM
streans can be established end-to-end over any reliable transport,
i ncludi ng extensions to XMPP itsel f; however, such nethods are out
of scope for this specification

The foll owi ng paragraphs describe the responsibilities of clients and
servers on the network.

Aclient is an entity that establishes an XM. streamwi th a server by
aut henticating using the credentials of a registered account (via
SASL negotiation (Section 6)) and that then conpl etes resource

bi nding (Section 7) in order to enable delivery of XM stanzas

bet ween the server and the client over the negotiated stream The
client then uses XMPP to conmunicate with its server, other clients,
and any other entities on the network, where the server is
responsi bl e for delivering stanzas to other connected clients at the
sane server or routing themto renote servers. Miltiple clients can
connect simultaneously to a server on behalf of the same registered
account, where each client is differentiated by the resourcepart of
an XWPP address (e.g., <juliet@mexanple.conl bal cony> vs.
<juliet@m exanpl e. conf chanber>), as defined under [ XMPP-ADDR] and
Section 7.
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A server is an entity whose prinmary responsibilities are to:

o Manage XML streans (Section 4) with connected clients and deliver
XM. stanzas (Section 8) to those clients over the negotiated
streams; this includes responsibility for ensuring that a client
aut henticates with the server before being granted access to the
XMPP net wor K.

0 Subject to local service policies on server-to-server
communi cati on, manage XM. streams (Section 4) with renote servers
and route XML stanzas (Section 8) to those servers over the
negoti at ed streans.

Dependi ng on the application, the secondary responsibilities of an
XMPP server can include:

0 Storing data that is used by clients (e.g., contact lists for
users of XMPP-based instant nessagi ng and presence applications as
defined in [XMPP-IM); in this case, the relevant XM. stanza is
handl ed directly by the server itself on behalf of the client and
is not routed to a renmpte server or delivered to a connected
client.

0 Hosting add-on services that also use XMPP as the basis for
communi cati on but that provide additional functionality beyond
that defined in this docunment or in [ XMPP-IM; exanples include
mul ti-user conferencing services as specified in [ XEP-0045] and
publ i sh-subscri be services as specified in [ XEP-0060].

3. TCP Binding
3.1. Scope

As XMPP is defined in this specification, an initiating entity
(client or server) MIST open a Transm ssion Control Protocol [TCP]
connection to the receiving entity (server) before it negotiates XM
streans wWith the receiving entity. The parties then maintain that
TCP connection for as long as the XML streans are in use. The rules
specified in the followi ng sections apply to the TCP bi ndi ng.

Informational Note: There is no necessary coupling of XM. streans
to TCP, and other transports are possible. For exanple, two
entities could connect to each other by neans of [HTTP] as
specified in [ XEP-0124] and [ XEP-0206]. However, this
specification defines only a binding of XMPP to TCP
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3.2. Resolution of Fully Qualified Donai n Nanes

Because XML streans are sent over TCP, the initiating entity needs to
determne the IPv4 or I Pv6 address (and port) of the receiving entity
before it can attenpt to open an XML stream Typically this is done
by resolving the receiving entity’'s fully qualified domain nane or
FQDN (see [ DNS- CONCEPTS]) .

3.2.1. Preferred Process: SRV Lookup

The preferred process for FQDN resolution is to use [ DNS-SRV] records
as foll ows:

1. The initiating entity constructs a DNS SRV query whose inputs
are:

* a Service of "xmpp-client” (for client-to-server connections)
or "xnpp-server" (for server-to-server connections)

* a Proto of "tcp

* a Name corresponding to the "origin domain" [TLS-CERTS] of the
XMPP service to which the initiating entity wi shes to connect
(e.g., "exanple.net" or "imexanple.cont)

2. The result is a query such as

_Xnpp-client. tcp.exanple.net." or
_Xmpp-server. _tcp.i mexanpl e.com"

3. If aresponse is received, it will contain one or nore
conbinations of a port and FDQN, each of which is weighted and
prioritized as described in [DNS-SRV]. (However, if the result
of the SRV | ookup is a single resource record with a Target of
".", i.e., the root domain, then the initiating entity MJST abort
SRV proce55|ng at this point because according to [ DNS-SRV] such
a Target "means that the service is decidedly not avail able at
this domain".)

4. The initiating entity chooses at |east one of the returned FQDNs
to resolve (following the rules in [DNS-SRV]), which it does by
performng DNS "A" or "AAAA" | ookups on the FDQN, this wll
result in an I Pv4 or |Pv6 address.

5. The initiating entity uses the I P address(es) fromthe
successfully resol ved FDQN (w th the correspondi ng port nunber
returned by the SRV | ookup) as the connection address for the
receiving entity.
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6. If the initiating entity fails to connect using that | P address
but the "A" or "AAAA" | ookups returned nore than one | P address,
then the initiating entity uses the next resolved |IP address for
that FDOQN as the connection address.

7. If the initiating entity fails to connect using all resolved IP
addresses for a given FDQ\, then it repeats the process of
resol ution and connection for the next FQDN returned by the SRV
| ookup based on the priority and weight as defined in [ DNS-SRV].

8. If the initiating entity receives a response to its SRV query but
it is not able to establish an XMPP connection using the data
received in the response, it SHOULD NOT attenpt the fallback
process described in the next section (this helps to prevent a
state m smatch between i nbound and out bound connecti ons).

9. |If the initiating entity does not receive a response to its SRV
query, it SHOULD attenpt the fallback process described in the
next section.

3.2.2. Fallback Processes

The fall back process SHOULD be a normal "A" or "AAAA' address record
resolution to deternmine the IPv4 or | Pv6 address of the origin
domai n, where the port used is the "xnmpp-client" port of 5222 for
client-to-server connections or the "xnpp-server" port of 5269 for
server-to-server connections (these are the default ports as
registered with the | ANA as descri bed under Section 14.7).

I f connections via TCP are unsuccessful, the initiating entity night
attenpt to find and use alternative connection nethods such as the
HTTP bi ndi ng (see [ XEP-0124] and [ XEP-0206]), which m ght be

di scovered using [DNS-TXT] records as described in [ XEP-0156].

3.2.3. Wien Not to Use SRV

If the initiating entity has been explicitly configured to associate
a particular FQDN (and potentially port) with the origin domain of
the receiving entity (say, to "hardcode" an association from an
origin domain of exanple.net to a configured FQDN of

apps. exanple.com, the initiating entity is encouraged to use the
configured nane instead of perforning the preferred SRV resol ution
process on the origin donain.
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3.2.4. Use of SRV Records with Add-On Services

Many XMPP servers are inplenmented in such a way that they can host
add- on services (beyond those defined in this specification and

[ XMPP-1 M) at DNS domain nanes that typically are "subdomai ns" of the
mai n XMPP service (e.g., conference.exanple.net for a [ XEP-0045]
service associated with the exanpl e.net XMPP service) or "subdonai ns"
of the first-level domain of the underlying service (e.g.

muc. exanpl e. com for a [ XEP-0045] service associated with the

i m exanpl e.com XMPP service). |If an entity associated with a renote
XMPP server wishes to comunicate with such an add-on service, it
woul d generate an appropriate XM. stanza and the renote server woul d
attenpt to resolve the add-on service’'s DNS donain nane via an SRV

| ookup on resource records such as "_xnpp-

server. _tcp.conference. exanple.net." or "_xnpp-
server._tcp. nuc. exanple.com". Therefore, if the adm nistrators of
an XWMPP service wish to enable entities associated with renote
servers to access such add-on services, they need to advertise the
appropriate " _xnpp-server" SRV records in addition to the " _xnpp-
server" record for their nmain XMPP service. |n case SRV records are
not avail able, the fallback methods described under Section 3.2.2 can
be used to resolve the DNS domai n nanes of add-on services.

3.3. Reconnection

It can happen that an XMPP server goes offline unexpectedly while
servicing TCP connections fromconnected clients and renote servers.
Because t he number of such connections can be quite |arge, the
reconnection algorithmenployed by entities that seek to reconnect
can have a significant inpact on software performance and network
congestion. |If an entity chooses to reconnect, it:

0 SHOULD set the nunber of seconds that expire before reconnecting
to an unpredictabl e nunber between 0 and 60 (this helps to ensure
that not all entities attenpt to reconnect at exactly the sane
nunber of seconds after being disconnected).

0 SHOULD back off increasingly on the tinme between subsequent
reconnection attenpts (e.g., in accordance with "truncated binary
exponential backoff" as described in [ETHERNET]) if the first
reconnection attenpt does not succeed.

It is RECOWENDED to nake use of TLS session resunption [TLS- RESUVE]
when reconnecting. A future version of this docunent, or a separate
specification, nmight provide nore detail ed guidelines regarding

nmet hods for speeding the reconnection process.
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3.

4.

4.

4., Reliability

The use of long-lived TCP connections in XMPP inplies that the
sendi ng of XM. stanzas over XM streans can be unreliable, since the
parties to a long-lived TCP connection might not discover a
connectivity disruption in a tinely manner. At the XMPP application
| ayer, long connectivity disruptions can result in undelivered
stanzas. Although the core XMPP technol ogy defined in this

speci ficati on does not contain features to overcone this |ack of
reliability, there exist XMPP extensions for doing so (e.g.

[ XEP-0198]) .

XML Streans
1. Stream Fundanment al s

Two fundanmental concepts make possible the rapid, asynchronous
exchange of relatively small payl oads of structured information
between XMPP entities: XM. streams and XM. stanzas. These terns are
defined as foll ows.

Definition of XML Stream An XML streamis a container for the
exchange of XM el enents between any two entities over a network.
The start of an XML streamis denoted unanbi guously by an opening
"stream header" (i.e., an XM. <streanm> tag with appropriate
attributes and nanespace declarations), while the end of the XM
streamis denoted unanbi guously by a closing XM. </streane tag.
During the life of the stream the entity that initiated it can
send an unbounded nunber of XM el enents over the stream either
el ements used to negotiate the stream(e.g., to conplete TLS
negoti ati on (Section 5) or SASL negotiation (Section 6)) or XM
stanzas. The "initial streant is negotiated fromthe initiating
entity (typically a client or server) to the receiving entity
(typically a server), and can be seen as corresponding to the
initiating entity’s "connection to" or "session with" the
receiving entity. The initial stream enabl es unidirectiona
communi cation fromthe initiating entity to the receiving entity;
in order to enabl e exchange of stanzas fromthe receiving entity
to the initiating entity, the receiving entity MJST negotiate a
streamin the opposite direction (the "response streant).

Definition of XML Stanza: An XM stanza is the basic unit of meaning
in XMPP. A stanza is a first-level elenent (at depth=1 of the
stream whose el enent nane is "nessage", "presence", or "iq" and
whose qualifying namespace is 'jabber:client’ or ’'jabber:server’
By contrast, a first-level elenment qualified by any other
namespace is not an XM. stanza (streamerrors, stream features
TLS-related el enents, SASL-rel ated el enents, etc.), nor is a
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<nessage/ >, <presence/>, or <iq/> elenment that is qualified by the
"jabber:client’ or 'jabber:server’ nanespace but that occurs at a
depth other than one (e.g., a <message/> elenment contained within
an extension el ement (Section 8.4) for reporting purposes), nor is
a <message/ >, <presence/>, or <iq/> elenent that is qualified by a
nanespace other than 'jabber:client’ or 'jabber:server’. An XM
stanza typically contains one or nore child elenents (wth
acconpanying attributes, elenments, and XM. character data) as
necessary in order to convey the desired information, which MAY be
qualified by any XML nanmespace (see [ XM.-NAMES] as well as

Section 8.4 in this specification).

There are three kinds of stanzas: nessage, presence, and | Q (short
for "Info/Query"). These stanza types provide three different

conmuni cation primtives: a "push" mechani smfor generalized
messagi ng, a specialized "publish-subscribe" mechani smfor
broadcasting i nformati on about network availability, and a "request-
response” nechani smfor nore structured exchanges of data (simlar to
[HTTP]). Further explanations are provided under Section 8.2.1,
Section 8.2.2, and Section 8.2.3, respectively.

Consi der the exanple of a client’s connection to a server. The
client initiates an XML stream by sending a stream header to the
server, preferably preceded by an XM. declaration specifying the XM
versi on and the character encodi ng supported (see Section 11.5 and
Section 11.6). Subject to local policies and service provisioning,
the server then replies with a second XM. stream back to the client,
again preferably preceded by an XM. declaration. Once the client has
conmpl eted SASL negotiation (Section 6) and resource binding

(Section 7), the client can send an unbounded nunmber of XM. stanzas
over the stream \Wen the client desires to close the stream it
sinmply sends a closing </streant tag to the server as further

descri bed under Section 4.4.

In essence, then, one XM. stream functions as an envel ope for the XM
stanzas sent during a session and another XM. stream functions as an
envel ope for the XML stanzas received during a session. W can
represent this in a sinplistic fashion as foll ows.
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| <presence> | |
|  <show > |
| </ presence> |

| <message to='foo > | |
|  <body/> | |
| </ nmessage> | |

<iq to=' bar’

| | |
| type='get’ > |

| <query/ > | |
| </ig> | |
[=--mmmm e [=--mmmmm e |
| | <iq frome bar’

| | type="result’ >

| | <query/> |
| | </ig> |
[=-mmmmm e R |
| [ o] | |
[=-mmmmmm e [=-mmmmm e |
| | [ - ] |
[---mmmmm [---mmmm |
| </streanr |
R [=-mmmmm e |
| | </strean |
Fmm e e e Fmm e e e +

Figure 2: A Sinmplistic View of Two Streans

Those who are accustoned to thinking of XML in a docunent-centric
manner might find the foll owi ng anal ogi es usef ul

o0 The two XM. streans are |ike two "docunents" (matching the
"docunment” production from[XM]) that are built up through the
accunul ation of XM. stanzas.

0 The root <stream > element is |like the "document entity" for each
"docunment" (as described in Section 4.8 of [XWM]).

o0 The XML stanzas sent over the streans are like "fragnments" of the
"docunents" (as described in [ XM.- FRAG).

Sai nt - Andr e St andards Track [ Page 22]



RFC 6120 XMPP Cor e March 2011
However, these descriptions are nerely anal ogi es, because XMPP does
not deal in docunments and fragments but in streans and stanzas.

The remai nder of this section defines the followi ng aspects of XM
streanms (along with related topics):

0 How to open a stream (Section 4.2)
0 The stream negotiation process (Section 4.3)
0 Howto close a stream (Section 4.4)
0 The directionality of XML streans (Section 4.5)
0 How to handle peers that are silent (Section 4.6)
o The XML attributes of a stream (Section 4.7)
0 The XM nanespaces of a stream (Section 4.8)
o FError handling related to XM streans (Section 4.9)
4.2. Opening a Stream
After connecting to the appropriate | P address and port of the
receiving entity, the initiating entity opens a streamby sending a
stream header (the "initial streamheader"”) to the receiving entity.
I: <?xm version="1.0"?>
<stream stream
from="juliet@m exanpl e. com
to="im exanpl e. com
version="1.0
xm 1 ang="en’
xm ns="j abber:client’
xm ns: strean http://etherx.jabber.org/streans’ >

The receiving entity then replies by sending a stream header of its
own (the "response stream header") to the initiating entity.
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R <?xm version="1.0" ?>
<stream stream

from=" i m exanpl e. comi
i d=" ++TR84Sn6A3hnt 3Q065SNAbbk3Y=
to="juliet@m exanpl e. coni
version="1.0
xm ;1 ang='en
xm ns='j abber:client’
xm ns: streane’ http://etherx.jabber.org/streans’ >

The entities can then proceed with the renai nder of the stream
negoti ati on process.

4.3. Stream Negotiation
4.3.1. Basic Concepts

Because the receiving entity for a streamacts as a gatekeeper to the
domains it services, it inposes certain conditions for connecting as
a client or as a peer server. At a mnimum the initiating entity
needs to authenticate with the receiving entity before it is allowed
to send stanzas to the receiving entity (for client-to-server streans
this means using SASL as descri bed under Section 6). However, the
receiving entity can consider conditions other than authentication to
be nmandat ory-to-negotiate, such as encryption using TLS as descri bed
under Section 5. The receiving entity inforns the initiating entity
about such conditions by comrunicating "stream features": the set of
particul ar protocol interactions that the initiating entity needs to
compl ete before the receiving entity will accept XM. stanzas fromthe
initiating entity, as well as any protocol interactions that are

vol untary-to-negotiate but that mght inprove the handling of an XM
stream (e.g., establishment of application-layer conpression as
described in [ XEP-0138]).

The existence of conditions for connecting inplies that streans need
to be negotiated. The order of layers (TCP, then TLS, then SASL,
then XWMPP as described under Section 13.3) inplies that stream
negotiation is a nulti-stage process. Further structure is inposed
by two factors: (1) a given streamfeature mght be offered only to
certain entities or only after certain other features have been
negotiated (e.g., resource binding is offered only after SASL

aut hentication), and (2) streamfeatures can be either mandatory-to-
negotiate or voluntary-to-negotiate. Finally, for security reasons
the parties to a streamneed to discard know edge that they gai ned
during the negotiation process after successfully conpleting the
protocol interactions defined for certain features (e.g., TLS in al
cases and SASL in the case when a security layer mght be
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established, as defined in the specification for the rel evant SASL
nmechanisn). This is done by flushing the old stream context and
exchangi ng new stream headers over the existing TCP connection

4, 3. 2. St ream Feat ures For mat

If the initiating entity includes in the initial stream header the
"version' attribute set to a value of at least "1.0" (see

Section 4.7.5), after sending the response stream header the
receiving entity MIST send a <features/> child element (typically
prefixed by the stream nanespace prefix as descri bed under

Section 4.8.5) to the initiating entity in order to announce any
conditions for continuation of the stream negotiation process. Each
condition takes the formof a child element of the <features/>

el ement, qualified by a nanespace that is different fromthe stream
namespace and the content namespace. The <features/> elenent can
contain one child, contain nultiple children, or be enpty.

| mpl enentati on Note: The order of child elenents contained in any
given <features/> elenment is not significant.

If a particular streamfeature is or can be nmandatory-to-negoti ate,
the definition of that feature needs to do one of the follow ng:

1. Declare that the feature is always nandatory-to-negotiate (e.qg.
this is true of resource binding for XMPP clients); or

2. Specify a way for the receiving entity to flag the feature as
mandat ory-to-negotiate for this interaction (e.g., for STARTTLS
this is done by including an enpty <required/ > elenent in the
advertisenent for that streamfeature, but that is not a generic
format for all streamfeatures); it is RECOMVENDED t hat stream
feature definitions for new mandatory-to-negotiate features do so
by including an enpty <required/> elenent as is done for
STARTTLS

I nformati onal Note: Because there is no generic format for
indicating that a feature is nmandatory-to-negotiate, it is
possible that a feature that is not understood by the initiating
entity might be considered mandatory-to-negotiate by the receiving
entity, resulting in failure of the stream negoti ati on process.

Al t hough such an out cone woul d be undesirabl e, the working group
deenmed it rare enough that a generic format was not needed.

For security reasons, certain streamfeatures necessitate the
initiating entity to send a new initial stream header upon successfu
negoti ation of the feature (e.g., TLS in all cases and SASL in the
case when a security layer mght be established). |If this is true of
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a given streamfeature, the definition of that feature needs to
specify that a streamrestart is expected after negotiation of the
feature.

A <features/> element that contains at |east one nmandatory-to-
negotiate feature indicates that the stream negotiation is not
conmplete and that the initiating entity MJST negotiate further
features

R <stream features>
<starttls xm ns="urn:ietf:parans: xm :ns: xmpp-tls’>
<required/ >
</starttls>
</ stream f eat ures>

A <features/> el ement MAY contain nore than one nandatory-to-
negotiate feature. This neans that the initiating entity can choose
anong the mandatory-to-negotiate features at this stage of the stream
negoti ati on process. As an exanple, perhaps a future technology wll
performroughly the same function as TLS, so the receiving entity

nm ght advertise support for both TLS and the future technol ogy at the
same stage of the stream negotiation process. However, this applies
only at a given stage of the stream negotiati on process and does not
apply to features that are mandatory-to-negotiate at different stages
(e.g., the receiving entity would not advertise both STARTTLS and
SASL as mandatory-to-negotiate, or both SASL and resource binding as
mandat ory-t o- negoti ate, because TLS would need to be negoti at ed

bef ore SASL and because SASL woul d need to be negoti ated before
resource binding).

A <features/> el enent that contains both nandatory-to-negotiate and
vol untary-to-negotiate features indicates that the negotiation is not
conplete but that the initiating entity MAY conplete the voluntary-
to-negotiate feature(s) before it attenpts to negotiate the

mandat ory-to-negoti ate feature(s).

R <stream features>
<bi nd xm ns="urn:ietf:parans: xm :ns: xnmpp-bind />
<conpression xm ns="http://jabber. org/features/conpress’ >
<net hod>zl i b</ net hod>
<net hod>| zw</ et hod>
</ conpr essi on>
</ stream f eatures>

A <features/> el enent that contains only voluntary-to-negotiate
features indicates that the stream negotiation is conplete and that
the initiating entity is cleared to send XM. stanzas, but that the
initiating entity MAY negotiate further features if desired.
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R <stream feat ures>
<conpression xm ns="http://jabber.org/features/conpress’ >
<net hod>zl i b</ net hod>
<net hod>| zw</ et hod>
</ conpr essi on>
</ stream f eat ures>

An empty <features/> elenent indicates that the stream negotiation is
complete and that the initiating entity is cleared to send XM
st anzas.

R <stream features/>
4. 3. 3. Restarts

On successful negotiation of a feature that necessitates a stream
restart, both parties MJIST consider the previous streamto be

repl aced but MJUST NOT send a closing </streankt tag and MJST NOT
term nate the underlying TCP connection; instead, the parties MJST
reuse the existing connection, which night be in a new state (e.g.
encrypted as a result of TLS negotiation). The initiating entity
then MUST send a new initial stream header, which SHOULD be preceded
by an XML decl aration as described under Section 11.5. \When the
receiving entity receives the newinitial stream header, it MJST
generate a new stream | D (instead of reusing the old stream | D)

bef ore sending a new response stream header (which SHOULD be preceded
by an XM. decl aration as described under Section 11.5).

4.3.4. Resending Features

The receiving entity MJST send an updated |list of streamfeatures to
the initiating entity after a streamrestart. The list of updated
features MAY be enpty if there are no further features to be
advertised or MAY include any conbination of features.

4.3.5. Conpletion of Stream Negoti ation

The receiving entity indicates conpletion of the stream negotiation
process by sending to the initiating entity either an enpty
<features/> elenment or a <features/> elenent that contains only

vol untary-to-negotiate features. After doing so, the receiving
entity MAY send an enpty <features/> elenent (e.g., after negotiation
of such voluntary-to-negotiate features) but MJUST NOT send additiona
stream features to the initiating entity (if the receiving entity has
new features to offer, preferably linited to mandatory-to-negotiate
or security-critical features, it can sinply close the streamwith a
<reset/> streamerror (Section 4.9.3.16) and then advertise the new
features when the initiating entity reconnects, preferably closing
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existing streans in a staggered way so that not all of the initiating
entities reconnect at once). Once streamnegotiation is conplete,
the initiating entity is cleared to send XM. stanzas over the stream
for as long as the streamis naintained by both parties.

I nformational Note: Resource binding as specified under Section 7
is an historical exception to the foregoing rule, since it is
mandat ory-to-negotiate for clients but uses XML stanzas for
negoti ati on purposes.

The initiating entity MUST NOT attenpt to send XM stanzas

(Section 8) to entities other than itself (i.e., the client’s
connected resource or any other authenticated resource of the
client’s account) or the server to which it is connected until stream
negoti ati on has been conpleted. Even if the initiating entity does
attenpt to do so, the receiving entity MJST NOT accept such stanzas
and MUST cl ose the streamw th a <not-authorized/ > stream error
(Section 4.9.3.12). This rule applies to XM. stanzas only (i.e.
<nessage/ >, <presence/>, and <ig/> elenents qualified by the content
namespace) and not to XM. el ements used for stream negotiation (e.g.
el ements used to conplete TLS negotiation (Section 5) or SASL
negoti ati on (Section 6)).

4,3.6. Determ nation of Addresses

After the parties to an XM. stream have conpl eted the appropriate
aspects of stream negotiation, the receiving entity for a stream MJST
determine the initiating entity’'s JID

For client-to-server comuni cation, both SASL negotiation (Section 6)
and resource binding (Section 7) MJST be conpl eted before the server
can determine the client’s address. The client’s bare JID

(<l ocal part @omai npart>) MJST be the authorization identity (as
defined by [SASL]), either (1) as directly comruni cated by the client
during SASL negotiation (Section 6) or (2) as derived by the server
fromthe authentication identity if no authorization identity was
specified during SASL negotiation. The resourcepart of the full JID
(<l ocal part @omai npart/resourcepart>) MJST be the resource negotiated
by the client and server during resource binding (Section 7). A
client MJUST NOT attenpt to guess at its JID but instead MIST consi der
its JIDto be whatever the server returns to it during resource

bi nding. The server MJST ensure that the resulting JID (including

| ocal part, donminpart, resourcepart, and separator characters)
conforns to the canonical format for XMPP addresses defined in

[ XMPP- ADDR] ; to neet this restriction, the server MAY replace the JID
sent by the client with the canonicalized JID as deternined by the
server and comunicate that JID to the client during resource

bi ndi ng.
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For server-to-server comuni cation, the initiating server’s bare JID
(<domai npart>) MJST be the authorization identity (as defined by

[ SASL]), either (1) as directly communicated by the initiating server
during SASL negotiation (Section 6) or (2) as derived by the

recei ving server fromthe authentication identity if no authorization
identity was specified during SASL negotiation. 1In the absence of
SASL negotiation, the receiving server MAY consider the authorization
identity to be an identity negotiated within the rel evant
verification protocol (e.g., the 'from attribute of the <result/>

el ement in Server Dial back [ XEP-0220]).

Security Warning: Because it is possible for a third party to
tanper with information that is sent over the stream before a
security layer such as TLS is successfully negotiated, it is

advi sable for the receiving server to treat any such unprotected
information with caution; this applies especially to the 'from
and 'to’ addresses on the first initial stream header sent by the
initiating entity.

4.3.7. Flow Chart
We sumari ze the foregoing rules in the foll owi ng non-normative fl ow

chart for the stream negotiation process, presented fromthe
perspective of the initiating entity.
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Figure 3: Stream Negotiation Flow Chart
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4.4, Cosing a Stream

An XM stream fromone entity to another can be closed at any tine,
ei ther because a specific streamerror (Section 4.9) has occurred or
in the absence of an error (e.g., when a client sinply ends its
session).

A streamis closed by sending a closing </streanr tag.
E: </stream streanp

If the parties are using either two streans over a single TCP
connection or two streans over two TCP connections, the entity that
sends the closing streamtag MJST behave as foll ows:

1. Wit for the other party to also close its outbound stream before
term nating the underlying TCP connection(s); this gives the
other party an opportunity to finish transmtting any out bound
data to the closing entity before the ternination of the TCP
connection(s).

2. Refrain fromsending any further data over its outbound streamto
the other entity, but continue to process data received fromthe
other entity (and, if necessary, process such data).

3. Consider both streanms to be void if the other party does not send
its closing streamtag within a reasonabl e anount of tinme (where
the definition of "reasonable” is a matter of inplenentation or
depl oynent) .

4., After receiving a reciprocal closing streamtag fromthe other
party or waiting a reasonable anpbunt of time with no response,
term nate the underlying TCP connection(s).

Security Warning: In accordance with Section 7.2.1 of [TLS], to
hel p prevent a truncation attack the party that is closing the
stream MUST send a TLS close_notify alert and MJST receive a
responding close_notify alert fromthe other party before

term nating the underlying TCP connection(s).

If the parties are using nmultiple streans over nultiple TCP

connections, there is no defined pairing of streans and therefore the
behavior is a matter for inplenentation.
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4.5. Directionality

An XML streamis always unidirectional, by which is neant that XM
stanzas can be sent in only one direction over the stream (either
fromthe initiating entity to the receiving entity or fromthe
receiving entity to the initiating entity).

Dependi ng on the type of session that has been negotiated and the
nature of the entities involved, the entities m ght use:

o Two streans over a single TCP connection, where the security
context negotiated for the first streamis applied to the second
stream This is typical for client-to-server sessions, and a
server MUST allow a client to use the sanme TCP connection for both
streans.

o Two streans over two TCP connections, where each streamis
separately secured. |In this approach, one TCP connection is used
for the streamin which stanzas are sent fromthe initiating
entity to the receiving entity, and the other TCP connection is
used for the streamin which stanzas are sent fromthe receiving
entity to the initiating entity. This is typical for server-to-
server sessions.

o Miltiple streans over two or nore TCP connections, where each
streamis separately secured. This approach is sonetines used for
server-to-server comuni cati on between two | arge XMPP service
provi ders; however, this can make it difficult to maintain
coherence of data received over nmultiple streans in situations
descri bed under Section 10.1, which is why a server MAY cl ose the
streamwith a <conflict/> streamerror (Section 4.9.3.3) if a
renote server attenpts to negotiate nore than one stream (as
descri bed under Section 4.9.3.3).

This concept of directionality applies only to stanzas and explicitly
does not apply to first-level children of the streamroot that are
used to bootstrap or manage the stream (e.g., first-level elenents
used for TLS negotiation, SASL negotiation, Server Dial back

[ XEP-0220], and Stream Managenent [ XEP-0198]).

The foregoing considerations inply that while conpleting STARTTLS
negoti ati on (Section 5) and SASL negotiation (Section 6) two servers
woul d use one TCP connection, but after the stream negotiation
process is done that original TCP connection would be used only for
the initiating server to send XML stanzas to the receiving server

In order for the receiving server to send XM. stanzas to the
initiating server, the receiving server would need to reverse the
rol es and negotiate an XML stream fromthe receiving server to the
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initiating server over a separate TCP connection. This separate TCP
connection is then secured using a new round of TLS and/or SASL
negoti ati on.

| mpl enentati on Note: For historical reasons, a server-to-server
session always uses two TCP connections. While that approach
remai ns the standard behavi or described in this docunent,

ext ensi ons such as [ XEP-0288] enable servers to negotiate the use
of a single TCP connection for bidirectional stanza exchange.

I nformati onal Note: Although XMPP devel opers sonetinmes apply the
terns "unidirectional” and "bidirectional” to the underlying TCP
connection (e.g., calling the TCP connection for a client-to-
server session "bidirectional" and the TCP connection for a
server-to-server session "unidirectional"), strictly speaking a
streamis always unidirectional (because the initiating entity and
receiving entity always have a mnimumof two streans, one in each
direction) and a TCP connection is always bidirectional (because
TCP traffic can be sent in both directions). Directionality
applies to the application-layer traffic sent over the TCP
connection, not to the transport-layer traffic sent over the TCP
connection itself.

4.6. Handling of Silent Peers

When an entity that is a party to a stream has not recei ved any XMPP
traffic fromits stream peer for sonme period of tine, the peer night
appear to be silent. There are several reasons why this mght
happen:

1. The underlying TCP connection is dead.

2. The XML streamis broken despite the fact that the underlying TCP
connection is alive.

3. The peer is idle and sinply has not sent any XMPP traffic over
its XML streamto the entity.

These three conditions are best handl ed separately, as described in
the follow ng sections.

| npl enent ati on Note: For the purpose of handling silent peers, we
treat a two unidirectional TCP connections as conceptually
equivalent to a single bidirectional TCP connection (see

Section 4.5); however, inplenenters need to be aware that, in the
case of two unidirectional TCP connections, responses to traffic
at the XMPP application layer will conme back fromthe peer on the
second TCP connection. |In addition, the use of nultiple streans
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4.6.

4.6.

4.6.

Sai

in each direction (which is a sonewhat frequent depl oynent choice
for server-to-server connectivity anong | arge XMPP service

provi ders) further conplicates application-level checking of XWMPP
streams and their underlying TCP connections, because there is no
necessary correl ation between any given initial stream and any

gi ven response stream

1. Dead Connection

If the underlying TCP connection is dead, stream|evel checks (e.qg.
[ XEP-0199] and [ XEP-0198]) are ineffective. Therefore, it is
unnecessary to close the streamwith or without an error, and it is
appropriate instead to sinply terninate the TCP connecti on.

One comon net hod for checking the TCP connection is to send a space
character (UW+0020) between XM. stanzas, which is allowed for XM
streanms as described under Section 11.7; the sending of such a space
character is properly called a "whitespace keepalive" (the term

"whi tespace ping" is often used, despite the fact that it is not a
pi ng since no "pong" is possible). However, this is not allowed
during TLS negotiation or SASL negotiation, as described under
Section 5.3.3 and Section 6.3.5.

2. Broken Stream

Even if the underlying TCP connection is alive, the peer night never
respond to XMPP traffic that the entity sends, whether normal stanzas
or specialized streamchecking traffic such as the application-Ieve
pi ngs defined in [ XEP-0199] or the nore conprehensive Stream
Managenment protocol defined in [ XEP-0198]. |In this case, it is
appropriate for the entity to close a broken streamwith a
<connection-tineout/> streamerror (Section 4.9.3.4).

3. I dl e Peer

Even if the underlying TCP connection is alive and the streamis not
broken, the peer m ght have sent no stanzas for a certain period of

time. In this case, the peer itself MAY close the stream (as
descri bed under Section 4.4) rather than | eaving an unused stream
open. |If the idle peer does not close the stream the other party

MAY either close the stream using the handshake descri bed under
Section 4.4 or close the streamwith a streamerror (e.g., <resource-
constraint/> (Section 4.9.3.17) if the entity has reached a linit on
t he nunber of open TCP connections or <policy-violation/>

(Section 4.9.3.14) if the connection has exceeded a | ocal timeout
policy). However, consistent with the order of l|layers (specified
under Section 13.3), the other party is advised to verify that the
underlying TCP connection is alive and the streamis unbroken (as
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descri bed above) before concluding that the peer is idle.
Furthernmore, it is preferable to be liberal in accepting idle peers,
si nce experience has shown that doing so inproves the reliability of
communi cati on over XMPP networks and that it is typically nore
efficient to maintain a stream between two servers than to
aggressively time out such a stream

4.6.4. Use of Checking Methods

4,

4.

7.

7.

| mpl enenters are advised to support whichever stream checking and
connecti on- checki ng nmet hods they deem appropriate, but to carefully
wei gh the network inpact of such nmethods against the benefits of

di scovering broken streans and dead TCP connections in a tinely
manner. The length of tine between the use of any particular check
is very much a matter of |ocal service policy and depends strongly on
t he network environnent and usage scenarios of a given depl oynent and
connection type. At the tine of witing, it is RECOWENDED t hat any
such check be perfornmed not nore than once every 5 ninutes and that,

i deal 'y, such checks will be initiated by clients rather than
servers. Those who inpl enent XMPP software and depl oy XMPP services
are encouraged to seek additional advice regarding appropriate timing
of stream checki ng and connecti on-checki ng net hods, particularly when
power - const rai ned devices are being used (e.g., in nobile

envi ronnents) .

Stream Attri butes

The attributes of the root <streanf> elenent are defined in the
foll owi ng sections.

Security Warning: Until and unless the confidentiality and
integrity of the streamare protected via TLS as descri bed under
Section 5 or an equivalent security layer (such as the SASL GSSAP
mechani sm), the attributes provided in a stream header could be
tanpered with by an attacker.

| npl enentati on Note: The attributes of the root <stream > el enent
are not prepended by a nanespace prefix because, as explained in
[ XML- NAMES], "[d]efault namespace declarations do not apply
directly to attribute nanmes; the interpretation of unprefixed
attributes is determ ned by the el enent on which they appear.”

1. from

The "from attribute specifies an XMPP identity of the entity sending
the stream el enent.
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For initial stream headers in client-to-server conmmunication, the
"from attribute is the XMPP identity of the principal controlling
the client, i.e., a JID of the form <l ocal part @onai npart>. The
client mght not know the XMPP identity, e.g., because the XMPP
identity is assigned at a | evel other than the XMPP application |ayer
(as in the Generic Security Service Application ProgramInterface
[GSS-API]) or is derived by the server frominfornation provided by
the client (as in sonme deploynents of end-user certificates with the
SASL EXTERNAL nechanisn). Furthernore, if the client considers the
XMPP identity to be private information then it is advised not to
include a '"from attribute before the confidentiality and integrity
of the streamare protected via TLS or an equival ent security |ayer
However, if the client knows the XMPP identity then it SHOULD i ncl ude
the "from attribute after the confidentiality and integrity of the
stream are protected via TLS or an equival ent security |ayer

I: <?xm version="1.0"?>
<stream stream

from="juliet@m exanpl e. com
to="im exanpl e. coni
version="1.0
xm 1 ang="en’
xm ns="j abber:client’
xm ns: streanF http://etherx.jabber.org/streans’ >

For initial stream headers in server-to-server conmunication, the
"from attribute is one of the configured FQDNs of the server, i.e.
a JID of the form <domai npart>. The initiating server m ght have
nmore than one XMPP identity, e.g., in the case of a server that
provides virtual hosting, so it will need to choose an identity that
is associated with this output stream(e.g., based on the '"to
attribute of the stanza that triggered the stream negotiation
attenpt). Because a server is a "public entity" on the XMPP network,
it MUST include the "from attribute after the confidentiality and
integrity of the streamare protected via TLS or an equi val ent
security |ayer.

I: <?xm version="1.0"?>
<stream stream

from=" exanpl e. net’
to="i m exanpl e. com
version="1.0
xm ;1 ang='en
xm ns='j abber: server’
xm ns: streane http://etherx.jabber.org/streans’ >
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4.

7.

For response stream headers in both client-to-server and server-to-
server communi cation, the receiving entity MJST include the 'from
attribute and MIST set its value to one of the receiving entity’'s
FQDNs (whi ch MAY be an FQDN ot her than that specified in the "to
attribute of the initial stream header, as described under

Section 4.9.1.3 and Section 4.9.3.6).

R <?xm version="1.0" ?>
<stream stream

from=" i m exanpl e. conm
i d=" ++TR84Sn6A3hnt 3Q065SNAbbk3Y=
to="juliet@m exanpl e. com
version="1.0
xm :lang="en
xm ns="j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

Whether or not the 'fromi attribute is included, each entity MJST
verify the identity of the other entity before exchangi ng XM. stanzas
with it, as described under Section 13.5.

Interoperability Note: It is possible that inplenentations based
on [RFC3920] will not include the 'fronmi address on any stream
headers (even ones whose confidentiality and integrity are
protected); an entity SHOULD be liberal in accepting such stream
headers.

2. to

For initial stream headers in both client-to-server and server-to-
server communication, the initiating entity MJST include the 'to
attribute and MIST set its value to a domaminpart that the initiating
entity knows or expects the receiving entity to service. (The same
i nformati on can be provided in other ways, such as a Server Nane

I ndi cation during TLS negotiation as described in [TLS- EXT].)

I: <?xm version="1.0" ?>
<stream stream

from= juliet@m exanple.com
to="i m exanpl e. com
version="1.0
xm : 1 ang="en’
xm ns='j abber:client’
xm ns: streanm=’ http://etherx.jabber.org/streans’ >

For response stream headers in client-to-server conmunication, if the
client included a "froni attribute in the initial stream header then
the server MUST include a 'to’ attribute in the response stream
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header and MJST set its value to the bare JID specified in the 'from
attribute of the initial streamheader. |If the client did not
include a 'from attribute in the initial stream header then the
server MJUST NOT include a '"to’ attribute in the response stream
header.

R <?xm version="1.0" ?>
<stream stream

from=" i m exanpl e. comi
i d=" ++TR84Sn6A3hnt 3Q065SNnAbbk3Y=’
to="juliet@m exanpl e. com
version="1.0
xm ;1 ang="en’
xm ns='j abber:client’
xm ns: streane’ http://etherx.jabber.org/streans’ >

For response stream headers in server-to-server conmunication, the
receiving entity MIST include a '"to’ attribute in the response stream
header and MJST set its value to the donainpart specified in the
"from attribute of the initial stream header.

R <?xm version=1.0" ?>
<stream stream

from=" i m exanpl e. coni
i d=" g4qSvGvBxJ+xeAd7Kez OQIFFI w=’'
t o=" exanpl e. net’
version="1.0
xm 1 ang="en’
xm ns='j abber: server’
xm ns: strean http://etherx.jabber.org/streans’ >

Whether or not the 'to’ attribute is included, each entity MJST
verify the identity of the other entity before exchangi ng XM. stanzas
with it, as described under Section 13.5.

Interoperability Note: It is possible that inplenentations based
on [RFC3920] will not include the 'to’ address on stream headers;
an entity SHOULD be liberal in accepting such stream headers.

4.7.3. id
The 'id attribute specifies a unique identifier for the stream
called a "stream|ID'. The stream|D MJST be generated by the

receiving entity when it sends a response stream header and MJST BE
uni que within the receiving application (normally a server).
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Security Warning: The stream | D MJST be both unpredictable and
non-repeati ng because it can be security-critical when reused by
an aut hentication nechanisns, as is the case for Server D al back

[ XEP-0220] and the "XMPP 0.9" authentication mechani sm used before
RFC 3920 defined the use of SASL in XWMPP; for reconmendations
regardi ng randommess for security purposes, see [ RANDOM .

For initial streamheaders, the initiating entity MJST NOT incl ude
the 'id attribute; however, if the "id attribute is included, the
receiving entity MJST ignore it.

For response stream headers, the receiving entity MJST include the
"id attribute.

R <?xm version="1.0" ?>
<stream stream

fronm=" i m exanpl e. com
i d=" ++TR84Sn6A3hnt 3QV65SnAbbk3Y=
to="juliet@m exanpl e. com
version="1.0
xm : | ang="en’
xm ns='j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

Interoperability Note: In RFC 3920, the text regarding inclusion
of the 'id attribute was anbi guous, |eading sonme inplenentations
to leave the attribute off the response stream header

4.7.4. xm:lang

The "xml:lang’ attribute specifies an entity's preferred or default

| anguage for any human-readabl e XML character data to be sent over
the stream (an XML stanza can al so possess an 'xnl:lang’ attribute,
as discussed under Section 8.1.5). The syntax of this attribute is
defined in Section 2.12 of [XM]; in particular, the value of the
"xm:lang’ attribute MJUST conformto the NMIOKEN dat at ype (as defined
in Section 2.3 of [XM.]) and MJST conformto the | anguage identifier
format defined in [ LANGTAGS] .

For initial stream headers, the initiating entity SHOULD i ncl ude the
"xm :lang’ attribute.
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I: <?xm version="1.0" ?>
<stream stream

from= juliet@m exanpl e. com
to="i m exanpl e. com
version="1.0
xm : 1 ang="en’
xm ns='j abber:client’
xm ns: streanm=’ http://etherx.jabber.org/streans’ >

For response stream headers, the receiving entity MJST include the
"xm :lang’ attribute. The follow ng rules apply:

o If the initiating entity included an 'xm:lang attribute inits
initial stream header and the receiving entity supports that
| anguage in the human-readabl e XML character data that it
generates and sends to the initiating entity (e.g., in the <text/>
el ement for stream and stanza errors), the value of the ’xm:|ang
attribute MJUST be the identifier for the initiating entity’s
preferred | anguage (e.g., "de-CH').

o |If the receiving entity supports a | anguage that matches the
initiating entity’s preferred | anguage according to the "I ookup
schene"” specified in Section 3.4 of [LANGVATCH (e.g., "de"

i nstead of "de-CH'), then the value of the 'xm:lang’ attribute
SHOULD be the identifier for the nmatching | anguage.

o If the receiving entity does not support the initiating entity’'s
preferred | anguage or a matchi ng | anguage according to the | ookup
schene (or if the initiating entity did not include the ’xm:|ang
attribute inits initial stream header), then the value of the
"xm:lang’ attribute MJUST be the identifier for the default
| anguage of the receiving entity (e.g., "en").

R <?xm version="1.0" ?>
<stream stream

from=" i m exanpl e. coni
i d=" ++TR84SnB6A3hnt 3QV65SNAbbk3Y=
to="juliet@m exanpl e.comni
version="1.0’
xm 1 ang="en’
xm ns='j abber:client’
xm ns: streanF http://etherx.jabber.org/streans’ >

If the initiating entity included the 'xnl:lang attribute inits
initial stream header, the receiving entity SHOULD renmenber that
value as the default xm:lang for all stanzas sent by the initiating
entity over the current stream As described under Section 8.1.5,
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the initiating entity MAY include the 'xm:lang’ attribute in any XM
stanzas it sends over the stream |If the initiating entity does not
include the 'xm:lang attribute in any such stanza, the receiving
entity SHOULD add the 'xm :lang attribute to the stanza when routing
it to a renote server or delivering it to a connected client, where
the value of the attribute MIUST be the identifier for the | anguage
preferred by the initiating entity (even if the receiving entity does
not support that |anguage for human-readabl e XML character data it
generates and sends to the initiating entity, such as in stream or
stanza errors). |If the initiating entity includes the 'xnl:Ilang’
attribute in any such stanza, the receiving entity MJST NOT nodify or
delete it when routing it to a renote server or delivering it to a
connected client.

4.7.5. version

The inclusion of the version attribute set to a value of at |east
"1.0" signals support for the streamrelated protocols defined in
this specification, including TLS negotiation (Section 5), SASL
negoti ati on (Section 6), streamfeatures (Section 4.3.2), and stream
errors (Section 4.9).

The version of XMPP specified in this specificationis "1.0"; in
particular, XMPP 1.0 encapsul ates the streamrel ated protocols as
well as the basic semantics of the three defined XM. stanza types
(<nessage/ >, <presence/ >, and <ig/> as described under Sections
8.2.1, 8.2.2, and 8.2.3, respectively).

The nunbering schenme for XMPP versions is "<major>. <mnor>". The
maj or and ninor nunbers MJST be treated as separate integers and each
nunber MAY be increnented higher than a single digit. Thus, "XWP
2.4" would be a |lower version than "XMPP 2.13", which in turn would
be | ower than "XWPP 12.3". Leading zeros (e.g., "XMPP 6.01") MJST be
i gnored by recipients and MUST NOT be sent.

The maj or version nunber will be incremented only if the stream and
stanza formats or obligatory actions have changed so dramatically
that an ol der version entity would not be able to interoperate with a
newer version entity if it sinply ignored the elenments and attributes
it did not understand and took the actions defined in the ol der

speci fication.

The m nor version nunber will be incremented only if significant new
capabilities have been added to the core protocol (e.g., a newy
defined value of the "type attribute for message, presence, or 1Q
stanzas). The mnor version nunmber MJST be ignored by an entity with
a smaller mnor version nunber, but MAY be used for informationa
purposes by the entity with the larger ninor version nunber (e.g.
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the entity with the larger ninor version nunber would sinply note
that its correspondent would not be able to understand that val ue of
the "type' attribute and therefore would not send it).

The following rules apply to the generation and handling of the
"version' attribute within stream headers:

1. The initiating entity MJST set the value of the ’version
attribute in the initial stream header to the highest version
nunber it supports (e.g., if the highest version nunber it
supports is that defined in this specification, it MJST set the
value to "1.0").

2. The receiving entity MJST set the value of the ’version
attribute in the response stream header to either the val ue
supplied by the initiating entity or the highest version nunber
supported by the receiving entity, whichever is |lower. The
receiving entity MJST performa numeric conparison on the najor
and mi nor version nunbers, not a string match on
"<maj or >. <mi nor>",

3. If the version nunber included in the response stream header is
at | east one major version |ower than the version nunber included
in the initial stream header and newer version entities cannot
interoperate with older version entities as described, the
initiating entity SHOULD cl ose the streamw th an <unsupport ed-
version/ > streamerror (Section 4.9.3.25).

4. If either entity receives a stream header with no ’version
attribute, the entity MJST consider the version supported by the
other entity to be "0.9" and SHOULD NOT include a 'version
attribute in the response stream header.
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4.7.6. Sumary of Stream Attributes

The following table sunmarizes the attributes of the root <stream >

el enent.
Fomm e - o e e e e e e e e e e oo o e e e e e e e e oo +
| | initiating to receiving | receiving to initiating
Fome e oo o e e e ee e ee oo o e e e ee e +
to JI D of receiver JID of initiator
from JID of initiator JI D of receiver

xml : 1 ang default | anguage default | anguage

| | | |
| f |- | : velr |
| id | ignored | streamidentifier

| | | |
| | XMPP 1.0+ supported | XMPP 1.0+ supported

Figure 4: Stream Attributes
4. 8. XM Nanespaces

Readers are referred to the specification of XM. nanespaces

[ XML- NAMES] for a full understanding of the concepts used in this
section, especially the concept of a "default nanespace" as provided
in Section 3 and Section 6.2 of that specification

4.8.1. Stream Nanespace

The root <stream > el enent ("stream header") MJST be qualified by the
nanespace 'http://etherx.jabber.org/streans’ (the "stream
nanespace"). If this rule is violated, the entity that receives the
of fendi ng stream header MJUST close the streamwith a streamerror

whi ch SHOULD be <invali d-nanespace/ > (Section 4.9.3.10), although
sone existing inplenentations send <bad-format/> (Section 4.9.3.1)

i nst ead.

4.8.2. Content Nanmespace

An entity MAY declare a "content nanespace" as the default nanespace
for data sent over the stream (i.e., data other than elenments
qualified by the stream nanespace). |If so, (1) the content namespace
MUST be other than the stream nanmespace, and (2) the content
nanespace MJST be the same for the initial streamand the response
stream so that both streans are qualified consistently. The content
nanespace applies to all first-level child elenents sent over the
streamunl ess explicitly qualified by another nanmespace (i.e., the
content namespace is the default nanespace).
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Alternatively (i.e., instead of declaring the content nanespace as
the default nanmespace), an entity MAY explicitly qualify the
namespace for each first-level child elenment of the stream using so-
called "prefix-free canonicalization". These two styles are shown in
the foll owi ng exanpl es.

When a content nanmespace is declared as the default nanespace, in
rough outline a streamwi |l | ook sonething Iike the follow ng.

<stream stream
fron= juliet@m exanpl e. com
to="i m exanpl e. con
version="1.0
xm :lang="en
xm ns="j abber:client’
xm ns: strean¥’ http://etherx.jabber.org/streans’ >
<message>
<body>f oo</ body>
</ message>
</ stream streanr

When a content namespace is not declared as the default nanespace and
so-called "prefix-free canonicalization" is used instead, in rough
outline a streamwi |l | ook sonmething like the foll ow ng.

<stream
from= juliet@m exanpl e. com
to="i m exanpl e. com
version="1.0
xm : 1 ang="en’
xm ns=" http://etherx.jabber.org/streans’ >
<message xnml ns='jabber:client’ >
<body>f oo</ body>
</ message>
</ streanp

Traditionally, nost XMPP inplenmentations have used the content-
nanespace- as- def aul t - nanespace style rather than the prefix-free
canoni cal i zation style for stream headers; however, both styles are
acceptabl e since they are semantically equival ent.

4.8.3. XWPP Content Nanmespaces

XMPP as defined in this specification uses two content nanespaces
"jabber:client’ and 'jabber:server’. These nanespaces are nearly
identical but are used in different contexts (client-to-server
communi cation for ’'jabber:client’ and server-to-server comunication
for 'jabber:server’). The only difference between the two is that
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the "to’ and 'from attributes are OPTIONAL on stanzas sent over XM
streans qualified by the 'jabber:client’ nanespace, whereas they are
REQUI RED on stanzas sent over XM streans qualified by the 'jabber
server’ namespace. Support for these content nanespaces inplies
support for the common attributes (Section 8.1) and basic semantics
(Section 8.2) of all three core stanza types (nessage, presence, and

1Q).

An i nmpl enentati on MAY support content nanespaces other than ’jabber
client’ or ’'jabber:server’. However, because such nanespaces woul d
define applications other than XMPP, they are to be defined in
separate specifications.

An inplementation MAY refuse to support any other content nanespaces
as default nanmespaces. |If an entity receives a first-level child

el ement qualified by a content nanmespace it does not support, it MJST
close the streamw th an <invalid-namespace/> stream error

(Section 4.9.3.10).

dient inplenentati ons MJST support the 'jabber:client’ content
nanespace as a default nanespace. The 'jabber:server’ content
nanespace is out of scope for an XMPP client, and a client MJST NOT
send stanzas qualified by the 'jabber:server’ nanespace.

Server inpl enentati ons MJUST support as default content namespaces
both the 'jabber:client’ namespace (when the streamis used for
conmuni cati on between a client and a server) and the ’'jabber:server’
nanespace (when the streamis used for conmunication between two
servers). \When comunicating with a connected client, a server MJST
NOT send stanzas qualified by the 'jabber:server’ nanespace; when
communi cating with a peer server, a server MJUST NOT send stanzas
qualified by the ’jabber:client’ nanespace.

| mpl enent ati on Note: Because a client sends stanzas over a stream
whose content nanmespace is 'jabber:client’, if a server routes to
a peer server a stanza it has received froma connected client
then it needs to "re-scope" the stanza so that its content
namespace is 'jabber:server’. Simlarly, if a server delivers to
a connected client a stanza it has received froma peer server
then it needs to "re-scope" the stanza so that its content
nanespace is 'jabber:client’. This rule applies to XML stanzas as
defined under Section 4.1 (i.e., a first-level <nessage/>,
<presence/ >, or <ig/> elenent qualified by the 'jabber:client’ or
' j abber:server’ nanespace), and by nanmespace inheritance to all
child elenents of a stanza. However, the rule does not apply to
el ements qualified by namespaces other than 'jabber:client’ and

" jabber:server’ nor to any children of such elenents (e.g., a
<nessage/ > el enent contained within an extension el enent
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4.

(Section 8.4) for reporting purposes). Although it is not
forbidden for an entity to generate stanzas in which an extension
el ement contains a child elenment qualified by the 'jabber:client’
or ’'jabber:server’ nanmespace, existing inplenmentations handl e such
stanzas inconsistently; therefore, inplenenters are advised to
weigh the likely lack of interoperability against the possible
utility of such stanzas. Finally, servers are advised to apply
stanza re-scoping to other stream connection nethods and

al ternative XMPP connection nethods, such as those specified in

[ XEP- 0124], [ XEP-0206], [XEP-0114], and [ XEP-0225].

8.4. (O her Nanespaces

Either party to a stream MAY send data qualified by namespaces ot her
than the content nanespace and the stream nanespace. For exanpl e,
this is how data related to TLS negoti ati on and SASL negoti ation are
exchanged, as well as XMPP extensions such as Stream Managenent

[ XEP-0198] and Server Dial back [ XEP-0220].

Interoperability Note: For historical reasons, sone server

i mpl enent ati ons expect a declaration of the 'jabber:server

di al back’ nanespace on server-to-server streams, as explained in
[ XEP- 0220] .

However, an XMPP server MJST NOT route or deliver data received over
an input streamif that data is (a) qualified by another nanespace
and (b) addressed to an entity other than the server, unless the
other party to the output stream over which the server would send the
data has explicitly negotiated or advertised support for receiving
arbitrary data fromthe server. This rule is included because XMPP
is designed for the exchange of XM. stanzas (not arbitrary XM. data),
and because allowing an entity to send arbitrary data to other
entities could significantly increase the potential for exchanging
mal i cious information. As an exanple of this rule, the server
hosting the exanpl e. net domain would not route the follow ng first-

| evel XM el enent from <roneo@xanpl e. net> to <juliet@xanpl e.conv:

<nsl:foo xm ns:nsl="http://exanpl e.org/nsl
from=" roneo@xanpl e. net/resourcel
to="juliet@xanpl e.com >
<nsl: bar/>
</ ns1: foo>

This rule also applies to first-level elenents that |ook |ike stanzas
but that are inproperly nanespaced and therefore really are not
stanzas at all (see also Section 4.8.5), for exanple:
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<ns2: nessage xm ns:ns2="http://exanpl e.org/ ns2
from=" roneo@xanpl e. net/resourcel’
to="juliet@xanple.con >
<body>hi </ body>
</ ns2: nessage>

Upon receiving arbitrary first-level XM el enents over an input
stream a server MJST either ignore the data or close the streamwth
a streamerror, which SHOULD be <unsupported-stanza-type/>

(Section 4.9.3.24).

4.8.5. Nanespace Decl arations and Prefixes

Because the content namespace is other than the stream nanespace, if
a content nanespace is declared as the default namespace then the
followi ng statenments are true:

1. The stream header needs to contain a namespace decl aration for
both the content nanespace and the stream nanespace.

2. The stream nanespace decl aration needs to include a nanmespace
prefix for the stream nanespace.

Interoperability Note: For historical reasons, an inplenentation
MAY accept only the prefix "streami for the stream nanespace
(resulting in prefixed nanmes such as <stream streanr and <stream
features>); this specification retains that all owance from

[ RFC3920] for the purpose of backward conpatibility.

I mpl enent ati ons are advi sed that using a prefix other than
"streami for the stream nanmespace might result in interoperability
problens. |If an entity receives a stream header with a stream
nanespace prefix it does not accept, it MJIST close the streamwi th
a streamerror, which SHOULD be <bad- nanespace- prefix/>

(Section 4.9.3.2), although sonme existing inplenentations send
<bad-format/> (Section 4.9.3.1) instead.

An i npl enentati on MUST NOT generate nanespace prefixes for elenments
qualified by the content nanespace (i.e., the default nanespace for
data sent over the stream) if the content nanmespace is 'jabber
client’ or ’'jabber:server’. For exanple, the following is illegal

<stream stream
from="juliet@m exanpl e. com
to="im exanpl e. coni
version="1.0
xm 1 ang="en’
xm ns="j abber:client’
xm ns: streanF http://etherx.jabber.org/streans’ >
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<f oo: nessage xm ns: foo="jabber:client’>
<f 0o: body>f oo</ f 0o: body>
</ f oo: nessage>

An XMPP entity SHOULD NOT accept data that violates this rule (in
particular, an XMPP server MJST NOT route or deliver such data to
another entity without first correcting the error); instead it SHOULD
either ignore the data or close the streamwith a streamerror, which
SHOULD be <bad- nanmespace-prefix/> (Section 4.9.3.2).

Nanmespaces declared in a stream header MJST apply only to that stream
(e.g., the 'jabber:server:dial back’ nanespace used in Server D al back
[ XEP-0220]). In particular, because XM. stanzas intended for routing
or delivery over streans with other entities will |ose the nanmespace
context declared in the header of the streamin which those stanzas
ori gi nat ed, nanespaces for extended content w thin such stanzas MJST
NOT be declared in that stream header (see also Section 8.4). |If
either party to a stream decl ares such nanmespaces, the other party to
the stream SHOULD cl ose the streamwi th an <invalid-nanespace/ >
streamerror (Section 4.9.3.10). |In any case, an entity MJST ensure
that such namespaces are properly declared (according to this
section) when routing or delivering stanzas froman input streamto
an out put stream

4.9. StreamErrors
The root stream el ement MAY contain an <error/> child elenent that is
qualified by the stream nanespace. The error child SHALL be sent by
a conpliant entity if it perceives that a streamlevel error has
occurred.

4.9.1. Rules
The following rules apply to streamlevel errors.

4.9.1.1. StreamErrors Are Unrecoverable
Stream | evel errors are unrecoverable. Therefore, if an error occurs
at the level of the stream the entity that detects the error MJST
send an <error/> elenment with an appropriate child el ement specifying

the error condition and then i medi ately cl ose the stream as
descri bed under Section 4. 4.
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C. <nessage><body>No cl osi ng tag! </ nessage>

S: <streanm error>
<not -wel | -f or ned
xm ns="urn:ietf:parans: xnm : ns: xnpp-streans’ />
</ stream error>
</ stream streanr

The entity that receives the streamerror then SHALL close the stream
as expl ai ned under Section 4. 4.

C. </stream streanp
4.9.1.2. Stream Errors Can Cccur During Setup

If the error is triggered by the initial stream header, the receiving
entity MIUST still send the opening <streanr tag, include the <error/>
el ement as a child of the streamel enent, and send the closing
</strean> tag (preferably in the sane TCP packet).

C. <?xml version="1.0" ?>
<stream stream

fron= juliet@m exanpl e. com
to="i m exanpl e. con
version="1.0
xm : | ang="en’
xm ns="j abber:client’
xm ns: strean¥’ http://w ong. nanespace. exanpl e. org/’ >

S: <?xml version="1.0"?>

<stream stream

from=" i m exanpl e. coni

i d=" ++TR84SnB6A3hnt 3QV65SnAbbk3Y=’

to="juliet@m exanpl e. com

version="1.0

xm : 1 ang="en’

xm ns='j abber:client’

xm ns: streanm=’ http://etherx.jabber.org/streans’ >
<streamerror>

<i nval i d- namespace
xm ns="urn:ietf:parans: xnm : ns: xnpp-streans’ />

</ stream error>
</ stream streanr
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4.9.1.3. Stream Errors Wen the Host |Is Unspecified or Unknown

If the initiating entity provides no 'to’ attribute or provides an
unknown host in the 'to’ attribute and the error occurs during stream
setup, the value of the "from attribute returned by the receiving
entity in the stream header sent before closing the stream MUST be
either an authoritative FQDN for the receiving entity or the enpty
string.

C <?xm version="1.0" ?>
<stream stream

from=" juliet@m exanpl e. com
t o=" unknown. host . exanpl e. con
version="1.0
xm : | ang="en’
xm ns='j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

S: <?xml version="1.0" ?>
<stream stream
from=" i m exanpl e. coni
i d=" ++TR84Sn6A3hnt 3Q065SNAbbk3Y=
to="juliet@m exanpl e. coni
version="1.0
xm ;1 ang='en
xm ns="j abber:client’
xm ns: streane http://etherx.jabber.org/streans’ >
<stream error>
<host - unknown
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
</ stream error>
</ stream streanr

4.9.1.4. \VWere Stream Errors Are Sent

When two TCP connections are used between the initiating entity and
the receiving entity (one in each direction) rather than using a
single bidirectional connection, the follow ng rules apply:

0 Streamlevel errors related to the initial streamare returned by
the receiving entity on the response streamvia the same TCP
connecti on.

0 Stanza errors triggered by outbound stanzas sent fromthe
initiating entity over the initial streamvia the sanme TCP
connection are returned by the receiving entity on the response
streamvia the other ("return") TCP connection, since they are
i nbound stanzas fromthe perspective of the initiating entity.
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4.9.2. Syntax

The syntax for streamerrors is as follows, where XM. data shown
within the square brackets '"[' and ']’ is OPTI ONAL.

<stream error>
<defined-condition xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
[<text xm ns="urn:ietf:parans: xm :ns: xmpp-streans’
xm : |l ang="1 angcode’ >
OPTI ONAL descriptive text
</t ext>]
[ OPTI ONAL application-specific condition el enent]
</ stream error>

The "defined-condition" MJST correspond to one of the streamerror
conditions defined under Section 4.9.3. However, because additiona
error conditions might be defined in the future, if an entity
receives a streamerror condition that it does not understand then it
MUST treat the unknown condition as equival ent to <undefi ned-
condition/> (Section 4.9.3.21). |If the designers of an XMPP protoco
extension or the devel opers of an XWPP inpl ementati on need to
communi cate a streamerror condition that is not defined in this
specification, they can do so by defining an application-specific
error condition elenent qualified by an application-specific
namespace

The <error/> el enent:

0 MJIST contain a child elenent corresponding to one of the defined
streamerror conditions (Section 4.9.3); this el enment MJUST be
qualified by the "urn:ietf:parans: xn : ns: xnpp-streans’ nanespace.

o MAY contain a <text/> child elenment containing XM. character data
that describes the error in nore detail; this elenment MJST be
qualified by the "urn:ietf:paranms: xm : ns: xnpp-streans’ namespace
and SHOULD possess an 'xm:lang attribute specifying the natura
| anguage of the XM. character data.

o MAY contain a child elenent for an application-specific error
condition; this elenent MJST be qualified by an application-
defined namespace, and its structure is defined by that namespace
(see Section 4.9.4).

The <text/> elenment is OPTIONAL. |If included, it MJST be used only
to provide descriptive or diagnostic information that supplenments the
meani ng of a defined condition or application-specific condition. It
MUST NOT be interpreted programmtically by an application. It MJST
NOT be used as the error nessage presented to a human user, but NMNAY
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be shown in addition to the error nessage associated with the defined
condition element (and, optionally, the application-specific
condition el enment).

4.9.3. Defined Stream Error Conditions

The following stream|evel error conditions are defined.
4.9.3.1. Dbad-fornat

The entity has sent XM that cannot be processed.

(In the followi ng exanple, the client sends an XMPP nessage that is
not well-formed XM., which alternatively mght trigger a <not-well -
formed/ > streamerror (Section 4.9.3.13).)

C. <nessage>
<body>No cl osi ng tag!
</ message>

S. <strean error>
<bad- f or mat
xm ns="urn:ietf:parans: xnm : ns: xnpp-streans’ />
</ stream error>
</ stream streanr

This error can be used instead of the nore specific XM.-rel ated
errors, such as <bad-namespace-prefix/>, <invalid-xm /> <not-well-
fornmed/ >, <restricted-xm /> and <unsupported-encodi ng/>. However,
the nore specific errors are RECOMVENDED

4.9.3.2. Dbad-nanmespace-prefix

The entity has sent a nanespace prefix that is unsupported, or has
sent no namespace prefix on an el enment that needs such a prefix (see
Section 11.2).

(In the followi ng exanple, the client specifies a namespace prefix of
"foobar" for the XM. stream nanespace.)

C <?xm version="1.0" ?>
<f oobar: stream
from="juliet@m exanpl e. com
to="im exanpl e. coni
version="1.0
xm ns='j abber:client’
xm ns: f oobar="http://etherx.jabber.org/streans’ >
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S: <?xml version="1.0" ?>
<stream stream
from=" i m exanpl e. coni
i d=" ++TR84Sn6A3hnt 3Q065SNnAbbk3Y=’
to="juliet@m exanpl e. com
version="1.0
xm ;1 ang="en’
xm ns='j abber:client’
xm ns: streane’ http://etherx.jabber.org/streans’ >
<stream error>
<bad- nanmespace- prefi x
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
</ stream error>
</ stream streanr

4.9.3.3. conflict

The server either (1) is closing the existing streamfor this entity
because a new stream has been initiated that conflicts with the
existing stream or (2) is refusing a new streamfor this entity
because allowi ng the new stream would conflict with an existing
stream (e.g., because the server allows only a certain nunber of
connections fromthe same | P address or allows only one server-to-
server streamfor a given donmain pair as a way of helping to ensure
i n-order processing as described under Section 10.1).

C <?xm version="1.0" ?>
<stream stream
fron= juliet@m exanpl e. com
to="i m exanpl e. con
version="1.0
xm ns="j abber:client’
xm ns: streane http://etherx.jabber.org/streans’ >

S <?xm version="1.0" ?>

<stream stream

from=" i m exanpl e. coni

i d=" ++TR84Sn6A3hnt 3QV65SnAbbk3Y=’

to="juliet@m exanpl e.comni

version="1.0

xm 1 ang="en’

xm ns='j abber:client’

xm ns: streanF http://etherx.jabber.org/streans’ >
<streamerror>

<conflict
xm ns="urn:ietf:parans: xnm : ns: xnpp-streans’ />

</stream error>
</ stream streanr
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If aclient receives a <conflict/> streamerror (Section 4.9.3.3),
during the resource binding aspect of its reconnection attenpt it
MUST NOT blindly request the resourcepart it used during the former
session but instead MJUST choose a different resourcepart; details are
provi ded under Section 7.

4.9.3.4. connection-tineout

One party is closing the stream because it has reason to believe that
the other party has permanently lost the ability to comunicate over
the stream The lack of ability to communi cate can be di scovered

usi ng various nethods, such as whitespace keepalives as specified
under Section 4.4, XMPP-1evel pings as defined in [ XEP-0199], and
XMPP Stream Managenent as defined in [ XEP-0198].

P. <streamerror>
<connecti on-ti neout
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
</ streamerror>
</ stream streanr

Interoperability Note: RFC 3920 specified that the <connection-
timeout/> streamerror (Section 4.9.3.4) is to be used if the peer
has not generated any traffic over the streamfor sone period of
tinme. That behavior is no | onger recommended; instead, the error
SHOULD be used only if the connected client or peer server has not
responded to data sent over the stream

4.9.3.5. host-gone

The value of the "to' attribute provided in the initial stream header
corresponds to an FQDN that is no |onger serviced by the receiving
entity.

(I'n the followi ng exanple, the peer specifies a 'to address of
"foo.i mexanple.cont when connecting to the "i mexanple.com' server
but the server no longer hosts a service at that address.)

P: <?xm version="1.0"?>
<stream stream
fron= exanpl e. net
to="f 00.i m exanpl e. coni
version="1.0
xm ns='j abber: server’
xm ns: streane http://etherx.jabber.org/streans’ >
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S: <?xml version="1.0" ?>

<stream stream

from=" i m exanpl e. coni

i d=" g4qSvGvBxJ+xeAd7Kez OQIFFI w=’

t o=" exanpl e. net’

version="1.0

xm ;1 ang='en

xm ns='j abber: server’

xm ns: streane’ http://etherx.jabber.org/streans’ >
<stream error>

<host - gone
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />

</ stream error>
</ stream streanr

4.9.3.6. host-unknown

The value of the "to attribute provided in the initial stream header
does not correspond to an FQDN that is serviced by the receiving
entity.

(I'n the followi ng exanple, the peer specifies a 'to’ address of
"exanpl e. org" when connecting to the "imexanple.cont server, but the
server knows nothing of that address.)

P. <?xm version="1.0"?>
<stream stream
from=" exanpl e. net’
t o=" exanpl e. org
version="1.0
xm ns='j abber: server’
xm ns: strean= http://etherx.jabber.org/streans’ >

S: <?xm version="1.0" ?>
<stream stream
from=" i m exanpl e. coni
i d=" g4qSvGvBxJ+xeAd7Kez OQIFFI w='
t o=" exanpl e. net’
version="1.0
xm 1 ang="en’
xm ns='j abber: server’
xm ns: strean http://etherx.jabber.org/streans’ >
<stream error>
<host - unknown
xm ns="urn:ietf:parans: xn : ns: xnpp-streans’ />
</streamerror>
</ stream streanr
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4.9.3.7. inproper-addressing

A stanza sent between two servers lacks a 'to’ or 'from attribute,
the "from or '"to’ attribute has no value, or the value violates the
rul es for XMPP addresses [ XMPP- ADDR] .

(In the follow ng exanple, the peer sends a stanza without a '"to
address over a server-to-server stream)

P: <message fron¥ juliet@m exanpl e. com >
<body>Wherefore art thou?</body>
</ message>

S: <streamerror>
<i npr oper - addr essi ng
xm ns="urn:ietf:parans: xnm : ns: xnpp-streans’ />
</stream error>
</ stream streanr

4.9.3.8. internal -server-error

The server has experienced a m sconfiguration or other internal error
that prevents it from servicing the stream

S. <stream error>
<i nternal -server-error
xm ns="urn:ietf:parans: xn : ns: xnpp-streans’ />
</streamerror>
</ stream streanp

4,.9.3.9. invalid-from

The data provided in a "froni attribute does not match an authori zed
JID or validated donmain as negotiated (1) between two servers using
SASL or Server Dial back, or (2) between a client and a server via
SASL aut hentication and resource binding.

(I'n the foll owi ng exanple, a peer that has authenticated only as
"exanpl e.net" attenpts to send a stanza from an address at
"exanpl e.org".)

P: <nessage fron¥ roneo@xanple.org’ to="juliet@mexanple.con >

<body>Nei ther, fair saint, if either thee dislike.</body>
</ message>
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S. <stream error>
<invalid-from
xm ns="urn:ietf:parans: xn : ns: xnpp-streans’ />
</streamerror>
</ stream streanp

4.9.3.10. invalid-nanespace

The stream nanespace nane is sonething other than
"http://etherx.jabber.org/streans" (see Section 11.2) or the content
nanespace declared as the default nanespace is not supported (e.qg.
sonet hing other than "jabber:client" or "jabber:server").

(I'n the followi ng exanple, the client specifies a namespace of
"http://wong. namespace. exanpl e.org/’ for the stream)

C. <?xml version="1.0" ?>
<stream stream
from="juliet@m exanpl e. com
to="im exanpl e. coni
version="1.0
xm ns='j abber:client’
xm ns: strean¥ http://w ong. nanespace. exanpl e. org/’ >

S: <?xml version="1.0" ?>
<stream stream
from=" i m exanpl e. coni
i d=" ++TR84Sn6A3hnt 3Q065SNAbbk3Y=
to="juliet@m exanpl e. coni
version="1.0
xm ;1 ang='en
xm ns="j abber:client’
xm ns: streane http://etherx.jabber.org/streans’ >
<stream error>
<i nval i d- namespace
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
</ stream error>
</ stream streanr

4.9.3.11. invalid-xm

The entity has sent invalid XM. over the streamto a server that
perforns validation (see Section 11.4).

(I'n the follow ng exanple, the peer attenpts to send an | Q stanza of

type "subscribe", but the XM. schema defines no such value for the
"type’ attribute.)
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P. <iq fron¥ exanpl e. net’
i d="13blvs75’
to="im exanpl e. com
type=' subscri be’ >
<pi ng xm ns="urn: xnmpp: pi ng’ / >
<liqg>

S. <streamerror>
<i nval i d- xni
xm ns="urn:ietf:parans: xnm : ns: xnpp-streans’ />
</streamerror>
</ stream streanr

4.9.3.12. not-authorized

The entity has attenpted to send XM. stanzas or other outbound data
before the stream has been aut henticated, or otherw se is not

aut horized to performan action related to stream negotiation; the
receiving entity MJST NOT process the offending data before sending
the streamerror.

(In the following exanple, the client attenpts to send XM stanzas
before authenticating with the server.)

C. <?xml version="1.0"?>
<stream stream
from= juliet@m exanpl e. com
to="i m exanpl e. com
version="1.0
xm ns='j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

S <?xml version="1.0" ?>
<stream stream

from=" i m exanpl e. com
i d=" ++TR84Sn6A3hnt 3QV65SnAbbk3Y=’
to="juliet@m exanpl e. com
version="1.0
xm : | ang="en’
xm ns='j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

C. <nessage to='roneo@xanpl e. net’ >

<body>Wheref ore art thou?</body>
</ message>
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S. <stream error>
<not - aut hori zed
xm ns="urn:ietf:parans: xn : ns: xnpp-streans’ />
</streamerror>
</ stream streanp

4,9.3.13. not-well-forned

The initiating entity has sent XM that violates the well-fornedness
rules of [XM.] or [XM.-NAMES].

(I'n the follow ng exanple, the client sends an XMPP nessage that is
not nanespace-wel | -forned.)

C. <nessage>
<f oo: body>What is this foo?</foo:body>
</ message>

S. <stream error>
<not -wel | - f or ned
xm ns="urn:ietf:parans: xn : ns: xnpp-streans’ />
</streamerror>
</ stream streanp

Interoperability Note: In RFC 3920, the nane of this error
condition was "xm -not-well-formed" instead of "not-well-fornmed".
The nane was changed because the el ement nane <xnl-not-well -
forned/ > violates the constraint from Section 3 of [XM] that
"names beginning with a match to (("X |'xX)(CM|'m)(C’L |'1")) are
reserved for standardization in this or future versions of this
specification".

4.9.3.14. policy-violation

The entity has violated sone |ocal service policy (e.g., a stanza
exceeds a configured size limt); the server MAY choose to specify
the policy in the <text/> elenent or in an application-specific
condi tion el ement.

(In the followi ng exanple, the client sends an XMPP nessage that is
too |l arge according to the server’s |local service policy.)

C. <nessage to="juliet@mexanple.com id="foo >

<body>[ ... the-enmacs-nmanual ... ]</body>
</ message>
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S: <streamerror>
<pol i cy-viol ati on
xm ns="urn:ietf:parans: xn : ns: xnpp-streans’ />
<stanza-too-big xm ns="urn: xnpp:errors’/>
</stream error>

S. </stream streanr
4.9.3.15. renote-connection-fail ed

The server is unable to properly connect to a renpote entity that is
needed for authentication or authorization (e.g., in certain
scenarios related to Server Dial back [ XEP-0220]); this condition is
not to be used when the cause of the error is within the

adm ni strative domain of the XMPP service provider, in which case the
<internal -server-error/> condition is nore appropriate.

C. <?xml version="1.0"?>
<stream stream
from= juliet@m exanple.com
to="im exanpl e. coni
version="1.0
xm ns="j abber:client’
xm ns: streanF http://etherx.jabber.org/streans’ >

S <?xm version="1.0" ?>
<stream stream
from=" i m exanpl e. conm
i d=" ++TR84Sn6A3hnt 3Q065SNAbbk3Y=
to="juliet@m exanpl e. com
version="1.0
xm :lang="en
xm ns="j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >
<stream error>
<renot e-connection-failed
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
</ stream error>
</ stream streanr

4.9. 3. 16. reset

The server is closing the stream because it has new (typically
security-critical) features to offer, because the keys or
certificates used to establish a secure context for the stream have
expired or have been revoked during the life of the stream
(Section 13.7.2.3), because the TLS sequence nunber has w apped
(Section 5.3.5), etc. The reset applies to the streamand to any
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security context established for that stream(e.g., via TLS and
SASL), which neans that encryption and authentication need to be
negoti ated again for the new stream (e.g., TLS session resunption
cannot be used).

S. <streamerror>
<r eset
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
</streamerror>
</ stream streanp

4,9, 3.17. resour ce-constrai nt

The server |acks the system resources necessary to service the
stream

C. <?xml version="1.0" ?>
<stream stream
from="juliet@m exanpl e. com
to="im exanpl e. coni
version="1.0
xm ns='j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

S: <?xml version="1.0" ?>
<stream stream
from=" i m exanpl e. coni
i d=" ++TR84Sn6A3hnt 3Q065SNAbbk3Y=
to="juliet@m exanpl e. coni
version="1.0
xm ;1 ang='en
xm ns="j abber:client’
xm ns: streane http://etherx.jabber.org/streans’ >
<stream error>
<resour ce-constraint
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
</ stream error>
</ stream streanr

4.9.3.18. restricted-xn
The entity has attenpted to send restricted XM. features such as a
comrent, processing instruction, DID subset, or XM. entity reference
(see Section 11.1).

(In the follow ng exanple, the client sends an XMPP nessage
contai ning an XM. comment . )
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C. <nessage to="juliet@m exanpl e.con >
<l--<subject/>->
<body>Thi s message has no subject. </ body>
</ message>

S. <streamerror>
<restricted-xn
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
</streamerror>
</ stream streanp

4.9.3.19. see-other-host

The server will not provide service to the initiating entity but is
redirecting traffic to another host under the adninistrative contro
of the sane service provider. The XM. character data of the <see-

ot her-host/> el ement returned by the server MJST specify the
alternate FQDN or | P address at which to connect, which MJUST be a
valid domai npart or a donmi npart plus port nunber (separated by the
":’" character in the form"domainpart:port"). |If the domainpart is
the same as the source donmin, derived domain, or resolved | Pv4 or

| Pv6 address to which the initiating entity originally connected
(differing only by the port nunber), then the initiating entity
SHOULD sinply attenpt to reconnect at that address. (The fornmat of
an | Pv6 address MJUST follow [| Pv6- ADDR], which includes the encl osing
the 1 Pv6 address in square brackets '[' and ']’ as originally defined
by [URI].) Oherwise, the initiating entity MJST resol ve the FQDN
specified in the <see-other-host/> el enent as described under

Section 3. 2.

C. <?xml version="1.0"?>
<stream stream
from= juliet@m exanple.com
to="i m exanpl e. com
version="1.0
xm ns='j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >
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S: <?xml version="1.0" ?>
<stream stream
from=" i m exanpl e. coni
i d=" ++TR84Sn6A3hnt 3Q065SNAbbk3Y=
to="juliet@m exanpl e. coni
version="1.0
xm ;1 ang='en
xm ns='j abber:client’
xm ns: streane’ http://etherx.jabber.org/streans’ >
<stream error>
<see- ot her - host
xm ns="urn:ietf:parans: xm : ns: xnpp- streans’ >
[ 2001: 41D0: 1: A49b: : 1]: 9222
</ see- ot her - host >
</ stream error>
</ stream streane

When negotiating a streamwith the host to which it has been
redirected, the initiating entity MJST apply the sane policies it
woul d have applied to the original connection attenpt (e.g., a policy
requiring TLS), MJST specify the same 'to’ address on the initia
stream header, and MJUST verify the identity of the new host using the
same reference identifier(s) it would have used for the origina
connection attenpt (in accordance with [TLS-CERTS]). Even if the
receiving entity returns a <see-other-host/> error before the
confidentiality and integrity of the stream have been established
(thus introducing the possibility of a denial-of-service attack), the
fact that the initiating entity needs to verify the identity of the
XMPP service based on the same reference identifiers inplies that the
initiating entity will not connect to a malicious entity. To reduce
the possibility of a denial-of-service attack, (a) the receiving
entity SHOULD NOT close the streamwith a <see-other-host/> stream
error until after the confidentiality and integrity of the stream
have been protected via TLS or an equival ent security |ayer (such as
the SASL GSSAPI nechanisn), and (b) the receiving entity MAY have a
policy of following redirects only if it has authenticated the
receiving entity. |In addition, the initiating entity SHOULD abort
the connection attenpt after a certain nunber of successive redirects
(e.g., at least 2 but no nore than 5).
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4.9.3.20. system shutdown

The server is being shut down and all active streanms are being
cl osed.

S. <streamerror>
<syst em shut down
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
</streamerror>
</ stream streanp

4.9.3.21. undefined-condition

The error condition is not one of those defined by the other
conditions in this list; this error condition SHOULD NOT be used
except in conjunction with an application-specific condition

S. <streamerror>
<undef i ned-condi ti on
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
<app-error xm ns="http://exanple.org/ns’ />
</streamerror>
</ stream streanp

4.9.3.22. unsupported-encodi ng

The initiating entity has encoded the streamin an encoding that is
not supported by the server (see Section 11.6) or has otherw se

i nproperly encoded the stream (e.g., by violating the rules of the
[ UTF- 8] encodi ng).

(In the following exanple, the client attenpts to encode data using
UTF- 16 instead of UTF-8.)

C <?xm version="1.0" encodi ng=" UTF-16" ?>
<stream stream
from="juliet@m exanpl e. com
to="im exanpl e. coni
version="1.0
xm ns='j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

Sai nt - Andr e St andards Track [ Page 64]



RFC 6120 XMPP Cor e March 2011

S: <?xml version="1.0" ?>
<stream stream
from=" i m exanpl e. coni
i d=" ++TR84Sn6A3hnt 3Q065SNAbbk3Y=
to="juliet@m exanpl e. coni
version="1.0
xm ;1 ang='en
xm ns='j abber:client’
xm ns: streane’ http://etherx.jabber.org/streans’ >
<stream error>
<unsupport ed- encodi ng
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
</ stream error>
</ stream streanr

4.9.3.23. unsupported-feature

The receiving entity has adverti sed a nandatory-to-negotiate stream
feature that the initiating entity does not support, and has offered
no ot her mandatory-to-negotiate feature al ongsi de the unsupported
feature.

(I'n the followi ng exanple, the receiving entity requires negotiation
of an exanple feature, but the initiating entity does not support the
feature.)

R <stream features>
<exanpl e xm ns=" urn: xnpp: exanpl e’ >
<requi red/ >
</ exanpl e>
</ stream f eatures>

|: <streamerror>
<unsupported-feature
xm ns="urn:ietf:parans: xnm : ns: xnpp-streans’ />
</ stream error>
</ stream streanr

4.9.3.24. unsupported-stanza-type

The initiating entity has sent a first-level child of the streamthat
is not supported by the server, either because the receiving entity
does not understand t he nanespace or because the receiving entity
does not understand the el enent nane for the applicabl e nanmespace
(which might be the content namespace declared as the default
nanespace) .
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(In the following exanple, the client attenpts to send a first-1leve
child el enent of <pubsub/> qualified by the 'jabber:client’
nanespace, but the schenma for that nanespace defines no such

el ement .)

C. <pubsub xm ns='jabber:client’>
<publ i sh node=' princel y_nusi ngs’ >
<item i d="ae890ac52d0df 67ed7cf df 51b644e901’ >
<entry xm ns="http://ww. w3. org/ 2005/ At om >

<title>Solil oquy</title>
<sunmary>

To be, or not to be: that is the question

Wiether 'tis nobler in the nind to suffer

The slings and arrows of outrageous fortune,

O to take arnms against a sea of troubles,

And by opposi ng end t hen?
</ sunmary>
<link rel="alternate’ type="text/htm’

href =" http://dennmar k. exanpl e/ 2003/ 12/ 13/ at on03’ / >
<i d>t ag: denmar k. exanpl e, 2003: ent ry-32397</i d>
<publ i shed>2003-12- 13T18: 30: 02Z</ publ i shed>
<updat ed>2003- 12- 13T18: 30: 02Z</ updat ed>
</entry>
</itenp
</ publ i sh>
</ pubsub>

S. <streamerror>
<unsupport ed- st anza-t ype
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
</ streamerror>
</ stream streanp

4.9.3.25. unsupported-version

The 'version' attribute provided by the initiating entity in the
stream header specifies a version of XMPP that is not supported by
t he server.

C <?xm version="1.0" ?>
<stream stream
from=" juliet@m exanpl e. com
to="i m exanpl e. com
version="11.0’
xm ns="j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >
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4.

9. 4.

As

<?xm version="1.0" ?>
<stream stream
from=" i m exanpl e. coni
i d=" ++TR84Sn6A3hnt 3Q065SNAbbk3Y=
to="juliet@m exanpl e. coni
version="1.0
xm ;1 ang='en
xm ns='j abber:client’
xm ns: streane’ http://etherx.jabber.org/streans’ >
<stream error>
<unsupport ed-versi on
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
</ stream error>
</ stream streanr

Appl i cati on-Specific Conditions

noted, an application MAY provide application-specific stream

error information by including a properly nanmespaced child in the
error elenent. The application-specific element SHOULD suppl enent or
further qualify a defined elenent. Thus, the <error/> elenent will
contain two or three child el enents

C

<message>
<body>
My keyboard |ayout is:

QNERTYUI OP{ } |
ASDFGHIKL: "
ZXCVBNWK>?
</ body>
</ message>

<stream error>
<not -wel | -f or med
xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
<text xm:lang="en’ xm ns="urn:ietf:parans:xnm :ns: xnpp-streans’ >
Some special application diagnostic information!
</ text>
<escape-your-data xm ns="http://exanple.org/ns’/>
</stream error>
</ stream streanr
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This section contains two highly sinplified exanples of a stream
based connection between a client and a server; these exanples are

i ncluded for the purpose of illustrating the concepts introduced thus
far, but the reader needs to be aware that these exanples elide nany

details (see Section 9 for nore conpl ete exanpl es).
A basi c connecti on:

C <?xm version="1.0" ?>
<stream stream

from="juliet@m exanpl e. com
to="im exanpl e. com
version="1.0
xm 1 ang="en’
xm ns="j abber:client’
xm ns: strean http://etherx.jabber.org/streans’ >

S <?xml version="1.0" ?>
<stream stream

from=" i m exanpl e. conm
i d=" ++TR84Sn6A3hnt 3Q065SNAbbk3Y=’
to="juliet@m exanpl e. com
version="1.0
xm : | ang="en’
xm ns="j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

[ ... streamnegotiation ... ]

C <nessage from="juliet@m exanpl e. coni bal cony’
t o="r oneo@xanpl e. net’
xm : 1 ang="en’ >
<body>Art thou not Roneo, and a Montague?</body>
</ message>

S: <message frome' romeo@xanpl e. net/orchard’
to="juliet@m exanpl e. coni bal cony’
xm : 1 ang="en’ >

<body>Nei ther, fair saint, if either thee dislike.</body>

</ message>
C. </stream streanr

S: </stream streanp
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A connection gone bad:

C. <?xml version="1.0"?>
<stream stream

fron= juliet@m exanpl e. com
to="i m exanpl e. coni
version="1.0
xm : | ang="en’
xm ns="j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

S: <?xml version="1.0"?>
<stream stream

from=" i m exanpl e. coni
i d=" ++TR84SnB6A3hnt 3QV65SnAbbk3Y=’
to="juliet@m exanpl e. com
version="1.0
xm : 1 ang="en’
xm ns='j abber:client’
xm ns: streanm=’ http://etherx.jabber.org/streans’ >

[ ... streamnegotiation ... ]

C <nessage from="juliet@m exanpl e. coni bal cony’
t o="r oneo@xanpl e. net’
xm :lang="en’ >
<body>No cl osi ng tag!
</ message>

S. <streamerror>
<not -wel | - f or ned
xm ns="urn:ietf:parans: xn : ns: xnpp-streans’ />
</streamerror>
</ stream streanp

More detail ed exanpl es are provi ded under Section 9.

5.  STARTTLS Negoti ation

5.1. Fundanental s
XMPP i ncludes a nmethod for securing the streamfromtanpering and
eavesdroppi ng. This channel encryption nethod nmakes use of the

Transport Layer Security [TLS] protocol, specifically a "STARTTLS"
extension that is nodeled after sinmilar extensions for the [ MAP],
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[ POP3], and [ ACAP] protocols as described in [USINGILS]. The XM
nanespace nane for the STARTTLS extension is
‘urn:ietf:paranms: xm:ns: xmpp-tls’

5.2. Support

Support for STARTTLS is REQU RED in XMPP client and server

i mpl ementations. An adnministrator of a given depl oynment MAY specify
that TLS is mandatory-to-negotiate for client-to-server

communi cati on, server-to-server comunication, or both. An
initiating entity SHOULD use TLS to secure its streamw th the
receiving entity before proceeding with SASL authentication

5.3. Stream Negotiation Rul es
5.3.1. Mandatory-to-Negotiate

If the receiving entity advertises only the STARTTLS feature or if
the receiving entity includes the <required/> child el enent as
expl ai ned under Section 5.4.1, the parties MJST consider TLS as
mandat ory-to-negotiate. |If TLS is nandatory-to-negotiate, the
receiving entity SHOULD NOT advertise support for any streamfeature
except STARTTLS during the initial stage of the stream negotiation
process, because further stream features nm ght depend on prior

negoti ati on of TLS given the order of layers in XWPP (e.g., the
particul ar SASL nmechani sms offered by the receiving entity wll
likely depend on whet her TLS has been negoti at ed).

5.3.2. Restart
After TLS negotiation, the parties MIST restart the stream
5.3.3. Data Formatting

During STARTTLS negotiation, the entities MJUST NOT send any
whi t espace as separators between XM elenents (i.e., fromthe | ast
character of the first-level <starttls/> elenent qualified by the
‘urn:ietf:params: xnm :ns: xnpp-tls’ nanespace as sent by the initiating
entity, until the last character of the first-Ilevel <proceed/>

el ement qualified by the "urn:ietf:paramnms: xm :ns:xnmpp-tls’ namespace
as sent by the receiving entity). This prohibition helps to ensure
proper security layer byte precision. Any such whitespace shown in
the STARTTLS exanpl es provided in this docunent is included only for
the sake of readability.
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5.3.4. Oder of TLS and SASL Negoti ations

If the initiating entity chooses to use TLS, STARTTLS negoti ation
MUST be conpl eted before proceeding to SASL negotiation (Section 6);
this order of negotiation is necessary to hel p safeguard

aut hentication informati on sent during SASL negotiation, as well as
to nake it possible to base the use of the SASL EXTERNAL nmechani sm on
a certificate (or other credentials) provided during prior TLS
negoti ati on.

5.3.5. TLS Renegoti ation

The TLS protocol allows either party in a TLS-protected channel to
initiate a new handshake that establishes new cryptographic
paraneters (see [TLS-NEG ). The cases nobst conmonly nentioned are:

1. Refreshing encryption keys.

2. Wapping the TLS sequence nunber as explained in Section 6.1 of
[TLS].

3. Protecting client credentials by conpleting server authentication
first and then conpleting client authentication over the
prot ected channel

Because it is relatively inexpensive to establish streans in XMPP
for the first two cases it is preferable to use an XMPP stream reset
(as described under Section 4.9.3.16) instead of perform ng TLS
renegoti ati on.

The third case has inproved security characteristics when the TLS
client (which mght be an XMPP server) presents credentials to the
TLS server. |f comunicating such credentials to an unauthenti cated
TLS server might | eak private information, it can be appropriate to
conpl ete TLS negotiation for the purpose of authenticating the TLS
server to the TLS client and then attenpt TLS renegotiation for the
purpose of authenticating the TLS client to the TLS server. However,
this case is extrenely rare because the credentials presented by an
XMPP server or XMPP client acting as a TLS client are al nost al ways
public (i.e., a PKIX certificate), and therefore providing those
credential s before authenticating the XMPP server acting as a TLS
server would not in general |eak private infornation

As a result, inplenmenters are encouraged to carefully weigh the costs

and benefits of TLS renegotiation before supporting it in their
software, and XMPP entities that act as TLS clients are di scouraged
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5.

5.

5.

3.

4.

4.

fromattenpting TLS renegotiati on unless the certificate (or other
credential information) sent during TLS negotiation is known to be
private.

Support for TLS renegotiation is strictly OPTIONAL. However,
i mpl enent ati ons that support TLS renegotiation MJST inpl enent and use
the TLS Renegotiation Extension [TLS-NEG.

If an entity that does not support TLS renegotiation detects a
renegotiation attenpt, then it MJST i medi ately cl ose the underlying
TCP connection without returning a streamerror (since the violation
has occurred at the TLS layer, not the XMPP | ayer, as described under
Section 13.3).

If an entity that supports TLS renegotiation detects a TLS

renegoti ation attenpt that does not use the TLS Renegoti ation
Extension [TLS-NEG, then it MJST i medi ately cl ose the underlying
TCP connection without returning a streamerror (since the violation
has occurred at the TLS layer, not the XMPP | ayer as described under
Section 13.3).

6. TLS Extensions

Either party to a stream MAY include any TLS extension during the TLS
negotiation itself. This is a matter for the TLS |l ayer, not the XMPP
| ayer.

Process
1. Exchange of Stream Headers and Stream Features

The initiating entity resolves the FQDN of the receiving entity as

speci fied under Section 3, opens a TCP connection to the advertised
port at the resolved |IP address, and sends an initial stream header
to the receiving entity.

| : <stream stream
from= juliet@m exanple.com
to="i m exanpl e. coni
version="1.0
xm 1 ang="en’
xm ns='j abber:client’
xm ns: streanF http://etherx.jabber.org/streans’ >

The receiving entity MIST send a response stream header to the
initiating entity over the TCP connection opened by the initiating
entity.
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R <stream stream
from=" i m exanpl e. coni
i d="t 7AMCi n9zj M\WQKDnpl nt ZPI DEI =
to="juliet@m exanpl e. com
version="1.0
xm : 1 ang="en’
xm ns='j abber:client’
xm ns: streanm=’ http://etherx.jabber.org/streans’ >

The receiving entity then MIST send stream features to the initiating
entity. |If the receiving entity supports TLS, the stream features
MUST i ncl ude an advertisenent for support of STARTTLS negoti ation
i.e., a <starttls/> elenent qualified by the
‘urn:ietf:parans: xnl:ns: xnmpp-tls’ nanespace.

If the receiving entity considers STARTTLS negotiation to be
mandat ory-to-negotiate, the <starttls/> el ement MJST contain an enpty
<required/> child el enent.

R <stream features>
<starttls xm ns="urn:ietf:parans: xm :ns: xnpp-tls’ >
<required/ >
</starttls>
</ stream f eat ures>

5.4.2. Initiation of STARTTLS Negoti ation
5.4.2.1. STARTTLS Conmand

In order to begin the STARTTLS negotiation, the initiating entity

i ssues the STARTTLS command (i.e., a <starttls/> elenent qualified by
the "urn:ietf:params: xm :ns: xnpp-tls’ nanespace) to instruct the
receiving entity that it wishes to begin a STARTTLS negotiation to
secure the stream

|: <starttls xmns="urn:ietf:parans: xm :ns: xnpp-tls' />
The receiving entity MIST reply with either a <proceed/ > el enent
(proceed case) or a <failure/> element (failure case) qualified by
the "urn:ietf:paranms: xnm :ns: xnpp-tls’ nanespace.

5.4.2.2. Failure Case
If the failure case occurs, the receiving entity MJIST return a
<failure/> elenent qualified by the "urn:ietf:paranms: xn :ns: xnpp-tls’

nanespace, close the XML stream and term nate the underlying TCP
connecti on.
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R <failure xm ns="urn:ietf:parans: xm:ns: xnpp-tls’'/>

R </stream streanp

Causes for the failure case include but are not linmted to:

1. The initiating entity has sent a nmalformed STARTTLS conmand.

2. The receiving entity did not offer the STARTTLS feature in its
stream f eat ures.

3. The receiving entity cannot conpl ete STARTTLS negoti ati on because
of an internal error

I nformational Note: STARTTLS failure is not triggered by TLS
errors such as bad _certificate or handshake failure, which are
generated and handl ed during the TLS negotiation itself as
described in [TLS].

If the failure case occurs, the initiating entity MAY attenpt to
reconnect as expl ai ned under Section 3.3.

5.4.2.3. Proceed Case
If the proceed case occurs, the receiving entity MJIST return a
<proceed/ > el enent qualified by the "urn:ietf:parans: xm :ns: xnmpp-tls’
namespace.
R <proceed xm ns="urn:ietf:parans: xm :ns: xmpp-tls'/>
The receiving entity MJST consider the TLS negotiation to have begun
i medi ately after sending the closing '> character of the <proceed/>
element to the initiating entity. The initiating entity MJST
consi der the TLS negotiation to have begun imedi ately after

receiving the closing > character of the <proceed/> el enent from
the receiving entity.

The entities now proceed to TLS negotiation as explained in the next
section.

5.4.3. TLS Negotiation
5.4.3.1. Rules

In order to conplete TLS negotiation over the TCP connection, the
entities MUST follow the process defined in [TLS]
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The follow ng rules apply:

1. The entities MIST NOT send any further XM. data until the TLS
negotiation is conplete.

2. Wen using any of the nandatory-to-inplenent (M) ciphersuites
speci fied under Section 13.8, the receiving entity MJST present a
certificate.

3. So that nutual certificate authentication will be possible, the
receiving entity SHOULD send a certificate request to the
initiating entity, and the initiating entity SHOULD send a
certificate to the receiving entity (but for privacy reasons
m ght opt not to send a certificate until after the receiving
entity has authenticated to the initiating entity).

4. The receiving entity SHOULD choose which certificate to present
based on the donainpart contained in the 'to’ attribute of the
initial stream header (in essence, this domainpart is
functionally equivalent to the Server Name |ndication defined for
TLS in [TLS- EXT]).

5. To determine if the TLS negotiation will succeed, the initiating
entity MIUST attenpt to validate the receiving entity’'s
certificate in accordance with the certificate validation
procedures specified under Section 13.7.2.

6. If the initiating entity presents a certificate, the receiving
entity too MIST attenpt to validate the initiating entity’'s
certificate in accordance with the certificate validation
procedures specified under Section 13.7.2.

7. Follow ng successful TLS negotiation, all further data
transmitted by either party MJST be protected with the negoti ated
al gorithnms, keys, and secrets (i.e., encrypted, integrity-
protected, or both depending on the ciphersuite used).

Security Warning: See Section 13.8 regarding ci phersuites that
MUST be supported for TLS; naturally, other ciphersuites MAY be
supported as well.

5.4.3.2. TLS Failure

If the TLS negotiation results in failure, the receiving entity MJST
term nate the TCP connection
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The receiving entity MJIST NOT send a closing </streanr tag before
term nating the TCP connection (since the failure has occurred at the
TLS | ayer, not the XMPP | ayer as described under Section 13.3).

The initiating entity MAY attenpt to reconnect as expl ai ned under
Section 3.3, with or without attenpting TLS negotiation (in
accordance with |l ocal service policy, user-configured preferences,
etc.).

5.4.3.3. TLS Success

If the TLS negotiation is successful, then the entities MJST proceed
as foll ows.

1. The initiating entity MJST discard any information transnmitted in
| ayers above TCP that it obtained fromthe receiving entity in an
i nsecure manner before TLS took effect (e.g., the receiving
entity’'s 'from address or the stream|ID and stream features
received fromthe receiving entity).

2. The receiving entity MJST discard any information transnitted in
| ayers above TCP that it obtained fromthe initiating entity in
an insecure manner before TLS took effect (e.g., the initiating
entity’'s 'froni address).

3. The initiating entity MIST send a new initial stream header to
the receiving entity over the encrypted connection (as specified
under Section 4.3.3, the initiating entity MJST NOT send a
closing </strean> tag before sending the new initial stream
header, since the receiving entity and initiating entity MJST
consider the original streamto be replaced upon success of the
TLS negoti ation).

|: <stream stream
fron= juliet@m exanpl e. comi
to="i m exanpl e. con
version="1.0
xm :lang="en
xm ns="j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

4. The receiving entity MJST respond with a new response stream

header over the encrypted connection (for which it MJST generate
a new stream | D instead of reusing the old streamID).
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R <stream stream
from=" i m exanpl e. coni
i d=" vgKi / bk YMEBQAj 4r | XMKpucAge4d=
to="juliet@m exanpl e. com
version="1.0
xm : 1 ang="en’
xm ns='j abber:client’
xm ns: streanm=’ http://etherx.jabber.org/streans’ >

5. The receiving entity also MIUST send streamfeatures to the
initiating entity, which MJST NOT include the STARTTLS feature
but which SHOULD include the SASL stream feature as descri bed
under Section 6 (see especially Section 6.4.1 regarding the few
reasons why the SASL stream feature would not be offered here).

R <stream features>

<nechani sns xm ns="urn:ietf:parans: xm : ns: xnpp-sasl’ >
<nmechani sn>EXTERNAL</ nechani sn®
<nmechani sm>SCRAM SHA- 1- PLUS</ nechani sn®
<mechani sn>SCRAM SHA- 1</ nechani snP
<mechani sn>PLAI N</ mechani sn®

</ mechani sns>

</ stream f eat ur es>

6. SASL Negotiation

6.1. Fundanentals
XMPP includes a nethod for authenticating a stream by neans of an
XMPP-specific profile of the Sinple Authentication and Security Layer
protocol (see [SASL]). SASL provides a generalized nethod for adding
aut henti cation support to connection-based protocols, and XMPP uses
an XML nanmespace profile of SASL that conforns to the profiling
requirenents of [SASL]. The XM nanespace name for the SASL
extension is 'urn:ietf:parans: xm : ns: xnpp-sasl’.

6.2. Support

Support for SASL negotiation is REQU RED in XMPP client and server
i mpl enent ati ons.

6.3. Stream Negotiation Rul es
6.3.1. Mandatory-to-Negotiate

The parties to a stream MJUST consi der SASL as nmandat ory-to-negoti ate.
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6.3.2. Restart
After SASL negotiation, the parties MJST restart the stream
6.3.3. Mechani sm Preferences

Any entity that will act as a SASL client or a SASL server MJST

mai ntain an ordered list of its preferred SASL nechani sns accordi ng
to the client or server, where the list is ordered according to |oca
policy or user configuration (which SHOULD be in order of perceived
strength to enable the strongest authentication possible). The
initiating entity MUST naintain its own preference order independent
of the preference order of the receiving entity. A client MIJST try
SASL mechanisnms in its preference order. For exanple, if the server
offers the ordered list "PLAIN SCRAM SHA-1 GSSAPI" or "SCRAM SHA-1
GSSAPI PLAIN' but the client’s ordered list is "GSSAPI SCRAM SHA- 1"
the client MUST try GSSAPI first and then SCRAM SHA-1 but MJST NOT
try PLAIN (since PLAINis not on its list).

6.3.4. MechanismOfers

If the receiving entity considers TLS negotiation (Section 5) to be
mandat ory-to-negotiate before it will accept authentication with a
particul ar SASL nechanism it MJST NOT advertise that nechanismin
its list of avail able SASL nechani sms before TLS negoti ati on has been
conpl et ed.

The receiving entity SHOULD of fer the SASL EXTERNAL nechanismif both
of the followi ng conditions hold:

1. During TLS negotiation the initiating entity presented a
certificate that is acceptable to the receiving entity for
pur poses of strong identity verification in accordance with |oca
service policies (e.g., because said certificate is unexpired, is
unrevoked, and is anchored to a root trusted by the receiving
entity).

2. The receiving entity expects that the initiating entity will be
able to authenticate and authorize as the identity provided in
the certificate; in the case of a server-to-server stream the
receiving entity mght have such an expectation because a DNS
domai n nane presented in the initiating entity's certificate
mat ches the domain referenced in the "from attribute of the
initial stream header, where the nmatching rul es of [TLS-CERTS]
apply; in the case of a client-to-server stream the receiving
entity mght have such an expectation because the bare JID
presented in the initiating entity's certificate matches a user
account that is registered with the server or because other
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information contained in the initiating entity's certificate
mat ches that of an entity that has permi ssion to use the server
for access to an XMPP networ k.

However, the receiving entity MAY offer the SASL EXTERNAL nechani sm
under other circunstances, as well.

When the receiving entity offers the SASL EXTERNAL nmechani sm the
receiving entity SHOULD Iist the EXTERNAL nmechanism first anong its
of fered SASL nmechani snms and the initiating entity SHOULD attenpt SASL
negoti ati on using the EXTERNAL nechanismfirst (this preference will
tend to increase the likelihood that the parties can negotiate nutua
certificate authentication).

Section 13.8 specifies SASL nechani snms that MJST be supported;
natural ly, other SASL mechani sns MAY be supported as well

I nformational Note: Best practices for the use of SASL in the
context of XWMPP are described in [ XEP-0175] for the ANONYMOUS
nmechani smand in [ XEP-0178] for the EXTERNAL mechani sm

6.3.5. Data Formatting
The following data formatting rules apply to the SASL negotiation

1. During SASL negotiation, the entities MJST NOT send any
whi t espace as separators between XM elenments (i.e., fromthe
| ast character of the first-level <auth/> elenment qualified by
the "urn:ietf:parans: xnm : ns: xnpp-sasl’ namespace as sent by the
initiating entity, until the last character of the first-Ileve
<success/> el enent qualified by the
‘urn:ietf:parans: xnl :ns: xnpp-sasl’ nanmespace as sent by the
receiving entity). This prohibition helps to ensure proper
security layer byte precision. Any such whitespace shown in the
SASL exanpl es provided in this docunent is included only for the
sake of readability.

2. Any XM character data contained within the XML el enents MJST be
encoded usi ng base 64, where the encodi ng adheres to the
definition in Section 4 of [BASE64] and where the padding bits
are set to zero.

3. As formally specified in the XML schema for the
“urn:ietf:params: xm :ns: xnmpp-sasl’ namespace under Appendi x A 4,
the receiving entity MAY include one or nore application-specific
child elenents inside the <nechani sns/> el enent to provide
informati on that m ght be needed by the initiating entity in
order to conplete successful SASL negotiation using one or nore
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of the offered nmechani sns; however, the syntax and senantics of
all such elenents are out of scope for this specification (see
[ XEP-0233] for one exanple).

6.3.6. Security Layers

Upon successful SASL negotiation that involves negotiation of a
security layer, both the initiating entity and the receiving entity
MUST di scard any application-layer state (i.e, state fromthe XWP

| ayer, excluding state fromthe TLS negoti ation or SASL negoti ation).

6.3.7. Sinple User Nane

Sone SASL nechanisns (e.g., CRAM MD5, DI GEST-MD5, and SCRAM specify
that the authentication identity used in the context of such

mechani sms is a "sinple user nane" (see Section 2 of [SASL] as wel
as [ SASLPREP]). The exact formof the sinple user nane in any
particul ar nechani smor deploynent thereof is a local matter, and a
simpl e user nane does not necessarily nmap to an application
identifier such as a JID or JID conponent (e.g., a localpart).
However, in the absence of local information provided by the server
an XWPP client SHOULD assune that the authentication identity for
such a SASL nechanismis a sinple user name equal to the |ocal part of
the user’s JID.

6.3.8. Authorization Identity

An aut horization identity is an OPTIONAL identity included by the
initiating entity to specify an identity to act as (see Section 2 of
[SASL]). In client-to-server streans, it would nost likely be used
by an admi nistrator to perform sone nanagenent task on behal f of
anot her user, whereas in server-to-server streans it woul d nost
likely be used to specify a particular add-on service at an XMPP
service (e.g., a nulti-user chat server at conference.exanple.com
that is hosted by the exanple.com XWPP service). |If the initiating
entity wishes to act on behalf of another entity and the sel ected
SASL nechani sm supports transm ssion of an authorization identity,
the initiating entity MJUST provide an authorization identity during

SASL negotiation. |If the initiating entity does not wi sh to act on
behal f of another entity, it MJST NOT provide an authorization
identity.

In the case of client-to-server conmmunication, the value of an
aut hori zation identity MJST be a bare JID (<l ocal part @onai npart >)
rather than a full JID (<l ocal part @onai npart/resourcepart>).

In the case of server-to-server conmuni cation, the value of an
aut hori zation identity MJST be a domai npart only (<donai npart>).
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If the initiating entity provides an authorization identity during
SASL negotiation, the receiving entity is responsible for verifying
that the initiating entity is in fact allowed to assune the specified
aut hori zation identity; if not, the receiving entity MJIST return an
<i nval i d-aut hzid/> SASL error as described under Section 6.5.6.

6.3.9. Realns

The receiving entity MAY include a real mwhen negotiating certain
SASL mechani snms (e.g., both the GSSAPI and DI GEST- MD5 nechani sns
al l ow the aut hentication exchange to include a realm though in

di fferent ways, whereas the EXTERNAL, SCRAM and PLAI N nechani sns do
not). |If the receiving entity does not conmmunicate a realm the
initiating entity MJUST NOT assune that any real mexists. The realm
MUST be used only for the purpose of authentication; in particular
an initiating entity MJST NOT attenpt to derive an XMPP donai npart
fromthe realminformation provided by the receiving entity.

6.3.10. Round Trips

[ SASL] specifies that a using protocol such as XMPP can define two
nmet hods by which the protocol can save round trips where allowed for
t he SASL nechani sm

1. When the SASL client (the XMPP "initiating entity") requests an
aut henti cation exchange, it can include "initial response" data
with its request if appropriate for the SASL nechani smin use.
In XMPP, this is done by including the initial response as the
XML character data of the <auth/> el ement.

2. At the end of the authentication exchange, the SASL server (the
XMPP "receiving entity") can include "additional data with
success" if appropriate for the SASL mechanismin use. In XMPP
this is done by including the additional data as the XM
character data of the <success/> el ement.

For the sake of protocol efficiency, it is REQURED for clients and
servers to support these nethods and RECOVWENDED to use them

however, clients and servers MJST support the |less efficient nodes as
wel |
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6.4. Process
The process for SASL negotiation is as follows.
6.4.1. Exchange of Stream Headers and Stream Feat ures

I f SASL negotiation follows successful STARTTLS negoti ation

(Section 5), then the SASL negotiation occurs over the protected
streamthat has already been negotiated. |If not, the initiating
entity resolves the FQDN of the receiving entity as specified under
Section 3, opens a TCP connection to the advertised port at the
resolved | P address, and sends an initial stream header to the
receiving entity. |In either case, the receiving entity will receive
an initial streamfromthe initiating entity.

| : <stream stream
fron= juliet@m exanpl e. com
to="i m exanpl e. con
version="1.0
xm :lang="en
xm ns="j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

When the receiving entity processes an initial stream header fromthe
initiating entity, it MJST send a response stream header to the
initiating entity (for which it MJUST generate a unique streamID. |f
TLS negoti ation has already succeeded, then this stream | D MJST be
different fromthe stream|D sent before TLS negoti ati on succeeded).

R <stream stream
from=" i m exanpl e. coni
i d=" vgKi / bk YMEBQAj 4r | XMKpucAged=
to="juliet@m exanpl e.comni
version="1.0
xm 1 ang="en’
xm ns='j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

The receiving entity also MIST send stream features to the initiating
entity. The stream features SHOULD include an adverti senent for
support of SASL negotiation, i.e., a <mechanisns/> elenment qualified
by the "urn:ietf:parans: xm :ns: xnpp-sasl’ nanespace. Typically there
are only three cases in which support for SASL negotiation would not
be advertised here:
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0 TLS negotiation needs to happen before SASL can be offered (i.e.
TLS is required and the receiving entity is responding to the very
first initial stream header it has received for this connection
attenpt).

0 SASL negotiation is inpossible for a server-to-server connection
(i.e., the initiating server has not provided a certificate that
woul d enabl e strong aut hentication and therefore the receiving
server is falling back to weak identity verification using the
Server Dial back protocol [XEP-0220]).

0 SASL has already been negotiated (i.e., the receiving entity is
responding to an initial stream header sent as a streamrestart
after successful SASL negotiation).

The <mechani sns/ > el enent MJUST contai n one <mechani sm > child el enent
for each authentication nechanismthe receiving entity offers to the
initiating entity. As noted, the order of <nmechanisni> elenents in
the XML indicates the preference order of the SASL nechani sns
according to the receiving entity (which is not necessarily the
preference order according to the initiating entity).

R <stream features>
<mechani sns xm ns="urn:ietf:parans: xn : ns: xnpp-sasl’ >
<nmechani sm>EXTERNAL</ nechani sn®
<nmechani sm>SCRAM SHA- 1- PLUS</ nechani sn®
<mechani sn>SCRAM SHA- 1</ nechani sn®
<mechani sn>PLAI N</ nechani sn®
</ mechani sns>
</ stream f eat ur es>

6.4. 2. Initiation

In order to begin the SASL negotiation, the initiating entity sends
an <auth/> elenent qualified by the
‘urn:ietf:paranms: xnl :ns: xnpp-sasl’ nanespace and i ncl udes an
appropriate value for the 'nechanism attribute, thus starting the
handshake for that particul ar authentication mechanism This el enment
MAY contain XM. character data (in SASL terminology, the "initia
response") if the nmechani sm supports or requires it. |[If the
initiating entity needs to send a zero-length initial response, it
MUST transnit the response as a single equals sign character ("="),
whi ch indicates that the response is present but contains no data.

|: <auth xm ns="urn:ietf:parans: xm : ns: xnpp- sasl
mechani sm’ PLAI N >AG1bd | dAByM30zM3515¢j Bt Me A=</ aut h>
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If the initiating entity subsequently sends anot her <auth/> el enent

and the ongoi ng aut henticati on handshake has not yet conpleted, the

receiving entity MJIST discard the ongoi ng handshake and MJST process
a new handshake for the subsequently requested SASL mechani sm

6.4.3. Chall enge- Response Sequence

If necessary, the receiving entity challenges the initiating entity
by sending a <chall enge/> el enment qualified by the
‘urn:ietf:paranms: xn :ns: xnpp-sasl’ nanespace; this el enent MAY
contain XM. character data (which MJST be generated in accordance
with the definition of the SASL nmechani sm chosen by the initiating
entity).

The initiating entity responds to the challenge by sending a
<response/ > el ement qualified by the
‘urn:ietf:paranms: xnm :ns: xnpp-sasl’ nanespace; this el enent MAY
contain XM. character data (which MJST be generated in accordance
with the definition of the SASL nechani sm chosen by the initiating
entity).

If necessary, the receiving entity sends nore chall enges and the
initiating entity sends nore responses.

This series of challenge/response pairs continues until one of three
t hi ngs happens:

o The initiating entity aborts the handshake for this authentication
mechani sm

0 The receiving entity reports failure of the handshake.
0 The receiving entity reports success of the handshake.
These scenarios are described in the foll ow ng sections.

6.4.4. Abort
The initiating entity aborts the handshake for this authentication
mechani sm by sendi ng an <abort/> el enent qualified by the
‘urn:ietf:paranms: xnm @ ns: xnpp-sasl’ nanespace.
|: <abort xm ns="urn:ietf:parans: xm:ns:xnmpp-sasl’/>
Upon receiving an <abort/> elenment, the receiving entity MJST return
a <failure/> element qualified by the

‘urn:ietf:parans: xn :ns: xnpp-sasl’ nanmespace and contai ni ng an
<aborted/> child el ement.
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R <failure xm ns="urn:ietf:parans: xm :ns: xnpp-sasl’ >
<aborted/ >
</failure>

6.4.5. SASL Failure

The receiving entity reports failure of the handshake for this

aut henti cati on nmechani sm by sending a <failure/> elenment qualified by
the "urn:ietf:paranms: xnm : ns: xnpp-sasl’ nanespace (the particul ar
cause of failure MJST be conmuni cated in an appropriate child el ement
of the <failure/> elenent as defined under Section 6.5).

R <failure xm ns="urn:ietf:parans: xm :ns: xnpp-sasl’ >
<not - aut hori zed/ >
</failure>

VWhere appropriate for the chosen SASL mechanism the receiving entity
SHOULD al | ow a configurabl e but reasonabl e nunber of retries (at
least 2 and no nore than 5); this enables the initiating entity
(e.g., an end-user client) to tolerate incorrectly provided
credentials (e.g., a mistyped password) wi thout being forced to
reconnect (which it would if the receiving entity immediately
returned a SASL failure and cl osed the strean).

If the initiating entity attenpts a reasonabl e nunmber of retries with
the sane SASL nechanismand all attenpts fail, it MAY fall back to
the next nechanismin its ordered |ist by sending a new <auth/>
request to the receiving entity, thus starting a new handshake for
that aut hentication mechanism [If all handshakes fail and there are
no renai ning nmechanisns in the initiating entity's list of supported
and acceptabl e nmechanisns, the initiating entity SHOULD sinply cl ose
the stream as described under Section 4.4 (instead of waiting for the
streamto tinme out).

If the initiating entity exceeds the nunber of retries, the receiving
entity MIUST close the streamwith a streamerror, which SHOULD be
<policy-violation/> (Section 4.9.3.14), although sone existing

i mpl enent ati ons send <not-aut horized/> (Section 4.9.3.12) instead.

| mpl enentati on Note: For server-to-server streans, if the
receiving entity cannot offer the SASL EXTERNAL nechani sm or any
ot her SASL nechani sm based on the security context established
during TLS negotiation, the receiving entity MAY attenpt to
compl ete weak identity verification using the Server Dial back
protocol [XEP-0220]; however, if according to |ocal service
policies weak identity verification is insufficient then the
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receiving entity SHOULD i nstead close the streamwi th a <policy-
violation/> streamerror (Section 4.9.3.14) instead of waiting for
the streamto tine out.

6. 4. 6. SASL Success

Bef ore considering the SASL handshake to be a success, if the
initiating entity provided a '"from attribute on an initial stream
header whose confidentiality and integrity were protected via TLS or
an equi val ent security layer (such as the SASL GSSAPI nechani sm then
the receiving entity SHOULD correl ate the authentication identity
resulting fromthe SASL negotiation with that 'froni address; if the
two identities do not match then the receiving entity SHOULD

term nate the connection attenpt (however, the receiving entity might
have legitinate reasons not to terminate the connection attenpt, for
exanpl e, because it has overridden a connecting client’s address to
correct the JID format or assign a JID based on information presented
in an end-user certificate).

The receiving entity reports success of the handshake by sending a
<success/> el enent qualified by the
‘urn:ietf:paranms: xn :ns: xnpp-sasl’ nanespace; this el enent MAY
contain XM. character data (in SASL term nology, "additional data
with success") if the chosen SASL nechani sm supports or requires it.
If the receiving entity needs to send additional data of zero |ength,
it MUST transmt the data as a single equals sign character ("=").

R <success xm ns="urn:ietf:paranms: xm :ns: xnmpp-sasl’/>

Informational Note: For client-to-server streans, the

aut hori zation identity conmuni cated during SASL negotiation is
used to determi ne the canonical address for the initiating client
according to the receiving server, as described under

Section 4.3.6.

Upon receiving the <success/> elenent, the initiating entity MJST
initiate a new stream over the existing TCP connection by sending a
new initial stream header to the receiving entity (as specified under
Section 4.3.3, the initiating entity MJST NOT send a cl osing
</strean> tag before sending the newinitial stream header, since the
receiving entity and initiating entity MJST consider the origina
streamto be replaced upon success of the SASL negotiation).
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| : <stream stream
from=" juliet@m exanple.com
to="im exanpl e. coni
version="1.0
xm 1 ang="en’
xm ns='j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

Upon receiving the newinitial streamheader fromthe initiating
entity, the receiving entity MJST respond by sending a new response
stream header to the initiating entity (for which it MJST generate a
new stream | D instead of reusing the old streamID).

R <stream stream
from=" i m exanpl e. comni
i d=" gPybzaOz BmaADgx KXu9Ud bpr p0=
to="juliet@m exanpl e. coni
version="1.0
xm ;1 ang='en
xm ns='j abber:client’
xm ns: streane http://etherx.jabber.org/streans’ >

The receiving entity MIST al so send stream features, containing any
further avail able features or containing no features (via an enpty
<features/> el enent).

R <stream features>
<bi nd xm ns="urn:ietf:paranms: xm :ns: xnpp-bind />
</ stream f eatures>

6.5. SASL Errors

The syntax of SASL errors is as follows, where the XML data shown
within the square brackets '"[' and ']’ is OPTI ONAL.

<failure xm ns="urn:ietf:parans: xn : ns: xnpp-sasl’ >
<defined-condi tion/>
[ <text xm:lang='langcode’ >
OPTI ONAL descriptive text
</t ext>]
</failure>

The "defined-condition" MJST be one of the SASL-rel ated error
conditions defined in the follow ng sections. However, because
additional error conditions night be defined in the future, if an
entity receives a SASL error condition that it does not understand
then it MJIST treat the unknown condition as a generic authentication
failure, i.e., as equivalent to <not-authorized/> (Section 6.5.10).
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Inclusion of the <text/> elenent is OPTIONAL, and can be used to
provi de application-specific informati on about the error condition
whi ch i nformati on MAY be displayed to a hunan but only as a

suppl enent to the defined condition

Because XMPP itself defines an application profile of SASL and there
is no expectation that nore specialized XMPP applications will be
built on top of SASL, the SASL error format does not provide
extensibility for application-specific error conditions as is done
for XML streanms (Section 4.9.4) and XM. stanzas (Section 8.3.4).

6.5.1. aborted

The receiving entity acknow edges that the authentication handshake
has been aborted by the initiating entity; sent in reply to the
<abort/> el enent.

|: <abort xmns="urn:ietf:parans: xm :ns:xnmpp-sasl’/>

R <failure xm ns="urn:ietf:parans: xnl : ns: xnmpp-sasl’ >
<aborted/ >
</failure>

6.5.2. account-di sabl ed

The account of the initiating entity has been tenporarily disabl ed;
sent in reply to an <auth/> elenment (with or without initial response
data) or a <response/> el ement.

|: <auth xm ns="urn:ietf:parans: xn : ns: xnpp- sasl
mechani sm=’ PLAI N >AG1bd | dAByM30zMG15¢j Bt MeA=</ aut h>

R <failure xm ns="urn:ietf:parans: xnl : ns: xnmpp-sasl’ >
<account - di sabl ed/ >

<text xm:lang="en’ >Call 212-555-1212 for assistance.</text>
</failure>

6.5.3. credential s-expired
The authentication failed because the initiating entity provided
credentials that have expired; sent in reply to a <response/> el ement
or an <auth/> elenent with initial response data.
| . <response xm ns="urn:ietf:parans: xn : ns: xnpp- sasl ' >

[ ... ]

</ response>
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R <failure xm ns="urn:ietf:parans: xm :ns: xnpp-sasl’ >
<credenti al s-expired/ >
</failure>

6.5.4. encryption-required

The mechani smrequested by the initiating entity cannot be used

unl ess the confidentiality and integrity of the underlying streamare
protected (typically via TLS); sent in reply to an <auth/> el enent
(with or without initial response data).

|: <auth xm ns="urn:ietf:parans: xn :ns: xnpp- sasl
mechani sm=’ PLAI N >AG1bd | dAByM30zMG15¢ Bt MeA=</ aut h>

R <failure xm ns="urn:ietf:parans: xnl : ns: xnmpp-sasl’ >
<encryption-required/ >
</failure>

6.5.5. incorrect-encoding

The data provided by the initiating entity could not be processed
because the base 64 encoding is incorrect (e.g., because the encoding
does not adhere to the definition in Section 4 of [BASE64]); sent in
reply to a <response/> elenent or an <auth/> elenent with initia
response dat a.

|: <auth xm ns="urn:ietf:parans: xm : ns: xnpp- sasl
mechani sme’ DI GEST-MD5' >[ ... ]</auth>

R <failure xm ns="urn:ietf:parans: xm :ns: xnpp-sasl’ >
<i ncorrect-encodi ng/ >
</failure>

6.5.6. invalid-authzid

The authzid provided by the initiating entity is invalid, either
because it is incorrectly formatted or because the initiating entity
does not have pernissions to authorize that ID, sent in reply to a
<response/ > el ement or an <auth/> elenment with initial response data.

| : <response xm ns="urn:ietf:paranms: xm : ns: xnpp-sasl’ >

(... ]

</response>

R <failure xm ns="urn:ietf:parans: xnl :ns: xnmpp-sasl’ >
<i nval i d- aut hzi d/ >
</failure>
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6.5.7. invalid-nechani sm

The initiating entity did not specify a nechanism or requested a
mechani smthat is not supported by the receiving entity; sent in
reply to an <auth/> el enent.

|: <auth xm ns="urn:ietf:parans: xn :ns: xnpp- sasl
mechani sm=" CRAM MD5’ / >

R <failure xm ns="urn:ietf:parans: xm : ns: xnmpp-sasl’ >
<i nval i d- mechani sm >
</failure>

6.5.8. nal forned-request

The request is malforned (e.g., the <auth/> elenent includes initial

response data but the mechani smdoes not allow that, or the data sent
viol ates the syntax for the specified SASL nechanisn); sent in reply
to an <abort/>, <auth/>, <challenge/>, or <response/> el enent.

(I'n the foll owi ng exanple, the XML character data of the <auth/>

el ement contains nore than 255 UTF-8-encoded Uni code characters and
therefore violates the "token" production for the SASL ANONYMOUS
mechani sm as specified in [ ANONYMOUS] . )

|: <auth xm ns="urn:ietf:parans: xm :ns: xnpp- sasl
nmechani sm=" ANONYMOUS' >[ ... sone-long-token ... ]</auth>

R <failure xm ns="urn:ietf:parans: xm : ns: xnmpp-sasl’ >
<mal f or med-r equest />
</failure>

6.5.9. nmechani smtoo-weak
The mechani smrequested by the initiating entity is weaker than
server policy pernmits for that initiating entity; sent inreply to an
<auth/> elenment (with or without initial response data).

|: <auth xm ns="urn:ietf:parans: xm : ns: xnpp- sasl
mechani sm=’ PLAI N >AG1bd | dAByM30zM3515¢j Bt Me A=</ aut h>

R <failure xm ns="urn:ietf:parans: xm :ns: xnpp-sasl’ >

<nmechani smt oo- weak/ >
</failure>
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6.5.10. not-authorized

The authentication failed because the initiating entity did not
provi de proper credentials, or because sone generic authentication
failure has occurred but the receiving entity does not wish to

di scl ose specific informati on about the cause of the failure; sent in
reply to a <response/> elenent or an <auth/> elenent with initia
response dat a.

| : <response xm ns="urn:ietf:paranms: xm : ns: xnpp-sasl’ >

(-]

</ response>

R <failure xm ns="urn:ietf:parans: xnl : ns: xnmpp-sasl’ >
<not - aut hori zed/ >
</failure>

Security Warning: This error condition includes but is not limted
to the case of incorrect credentials or a nonexistent usernane.

In order to discourage directory harvest attacks, no
differentiation is nade between incorrect credentials and a
nonexi st ent user nane.

6.5.11. tenporary-auth-failure

The aut hentication failed because of a tenporary error condition
within the receiving entity, and it is advisable for the initiating
entity to try again later; sent in reply to an <auth/> elenent or a
<response/ > el ement.

| : <response xml ns="urn:ietf:parans: xm : ns: xnpp-sasl’ >
[ ... ]

</resb6nse>
R <failure xm ns="urn:ietf:parans: xm : ns: xnmpp-sasl’ >
<tenporary-auth-failure/>
</failure>
6.6. SASL Definition

The profiling requirenents of [SASL] require that the follow ng
i nformati on be supplied by the definition of a using protocol

service nanme: "xnpp"
initiation sequence: After the initiating entity provides an opening

XM. stream header and the receiving entity replies in kind, the
receiving entity provides a |ist of acceptable authentication
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met hods. The initiating entity chooses one nethod fromthe I|ist
and sends it to the receiving entity as the value of the
"mechani smi attribute possessed by an <auth/> elenent, optionally
including an initial response to avoid a round trip.

exchange sequence: Challenges and responses are carried through the
exchange of <chal |l enge/> elenents fromreceiving entity to
initiating entity and <response/> elenents frominitiating entity
to receiving entity. The receiving entity reports failure by
sending a <failure/> el ement and success by sending a <success/>
element; the initiating entity aborts the exchange by sendi ng an
<abort/> el enent. Upon successful negotiation, both sides
consider the original XML streamto be closed and new stream
headers are sent by both entities.

security layer negotiation: The security layer takes effect
i medi ately after sending the closing > character of the
<success/> elenent for the receiving entity, and i mediately after
receiving the closing '> character of the <success/> el enent for
the initiating entity. The order of layers is first [TCP], then
[ TLS], then [SASL], then XWPP

use of the authorization identity: The authorization identity can be
used in XMPP to denote the non-default <l ocal part @onai npart> of a
client; an enpty string is equivalent to an absent authorization
identity.

7. Resource Binding
7.1. Fundanental s

After a client authenticates with a server, it MJST bind a specific
resource to the streamso that the server can properly address the
client. That is, there MIST be an XMPP resource associated with the
bare JID (<l ocal part @omai npart>) of the client, so that the address
for use over that streamis a full JID of the form

<l ocal part @lonmi npart/resource> (including the resourcepart). This
ensures that the server can deliver XM. stanzas to and receive XM
stanzas fromthe client in relation to entities other than the server
itself or the client’s account, as expl ai ned under Section 10.

I nformational Note: The client could exchange stanzas with the
server itself or the client’s account before binding a resource
since the full JIDis needed only for addressing outside the
context of the stream negoti ated between the client and the
server, but this is not commonly done.
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After a client has bound a resource to the stream it is referred to
as a "connected resource". A server SHOULD allow an entity to

mai ntain nmultiple connected resources sinultaneously, where each
connected resource is associated with a distinct XM. streamand is
differentiated fromthe other connected resources by a distinct
resourcepart.

Security Warning: A server SHOULD enabl e the adninistrator of an
XMPP service to limt the nunmber of connected resources in order
to prevent certain denial-of-service attacks as described under
Section 13.12.

If, before conpleting the resource binding step, the client attenpts
to send an XML stanza to an entity other than the server itself or
the client’s account, the server MJST NOT process the stanza and MJST
close the streamwith a <not-authorized/> streamerror

(Section 4.9.3.12).

The XM. nanespace nane for the resource binding extension is
‘urn:ietf:paranms: xm :ns: xnmpp-bi nd’

7.2. Support

Support for resource binding is REQU RED in XMPP client and server
i mpl enent ati ons.

7.3. Stream Negotiation Rul es
7.3.1. Mandatory-to-Negotiate

The parties to a stream MUST consi der resource bindi ng as nandatory-
t o- negoti at e.

7.3.2. Restart
After resource binding, the parties MJST NOT restart the stream

7.4. Advertising Support
Upon sending a new response stream header to the client after
successful SASL negotiation, the server MJIST include a <bind/>
el ement qualified by the "urn:ietf:parans: xnl:ns: xnpp-bi nd’ nanespace
in the streamfeatures it presents to the client.
The server MJST NOT include the resource binding streamfeature unti

after the client has authenticated, typically by means of successfu
SASL negoti ation
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7.

7.

7.

5.

6.

S. <stream stream

from=" i m exanpl e. coni

i d=" gPybzaOz BmaADgx KXu9Ud bpr p0=

to="juliet@m exanpl e. com

version="1.0

xm : 1 ang="en’

xm ns='j abber:client’

xm ns: streanm=’ http://etherx.jabber.org/streans’ >

S: <stream f eat ures>

<bi nd xm ns="urn:ietf:paranms: xm :ns: xnpp-bind />
</ stream f eatures>

Upon being inforned that resource binding is nandatory-to-negoti ate,
the client MUST bind a resource to the streamas described in the
foll owi ng sections.

Cenerati on of Resource ldentifiers

A resourcepart MJST at a nini num be uni que anong the connected
resources for that <local part @onmai npart>. Enforcenent of this
policy is the responsibility of the server.

Security Warning: A resourcepart can be security-critical. For
exanple, if a malicious entity can guess a client’s resourcepart
then it might be able to deternine if the client (and therefore
the controlling principal) is online or offline, thus resulting in
a presence | eak as described under Section 13.10.2. To prevent
that possibility, a client can either (1) generate a random
resourcepart on its own or (2) ask the server to generate a
resourcepart on its behalf. One nethod for ensuring that the
resourcepart is randomis to generate a Universally Unique
Identifier (UU D) as specified in [UU D].

Server-CGenerated Resource ldentifier

A server MJST be able to generate an XMPP resourcepart on behal f of a
client. The resourcepart generated by the server MJST be random (see

[ RANDOM ) .
6.

Success Case

A client requests a server-generated resourcepart by sending an 1Q
stanza of type "set" (see Section 8.2.3) containing an enpty <bind/>
el ement qualified by the "urn:ietf:paranms: xnm : ns: xnpp- bi nd
nanespace.
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C <iqg id="tn281v37’ type='set’'>
<bi nd xm ns="urn:ietf:parans: xm :ns:xnmpp-bind />
</iqg>

Once the server has generated an XMPP resourcepart for the client, it
MUST return an | Q stanza of type "result" to the client, which MJST
include a <jid/> child el enent that specifies the full JID for the
connected resource as determ ned by the server

S: <iqg id="tn281v37’' type='result’>
<bi nd xm ns="urn:ietf:parans: xm : ns: xnmpp- bi nd’ >
<jid>
juliet@m exanpl e. com 4db06f 06- 1ea4- 11dc- aca3- 000bcd821bf b
</jid>
</ bi nd>
</iqg>

7.6. 2. Error Cases

Wien a client asks the server to generate a resourcepart during
resource binding, the followi ng stanza error conditions are defined:

0o The account has reached a linmt on the nunber of sinultaneous
connected resources all owned.

o The client is otherwise not allowed to bind a resource to the
stream

Naturally, it is possible that error conditions not specified here
m ght occur, as described under Section 8. 3.

7.6.2.1. Resource Constraint

If the account has reached a |limt on the nunber of sinultaneous
connected resources allowed, the server MJST return a <resource-
constraint/> stanza error (Section 8.3.3.18).

S: <iq id="tn281v37' type='error’>
<error type="wait’ >
<resour ce-constraint
xm ns="urn:ietf:parans: xnm : ns: xnpp- st anzas’ />
</error>
</iqg>
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7.6.2.2. Not Allowed

If the client is otherwise not allowed to bind a resource to the
stream the server MJST return a <not-all owed/ > stanza error
(Section 8.3.3.10).

S: <iqg id="tn281v37’' type='error’>
<error type='cancel’ >
<not - al | owed
xm ns="urn:ietf:parans: xn : ns: xnpp- st anzas’ / >
</error>
<liqg>

7.7. dient-Subnmitted Resource |ldentifier

I nstead of asking the server to generate a resourcepart on its
behal f, a client MAY attenpt to submit a resourcepart that it has
generated or that the controlling user has provided.

7.7.1. Success Case

A client asks its server to accept a client-submtted resourcepart by
sending an | Q stanza of type "set" containing a <bind/> elenment wth

a child <resource/> el enment containing non-zero-length XM. character

dat a.

C <iq id="wy2xa82b4’ type='set’>
<bi nd xm ns="urn:ietf:parans: xm : ns: xmpp- bi nd’ >
<r esour ce>bal cony</resource>
</ bi nd>
</iqg>

The server SHOULD accept the client-submitted resourcepart. It does
so by returning an I Q stanza of type "result"” to the client,
including a <jid/> child elenent that specifies the full JID for the
connect ed resource and contains without nodification the client-
subnmitted text.

S <iqg id="wy2xa82b4’ type='result’>
<bi nd xm ns="urn:ietf:parans: xm : ns: xmpp- bi nd’ >
<jid>juliet@m exanpl e.coni bal cony</jid>
</ bi nd>
</iqg>

Alternatively, in accordance with local service policies the server

MAY refuse the client-submitted resourcepart and override it with a
resourcepart that the server generates.
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S <iqg id="wy2xa82b4’ type='result’>
<bi nd xm ns="urn:ietf:parans: xm :ns: xmpp-bi nd’ >
<jid>
juliet@m exanpl e. com bal cony 4db06f 06- 1ea4- 11dc- aca3- 000bcd821bfb
</jid>
</ bi nd>
</iqg>

7.7.2. Error Cases

When a client attenpts to submt its own XMPP resourcepart during
resource binding, the follow ng stanza error conditions are defined
in addition to those described under Section 7.6.2:

o The provided resourcepart cannot be processed by the server
o The provided resourcepart is already in use.

Naturally, it is possible that error conditions not specified here
m ght occur, as described under Section 8. 3.

7.7.2.1. Bad Request

If the provided resourcepart cannot be processed by the server (e.g.
because it is of zero length or because it otherw se violates the
rules for resourceparts specified in [ XMPP-ADDR]), the server can
return a <bad-request/> stanza error (Section 8.3.3.1) but SHOULD

i nstead process the resourcepart so that it is in conformance.

S <ig id="wy2xa82bh4’ type='error’>
<error type='nodify’ >
<bad-request xm ns="urn:ietf:parans:xm :ns: xnmpp-stanzas’ />
</error>
</iqg>

7.7.2.2. Conflict

If there is a currently connected client whose session has the
resourcepart being requested by the newly connecting client, the
server MJST do one of the follow ng (which of these the server does
is amtter for inplementation or |ocal service policy, although
suggestions are provi ded bel ow).

1. Override the resourcepart provided by the newy connecting client
with a server-generated resourcepart. This behavior is
encour aged, because it sinplifies the resource binding process
for client inplenentations.
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2. Disallow the resource binding attenpt of the newly connecting
client and maintain the session of the currently connected
client. This behavior is neither encouraged nor di scouraged,
despite the fact that it was inplicitly encouraged in RFC 3920;
however, note that handling of the <conflict/> error is unevenly
supported anong existing client inplenentations, which often
treat it as an authentication error and have been observed to
di scard cached credentials when receiving it.

3. Ternminate the session of the currently connected client and all ow
the resource binding attenpt of the newly connecting client.
Al though this was the traditional behavior of early XMPP server
i mpl enentations, it is now di scouraged because it can lead to a
never-ending cycle of two clients effectively disconnecting each
ot her; however, note that this behavior can be appropriate in
some depl oyment scenarios or if the server knows that the
currently connected client has a dead connection or broken stream
as described under Section 4.6.

If the server follows behavior #1, it returns an <ig/> stanza of type
"result" to the newWly connecting client, where the <jid/> child of
the <bind/> element contains XM. character data that indicates the
full JID of the client, including the resourcepart that was generated
by the server.

S. <iqg id="wy2xa82b4’ type='result’>
<bi nd xm ns="urn:ietf:parans: xm : ns: xmpp-bi nd’ >
<jid>
juliet @m exanpl e. com bal cony 4db06f 06- 1ea4- 11dc- aca3- 000bcd821bfb
</jid>
</ bi nd>
<liqg>

If the server follows behavior #2, it sends a <conflict/> stanza
error (Section 8.3.3.2) in response to the resource binding attenpt
of the newly connecting client but nmaintains the XML stream so that
the newly connecting client has an opportunity to negotiate a non-
conflicting resourcepart (i.e., the newy connecting client needs to
choose a different resourcepart before nmaking another attenpt to bind
a resource).

S <ig id="wy2xa82bh4’ type='error’>
<error type='nodify’ >
<conflict xm ns="urn:ietf:parans: xnl :ns: xnpp-stanzas’ />
</error>
</iqg>
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If the server follows behavior #3, it returns a <conflict/> stream
error (Section 4.9.3.3) to the currently connected client (as
descri bed under Section 4.9.3.3) and returns an | Q stanza of type
"result" (indicating success) in response to the resource binding
attenpt of the newly connecting client.

S <iqg id="wy2xa82b4’ type='result’>
<bi nd xm ns="urn:ietf:parans: xm :ns: xmpp-bi nd’ >
<jid>
juliet@m exanpl e. conl bal cony
</jid>
</ bi nd>
</iqg>

7.7.3. Retries

If an error occurs when a client submts a resourcepart, the server
SHOULD al | ow a configurabl e but reasonabl e nunber of retries (at

| east 5 and no nore than 10); this enables the client to tolerate
incorrectly provided resourceparts (e.g., bad data formats or
duplicate text strings) without being forced to reconnect.

After the client has reached the retry limt, the server MIST cl ose
the streamwith a <policy-violation/> stream error
(Section 4.9.3.14).

8. XM Stanzas

After a client and a server (or two servers) have conpl eted stream
negoti ation, either party can send XM. stanzas. Three kinds of XM
stanza are defined for the 'jabber:client’ and 'jabber:server’
namespaces: <message/>, <presence/>, and <iq/>. |In addition, there
are five common attributes for these stanza types. These comon
attributes, as well as the basic semantics of the three stanza types,
are defined in this specification; nore detailed information
regardi ng the syntax of XM. stanzas for instant nmessagi ng and
presence applications is provided in [ XWMPP-1M, and for other
applications in the rel evant XMPP extensi on specifications.

Support for the XM. stanza syntax and semantics defined in this
specification is REQURED in XMPP client and server inplenmentations.

Security Warning: A server MJST NOT process a partial stanza and

MJUST NOT attach neaning to the transmission timng of any part of
a stanza (before receipt of the closing tag).
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8.1. Conmon Attributes

The following five attributes are commopn to nessage, presence, and |1 Q
st anzas.

8.1.1. to

The 'to’ attribute specifies the JID of the intended recipient for
t he stanza.

<nessage to='ronmeo@xanpl e. net’ >
<body>Art thou not Roneo, and a Montague?</body>
</ message>

For information about server processing of inbound and out bound XM
stanzas based on the 'to’ address, refer to Section 10.

8.1.1.1. dient-to-Server Streans

The following rules apply to inclusion of the "to’ attribute in
stanzas sent froma connected client to its server over an XM stream
qualified by the 'jabber:client’ nanespace.

1. A stanza with a specific intended recipient (e.g., a conversation
partner, a renote service, the server itself, even another
resource associated with the user’s bare JID) MJST possess a
attribute whose value is an XMPP address.

to

2. A stanza sent froma client to a server for direct processing by
the server (e.g., roster processing as described in [ XMPP-IM or
presence sent to the server for broadcasting to other entities)
MUST NOT possess a 'to’ attribute.

The following rules apply to inclusion of the "to’ attribute in
stanzas sent froma server to a connected client over an XM. stream
qualified by the ’jabber:client’ nanespace.

1. If the server has received the stanza from anot her connected
client or froma peer server, the server MUST NOT nodify the "to
address before delivering the stanza to the client.

2. If the server has itself generated the stanza (e.g., a response
to an 1Q stanza of type "get" or "set", even if the stanza did
not include a 'to’ address), the stanza MAY include a 'to
address, which MJST be the full JID of the client; however, if
the stanza does not include a 'to’ address then the client MJST
treat it as if the "to’ address were included with a value of the
client’s full JID
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| npl enentation Note: It is the server’'s responsibility to deliver
only stanzas that are addressed to the client’s full JID or the
user’s bare JID; thus, there is no need for the client to check
the 'to’ address of incom ng stanzas. However, if the client does
check the "to’ address then it is suggested to check at nobst the
bare JID portion (not the full JID), since the '"to address night
be the user’s bare JID, the client’s current full JID, or even a
full JIDwith a different resourcepart (e.g., in the case of so-
called "of fline messages" as described in [ XEP-0160]).

8.1.1.2. Server-to-Server Streans

The following rules apply to inclusion of the "to’ attribute in the
context of XM. streans qualified by the 'jabber:server’ nanespace
(i.e., server-to-server streans).

1. A stanza MJST possess a 'to’ attribute whose value is an XMPP
address; if a server receives a stanza that does not neet this
restriction, it MJST close the streamwi th an <i nproper-
addressing/> streamerror (Section 4.9.3.7).

2. The domminpart of the JID contained in the stanza’s 'to’
attribute MIUST match the FQDN of the receiving server (or any
val i dat ed donmi n thereof) as comuni cated via SASL negoti ation
(see Section 6), Server D alback (see [ XEP-0220]), or sinmlar
neans; if a server receives a stanza that does not neet this
restriction, it MJUST close the streamw th a <host-unknown/ >
streamerror (Section 4.9.3.6) or a <host-gone/> stream error
(Section 4.9.3.5).

8.1.2. from
The "from attribute specifies the JID of the sender
<nessage from= juliet @m exanpl e. coni bal cony’
t o=" r oneo@xanpl e. net’ >
<body>Art thou not Roneo, and a Montague?</body>
</ message>
8.1.2.1. dient-to-Server Streans
The following rules apply to the "from attribute in the context of
XM. streans qualified by the 'jabber:client’ nanespace (i.e., client-
to-server streans).
1. Wien a server receives an XM. stanza froma connected client, the

server MJUST add a "fronl attribute to the stanza or override the
"from attribute specified by the client, where the value of the
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"from attribute MIST be the full JID

(<l ocal part @ormai npart/resource>) determined by the server for
the connected resource that generated the stanza (see

Section 4.3.6), or the bare JID (<l ocal part @onai npart>) in the
case of subscription-related presence stanzas (see [ XMPP-1M).

When the server generates a stanza on its own behalf for delivery
to the client fromthe server itself, the stanza MJST include a
"from attribute whose value is the bare JID (i.e., <domainpart>)
of the server as agreed upon during stream negotiation (e.qg.
based on the 'to’ attribute of the initial stream header).

When the server generates a stanza fromthe server for delivery
to the client on behalf of the account of the connected client
(e.g., in the context of data storage services provided by the
server on behalf of the client), the stanza MJST either (a) not
include a "from attribute or (b) include a "froni attribute
whose value is the account’s bare JID (<l ocal part @onai npart>).

A server MJST NOT send to the client a stanza wi thout a 'froni
attribute if the stanza was not generated by the server on its
own behalf (e.g., if it was generated by another client or a peer
server and the server is nerely delivering it to the client on
behal f of sonme other entity); therefore, when a client receives a
stanza that does not include a '"from attribute, it MJST assune
that the stanza is fromthe user’s account on the server

8.1.2. 2. Server-to-Server Streans

The following rules apply to the "fromi attribute in the context of
XM. streans qualified by the 'jabber:server’ nanespace (i.e., server-
to-server streans).

1

A stanza MJST possess a 'from attribute whose value is an XMPP
address; if a server receives a stanza that does not neet this
restriction, it MJST close the streamwi th an <i nproper -
addressing/ > streamerror (Section 4.9.3.7).

The donai npart of the JID contained in the stanza's ’'fromn
attribute MUST match the FQDN of the sending server (or any
val i dat ed domai n thereof) as comuni cated via SASL negoti ation
(see Section 6), Server Dialback (see [ XEP-0220]), or simlar
neans; if a server receives a stanza that does not neet this
restriction, it MJUST close the streamwi th an <invalid-from>
streamerror (Section 4.9.3.9).

Enf orcenment of these rules helps to prevent certain denial-of-service
attacks as described under Section 13.12.
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8.1.3. id

The 'id attribute is used by the originating entity to track any
response or error stanza that it mght receive in relation to the
generated stanza from another entity (such as an internedi ate server
or the intended recipient).

It is upto the originating entity whether the value of the 'id
attribute is unique only within its current stream or unique
gl obal | y.

For <nessage/ > and <presence/ > stanzas, it is RECOVWENDED for the
originating entity to include an 'id attribute; for <ig/> stanzas,
it is REQU RED.

If the generated stanza includes an 'id attribute then it is

REQUI RED for the response or error stanza to also include an 'id
attribute, where the value of the 'id attribute MIST natch that of
t he generated stanza.

The senmantics of |1Q stanzas inpose additional restrictions as
descri bed under Section 8.2.3.

8.1.4. type

The '"type’ attribute specifies the purpose or context of the nessage,
presence, or |1Q stanza. The particular allowable values for the
"type’ attribute vary depending on whether the stanza is a nessage,
presence, or |1Q stanza. The defined values for nmessage and presence
stanzas are specific to instant nessagi ng and presence applications
and therefore are defined in [ XMPP-I M, whereas the values for 1Q
stanzas specify the part of the semantics for all structured request-
response exchanges (no natter what the payl oad) and therefore are
speci fied under Section 8.2.3. The only ’'type’ value conmon to all
three kinds of stanzas is "error" as described under Section 8. 3.

8.1.5. xnm:lang

A stanza SHOULD possess an 'xm :lang’ attribute (as defined in
Section 2.12 of [XM]) if the stanza contains XM. character data that
is intended to be presented to a human user (as explained in

[ CHARSETS], "internationalization is for humans"). The val ue of the
"xm:lang’ attribute specifies the default |anguage of any such
human- r eadabl e XM_ char act er dat a.

Sai nt - Andr e St andards Track [ Page 103]



RFC 6120 XMPP Cor e March 2011

<presence fronr roneo@xanpl e. net/orchard’ xm :lang="en’ >
<show>dnd</ show>
<st at us>Wyoi ng Jul i et </ st at us>

</ presence>

The value of the "xml:lang’ attribute MAY be overridden by the 'xni:
lang’ attribute of a specific child el enent.

<presence frome romeo@xanpl e. net/orchard’” xm :lang="en’ >
<show>dnd</ show>
<st at us>Wyoi ng Jul i et </ st at us>
<status xm:lang='cs’ >Dvo&#x0159; &#x00ED; m se Julii </status>
</ presence>

I f an out bound stanza generated by a client does not possess an 'xni:
lang’ attribute, the client’s server SHOULD add an ’xml : | ang
attribute whose value is that specified for the client’s out put
stream as defined under Section 4.7.4.

C. <presence fron romeo@xanpl e. net/orchard’ >
<show>dnd</ show>
<st at us>Wbyoi ng Jul i et </ st at us>
</ presence>

S. <presence fronr roneo@xanpl e. net/ orchard
to="juliet@m exanpl e.comn
xm :lang="en’ >
<show>dnd</ show>
<st at us>Woi ng Jul i et </ st at us>
</ presence>

I f an inbound stanza received by a client or server does not possess
an 'xm:lang’ attribute, an inplenmentati on MUST assune that the
default language is that specified for the entity' s input stream as
defined under Section 4.7.4.

The value of the "xnl:lang’ attribute MJST conformto the NMIOKEN
datatype (as defined in Section 2.3 of [XM.]) and MJUST conformto the
format defined in [ LANGTAGS] .

A server MJST NOT nodify or delete 'xml:lang’ attributes on stanzas
it receives fromother entities.
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8.2. Basic Semantics
8.2.1. Message Semantics

The <message/ > stanza is a "push" nechani sm whereby one entity pushes
information to another entity, simlar to the comunications that
occur in a systemsuch as email. Al nessage stanzas will possess a
"to' attribute that specifies the intended recipient of the nessage
(see Section 8.1.1 and Section 10.3), unless the nessage is being
sent to the bare JID of a connected client’s account. Upon receiving
a message stanza with a "to’ address, a server SHOULD attenpt to
route or deliver it to the intended recipient (see Section 10 for
general routing and delivery rules related to XM. stanzas).

8.2.2. Presence Senmantics

The <presence/ > stanza is a specialized "broadcast” or "publish-
subscri be" nmechanism whereby nultiple entities receive infornation
(in this case, network availability infornation) about an entity to
whi ch they have subscribed. In general, a publishing client SHOULD
send a presence stanza with no 'to’ attribute, in which case the
server to which the client is connected will broadcast that stanza to
all subscribed entities. However, a publishing client MAY al so send
a presence stanza with a 'to’ attribute, in which case the server
will route or deliver that stanza to the intended recipient.

Al t hough the <presence/> stanza is nost often used by XMPP clients,
it can also be used by servers, add-on services, and any other Kkind
of XWMPP entity. See Section 10 for general routing and delivery
rules related to XML stanzas, and [ XMPP-1M for rules specific to
presence applications.

8.2.3. 1Q Semantics

Info/ Query, or I1Q is a "request-response" nmechanism simlar in sone
ways to the Hypertext Transfer Protocol [HITP]. The semantics of 1Q
enable an entity to nake a request of, and receive a response from
another entity. The data content of the request and response is
defined by the schema or other structural definition associated with
the XML nanespace that qualifies the direct child elenent of the IQ
el ement (see Section 8.4), and the interaction is tracked by the
requesting entity through use of the 'id attribute. Thus, 1Q
interactions follow a common pattern of structured data exchange such
as get/result or set/result (although an error can be returned in
reply to a request if appropriate):
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Requesti ng Respondi ng
Entity Entity

|

| <igid="1 type= get’>
| [ ... payload ... ]
|

<igid="1 type='result’>
[ ... payload ... ]

<iq id="2" type='set’'>
[ ... payload ... ]

<iqid="2" type='error’'>
[ ... condition ... ]

Figure 5. Semantics of |Q Stanzas

To enforce these semantics, the followi ng rules apply:

1. The 'id attribute is REQURED for 1Q stanzas.

2. The 'type’ attribute is REQU RED for |Q stanzas. The value MJST
be one of the following; if not, the recipient or an internedi ate
router MUST return a <bad-request/> stanza error
(Section 8.3.3.1).

* get -- The stanza requests information, inquires about what
data is needed in order to conplete further operations, etc.

* set -- The stanza provides data that is needed for an
operation to be conpleted, sets new val ues, replaces existing
val ues, etc.

* result -- The stanza is a response to a successful get or set
request.
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* error -- The stanza reports an error that has occurred
regardi ng processing or delivery of a get or set request (see
Section 8. 3).

3. An entity that receives an |1 Q request of type "get" or "set" MJST
reply with an | Q response of type "result" or "error". The
response MJUST preserve the 'id attribute of the request (or be
enpty if the generated stanza did not include an 'id attribute).

4. An entity that receives a stanza of type "result" or "error" MJIST
NOT respond to the stanza by sending a further IQ response of
type "result" or "error"; however, the requesting entity MAY send
anot her request (e.g., an 1 Q of type "set" to provide obligatory
i nformati on di scovered through a get/result pair).

5. An 1Q stanza of type "get" or "set" MJIST contain exactly one
child el enent, which specifies the semantics of the particul ar
request.

6. An I1Q stanza of type "result"” MJIST include zero or one child
el ement s.

7. An 1Q stanza of type "error"” MAY include the child el enent
contained in the associated "get" or "set" and MJST include an
<error/> child; for details, see Section 8.3.

8.3. Stanza Errors

Stanza-rel ated errors are handled in a manner simlar to stream
errors (Section 4.9). Unlike streamerrors, stanza errors are
recoverable; therefore, they do not result in ternination of the XM
stream and underlying TCP connection. Instead, the entity that

di scovers the error condition returns an error stanza, which is a
stanza that:

o is of the sanme kind (nmessage, presence, or 1Q as the generated
stanza that triggered the error

o0 has a 'type’ attribute set to a value of "error"

o typically swaps the "fromi and 'to addresses of the generated
stanza

o mrrors the 'id attribute (if any) of the generated stanza that
triggered the error
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8. 3.

contains an <error/> child elenent that specifies the error
condition and therefore provides a hint regarding actions that the
sender night be able to take in an effort to remedy the error
(however, it is not always possible to renedy the error)

Rul es

The following rules apply to stanza errors:

1

The receiving or processing entity that detects an error
condition in relation to a stanza SHOULD return an error stanza
(and MJST do so for I1Q stanzas).

The error stanza SHOULD sinply swap the 'from and 'to’ addresses
fromthe generated stanza, unless doing so would (1) result in an
information | eak (see under Section 13.10) or other breach of
security, or (2) force the sender of the error stanza to include
a malformed JIDin the "from or 'to address of the error

st anza.

If the generated stanza was <nessage/ > or <presence/> and
included an 'id attribute then it is REQU RED for the error

stanza to also include an 'id attribute. |If the generated
stanza was <ig/> then the error stanza MJST include an 'id’
attribute. |In all cases, the value of the 'id attribute MJST

mat ch that of the generated stanza (or be enpty if the generated
stanza did not include an 'id attribute).

An error stanza MJST contain an <error/> child el enent.

The entity that returns an error stanza MAY pass along its JID to
the sender of the generated stanza (e.g., for diagnostic or
tracki ng purposes) through the addition of a 'by’ attribute to
the <error/> child el enent.

The entity that returns an error stanza MAY include the origina
XM. sent so that the sender can inspect and, if necessary,

correct the XML before attenpting to resend (however, this is a
courtesy only and the originating entity MJUST NOT depend on
receiving the original payload). Naturally, the entity MJST NOT
include the original data if it not well-fornmed XM., violates the
XM restrictions of XMPP (see under Section 11.1), or is
otherwi se harnful (e.g., exceeds a size limt).

An <error/> child MJUST NOT be included if the "type' attribute
has a value other than "error" (or if there is no 'type
attribute).
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8. An entity that receives an error stanza MJST NOT respond to the
stanza with a further error stanza; this helps to prevent
| oopi ng.

8.3.2. Syntax

The syntax for stanza-related errors is as foll ows, where XM. data
shown within the square brackets '[' and ']’ is OPTIONAL, 'intended-
recipient’ is the JID of the entity to which the original stanza was
addressed, 'sender’ is the JID of the originating entity, and ’error-
generator’ is the entity that detects the fact that an error has
occurred and thus returns an error stanza.

<stanza-kind frome' i ntended-recipient’ to= sender’ type='error’>
[OPTIONAL to include sender XM here]
<error [by='error-generator’]
type="error-type’' >
<defined-condition xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’/ >
[<text xm ns="urn:ietf:parans: xnl:ns: xnpp-stanzas
xm : |l ang="1 angcode’ >
OPTI ONAL descriptive text
</t ext>]
[ OPTI ONAL application-specific condition el enent]
</error>
</ st anza- ki nd>

The "stanza-ki nd" MJST be one of nessage, presence, or iq.

The "error-type" MJIST be one of the follow ng:

0o auth -- retry after providing credentials

o cancel -- do not retry (the error cannot be renedi ed)
0 continue -- proceed (the condition was only a warni ng)
o nodify -- retry after changing the data sent

0O wait -- retry after waiting (the error is tenporary)

The "defined-condition” MJST correspond to one of the stanza error
condi tions defined under Section 8.3.3. However, because additiona
error conditions night be defined in the future, if an entity
receives a stanza error condition that it does not understand then it
MUST treat the unknown condition as equival ent to <undefi ned-
condition/> (Section 8.3.3.21). |If the designers of an XMPP protoco
extensi on or the devel opers of an XMPP inplenmentation need to

comuni cate a stanza error condition that is not defined in this
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8.

3.

specification, they can do so by defining an application-specific
error condition elenent qualified by an application-specific
namespace.

The <error/> el enent:
0 MJST contain a defined condition el enent.

o MAY contain a <text/> child elenment containing XM. character data
that describes the error in nore detail; this elenment MJST be
qualified by the "urn:ietf:paranms: xm : ns: xnpp-stanzas’ namespace
and SHOULD possess an 'xm:lang attribute specifying the natura
| anguage of the XM. character data.

o MAY contain a child elenent for an application-specific error
condition; this elenent MJST be qualified by an application-
speci fi ¢ namespace that defines the syntax and semantics of the
el ement .

The <text/> element is OPTIONAL. If included, it is to be used only
to provide descriptive or diagnostic information that supplenments the
meani ng of a defined condition or application-specific condition. It
MUST NOT be interpreted programmatically by an application. It
SHOULD NOT be used as the error nessage presented to a human user

but MAY be shown in addition to the error nessage associated with the
defined condition element (and, optionally, the application-specific
condition el enment).

Interoperability Note: The syntax defined in [RFC3920] included a
| egacy 'code’ attribute, whose semantics have been replaced by the
defined condition elenents; information about mappi ng defi ned
condition elenments to values of the | egacy 'code’ attribute can be
found in [ XEP-0086] .

3. Defined Conditions
The following conditions are defined for use in stanza errors.
The error-type value that is RECOWENDED for each defined condition

is the usual expected type; however, in some circunstances a
different type m ght be nore appropriate.

8.3.3.1. bad-request

The sender has sent a stanza containing XM. that does not conformto
the appropriate schema or that cannot be processed (e.g., an 1Q
stanza that includes an unrecogni zed value of the 'type’ attribute,
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or an elenent that is qualified by a recogni zed nanespace but that
viol ates the defined syntax for the elenent); the associated error
type SHOULD be "nodify".

C <iqg frome juliet@m exanpl e. coni bal cony’
i d=’" zj 3v142b’
to="i m exanpl e. com
t ype=' subscri be’ >
<pi ng xm ns="urn: xnpp: pi ng’' />
</iqg>

S <ig fromF' i m exanpl e. coni

i d="zj 3v142b’
to="juliet@m exanpl e. coni bal cony’
type="error’ >

<error type='nodify’ >
<bad-request xm ns="urn:ietf:parans: xm :ns: xnmpp-stanzas’ />

</error>

</iqg>

8.3.3.2. conflict

Access cannot be granted because an existing resource exists with the
sanme nane or address; the associated error type SHOULD be "cancel".

C <iq id="wy2xa82b4’ type='set’>
<bi nd xm ns="urn:ietf:parans: xm : ns: xmpp-bi nd’ >
<r esour ce>bal cony</resource>
</ bi nd>
<liqg>

S: <iq id="wy2xa82b4’ type='error’>
<error type='cancel’ >
<conflict xmns="urn:ietf:parans: xm : ns: xnpp- stanzas’ />
</error>
<liqg>

8.3.3.3. feature-not-inplenented

The feature represented in the XML stanza is not inplenmented by the
intended recipient or an internedi ate server and therefore the stanza
cannot be processed (e.g., the entity understands the nanespace but
does not recogni ze the el enment nane); the associated error type
SHOULD be "cancel" or "nodify".
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C <iqg from juliet@m exanpl e. coni bal cony

i d=" 9u2bax16’
t o=" pubsub. exanpl e. coni
type='get’' >

<pubsub xm ns="http://jabber. org/ protocol / pubsub’ >
<subscri ptions/ >
</ pubsub>
<liqg>

E: <iq fron¥ pubsub. exanpl e. com
i d=" 9u2bax16’
to="juliet@m exanpl e. com bal cony
type="error’>
<error type='cancel’ >
<f eat ure- not -i npl enent ed
xm ns="urn:ietf:parans: xn : ns: xnpp- st anzas’ / >
<unsupport ed
xm ns=" http://jabber. org/protocol / pubsub#errors
feature="retrieve-subscriptions' />
</error>
</iqg>

8.3.3.4. forbidden

Mar ch

2011

The requesting entity does not possess the necessary pernissions to
performan action that only certain authorized roles or individuals
are allowed to conplete (i.e., it typically relates to authorization
rat her than authentication); the associated error type SHOULD be

"aut h".

C. <presence
from="juliet@m exanpl e. com bal cony’
i d="y2bs71v4’
t o=" char act er s@ruc. exanpl e. conf Jul i eC >
<x xm ns="http://jabber. org/protocol/nmuc’ />
</ presence>

E: <presence
from=’ charact ers@ruc. exanpl e. com Jul i eC
i d="y2bs71v4’
to="juliet@m exanpl e. coni bal cony’
type="error’>
<error type="auth’>

<forbi dden xm ns="urn:ietf:parans: xm : ns: xnpp- stanzas’ />

</error>
</ presence>
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8.3.3.5. gone

The recipient or server can no |onger be contacted at this address,
typically on a permanent basis (as opposed to the <redirect/> error
condition, which is used for tenporary addressing failures); the
associ ated error type SHOULD be "cancel" and the error stanza SHOULD
i nclude a new address (if available) as the XML character data of the
<gone/ > el enent (which MJST be a Uniform Resource Identifier [URI] or
Internationalized Resource ldentifier [IRI] at which the entity can
be contacted, typically an XMPP IRl as specified in [ XMPP-URI]).

C. <message
from="juliet@m exanpl e. com churchyard
i d=" sj 2b371v
t o="r oneo@xanpl e. net
type='chat’ >
<body>Thy |ips are warm </ body>
</ message>

S: <nessage

from=" roneo@xanpl e. net
i d=" sj 2b371v
to="juliet@m exanpl e.coni churchyard
type="error’>

<error by='exanpl e. net’

type=' cancel ' >
<gone xm ns="urn:ietf:parans: xm : ns: xnpp- st anzas’ >
xnmpp: romreo@fterlife. exanpl e. net

</ gone>

</error>

</ message>

8.3.3.6. internal-server-error

The server has experienced a m sconfiguration or other internal error
that prevents it from processing the stanza; the associated error
type SHOULD be "cancel ".

C. <presence
from="juliet@m exanpl e. com bal cony
i d=" y2bs71v4’
t o=" char act er s@ruc. exanpl e. coml Jul i eC >
<x xm ns="http://jabber. org/protocol/nuc’'/>
</ presence>
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E: <presence
fronme’ charact ers@ruc. exanpl e. com Jul i eC
i d="y2bs71v4’
to="juliet@m exanpl e. conl bal cony
type="error’ >
<error type='cancel’ >
<i nternal -server-error
xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’/ >
</error>
</ presence>

8.3.3.7. itemnot-found

The addressed JID or itemrequested cannot be found; the associated
error type SHOULD be "cancel ".

C. <presence fron¥ userfoo@xanpl e. com bar’
i d=" pwb2n78i
t o=" nosuchr oom@onf er ence. exanpl e. org/foo’' / >

S: <presence fronmr’ nosuchroom@onference. exanpl e. org/ f oo
i d=" pwb2n78i’
t o=" user f oo@xanpl e. cont bar’
type="error’>
<error type='cancel’ >
<itemnot-found xm ns="urn:ietf:parans: xm :ns: xnpp-stanzas’ />
</error>
</ presence>

Security Warning: An application MJUST NOT return this error if
doi ng so woul d provide infornmati on about the intended recipient’s
network availability to an entity that is not authorized to know
such information (for a nore detail ed discussion of presence

aut hori zation, refer to the discussion of presence subscriptions
in [XMPP-IM); instead it MJST return a <service-unavail abl e/ >
stanza error (Section 8.3.3.19).

8.3.3.8. jid-nualforned
The sending entity has provided (e.g., during resource binding) or
communi cated (e.g., in the 'to’ address of a stanza) an XMPP address

or aspect thereof that violates the rules defined in [ XMPP-ADDR]; the
associ ated error type SHOULD be "nodify".
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C. <presence
from="juliet@m exanpl e. com bal cony’
i d="y2bs71v4’
to="ch@ @t er s@ruc. exanpl e. conf Jul i eC >
<x xm ns="http://jabber. org/protocol/nmuc’ />
</ presence>

E: <presence
from=’ ch@ @t ers@ruc. exanpl e. com Jul i eC
i d="y2bs71v4’
to="juliet@m exanpl e. coni bal cony’
type="error’>
<error by='nuc. exanpl e. com
type=" nodify’' >
<j i d-mal f or med
xm ns="urn:ietf:parans: xn : ns: xnpp- st anzas’ / >
</error>
</ presence>

| mpl enent ati on Note: Enforcenent of the format for XMPP | ocal parts
is primarily the responsibility of the service at which the

associ ated account or entity is located (e.g., the exanple.com
service is responsible for returning <jid-malforned/> errors
related to all JIDs of the form <l ocal part @xanpl e. con»), whereas
enforcenent of the fornmat for XMPP domainparts is primarily the
responsibility of the service that seeks to route a stanza to the
service identified by that domainpart (e.g., the exanple.org
service is responsible for returning <jid-malforned/> errors
related to stanzas that users of that service have to tried send
to JIDs of the form <l ocal part @xanpl e.con®). However, any entity
that detects a malforned JID MAY return this error

8.3.3.9. not-acceptable

The recipient or server understands the request but cannot process it
because the request does not neet criteria defined by the recipient
or server (e.g., a request to subscribe to information that does not
si mul t aneously include configuration paraneters needed by the

reci pient); the associated error type SHOULD be "nodify".

C. <nessage to="juliet@m exanple.com id="yt2vs71lm >

<body>[ ... the-enmacs-manual ... ]</body>
</ message>

Sai nt - Andr e St andards Track [ Page 115]



RFC 6120 XMPP Cor e Mar ch

S: <nessage from="juliet@mexanple.com id="yt2vs7lm >
<error type= nodify’ >
<not - accept abl e
xm ns="urn:ietf:parans: xn : ns: xnpp- st anzas’ / >
</error>
</ message>

8.3.3.10. not-allowed

The recipient or server does not allow any entity to performthe
action (e.g., sending to entities at a blacklisted domain); the
associ ated error type SHOULD be "cancel".

C. <presence
from=" juliet@m exanpl e. com bal cony’
i d="y2bs71v4’
t o=" char act er s@ruc. exanpl e. conml Jul i eC >
<x xm ns="http://jabber. org/protocol/nuc’ />
</ presence>

E: <presence
from=" charact ers@ruc. exanpl e. com Jul i eC
i d=" y2bs71v4’
to="juliet@m exanpl e. com bal cony
type="error’>
<error type='cancel’ >
<not - al  owed xm ns="urn:ietf: parans: xm : ns: xnmpp- stanzas’ />

</error>
</ presence>
8.3.3.11. not-authorized

The sender needs to provide credentials before being allowed to

2011

performthe action, or has provided inproper credentials (the nane

"not - aut hori zed", which was borrowed fromthe "401 Unaut hori zed"

error of [HTTP], night lead the reader to think that this condition

relates to authorization, but instead it is typically used in

relation to authentication); the associated error type SHOULD be
"aut h".

C. <presence
from=" juliet@m exanpl e. com bal cony
i d="y2bs71v4’
t o=" char act er s@ruc. exanpl e. conf Jul i eC >
<x xm ns="http://jabber. org/protocol/mc’/>
</ presence>
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E: <presence

fronme’ charact ers@ruc. exanpl e. com Jul i eC
i d="y2bs71v4’
to="juliet@m exanpl e. coni bal cony’ >

<error type='auth’>
<not - aut hori zed xm ns="urn:ietf: parans: xnl : ns: xnpp- stanzas’ />

</error>

</ presence>

8.3.3.12. policy-violation

The entity has violated sone |ocal service policy (e.g., a nessage
contains words that are prohibited by the service) and the server NMNAY
choose to specify the policy in the <text/> elenment or in an
application-specific condition elenment; the associated error type
SHOULD be "nmodi fy" or "wait" depending on the policy being violated.

(I'n the follow ng exanple, the client sends an XMPP nessage
contai ning words that are forbidden according to the server’s |oca
service policy.)

C. <nessage from=' ronmeo@xanpl e. net/f oo’
to="bill @m exanpl e. com
i d="vq71f4nb’ >
<body>%#&@!!! </ body>
</ message>

S: <nessage from= bill @ m exanpl e. com
i d="vq71f 4nb’
to="r oneo@xanpl e. net/foo’ >
<error by='exanple.net’ type= nodify' >
<pol i cy-viol ati on
xm ns="urn:ietf:parans: xn : ns: xnpp- st anzas’/ >
</error>
</ message>

8.3.3.13. recipient-unavail abl e

The intended recipient is tenporarily unavail abl e, undergoing
mai nt enance, etc.; the associated error type SHOULD be "wait".

C. <presence
from="juliet@m exanpl e. com bal cony
i d="y2bs71v4’
t o=" char act er s@ruc. exanpl e. conf Jul i eC >
<x xm ns="http://jabber. org/protocol/muc’ />
</ presence>
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E: <presence
fronme’ charact ers@ruc. exanpl e. com Jul i eC
i d="y2bs71v4’
to="juliet@m exanpl e. coni bal cony’ >
<error type="wait’'>
<reci pi ent -unavai l abl e
xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’/ >
</error>
</ presence>

Security Warning: An application MJUST NOT return this error if
doi ng so woul d provide information about the intended recipient’s
network availability to an entity that is not authorized to know
such information (for a nore detail ed discussion of presence

aut hori zation, refer to the discussion of presence subscriptions
in [XMPP-1M); instead it MJST return a <service-unavail abl e/ >
stanza error (Section 8.3.3.19).

8.3.3.14. redirect

The recipient or server is redirecting requests for this information
to another entity, typically in a tenporary fashion (as opposed to
the <gone/> error condition, which is used for permanent addressing
failures); the associated error type SHOULD be "nodify" and the error
stanza SHOULD contain the alternate address in the XML character data
of the <redirect/> elenent (which MJST be a URI or IRl with which the
sender can comunicate, typically an XMPP IRl as specified in

[ XMPP-URI]) .

C. <presence
from="juliet@m exanpl e. com bal cony
i d="y2bs71v4’
t o=" char act er s@ruc. exanpl e. conf Jul i eC >
<x xm ns="http://jabber. org/protocol/muc’ />
</ presence>

E: <presence
fronme’ charact ers@ruc. exanpl e. com Jul i eC
i d="y2bs71v4’
to="juliet@m exanpl e. con bal cony
type="error’ >
<error type= nodify’ >
<redirect xm ns="urn:ietf:parans:xn :ns: xnpp-stanzas’ >
xnpp: charact ers@onf erence. exanpl e. org
</redirect>
</error>
</ presence>
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Security Warning: An application receiving a stanza-Ilevel redirect
SHOULD warn a human user of the redirection attenpt and request
approval before proceeding to communicate with the entity whose
address is contained in the XM. character data of the <redirect/>
el ement, because that entity might have a different identity or

m ght enforce different security policies. The end-to-end

aut hentication or signing of XMPP stanzas could help to nitigate
this risk, since it would enable the sender to deternmine if the
entity to which it has been redirected has the sanme identity as
the entity it originally attenpted to contact. An application MAY
have a policy of following redirects only if it has authenticated
the receiving entity. |In addition, an application SHOULD abort
the conmunication attenpt after a certain nunber of successive
redirects (e.g., at least 2 but no nore than 5).

8.3.3.15. registration-required

The requesting entity is not authorized to access the requested
service because prior registration is necessary (exanples of prior
registration include menbers-only roonms in XMPP nulti-user chat

[ XEP- 0045] and gateways to non- XMPP i nstant messagi ng services, which
traditionally required registration in order to use the gateway

[ XEP-0100]); the associated error type SHOULD be "auth".

C. <presence
from="juliet@m exanpl e. com bal cony’
i d="y2bs71v4’
t o=" char act er s@ruc. exanpl e. conml Jul i eC >
<x xm ns="http://jabber. org/protocol/nmuc’ />
</ presence>

E: <presence
from=’ charact ers@ruc. exanpl e. com Jul i eC
i d="y2bs71v4’
to="juliet@m exanpl e. conl bal cony’ >
<error type='auth’>
<regi stration-required
xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’/ >
</error>
</ presence>

8.3.3.16. renote-server-not-found
A renote server or service specified as part or all of the JID of the

i ntended recipi ent does not exist or cannot be resolved (e.g., there
is no _xmpp-server._tcp DNS SRV record, the A or AAAA fall back
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resolution fails, or A/ AAAA | ookups succeed but there is no response
on the I ANA-regi stered port 5269); the associated error type SHOULD
be "cancel ".

C. <nessage
from=" roneo@xanpl e. net/ hone’
i d=" ud7nlf 4h’
t o=" bar @xanpl e. org’
type='chat’ >
<body>yt ?</ body>
</ message>

E: <nessage
from=' bar @xanpl e. org’
i d=" ud7nlf 4h’
t o=" r oneo@xanpl e. net/ hone’
type="error’ >
<error type='cancel’ >
<r enot e- server-not - f ound
xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’/ >
</error>
</ message>

8.3.3.17. renpte-server-tinmeout

A renote server or service specified as part or all of the JID of the
i ntended recipient (or needed to fulfill a request) was resolved but
communi cati ons could not be established within a reasonabl e anount of
time (e.g., an XM. stream cannot be established at the resolved IP
address and port, or an XM. stream can be established but stream
negotiation fails because of problens with TLS, SASL, Server

Di al back, etc.); the associated error type SHOULD be "wait" (unless
the error is of a nore permanent nature, e.g., the renote server is
found but it cannot be authenticated or it violates security

pol i cies).

C. <nessage
from=" roneo@xanpl e. net/ hone’
i d=" ud7nlf 4h’
t o=" bar @xanpl e. org’
type='chat’ >
<body>yt ?</ body>
</ message>
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E: <nessage
from=' bar @xanpl e. org’
i d=" ud7nlf 4h’
t o=" r oneo@xanpl e. net/ hone’
type="error’ >
<error type="wait’>
<renot e-server-ti meout
xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’/ >
</error>
</ message>

8.3.3.18. resource-constraint
The server or recipient is busy or lacks the systemresources
necessary to service the request; the associated error type SHOULD be
"V\ﬂi t"_

C. <ig frome' roneo@xanpl e. net/f oo’

i d="kj 4vz31lm
t o=" pubsub. exanpl e. coni
type='get’' >

<pubsub xm ns="http://jabber. org/protocol /pubsub’ >
<i tens node='ny_nusings’' />
</ pubsub>
</iqg>

E: <iqg from= pubsub. exanpl e. com
i d="Kkj 4vz31lm
t o=’ r oneo@xanpl e. net/f oo’
type="error’>
<error type="wait’'>
<resour ce- constrai nt
xm ns="urn:ietf:parans: xn : ns: xnpp- st anzas’/ >
</error>
</ig>

8.3.3.19. service-unavail able

The server or recipient does not currently provide the requested
service; the associated error type SHOULD be "cancel".

C. <nessage frome' roneo@xanpl e. net/f oo’
to="juliet@mexanple.coni>
<body>Hel | 0?</ body>
</ message>
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S: <nessage from='juliet@m exanpl e.conifoo
t o="r oneo@xanpl e. net’ >
<error type='cancel’ >
<servi ce-unavai l abl e
xm ns="urn:ietf:parans: xnm : ns: xnpp- st anzas’ />
</error>
</ message>

Security Warning: An application MJUST return a <service-
unavai l abl e/ > stanza error (Section 8.3.3.19) instead of <item
not - found/ > (Section 8.3.3.7) or <recipient-unavail abl e/>
(Section 8.3.3.13) if sending one of the latter errors would
provi de i nformati on about the intended recipient’s network
availability to an entity that is not authorized to know such
information (for a nore detailed discussion of presence

aut hori zation, refer to [ XMPP-1M).

8.3.3.20. subscription-required

The requesting entity is not authorized to access the requested
servi ce because a prior subscription is necessary (exanples of prior
subscription include authorization to receive presence information as
defined in [ XMPP-IM and opt-in data feeds for XMPP publish-subscribe
as defined in [ XEP-0060]); the associated error type SHOULD be

"aut h".

C. <nessage

fronm=’ roneo@xanpl e. net/orchard
i d=" pa73b4n7’
to=" pl ayw i ght @hakespear e. exanpl e. coni
type='chat’ >

<subj ect >ACT ||, SCENE I </subject>

<body>hel p, | forgot ny |ines!</body>

</ message>

E: <nmessage
fronme' pl ayw i ght @hakespeare. exanpl e. comi
i d=" pa73b4n7’
to="r oneo@xanpl e. net/ orchard
type="error’ >
<error type='auth’>
<subscri ption-required
xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’/ >
</error>
</ message>
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8.3.3.21. undefined-condition

The error condition is not one of those defined by the other
conditions in this list; any error type can be associated with this
condition, and it SHOULD NOT be used except in conjunction with an
application-specific condition.

C. <nessage
from=" nort hunmber| and@hakespear e. exanpl e’
id="richard2-4.1.247
to=" ki ngri chard@ oyal ty. engl and. exanpl e’ >
<body>My lord, dispatch; read o er these articles. </body>
<anmp xm ns="http://jabber. org/protocol/anp’ >
<rul e action="notify’
condi ti on="deliver’
val ue="stored’ />
</ anp>
</ message>

S: <message fron¥ exanple.org
i d=" anpl’
t o=" nort hunber | and@xanpl e. net/fiel d
type="error’ >
<anp xm ns="http://]jabber.org/protocol/anp’
from=" ki ngri chard@xanpl e. org
status="error’
t o=" nort hunber | and@xanpl e. net/field >
<rul e action="error’
condi ti on="deliver’
val ue="stored' />
</ anp>
<error type= nodify' >
<undefi ned- condi ti on
xm ns="urn:ietf:parans: xnm : ns: xnpp- st anzas’ / >
<failed-rules xm ns="http://jabber.org/protocol /anp#errors’ >
<rule action="error’
condi tion="deliver’
val ue="stored' />
</failed-rul es>
</error>
</ message>

8. 3.3.22. unexpected-request
The recipient or server understood the request but was not expecting

it at this time (e.g., the request was out of order); the associated
error type SHOULD be "wait" or "nodify".
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C <ig frome' ronmeo@xanpl e. net/f oo’
i d=" 06hsv25z’
t o=" pubsub. exanpl e. coni
type='set’ >
<pubsub xm ns="http://jabber. org/ protocol / pubsub’ >
<unsubscri be
node=' ny_rusi ngs
jid="roneo@xanpl e. net’ />
</ pubsub>
</iqg>

E: <iq fron¥ pubsub. exanpl e. com
i d=" 06hsv25z’
t o="r oneo@xanpl e. net/ f oo’
type="error’ >
<error type='nodify’ >
<unexpect ed- r equest
xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’/ >
<not - subscri bed
xm ns="http://jabber. org/protocol / pubsub#errors’ />
</error>
</iqg>

8.3.4. Application-Specific Conditions

As noted, an application MAY provide application-specific stanza
error information by including a properly namespaced child within the
error elenent. Typically, the application-specific el enment

suppl enents or further qualifies a defined elenment. Thus, the
<error/> elenent will contain two or three child elenents

<iq id="ixc3vlib9 type='error’>
<error type= nodify’ >
<bad-request xm ns="urn:ietf:parans: xm :ns: xmpp-stanzas’ />
<t oo- many- paraneters xm ns="http://exanple.org/ns’ />
</error>
</iqg>
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<nessage type='error’ id= 7h3baci 9 >
<error type= nodify’ >
<undefi ned-condi tion
xm ns="urn:ietf:parans: xn : ns: xnpp- st anzas’ / >
<text xm:lang="en’
xm ns="urn:ietf:parans: xm : ns: xnpp- st anzas’ >

[ ... application-specific information ... ]
</ text>
<t oo- many- paraneters xm ns="http://exanple.org/ns’ />
</error>

</ message>

An entity that receives an application-specific error condition it
does not understand MJST ignore that condition but appropriately
process the rest of the error stanza.

8. 4. Ext ended Cont ent

Al t hough t he nessage, presence, and | Q stanzas provi de basic
semantics for nessaging, availability, and request-response

i nteractions, XWMPP uses XM. nanespaces (see [ XM.-NAMES]) to extend
the basic stanza syntax for the purpose of providing additiona
functionality.

A nessage or presence stanza MAY contain one or nore optional child
el ements specifying content that extends the neaning of the nmessage
(e.g., an XHTM_-formatted version of the nessage body as described in
[ XEP-0071]), and an I Q stanza of type "get" or "set" MJST contain one
such child elenent. Such a child el ement MAY have any name and MJST
possess a nanespace declaration (other than "jabber:client", "jabber:
server", or "http://etherx.jabber.org/streans") that defines the data
contained within the child elenent. Such a child elenment is called
an "extension elenment". An extension elenment can be included either
at the direct child level of the stanza or in any mx of |evels.

Simlarly, "extension attributes" are allowed. That is: a stanza
itself (i.e., an <ig/> <nessage/>, or <presence/> elenent qualified
by the "jabber:client" or "jabber:server" content nanespace) or any
child elenent of such a stanza (whether an extension el enent or a
child elenent qualified by the content namespace) MAY al so include
one or nore attributes qualified by XM. nanespaces ot her than the
content nanespace or the reserved
"http://ww. w3. org/ XM/ 1998/ nanespace" nanmespace (including the so-
called "enpty nanmespace" if the attribute is not prefixed as

descri bed under [ XM.- NAMES]) .
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Interoperability Note: For the sake of backward conpatibility and
maxi mum i nteroperability, an entity that generates a stanza SHOULD
NOT include such attributes in the stanza itself or in child

el ements of the stanza that are qualified by the content
nanespaces "jabber:client” or "jabber:server" (e.g., the <body/>
child of the <nessage/> stanza).

An extension elenent or extension attribute is said to be "extended
content" and the qualifying nanespace for such an el enent or
attribute is said to be an "extended namespace"

I nformational Note: Although extended nanmespaces for XMPP are
commonl y defined by the XMPP Standards Foundation (XSF) and by the
| ETF, no specification or | ETF standards action is necessary to
defi ne extended namespaces, and any individual or organization is
free to define XMPP extensions.

To illustrate these concepts, several exanples follow.

The followi ng stanza contains one direct child el enent whose extended
nanespace is 'jabber:iq:roster’

<iq from= juliet@apul et.com bal cony’
i d=" h83vxa4c’
type='get’ >
<query xm ns='jabber:iq:roster’/>
</iqg>

The follow ng stanza contains two direct child elenents with two
di fferent extended nanespaces

<presence frone' juliet@apul et.coni bal cony’ >
<c xm ns="http://jabber. org/protocol/caps
hash="sha- 1’
node=" http://code. googl e. com p/ exodus
ver =" QgayPKawpk PSDYnwT/ WWB4uAl u0="/>
<x xnml ns='vcard-tenp: x: update’ >
<phot o>shal- hash- of - i mrage</ phot o>
</ x>
</ presence>

The followi ng stanza contains two child el enents, one of which is
qualified by the "jabber:client" or "jabber:server" content nanespace
and one of which is qualified by an extended nanespace; the extension
element in turn contains a child element that is qualified by a

di fferent extended nanmespace
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<nessage to='juliet@apul et.coni>
<body>Hel | 0?</ body>
<htm xm ns="http://jabber.org/protocol/xhtm -imn >
<body xm ns="http://wwmw wW3. org/ 1999/ xhtm ’ >
<p styl e="font-weight:bol d >Hel | 0?</ p>
</ body>
</htm >
</ message>

It is conventional in the XMPP comunity for inplenentations to not
gener ate nanespace prefixes for elenents that are qualified by

ext ended nanespaces (in the XML community, this convention is
sonetines called "prefix-free canonicalization"). However, if an

i mpl ement ati on generates such nanespace prefixes then it MJST include
t he nanespace declaration in the stanza itself or a child el ement of
the stanza, not in the stream header (see Section 4.8.4).

Routing entities (typically servers) SHOULD try to nmintain prefixes
when serializing XML stanzas for processing, but receiving entities
MUST NOT depend on the prefix strings to have any particul ar val ue
(the all owance for the "stream prefix, described under

Section 4.8.5, is an exception to this rule, albeit for streans

rat her than stanzas).

Support for any given extended nanmespace is OPTIONAL on the part of
any inplementation. |If an entity does not understand such a
nanespace, the entity’'s expected behavi or depends on whet her the
entity is (1) the recipient or (2) a server that is routing or
delivering the stanza to the recipient.

If a recipient receives a stanza that contains an el enent or
attribute it does not understand, it MJST NOT attenpt to process that
XML data and i nstead MJUST proceed as foll ows.

o If an intended recipient receives a nmessage stanza whose only
child elenent is qualified by a nanespace it does not understand,
t hen depending on the XMPP application it MJST either ignore the
entire stanza or return a stanza error, which SHOULD be <service-
unavail abl e/> (Section 8.3.3.19).

o If an intended recipient receives a presence stanza whose only
child elenent is qualified by a nanespace it does not understand,
then it MJUST ignore the child elenment by treating the presence
stanza as if it contained no child el enent.
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o |If an intended recipient receives a nessage or presence stanza
that contains XML data qualified by a nanespace it does not
understand, then it MJST ignore the portion of the stanza
qualified by the unknown nanespace.

o If an intended recipient receives an | Q stanza of type "get" or
"set" containing a child elenent qualified by a nanespace it does
not understand, then the entity MJST return an | Q stanza of type
"error" with an error condition of <service-unavail abl e/>.

If a server handles a stanza that is intended for delivery to another
entity and that contains a child elenent it does not understand, it
MJUST route the stanza unnodified to a renote server or deliver the
stanza unnodi fied to a connected client associated with a | oca
account .

9. Detail ed Exanpl es

The detailed exanples in this section further illustrate the
protocols defined in this specification

9.1. dient-to-Server Exanples

The foll owi ng exanpl es show the XMPP data flow for a client
negotiating an XML streamwith a server, exchanging XM. stanzas, and
closing the negotiated stream The server is "imexanple.cont, the
server requires use of TLS, the client authenticates via the SASL
SCRAM SHA-1 nechani sm as <juliet@m exanple.con> with a password of
"rOnmB0nyrOnB80", and the client binds a client-subnmitted resource to
the stream It is assuned that before sending the initial stream
header, the client has already resolved an SRV record of
_xmpp-client. _tcp.imexanpl e.comand has opened a TCP connection to
the advertised port at the resolved | P address.

9.1.1. TLS
Step 1: dient initiates streamto server

C. <stream stream
from="juliet@m exanpl e. com
to="i m exanpl e. com
version="1.0
xm ;1 ang='en
xm ns="j abber:client’
xm ns: streane http://etherx.jabber.org/streans’ >
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Step 2: Server responds by sending a response stream header to
client:

S: <stream stream
fronm=" i m exanpl e. com
i d=" t 7AMC n9zj M\WQKDnpl nt ZPI DEIl =
to="juliet@m exanpl e. com
version="1.0
xm : | ang="en’
xm ns='j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

Step 3: Server sends streamfeatures to client (only the STARTTLS
extension at this point, which is nandatory-to-negotiate):

S: <streamfeatures>

<starttls xm ns="urn:ietf:parans: xm :ns: xmpp-tls’>

<required/ >
</starttls>
</ stream f eatures>

Step 4: dient sends STARTTLS command to server:
C <starttls xmns="urn:ietf:parans: xm:ns: xnpp-tls’'/>
Step 5: Server informs client that it is allowed to proceed:
S: <proceed xm ns="urn:ietf:paranms: xm :ns: xnpp-tls’ />
Step 5 (alt): Server inforns client that STARTTLS negotiation has
failed, closes the XML stream and terninates the TCP connection
(thus, the stream negotiation process ends unsuccessfully and the
parties do not nove on to the next step):

S: <failure xm ns="urn:ietf:parans: xm : ns: xnpp-tls’ />
</ stream streanr

Step 6: dient and server attenpt to conplete TLS negotiation over
the existing TCP connection (see [TLS] for details).
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Step 7: If TLS negotiation is successful, client initiates a new
streamto server over the TLS-protected TCP connecti on:

C. <stream stream
fron= juliet@m exanpl e. com
to="i m exanpl e. coni
version="1.0
xm : | ang="en’
xm ns="j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

Step 7 (alt): If TLS negotiation is unsuccessful, server closes TCP
connection (thus, the stream negotiation process ends unsuccessfully
and the parties do not nove on to the next step):

9.1.2. SASL

Step 8: Server responds by sending a stream header to client along
with any avail abl e stream features:

S <stream stream
from=" i m exanpl e. conm
i d=" vgKi / bk YMESBQA] 4r | XMkpucAqe4=’
to="juliet@m exanpl e. com
version="1.0
xm : | ang="en’
xm ns="j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

S: <stream f eat ures>
<nechani sns xm ns="urn:ietf:parans: xnm : ns: xnpp-sasl’ >
<nmechani sm>SCRAM SHA- 1- PLUS</ nechani sn®
<nmechani sm>SCRAM SHA- 1</ nechani sn»
<mechani sn>PLAI N</ nechani sn®
</ mechani sns>
</ stream f eat ur es>

Step 9: dient selects an authentication nmechanism(in this case,
SCRAM SHA- 1), including initial response data:

C <auth xm ns="urn:ietf:paranms: xnm : ns: xnpp-sasl "
nmechani sn¥" SCRAM SHA- 1" >
bi wsbj 1qdWpZXQscj 1vTXNUQUF3QUFBQU1BQUFBTI AWEFBQUFBQUIQVTBBQQ==
</ aut h>

The decoded base 64 data is
"n,, nIjuliet, r=0Ms TAAWAAAANMAAAANPO TAAAAAABPUOAA" .
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Step 10: Server sends a chall enge:

S: <chal l enge xm ns="urn:ietf:parans: xnl : ns: xnmpp-sasl ">
¢j 1vTXNUQUF3QUFBQU1BQUFBTI AWEFBQUFBQUIQVTBBQNUXM QROTVI LTY5Y
Tkt NGRI N 05YZMMW 1MA zODA4YzU5ZSxzPUsgaG ZVEOWTURNAESHWIBaaT
AWTnpkbUx Ua3hNoVWOTKRs bUSUTnLORESr TURNei xpPTQANOTY=
</ chal | enge>

The decoded base 64 data is "r=0Ms TAAWAAAANMAAAANPOTAAAAAABPUOAAE12469
5b- 69a9- 4de6- 9¢30-

b51b3808c59e, s=Nj hk YTMDOMDgt NGYOZi 00N dnL Tkx Mt NDI niNTNNDNk MDIVE, | =409
6" (line breaks not included in actual data).

Step 11: dient sends a response:

C. <response xm ns="urn:ietf:parans: xm : ns: xnpp-sasl ">
Yz1i aXdzLH 9b01z VEFBdOFBQUFNQUFBQUS QVFRBQUFBQUFCUFUWMQUFI MT1 ON
j k1Yi 020NE5LTRKZTYt OAWE MCLi NTFi Mz gwOGML OWUs ¢ D1VQTU3dEOV U3ZwWQV
RCa0gy R hz MFdEWHZKWKc 9
</response>

The decoded base 64 data is "c=biws, r=o0Ms TAAWAAAAMAAAANPO TAAAAAABPUO
AAe124695b- 69a9- 4de6- 9¢30- b51b3808c59e, p=UAS7t M
SvpATBKH2FXsOWDXvJIYw=" (line breaks not included in actual data).

Step 12: Server infornms client of success, including additional data
wi th success

S: <success xm ns="urn:ietf:parans: xm : ns: xnpp-sasl’ >
dj IWTK5ERI ZFUXh1WHhDb1NFaVc4R0VaKz FSU289
</ success>

The decoded base 64 data is "v=pNNDFVEQxuXxCoSEi WBGEZ+1RSo="".

Step 12 (alt): Server returns a SASL error to client (thus, the
stream negoti ati on process ends unsuccessfully and the parties do not
nmove on to the next step):

S: <failure xm ns="urn:ietf:parans: xm : ns: xnpp-sasl’ >
<not - aut hori zed/ >
</failure>
</ streanr
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Step 13: dient initiates a new streamto server:

C. <stream stream
from="juliet@m exanpl e. com
to="i m exanpl e. com
version="1.0
xm ;1 ang="en’
xm ns='j abber:client’
xm ns: streane’ http://etherx.jabber.org/streans’ >

9.1.3. Resource Binding

Step 14: Server responds by sending a stream header to client along
with supported features (in this case, resource binding):

S: <stream stream
fronm=" i m exanpl e. com
i d=" gPybzaOzBnmaADgxKXu9ud bpr p0=’
to="juliet@m exanpl e. com
version="1.0
xm : | ang="en’
xm ns='j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’ >

S: <stream features>
<bi nd xm ns="urn:ietf:parans: xm :ns:xnmpp-bind />
</ stream f eat ures>

Upon being infornmed that resource binding is mandatory-to-negoti ate,
the client needs to bind a resource to the stream here we assune
that the client subnmits a hunman-readabl e text string.

Step 15: dient binds a resource:

C <iqg id="yhc13a95 type='set’>
<bi nd xm ns="urn:ietf:parans: xm : ns: xnmpp-bi nd’ >
<r esour ce>bal cony</resource>
</ bi nd>
</iqg>
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Step 16: Server accepts subnmitted resourcepart and inforns client of
successful resource binding:

S: <iqg id="yhc13a95 type="result’>
<bi nd xm ns="urn:ietf:parans: xm : ns: xnmpp- bi nd’ >
<jid>
juliet@m exanpl e. com bal cony
</jid>
</ bi nd>
</iqg>

Step 16 (alt): Server returns error to client (thus, the stream
negoti ati on process ends unsuccessfully and the parties do not nove
on to the next step):

S: <iqg id="yhc13a95’ type='error’>
<error type='cancel’ >
<conflict xm ns="urn:ietf:parans: xn : ns: xnpp-stanzas’ />
</error>
<liqg>

9.1.4. Stanza Exchange

Now the client is allowed to send XML stanzas over the negoti ated
stream

C. <message fronm=' juliet@m exanpl e. conl bal cony

i d="j u2ba4dlc’
t o=" r oneo@xanpl e. net
type=' chat’

xm ;1 ang="en' >
<body>Art thou not Roneo, and a Montague?</body>
</ message>

I f necessary, sender’s server negotiates XM. streans wth intended
reci pient’s server (see Section 9.2).

The intended recipient replies, and the nessage is delivered to the
client.

E: <nmessage fron¥ ronmeo@xanpl e. net/orchard’

i d="j u2ba4dlc’
to="juliet@m exanpl e. conl bal cony
type='chat’

xm :lang="en’ >
<body>Nei ther, fair saint, if either thee dislike.</body>
</ message>
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The client can subsequently send and recei ve an unbounded nunber of
subsequent XM. stanzas over the stream

9.1.5. dose

Desiring to send no further nessages, the client closes its streamto
the server but waits for incomng data fromthe server

C. </stream streanr

Consistent with Section 4.4, the server m ght send additional data to
the client and then closes its streamto the client.

S. </stream streanr

The client now sends a TLS close_notify alert, receives a respondi ng
close_notify alert fromthe server, and then term nates the
underlyi ng TCP connection

9.2. Server-to-Server Exanples

The foll owi ng exanpl es show the data flow for a server negotiating an
XML streamwith a peer server, exchanging XM stanzas, and cl osing
the negotiated stream The initiating server ("Serverl") is

i m exanpl e.com the receiving server ("Server2") is exanple.net and
it requires use of TLS; imexanple.compresents a certificate and

aut henticates via the SASL EXTERNAL nmechanism It is assuned that
before sending the initial stream header, Serverl has already

resol ved an SRV record of _xnpp-server._tcp. exanpl e. net and has
opened a TCP connection to the advertised port at the resolved IP
address. Note how Serverl declares the content nanmespace "jabber
server" as the default nanespace and uses prefixes for streamrel ated
el ements, whereas Server?2 uses prefix-free canonicalization

9.2.1. TLS
Step 1: Serverl initiates streamto Server?2

S1: <stream stream
from=" i m exanpl e. conm
t o=" exanpl e. net’
version="1.0
xm ns='j abber: server’
xm ns: streanm=’ http://etherx.jabber.org/streans’ >
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Step 2: Server2 responds by sending a response stream header to
Server1:

S2: <stream
fron= exanpl e. net
i d=" hTi XkW+i h9k2SqdGkk/ AZi 003/ Q=
to="i m exanpl e. com
version="1.0
xm ns="http://etherx.jabber.org/streans’ >

Step 3: Server2 sends streamfeatures to Serverl (only the STARTTLS
extension at this point, which is nandatory-to-negotiate):

S2. <features xm ns='"http://etherx.jabber.org/streans’ >
<starttls xm ns="urn:ietf:parans: xm :ns: xnpp-tls’ >
<required/ >
</starttls>
</ features>

Step 4: Serverl sends the STARTTLS comand to Server2:

S1: <starttls xmns="urn:ietf:parans: xm :ns: xmpp-tls’ />

Step 5: Server2 inforns Serverl that it is allowed to proceed
S2: <proceed xm ns="urn:ietf:parans: xm:ns: xnmpp-tls’'/>

Step 5 (alt): Server2 inforns Serverl that STARTTLS negotiation has
failed, closes the stream and term nates the TCP connection (thus,
the stream negoti ation process ends unsuccessfully and the parties do
not nove on to the next step):

S2: <failure xmns="urn:ietf:parans: xm :ns: xmpp-tls’'/>
</ streanp

Step 6: Serverl and Server2 attenpt to conplete TLS negotiation via
TCP (see [TLS] for details).

Step 7: If TLS negotiation is successful, Serverl initiates a new
streamto Server2 over the TLS-protected TCP connection

S1: <stream stream
from=" i m exanpl e. coni
t o=" exanpl e. net’
version="1.0
xm ns='j abber: server’
xm ns: strean¥ http://etherx.jabber.org/streans’ >
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Step 7 (alt): If TLS negotiation is unsuccessful, Server2 closes the
TCP connection (thus, the stream negotiation process ends
unsuccessfully and the parties do not nove on to the next step).

9.2.2. SASL

Step 8: Server2 sends a response stream header to Serverl along with
avai l abl e stream features (including a preference for the SASL
EXTERNAL nechani sn):

S2: <stream
from=" exanpl e. net
i d=" RChdj | gj / TI BcbT9Keu31zDi hH4=’
to="im exanpl e. coni
version="1.0
xm ns="http://etherx.jabber.org/streans’ >

S2: <features xm ns="http://etherx.jabber.org/streans’ >
<nechani sns xm ns="urn:ietf:parans: xm : ns: xnpp-sasl’ >
<nechani snPEXTERNAL</ mechani sne
</ mechani snms>
</ features>

Step 9: Serverl selects the EXTERNAL nechani sm (i ncludi ng an enpty
response of "="):

S1: <auth xm ns="urn:ietf:parans: xm : ns: xnpp- sasl
mechani sme" EXTERNAL’ >=</ aut h>

Step 10: Server2 returns success:
S2. <success xm ns="urn:ietf:parans: xm :ns: xnpp-sasl’' />
Step 10 (alt): Server2 informs Serverl of failed authentication
(thus, the stream negotiation process ends unsuccessfully and the
parties do not nobve on to the next step):
S2: <failure xm ns="urn:ietf:paranms: xm :ns: xnpp-sasl’ >

<not - aut hori zed/ >

</failure>
</ streanp
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Step 11: Serverl initiates a new streamto Server?2

S1: <stream stream
from=" i m exanpl e. conm
t o=" exanpl e. net’
version="1.0
xm ns='j abber: server’
xm ns: strean= http://etherx.jabber.org/streans’ >

Step 12: Server2 responds by sending a stream header to Serverl al ong
with any additional features (or, in this case, an enpty features
el ement):

S2: <stream
from=" exanpl e. net
i d=" MbbV2Feoj ySpUl P6J91qaa+TWHWE'
to="i m exanpl e. com
version="1.0
xm ns=" http://etherx.jabber.org/streans’ >

S2: <features xm ns="http://etherx.jabber.org/streans’ />

9.2.3. Stanza Exchange
Now Serverl is allowed to send XM. stanzas to Server2 over the
negoti ated stream from i m exanple.comto exanpl e. net; here we assune
that the transferred stanzas are those shown earlier for client-to-
server conmuni cation, albeit over a server-to-server streamqualified
by the ’jabber:server’ nanespace.
Serverl sends XM. stanza to Server2:

S1: <message fronF' juliet@m exanpl e. conf bal cony

i d="j u2ba4dlc’
t o=" r oneo@xanpl e. net
type=' chat’

xm ;1 ang="en' >
<body>Art thou not Roneo, and a Montague?</body>
</ message>

9.2.4. dose

Desiring to send no further nessages, Serverl closes its streamto
Server2 but waits for inconming data from Server2. (ln practice, the
stream woul d nost likely remain open for sone tine, since Serverl and
Server2 do not imediately know if the streamw || be needed for
further comunication.)
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10.

S1: </stream streanr

Consistent with the recommended stream cl osi ng handshake, Server?2
cl oses the streamas well

S2: </streanr

Serverl now sends a TLS close_notify alert, receives a responding
close_notify alert from Server2, and then terminates the underlying
TCP connecti on

Server Rules for Processing XM. Stanzas

Each server inplenentation will contain its own |ogic for processing
stanzas it receives. Such |ogic deternines whether the server needs
to route a given stanza to another donmain, deliver it to a |loca
entity (typically a connected client associated with a | oca

account), or handle it directly within the server itself. This
section provides general rules for processing XM. stanzas. However,
particul ar XMPP applications MAY specify delivery rules that nodify
or supplenent the following rules (e.g., a set of delivery rules for
i nstant messagi ng and presence applications is defined in [ XWPP-I1M).

1. In-Order Processing

An XMPP server MJST ensure in-order processing of the stanzas and
other XML elenents it receives over a given input streamfroma
connected client or renote server.

I n-order processing applies (a) to any XM. el enents used to negotiate
and nanage XM. streans, and (b) to all uses of XM stanzas, including
but not Iimted to the follow ng:

1. Stanzas sent by a client to its server or to its own bare JID for
direct processing by the server (e.g., in-order processing of a
roster get and initial presence as described in [ XMPP-I1M).

2. Stanzas sent by a connected client and intended for delivery to
another entity associated with the server (e.g., stanzas
addressed from <juliet@m exanple.conr to
<nurse@ m exanpl e.conr). The server MJST ensure that it delivers
stanzas addressed to the intended recipient in the order it
recei ves themover the input streamfromthe sending client,
treating stanzas addressed to the bare JID and the full JID of
the intended recipient as equivalent for delivery purposes.
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3. Stanzas sent by a connected client and intended for delivery to
an entity located at a renote donmain (e.g., stanzas addressed
from<juliet@m exanple.con> to <ronmeo@xanpl e.net>). The
routing server MJST ensure that it routes stanzas addressed to
the intended recipient in the order it receives themover the
i nput streamfromthe sending client, treating stanzas addressed
to the bare JID and the full JID of the intended recipient as
equi val ent for routing purposes. To help ensure in-order
processing, the routing server MIST route such stanzas over a
single output streamto the renote domain, rather than sending
sone stanzas over one server-to-server stream and ot her stanzas
over another server-to-server stream

4. Stanzas routed fromone server to another server for delivery to
an entity associated with the renote domain (e.g., stanzas
addressed from <juliet@m exanpl e.conm> to <roneo@xanpl e. net> and
routed by <i mexanple.con> over a server-to-server streamto
<exanpl e.net>). The delivering server MJST ensure that it
delivers stanzas to the intended recipient in the order it
receives themover the input streamfromthe routing server
treating stanzas addressed to the bare JID and the full JID of
the intended recipient as equivalent for delivery purposes.

5. Stanzas sent by one server to another server for direct
processing by the server that is hosting the renote domain (e.g.
stanzas addressed from <i m exanpl e. con> to <exanpl e. net>).

If the server’s processing of a particular request could have an
effect on its processing of subsequent data it m ght receive over
that input stream (e.g., enforcenent of comunication policies), it
MUST suspend processi ng of subsequent data until it has processed the
request.

I n-order processing applies only to a single input stream

Therefore, a server is not responsible for ensuring the coherence of
data it receives across multiple input streans associated with the
same | ocal account (e.g., stanzas received over two different input
streanms from <juliet@m exanpl e. com bal cony> and
<juliet@m exanpl e. com chanber>) or the same renote domain (e.g., two
different input streans negotiated by a renote domai n; however, a
server MAY close the streamwith a <conflict/> streamerror

(Section 4.9.3.3) if a renote server attenpts to negotiate nore than
one stream as described under Section 4.9.3.3).
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10. 2. General Considerations

At high level, there are three primary considerations at play in
server processing of XM. stanzas, which sonetines are at odds but
need to be managed in a consistent way:

1. It is good to deliver a stanza to the intended recipient if
possi bl e.

2. If a stanza cannot be delivered, it is helpful to informthe
sender.

3. It is bad to facilitate directory harvesting attacks

(Section 13.11) and presence | eaks (Section 13.10.2).

Wth regard to possible delivery-related attacks, the follow ng
points need to be kept in nmnd

1. Fromthe perspective of an attacker, there is little if any
effective difference between the server’s (i) delivering the
stanza or storing it offline for later delivery (see [ XWPP-1M)
and (ii) silently ignoring it (because an error is not returned
i Mmedi ately in any of those cases); therefore, in scenarios where
a server delivers a stanza or places the stanza into offline
storage for later delivery, it needs to silently ignore the
stanza if that account does not exist.

2. How a server processes stanzas sent to the bare JID
<l ocal part @lonai npart> has inplications for directory harvesting,
because an attacker could deterni ne whether an account exists if
the server responds differently depending on whether there is an
account for a given bare JID

3. How a server processes stanzas sent to a full JID has
i nplications for presence |eaks, because an attacker could send
requests to nultiple full JIDs and receive different replies
dependi ng on whether the user has a device currently online at
that full JID. The use of randonized resourceparts (whether
generated by the client or the server as described under
Section 7) significantly helps to nmitigate this attack, so it is
of somewhat |esser concern than the directory harvesting attack

Naturally, presence is not |leaked if the entity to which a user’s
server returns an error already knows the user’'s presence or is
aut horized to do so (e.g., by neans of a presence subscription or
directed presence), and a server does not enable a directory
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harvesting attack if it returns an error to an entity that already
knows if a user exists (e.g., because the entity is in the user’'s
contact list); these matters are discussed nore fully in [ XWPP-1M.

10. 3. No 'to’ Address

If the stanza possesses no 'to’ attribute, the server MJST handle it
directly on behalf of the entity that sent it, where the neaning of
"handl e it directly" depends on whether the stanza is nessage,
presence, or 1 Q Because all stanzas received fromother servers
MUST possess a 'to’ attribute, this rule applies only to stanzas
received froma local entity (typically a client) that is connected
to the server.

10.3.1. Message

If the server receives a nessage stanza with no "to’ attribute, it
MUST treat the nessage as if the "to’ address were the bare JID
<l ocal part @lonai npart> of the sending entity.

10. 3. 2. Presence

If the server receives a presence stanza with no 'to’ attribute, it
MUST broadcast it to the entities that are subscribed to the sending
entity’'s presence, if applicable ([XMPP-IM defines the semantics of
such broadcasting for presence applications).

10.3.3. 1Q

If the server receives an | Q stanza with no 'to’ attribute, it MJST
process the stanza on behalf of the account from which received the
stanza, as foll ows:

1. If the 1Q stanza is of type "get" or "set" and the server
under st ands the nanespace that qualifies the payl oad, the server
MUST handl e the stanza on behalf of the sending entity or return
an appropriate error to the sending entity. Although the meaning
of "handle" is deternined by the semantics of the qualifying
nanespace, in general the server will respond to the | Q stanza of
type "get" or "set" by returning an appropriate |1Q stanza of type
"result" or "error", responding as if the server were the bare
JID of the sending entity. As an exanple, if the sending entity
sends an | Q stanza of type "get" where the payload is qualified
by the 'jabber:iqg:roster’ nanespace (as described in [ XWPP-I1M),
then the server will return the roster associated with the
sending entity’s bare JID to the particular resource of the
sending entity that requested the roster

Sai nt - Andr e St andards Track [ Page 141]



RFC 6120 XMPP Cor e March 2011

10.

10.

10.

2. If the IQstanza is of type "get" or "set" and the server does
not understand the nanmespace that qualifies the payload, the
server MJST return an error to the sending entity, which MJST be
<servi ce-unavail abl e/ >.

3. If the IQstanza is of type "error" or "result", the server MJST
handl e the error or result in accordance with the payl oad of the
associated | Q stanza or type "get" or "set" (if there is no such
associ ated stanza, the server MJST ignore the error or result
stanza).

4., Renote Domain

If the domainpart of the JID contained in the "to’ attribute does not
mat ch one of the configured FQDNs of the server, the server SHOULD
attenpt to route the stanza to the renote domain (subject to |oca
service provisioning and security policies regarding inter-donmain
conmmmuni cati on, since such conmunication is OPTIONAL for any given
depl oynent). As described in the follow ng sections, there are two
possi bl e cases.

Security Warning: These rules apply only client-to-server streans.
As described under Section 8.1.1.2, a server MJST NOT accept a
stanza over a server-to-server streamif the donminpart of the JID
inthe 'to’ attribute does not natch an FQDN serviced by the

recei ving server.

4.1. Existing Stream

If a server-to-server stream already exists between the two domai ns,
the sender’s server SHOULD attenpt to route the stanza to the
authoritative server for the renote donain over the existing stream

4.2. No Existing Stream

If there exists no server-to-server stream between the two donains
the sender’s server will proceed as follows:

1. Resolve the FQDN of the renote domain (as described under
Section 13.9.2).

2. Negotiate a server-to-server stream between the two donmains (as
defined under Section 5 and Section 6).

3. Route the stanza to the authoritative server for the renote
domai n over the newy established stream
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4.3. FError Handling

If routing of a stanza to the intended recipient’s server is
unsuccessful, the sender’s server MJST return an error to the sender.
If resolution of the renote domain is unsuccessful, the stanza error
MUST be <renote-server-not-found/> (Section 8.3.3.16). If resolution
succeeds but streans cannot be negotiated, the stanza error MJST be
<renote-server-timeout/> (Section 8.3.3.17).

If stream negotiation with the intended recipient’s server is
successful but the renote server cannot deliver the stanza to the
reci pient, the renote server MJST return an appropriate error to the
sender by way of the sender’s server.

5. Local Domain

If the domainpart of the JID contained in the "to attribute matches
one of the configured FQDNs of the server, the server MJST first
deternmine if the FQDN is serviced by the server itself or by a
specialized local service. |If the latter, the server MJST route the
stanza to that service. |If the forner, the server MJUST proceed as
follows. However, the server MJST NOT route or "forward" the stanza
to anot her domain, because it is the server’s responsibility to
process all stanzas for which the donmainpart of the '"to address

mat ches one of the configured FQDNs of the server (anpbng other
things, this helps to prevent |ooping).

5.1. dormmi npart

If the JID contained in the '"to’ attribute is of the form

<domai npart>, then the server MJST either (a) handl e the stanza as
appropriate for the stanza kind or (b) return an error stanza to the
sender.

5.2. donmi npart/resourcepart

If the JID contained in the "to’ attribute is of the form

<domai npart/resourcepart>, then the server MIST either (a) handle the
stanza as appropriate for the stanza kind or (b) return an error
stanza to the sender.

5.3. |l ocal part @onai npart

An address of this type is normally associated with an account on the
server. The follow ng rules provide sonme general guidelines; nore
detailed rules in the context of instant nmessagi ng and presence
applications are provided in [ XMPP-IM.
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5.3.1. No Such User

If there is no |l ocal account associated with the
<l ocal part @lomnei npart>, how the stanza is processed depends on the
stanza type

o For a nessage stanza, the server MJIST either (a) silently ignore
the stanza or (b) return a <service-unavail abl e/> stanza error
(Section 8.3.3.19) to the sender

o For a presence stanza, the server SHOULD i gnore the stanza (or
behave as described in [ XMPP-1M).

o For an I Q stanza, the server MJST return a <service-unavail abl e/ >
stanza error (Section 8.3.3.19) to the sender

5.3.2. User Exists

If the JID contained in the '"to’ attribute is of the form
<l ocal part @omai npart>, how the stanza is processed depends on the
stanza type

o For a nessage stanza, if there exists at |east one connected
resource for the account then the server SHOULD deliver it to at
| east one of the connected resources. |If there exists no
connected resource then the server MIUST either (a) store the
nmessage offline for delivery when the account next has a connected
resource or (b) return a <service-unavail able/> stanza error
(Section 8.3.3.19).

o For a presence stanza, if there exists at |east one connected
resource that has sent initial presence (i.e., has a "presence
session" as defined in [ XMPP-1M) then the server SHOULD deliver
it to such resources. |If there exists no connected resource then
the server SHOULD ignore the stanza (or behave as described in
[ XMPP-1M).

o For an I Q stanza, the server MIUST handle it directly on behal f of
the intended recipient.

5.4. | ocal part @omai npart/resourcepart

If the JID contained in the "to’ attribute is of the form

<l ocal part @omai npart/resourcepart> and the user exists but there is
no connected resource that exactly matches the full JID, the stanza
SHOULD be processed as if the JID were of the form

<l ocal part @lonai npart > as descri bed under Section 10.5. 3. 2.
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If the JID contained in the '"to’ attribute is of the form

<l ocal part @omei npart/resourcepart>, the user exists, and there is a
connected resource that exactly matches the full JID, the server MJST
deliver the stanza to that connected resource.

11. XM Usage
11.1. XM Restrictions

XMPP defines a class of data objects called XM. streans as well as

t he behavi or of conputer programs that process XML streams. XWMPP is
an application profile or restricted formof the Extensible Mrkup
Language [ XM.], and a conplete XM. stream (i ncluding start and end
streamtags) is a conform ng XM. docunent.

However, XMPP does not deal with XM. documents but with XM streans.
Because XMPP does not require the parsing of arbitrary and conplete
XM. docunents, there is no requirenent that XMPP needs to support the
full feature set of [XM.]. Furthernore, XMPP uses XM. to define
protocol data structures and extensions for the purpose of structured
i nteractions between network entities and therefore adheres to the
recomendati ons provided in [ XM.- GUI DE] regarding restrictions on the
use of XML in | ETF protocols. As a result, the follow ng features of
XML are prohibited in XWPP

0o coments (as defined in Section 2.5 of [XM])
0 processing instructions (Section 2.6 therein)
o internal or external DID subsets (Section 2.8 therein)

o internal or external entity references (Section 4.2 therein) with
the exception of the predefined entities (Section 4.6 therein)

An XMPP i npl ementati on MUST behave as follows with regard to these
f eat ures:

1. An XMPP inplenentation MJUST NOT inject characters natching such
features into an XM stream

2. If an XMPP inplenentation receives characters matchi ng such
features over an XML stream it MJST close the streamwith a
streamerror, which SHOULD be <restricted-xnm/>
(Section 4.9.3.18), although sone existing inplenentations send
<bad-format/> (Section 4.9.3.1) instead.
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2. XML Nanmespace Nanes and Prefixes

XML nanespaces (see [ XM.-NAMES]) are used within XMPP streans to
create strict boundaries of data ownership. The basic function of
nanespaces is to separate different vocabul aries of XML el enents that
are structurally mxed together. Ensuring that XMPP streans are
nanespace- awar e enabl es any allowable XM. to be structurally m xed
with any data elenent within XWMPP. XMPP-specific rules for XM
nanespace nanes and prefixes are defined under Section 4.8 for XM
streanms and Section 8.4 for XM stanzas.

3. Wl l-Fornedness
In XM., there are two varieties of well-fornmedness:

o "XM-well-fornmedness" in accordance with the definition of "well-
formed" from Section 2.1 of [XM].

0 "Nanespace-wel | -fornedness" in accordance with the definition of
"namespace-wel | -forned" from Section 7 of [ XM.- NAMES].

The follow ng rules apply:

1. An XMPP entity MJUST NOT generate data that is not XM.-well -
f or med.

2. An XMPP entity MJST NOT accept data that is not XM.-well-forned,
instead it MJST close the stream over which the data was received
with a <not-well-formed/> streamerror (Section 4.9.3.13).

3. An XMPP entity MJUST NOT generate data that is not nanespace-well -
for ned.

4. An XMPP entity MUST NOT accept data that is not namespace-well -
formed (in particular, an XMPP server MJST NOT route or deliver
data that is not nanespace-well-forned); instead it MJST return
either a <not-acceptable/> stanza error (Section 8.3.3.9) or
close the streamwith a <not-well-fornmed/ > streamerror
(Section 4.9.3.13), where it is preferable to close the stream
with a stream error because accepting such data can open an
entity to certain denial-of-service attacks

Interoperability Note: Because these restrictions were
underspecified in [ RFC3920], it is possible that inplenentations
based on that specification will send data that does not conply
with these restrictions.
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4. Validation

A server is not responsible for ensuring that XM. data delivered to a
connected client or routed to a peer server is valid, in accordance
with the definition of "valid" provided in Section 2.8 of [XM]. An
i mpl enent ati on MAY choose to accept or send only data that has been
explicitly validated agai nst the schemas provided in this docunent,
but such behavior is OPTIONAL. Cients are advised not to rely on
the ability to send data that does not conformto the schemas, and
SHOULD i gnore any non-conformant el ements or attributes on the

i ncomi ng XML stream

Informati onal Note: The terns "valid" and "well-forned" are
distinct in XM.

5. I ncl usi on of XML Decl arati on

Bef ore sending a stream header, an inplenentation SHOULD send an XM
declaration (matching the "XM.Decl" production from|[XMWM]).
Applications MIST follow the rules provided in [ XM.] regarding the
format of the XML decl aration and the circunstances under which the
XM. decl aration is included.

Because external nmarkup declarations are prohibited in XMPP (as
descri bed under Section 11.1), the standal one docunent declaration
(matching the "SDDecl" production from[XM]) woul d have no neani ng
and therefore MJST NOT be included in an XM. declaration sent over an
XML stream |If an XMPP entity receives an XM decl aration cont ai ni ng
a standal one docunent declaration set to a value of "no", the entity
MUST either ignore the standal one docunent declaration or close the
streamwith a streamerror, which SHOULD be <restricted-xm/>
(Section 4.9.3.18).

6. Character Encoding

| mpl enent ati ons MUST support the UTF-8 transfornmation of Universa
Character Set [UCS2] characters, as needed for conformance wth

[ CHARSETS] and as defined in [UTF-8]. Inpl enentati ons MJST NOT
attenpt to use any other encoding. |If one party to an XM. stream
detects that the other party has attenpted to send XM. data with an
encodi ng other than UTF-8, it MJST close the streamwi th a stream
error, which SHOULD be <unsupported-encodi ng/ > (Section 4.9.3.22),
al t hough sone existing inplenmentations send <bad-fornmat/>

(Section 4.9.3.1) instead.

Because it is mandatory for an XMPP inpl enmentation to support all and
only the UTF-8 encodi ng and because UTF-8 al ways has the sane byte
order, an inplenmentation MUST NOT send a byte order nmark ("BOM') at
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the beginning of the data stream |If an entity receives the

[ UNI CODE] character U+FEFF anywhere in an XM. stream (including as
the first character of the strean), it MJST interpret that character
as a zero width no-break space, not as a byte order mark.

7. \Witespace

Except where explicitly disallowed (e.g., during TLS negoti ation
(Section 5) and SASL negotiation (Section 6)), either entity MAY send
whi t espace as separators between XM. stanzas or between any ot her
first-level elenments sent over the stream One conmon use for
sendi ng such whitespace is expl ained under Section 4. 4.

8. XM Versions

XMPP is an application profile of XM. 1.0. A future version of XWP
m ght be defined in terns of higher versions of XM., but this
specification defines XMPP only in terns of XM. 1.0.

Internationalization Considerations

As specified under Section 11.6, XM. streans MJST be encoded in
UTF- 8.

As specified under Section 4.7, an XM. stream SHOULD i nclude an ' xnl:
lang’ attribute specifying the default |anguage for any XM character
data that is intended to be presented to a human user. As specified
under Section 8.1.5, an XM. stanza SHOULD include an ’'xm :1ang
attribute if the stanza contains XML character data that is intended
to be presented to a hunman user. A server SHOULD apply the default
"xm:lang’ attribute to stanzas it routes or delivers on behal f of
connected entities, and MUST NOT nodify or delete 'xm:Iang
attributes on stanzas it receives fromother entities.

Internationalization of XMPP addresses is specified in [ XMPP-ADDR] .
Security Considerations

1. Fundanental s

XMPP t echnol ogi es are typically depl oyed using a decentralized

client-server architecture. As a result, several paths are possible

when two XMPP entities need to conmuni cate:

1. Both entities are servers. |In this case, the entities can
establish a direct server-to-server stream between thensel ves.
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2. One entity is a server and the other entity is a client whose
account is hosted on that server. |In this case, the entities can
establish a direct client-to-server stream between thensel ves

3. Both entities are clients whose accounts are hosted on the same
server. |In this case, the entities cannot establish a direct
stream between t hensel ves, but there is only one internediate
entity between them whose policies they nmight understand and in
whi ch they might have sone |evel of trust (e.g., the server night
require the use of Transport Layer Security for all client
connecti ons).

4, Both entities are clients but their accounts are hosted on
different servers. |In this case, the entities cannot establish a
direct stream between thenselves and there are two i nternedi ate
entities between them each client m ght have sone trust in the
server that hosts its account but m ght know nothi ng about the
policies of the server to which the other client connects.

This specification covers only the security of a direct XM. stream
between two servers or between a client and a server (cases #1 and
#2), where each stream can be considered a single "hop" along a
communi cati on path. The goal of security for a nulti-hop path (cases
#3 and #4), although very desirable, is out of scope for this

speci fication.

In accordance with [ SEC-GUI DE], this specification covers

communi cati on security (confidentiality, data integrity, and peer
entity authentication), non-repudiation, and systens security

(unaut hori zed usage, inappropriate usage, and denial of service). W
al so di scuss common security issues such as information |eaks,
firewalls, and directory harvesting, as well as best practices
related to the reuse of technol ogi es such as base 64, DNS
cryptographi ¢ hash functions, SASL, TLS, UTF-8, and XM.

2. Threat Model

The threat nodel for XMPP is in essence the standard "Internet Threat
Model " described in [SEC-GUI DE]. Attackers are assuned to be
interested in and capabl e of launching the follow ng attacks agai nst
unpr ot ected XMPP syst ens:

o FEavesdropping

o Sniffing passwords

0 Breaking passwords through dictionary attacks
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o Discovering usernanes through directory harvesting attacks

0 Replaying, inserting, deleting, or nodifying stanzas

0o Spoofing users

0 @ining unauthorized entry to a server or account

0 Using a server or account inappropriately

0 Denying service to other entities

0 Subverting comunication streans through man-in-the-mniddle attacks
0 Gaining control over on-path servers

VWhere appropriate, the follow ng sections descri be nethods for
protecting agai nst these threats.

3. Oder of Layers

The order of layers in which protocols MIST be stacked is as follows:

1. TCP
2. TLS
3. SASL
4.  XMPP

This order has inportant security inplications, as described
t hroughout these security considerations.

Wthin XMPP, XM. stanzas are further ordered on top of XM streans,
as described under Section 4.

4. Confidentiality and Integrity

The use of Transport Layer Security (TLS) with appropriate

ci phersuites provides a reliable mechanismto ensure the
confidentiality and integrity of data exchanged between a client and
a server or between two servers. Therefore, TLS can help to protect
agai nst eavesdroppi ng, password sniffing, man-in-the-m ddle attacks,
and stanza replays, insertion, deletion, and nodification over an XM
stream XMPP clients and servers MJST support TLS as defined under
Section 5.
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I nformational Note: The confidentiality and integrity of a stream
can be protected by methods other than TLS, e.g., by means of a
SASL mechani smthat involves negotiation of a security |ayer

Security Warning: The use of TLS in XMPP applies to a single
stream Because XMPP is typically deployed using a distributed
client-server architecture (as explained under Section 2.5), a
stanza night traverse nultiple streans, and not all of those
streanms might be TLS-protected. For exanple, a stanza sent froma
client with a session at one server (e.g.
<ronmeo@xanpl e. net/orchard>) and intended for delivery to a client
with a session at another server (e.g.

<j uli et @xanpl e. conf bal cony>) will traverse three streans: (1) the
streamfromthe sender’s client to its server, (2) the streamfrom
the sender’s server to the recipient’s server, and (3) the stream
fromthe recipient’s server to the recipient’s client.

Furt hernore, the stanza will be processed as cleartext within the
sender’s server and the recipient’s server. Therefore, even if
the streamfromthe sender’s client to its server is protected,
the confidentiality and integrity of a stanza sent over that
protected stream cannot be guaranteed when the stanza is processed
by the sender’s server, sent fromthe sender’s server to the

reci pient’s server, processed by the recipient’s server, or sent
fromthe recipient’s server to the recipient’s client. Only a
robust technology for end-to-end encryption could ensure the
confidentiality and integrity of a stanza as it traverses all of
the "hops" al ong a conmmuni cation path (e.g., a technology that
nmeets the requirements defined in [E2E-REQS]). Unfortunately, the
XMPP community has so far failed to produce an end-to-end
encryption technol ogy that m ght be suitable for w despread

i mpl enent ati on and depl oynent, and definition of such a technol ogy
is out of scope for this docunent.

5. Peer Entity Authentication

The use of the Sinple Authentication and Security Layer (SASL) for
aut hentication provides a reliable nechanismfor peer entity

aut hentication. Therefore, SASL hel ps to protect agai nst user
spoofi ng, unauthorized usage, and man-in-the mddle attacks. XMPP
clients and servers MJST support SASL as defined under Section 6.

6. Strong Security

[ STRONGSEC] defines "strong security" and its inportance to

conmuni cation over the Internet. For the purpose of XMPP

communi cati on over client-to-server and server-to-server streams, the
term"strong security” refers to the use of security technol ogies
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that provide both nmutual authentication and integrity checking (e.qg.
a conbi nati on of TLS encryption and SASL aut hentication using
appropriate SASL nechani sns).

| mpl enent ati ons MUST support strong security. Service provisioning
SHOULD use strong security.

An inplementation SHOULD nake it possible for an end user or service
adm nistrator to provision a deploynent with specific trust anchors
for the certificate presented by a connecting entity (either client
or server); when an application is thus provisioned, it MJST NOT use
a generic PKI trust store to authenticate the connecting entity.
More detailed rules and guidelines regarding certificate validation
are provided in the next section.

The initial streamand the response stream MJST be secured
separately, although security in both directions MAY be established
via mechani sns that provide nutual authentication

7. Certificates

Channel encryption of an XML stream using Transport Layer Security as
descri bed under Section 5, and in some cases al so authentication as
descri bed under Section 6, is comonly based on a PKI X certificate
presented by the receiving entity (or, in the case of nutual
certificate authentication, both the receiving entity and the
initiating entity). This section describes best practices regarding
the generation of PKIX certificates to be presented by XMPP entities
and the verification of PKIX certificates presented by XMPP entities.

In general, the followi ng sections rely on and extend the rules and
gui delines provided in the [PKIX] profile of [X509], and in

[ TLS-CERTS]. The reader is referred to those specifications for a
det ai | ed understandi ng of PKIX certificates and their use in TLS.
7.1. Certificate Generation

7.1.1. General Considerations

The following rules apply to end entity public key certificates that
are issued to XWPP servers or clients:

1. The certificate MUST conformto [PKIX]

2. The certificate MJUST NOT contain a basicConstraints extension
with the cA bool ean set to TRUE

3. The subject field MIST NOT be null.
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4. The signatureAl gorithm SHOULD be the PKCS #1 version 1.5
signature algorithmw th SHA-256 as defined by [PKIX-ALGJ, or a
stronger algorithmif avail able.

5. The certificate SHOULD i ncl ude an Authority Information Access
(AIA) extension that specifies the address of an Online
Certificate Status Protocol [OCSP] responder (if not, a relying
party would need to fall back on the use of Certificate
Revocation Lists (CRLs) as described in [PKIX]).

The following rules apply to certification authority (CA)
certificates that are used by issuers of XMPP end entity
certificates:

1. The certificate MUST conformto [PKIX]

2. The certificate MIST contain a keyUsage extension with the
digital Signature bit set.

3. The subject field MIST NOT be null.

4. The signatureAl gorithm SHOULD be the PKCS #1 version 1.5
signature algorithmw th SHA- 256 as defined by [PKIX-ALEGJ, or a
stronger algorithmif avail able.

5. For issuers of public key certificates, the issuer’s certificate
MJUST contain a basicConstraints extension with the cA bool ean set
to TRUE

13.7.1.2. Server Certificates
13.7.1.2. 1. Rul es

In a PKIX certificate to be presented by an XMPP server (i.e., a

"server certificate"), the certificate SHOULD include one or nore
XMPP addresses (i.e., domainparts) associated with XMPP services

hosted at the server. The rules and guidelines defined in

[ TLS- CERTS] apply to XMPP server certificates, with the foll ow ng
XMPP- speci fi ¢ consi derations:

0 Support for the DNS-ID identifier type [PKIX is REQU RED i n XMPP
client and server software inplenentations. Certification
authorities that issue XMPP-specific certificates MJST support the
DNS-ID identifier type. XMPP service providers SHOULD i nclude the
DNS-ID identifier type in certificate requests.
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0 Support for the SRV-ID identifier type [PKIX-SRV] is REQU RED for
XMPP client and server software inplenmentations (for verification
purposes XMPP client inplenmentations need to support only the
" _xmpp-client" service type, whereas XMPP server inplenentations
need to support both the " _xnpp-client” and "_xnpp-server" service
types). Certification authorities that issue XMPP-specific
certificates SHOULD support the SRV-ID identifier type. XMPP
service providers SHOULD i nclude the SRV-ID identifier type in
certificate requests.

0 Support for the XnppAddr identifier type (specified under
Section 13.7.1.4) is encouraged in XMPP client and server software
i mpl enentations for the sake of backward-conpatibility, but is no
| onger encouraged in certificates issued by certification
authorities or requested by XMPP service providers.

o0 DNS dommin nanes in server certificates MAY contain the w | dcard
character "*' as the conplete left-nbst |abel within the
identifier.

13.7.1.2.2. Exanples

For our first (relatively sinple) exanple, consider a conmpany called

"Exanpl e Products, Inc." It hosts an XMPP service at

"imexanple.con' (i.e., user addresses at the service are of the form
"user @ m exanpl e. cont'), and SRV | ookups for the xmpp-client and xnpp-
server services at "imexanple.cont yield one machi ne, called

"x. exanpl e. cont', as foll ows:

_Xnpp-client. _tcp.imexanple.com 400 IN SRV 20 0 5222 x. exanpl e.com
_Xnpp-server. _tcp.imexanple.com 400 IN SRV 20 0 5269 x. exanpl e.com

The certificate presented by x.exanple.comcontains the foll ow ng
representations:

0 An otherNane type of SRVNane (id-on-dnsSRV) containing an
| A5String (ASCII) string of " _xnpp-client.imexanple.cont

0 An otherNanme type of SRVNane (id-on-dnsSRV) containing an
| A5String (ASCI1) string of " _xnpp-server.im exanple.cont

0 A dNSName containing an ASCI| string of "imexanple.cont

0 An otherNane type of XnppAddr (id-on-xnppAddr) containing a UTF-8
string of "im exanple.conf

0 A CN containing an ASCIl string of "Exanple Products, Inc.
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For our second (nore conpl ex) exanple, consider an | SP called
"Exanpl e Internet Services". It hosts an XMPP service at
"exanple.net" (i.e., user addresses at the service are of the form
"user @xanpl e. net"), but SRV | ookups for the xnpp-client and xnpp-
server services at "exanple.net"” yield two nachi nes ("x1.exanple.net"
and "x2.exanple.net"), as follows:

_xmpp-client. _tcp.exanpl e.net. 68400
_xmpp-client._tcp.exanpl e.net. 68400
_Xnpp-server. _tcp. exanpl e. net. 68400
_Xnpp-server. _tcp. exanpl e. net. 68400

SRV 20 0 5222 x1.exanpl e. net.
SRV 20 0 5222 x2. exanpl e. net.
SRV 20 0 5269 x1.exanpl e. net.
N SRV 20 0 5269 x2.exanpl e. net.

N
N
N

Exanpl e I nternet Services al so hosts chatroons at chat. exanpl e. net,
and provi des an xnpp-server SRV record for that service as well (thus
enabling entities fromrenote domains to access that service). It

al so m ght provide other such services in the future, so it wishes to
represent a wildcard in its certificate to handle such grow h.

The certificate presented by either x1.exanple.net or x2.exanple. net
contains the followi ng representations:

0 An otherNanme type of SRVNane (id-on-dnsSRV) containing an
| A5String (ASCII) string of "_xnpp-client.exanple.net"”

0 An otherNane type of SRVNane (id-on-dnsSRV) containing an
| A5String (ASCI 1) string of "_xnpp-server.exanple.nnet"”

0 An otherNanme type of SRVNane (id-on-dnsSRV) containing an
| A5String (ASCI1) string of "_xnpp-server.chat.exanple.net"”

0 A dNSNane containing an ASCI| string of "exanple.net"
0 A dNSName containing an ASCI| string of "*.exanple.net"

0 An otherNanme type of XnppAddr (id-on-xnppAddr) containing a UTF-8
string of "exanple.net"

0 An otherNane type of XnppAddr (id-on-xnppAddr) containing a UTF-8
string of "chat.exanple.nnet"

0 A CN containing an ASCIl string of "Exanple Internet Services"”
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7.1.3. dient Certificates

In a PKIX certificate to be presented by an XMPP client controlled by
a human user (i.e., a "client certificate"), it is RECOMVENDED f or
the certificate to include one or nore JIDs associated with an XWPP
user. |If included, a JID MIST be represented as an XnppAddr as

speci fied under Section 13.7.1.4.

7.1.4. XnppAddr ldentifier Type

The XmppAddr identifier type is a UTF8String within an ot her Nane
entity inside the subjectAltNane, using the [ASN. 1] oject Identifier
"i d-on-xnppAddr" specified bel ow.

i d-pkix OBJECT IDENTIFIER ::= { iso(l) identified-organization(3)
dod(6) internet(1) security(5) mechanisnms(5) pkix(7) }

id-on OBJECT IDENTIFIER ::={ id-pkix 8 } -- other name forns
i d-on- xnppAddr OBJECT IDENTIFIER ::={ id-on 5}
XnppAddr ::= UTF8Stri ng

As an alternative to the "id-on-xnppAddr" notation, this Object
Identifier MAY be represented in dotted display format (i.e.,
"1.3.6.1.5.5.7.8.5") or in the Uniform Resource Nane notation
specified in [URNOD] (i.e., "urn:oid:1.3.6.1.5.5.7.8.5").

Thus for exanple the JID <juliet@mexanple.conm as included in a
certificate could be formatted in any of the follow ng three ways:

i d- on- xnppAddr :
subj ect Al t Nane=ot her Nane: i d- on- xnppAddr ; UTF8: j ul i et @ m exanpl e. com

dotted display format: subject Al t Name=ot her Nane:
1.3.6.1.5.5.7.8.5; UTF8: jul i et @m exanpl e. com

URN notation: subject Al t Name=ot her Nane: ur n: oi d:
1.3.6.1.5.5.7.8.5;UTF8: jul i et @m exanpl e. com

Use of the "id-on-xnmppAddr” format is RECOVMENDED in the generation
of certificates, but all three formats MJST be supported for the
purpose of certificate validation.

The "id-on-xnmppAddr" object identifier MAY be used in conjunction

wi th the extended key usage extension specified in Section 4.2.1.12
of [PKIX] in order to explicitly define and linmt the intended use of
a certificate to the XMPP network.
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13.7.2. Certificate Validation

Wien an XMPP entity is presented with a server certificate or client
certificate by a peer for the purpose of encryption or authentication
of XML streans as described under Section 5 and Section 6, the entity
MUST attenpt to validate the certificate to determine if the
certificate will be considered a "trusted certificate", i.e., a
certificate that is acceptable for encryption and/ or authentication
in accordance with the XMPP entity’s local service policies or
configured settings.

For both server certificates and client certificates, the validating
entity MJUST do the follow ng:

1. Attenpt to verify the integrity of the certificate.

2. Attenpt to verify that the certificate has been properly signed
by the issuing Certificate Authority.

3. Attenpt to validate the full certification path

4. Check the rules for end entity public key certificates and
certification authority certificates specified under
Section 13.7.1.1 for the general case and under either
Section 13.7.1.2 or Section 13.7.1.3 for XMPP server or client
certificates, respectively.

5. Check certificate revocation nmessages via Certificate Revocation
Lists (CRLs), the Online Certificate Status Protocol [OCSP], or
bot h.

If any of those validation attenpts fail, the validating entity MJST
unilaterally terminate the session

The follow ng sections describe the additional identity verification
rules that apply to server-to-server and client-to-server streans.

Once the identity of the stream peer has been validated, the
validating entity SHOULD al so correlate the validated identity with
the 'from address (if any) of the stream header it received fromthe
peer. If the two identities do not match, the validating entity
SHOULD term nate the connection attenpt (however, there m ght be good
reasons why the identities do not match, as described under

Section 4.7.1).
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7.2.1. Server Certificates

For server certificates, the rules and guidelines defined in

[ TLS- CERTS] apply, with the proviso that the XnppAddr identifier
specified under Section 13.7.1.4 is allowed as a reference
identifier.

The identities to be checked are set as fol |l ows:

o The initiating entity sets the source domain of its reference
identifiers to the "to’ address it comunicates in the initia
stream header; i.e., this is the identity it expects the receiving
entity to provide in a PKIX certificate.

0 The receiving entity sets the source domain of its reference
identifiers to the "froni address conmunicated by the initiating
entity in the initial streamheader; i.e., this is the identity
that the initiating entity is trying to assert.

In the case of server-to-server conmunication, the matching procedure
described in [ TLS-CERTS] can be perforned by an application server
(receiving entity) when verifying an i ncom ng server-to-server
connection froma peer server (initiating entity). |In this case, the
receiving entity verifies the identity of the initiating entity and
uses as the source domain of its reference identifiers the DNS donain
nane asserted by the initiating entity in the 'fronmi attribute of the
initial stream header. However, the matching procedure described in
[ TLS- CERTS] remai ns unchanged and is applied in the sane way.

7.2.2. Cient Certificates

When an XMPP server validates a certificate presented by a client,
there are three possible cases, as discussed in the follow ng
secti ons.

The identities to be checked are set as follows:

o The client sets the source domain of its reference identifiers to
the "to’ address it comrunicates in the initial stream header
i.e., this is the identity it expects the server to provide in a
PKI X certificate.

0 The server sets the bare JID of its reference identifiers to the
"from address comunicated by the initiating entity in the
initial streamheader; i.e., this is the identity that the client
is trying to assert.
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7.2.2.1. Case #1

If the client certificate appears to be certified by a certification
path term nating in a trust anchor (as described in Section 6.1 of
[PKIX]), the server MJST check the certificate for any instances of
t he XmppAddr as described under Section 13.7.1.4. There are three
possi bl e sub-cases:

Sub- Case #1: The server finds one XnppAddr for which the domainpart
of the represented JI D matches one of the configured FQDNs of the
server; the server SHOULD use this represented JID as the
validated identity of the client.

Sub- Case #2: The server finds nore than one XnppAddr for which the
domai npart of the represented JI D nmatches one of the configured
FQDNs of the server; the server SHOULD use one of these
represented JIDs as the validated identity of the client, choosing
anong them based on the bare JID contained in the 'froni address
of the initial stream header (if any), based on the donai npart
contained in the 'to’ address of the initial stream header, or in
accordance with local service policies (such as a lookup in a user
dat abase based on other information contained in the client
certificate).

Sub- Case #3: The server finds no XnppAddrs, or finds at |east one
XmppAddr but the domai npart of the represented JI D does not match
one of the configured FQDNs of the server; the server MJST NOT use
the represented JID (if any) as the validated identity of the
client but instead MIST validate the identity of the client using
other neans in accordance with | ocal service policies (such as a
| ookup in a user database based on other information contained in
the client certificate). |If the identity cannot be so vali dated,
the server MAY abort the validation process and termi nate the TLS
negoti ati on.

7.2.2.2. Case #2

If the client certificate is certified by a Certificate Authority not
known to the server, the server MJST proceed as under Case #1, Sub-
Case #3.

7.2.2.3. Case #3

If the client certificate is self-signed, the server MJST proceed as
under Case #1, Sub-Case #3.
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13.7.2.3. Checking of Certificates in Long-Lived Streans

13.

13.

Because XMPP uses long-lived XM. streans, it is possible that a
certificate presented during stream negotiati on m ght expire or be
revoked while the streamis still live (this is especially rel evant
in the context of server-to-server streans). Therefore, each party
to a long-lived stream SHOULD

1. Cache the expiration date of the certificate presented by the
other party and any certificates on which that certificate
depends (such as a root or internediate certificate for a
certification authority), and cl ose the stream when any such
certificate expires, with a streamerror of <reset/>
(Section 4.9.3.16).

2. Periodically query the Online Certificate Status Protocol [OCSP]
responder listed in the Authority Information Access (Al A)
extension of the certificate presented by the other party and any
certificates on which that certificate depends (such as a root or
internedi ate certificate for a certification authority), and
close the streamif any such certificate has been revoked, with a
streamerror of <reset/> (Section 4.9.3.16). It is RECOMMENDED
to query the OSCP responder at or near the tine communicated via
the nextUpdate field received in the OCSP response or, if the
next Update field is not set, to query every 24 hours.

After the streamis closed, the initiating entity fromthe cl osed
streamw || need to reconnect and the receiving entity will need to
authenticate the initiating entity based on whatever certificate it
presents during negotiation of the new stream

7.2.4. Use of Certificates in XMPP Extensions

Certificates MAY be used in extensions to XMPP for the purpose of
application-layer encryption or authentication above the |level of XM
streans (e.g., for end-to-end encryption). Such extensions wll
define their own certificate handling rules. At a mninmm such

ext ensions are encouraged to remain consistent with the rules defined
in this specification, specifying additional rules only when
necessary.

8. Mandatory-to-Inplenent TLS and SASL Technol ogi es

The followi ng TLS ci phersuites and SASL nmechani sns are nmandatory-to-
i mpl erent (naturally, inplenentations MAY support other ciphersuites
and nechanisns as well). For security considerations related to TLS
ci phersuites, see Section 13.9.4 and [TLS]. For security
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considerations related to SASL nechani sns, see Section 13.9.4,
[ SASL], and specifications for particular SASL nechani sns such as
[ SCRAM , [DI GEST-MD5], and [PLAIN .

13.8.1. For Authentication Only

For authentication only, servers and clients MJST support the SASL
Sal t ed Chal | enge Response Authentication Mechanism[SCRAM -- in
particul ar, the SCRAM SHA-1 and SCRAM SHA- 1- PLUS vari ant s.

Security Warning: Even though it is possible to conplete

aut hentication only w thout confidentiality, it is RECOMVENDED f or
servers and clients to protect the streamwith TLS before
attenpting authentication with SASL, both to help protect the

i nformati on exchanged during SASL negotiation and to hel p prevent
certain downgrade attacks as described under Section 13.9.4 and
Section 13.9.5. Even if TLS is used, inplenentations SHOULD al so
enforce channel binding as descri bed under Section 13.9. 4.

Interoperability Note: The SCRAM SHA-1 or SASL- SCRAM SHA- 1- PLUS
variants of the SCRAM nechani smreplace the SASL DI GEST- MD5
mechani sm as XMPP' s nmandat ory-to-i npl ement password- based net hod
for authentication only. For backward-conpatibility with existing
depl oyed infrastructure, inplenentations are encouraged to
continue supporting the DI GEST-MD5 nechani sm as specified in

[ DI GEST- MD5]; however, there are known interoperability issues
with DI GEST-MD5 that make it inpractical in the long term

13.8.2. For Confidentiality Only

For confidentiality only, servers MJST support TLS with the
TLS RSA W TH AES 128 CBC SHA ci phersuite.

Security WAarni ng: Because a connection with confidentiality only
has weaker security properties than a connection with both
confidentiality and authentication, it is RECOWENDED for servers
and clients to prefer connections with both qualities (e.g., by
protecting the streamwith TLS before attenpting authentication
with SASL). In practice, confidentiality only is enployed nerely
for server-to-server connections when the peer server does not
present a trusted certificate and the servers use Server Di al back
[ XEP-0220] for weak identity verification, but TLS with
confidentiality only is still desirable to protect the connection
agai nst casual eavesdroppi ng.
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13.8.3. For Confidentiality and Authentication with Passwords

For both confidentiality and authentication wi th passwords, servers
and clients MJUST inplenent TLS with the TLS RSA WTH AES 128 CBC_SHA
ci phersuite plus SASL SCRAM in particular the SCRAM SHA-1 and
SCRAM SHA- 1- PLUS variants (wi th SCRAM SHALl- PLUS bei ng preferred, as
descri bed under Section 13.9.4).

As further explained in the followi ng Security Warning, in certain
circunmst ances a server MAY offer TLS with the

TLS RSA WTH_AES 128 CBC SHA ci phersuite plus SASL PLAIN when it is
not possible to offer nore secure alternatives; in addition, clients
SHOULD i npl enent PLAIN over TLS in order to nmaxim ze interoperability
with servers that are not able to deploy nore secure alternatives

Security Warning: In practice, many servers offer, and many
clients use, TLS plus SASL PLAIN. The SCRAM SHA-1 and especially
SCRAM SHA- 1- PLUS vari ants of the SCRAM nechani smare strongly
preferred over the PLAI N nechani sm because of their superior
security properties (including for SCRAM SHA-1-PLUS the ability to
enf orce channel binding as described under Section 13.9.4). A
client SHOULD treat TLS plus SASL PLAIN as a technol ogy of I ast
resort to be used only when interacting with a server that does
not offer SCRAM (or other alternatives that are nore secure than
TLS plus SASL PLAIN), MJST prefer nore secure nechanisns (e.qg.
EXTERNAL, SCRAM SHA- 1- PLUS, SCRAM SHA-1, or the ol der DI GEST- MD5
mechani sm) to the PLAIN nmechani sm and MJUST NOT use the PLAIN
mechani smif the stream does not at a m ni mum have confidentiality
and integrity protection via TLS with full certificate validation
as described under Section 13.7.2.1. A server MJST NOT of fer SASL
PLAIN if the confidentiality and integrity of the streamare not
protected via TLS or an equivalent security layer. A server
SHOULD NOT offer TLS plus SASL PLAIN unless it is unable to offer
some variant of SASL SCRAM (or other alternatives that are nore
secure than TLS plus SASL PLAIN), e.g., because the XMPP service
depends for authentication purposes on a database or directory
that is not under the control of the XMPP administrators, such as
Pl uggabl e Aut hentication Mdules (PAM, an Lightweight Directory
Access Protocol (LDAP) directory [LDAP], or an Authentication

Aut hori zation, and Accounting (AAA) key nanagenent protocol (for
gui dance, refer to [AAA]). However, offering TLS plus SASL PLAI N
even when the server supports nore secure alternatives mght be
appropriate if the server needs to enable interoperability with an
installed base of clients that do not yet support SCRAM or ot her
alternatives that are nore secure than TLS plus SASL PLAIN
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8.4. For Confidentiality and Authentication w thout Passwords

For both confidentiality and authentication w thout passwords,
servers MJST and clients SHOULD i npl emrent TLS with the

TLS RSA WTH_AES 128 CBC _SHA ci phersuite plus the SASL EXTERNAL
mechani sm (see Appendi x A of [SASL]) with PKI X certificates.

9. Technol ogy Reuse
9.1. Use of Base 64 in SASL

Both the client and the server MJST verify any base 64 data received
during SASL negotiation (Section 6). An inplenentation MJIST reject
(not ignore) any characters that are not explicitly allowed by the
base 64 al phabet; this helps to guard against creation of a covert
channel that could be used to "leak" information

An i npl enentati on MJUST NOT break on invalid input and MJST reject any
sequence of base 64 characters containing the pad ('=") character if
that character is included as sonething other than the |ast character
of the data (e.g., "=AAA" or "BBBB=CCC'); this hel ps to guard agai nst
buffer overflow attacks and other attacks on the inplenentation.

Whi | e base 64 encoding visually hides otherw se easily recognized
i nformati on (such as passwords), it does not provide any
conputati onal confidentiality.

Al'l uses of base 64 encoding MIST follow the definition in Section 4
of [BASE64] and padding bits MJST be set to zero.

9.2. Use of DNS

XMPP typically relies on the Domain Nane System (specifically
[DNS-SRV] records) to resolve a fully qualified domain nane to an IP
address before a client connects to a server or before a peer server
connects to another server. Before attenpting to negotiate an XM
stream the initiating entity MJUST NOT proceed until it has resol ved
the DNS domain nane of the receiving entity as specified under
Section 3 (although it is not necessary to resolve the DNS donain
nane before each connection attenpt, because DNS resolution results
can be tenporarily cached in accordance with time-to-live val ues).
However, in the absence of a secure DNS option (e.g., as provided by
[DNSSEC]), a malicious attacker with access to the DNS server data,
or able to cause spoofed answers to be cached in a recursive

resol ver, can potentially cause the initiating entity to connect to
any XMPP server chosen by the attacker. Deploynment and validation of
server certificates help to prevent such attacks
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9.3. Use of Hash Functions

XMPP itself does not directly nandate the use of any particul ar
cryptographi ¢ hash function. However, technol ogi es on whi ch XWPP
depends (e.g., TLS and particular SASL nmechani sns), as well as

vari ous XMPP extensions, m ght nake use of cryptographic hash
functions. Those who inpl enent XMPP technol ogi es or who devel op XMPP
extensions are advised to closely nonitor the state of the art
regardi ng attacks agai nst cryptographi c hash functions in Internet
protocols as they relate to XMPP. For hel pful guidance, refer to

[ HASHES] .

9.4, Use of SASL

Because the initiating entity chooses an acceptabl e SASL nechani sm
fromthe list presented by the receiving entity, the initiating
entity depends on the receiving entity's list for authentication
Thi s dependency introduces the possibility of a downgrade attack if
an attacker can gain control of the channel and therefore present a
weak |ist of nechanisns. To nmitigate this attack, the parties SHOULD
protect the channel using TLS before attenpting SASL negotiation and
either performfull certificate validation as described under
Section 13.7.2.1 or use a SASL nmechani smthat provides channe

bi ndi ngs, such as SCRAMI SHA- 1- PLUS. (Protecting the channel via TLS
with full certificate validation can help to ensure the
confidentiality and integrity of the information exchanged during
SASL negoti ation.)

The SASL framework itself does not provide a nethod for binding SASL
authentication to a security layer providing confidentiality and
integrity protection that was negotiated at a |ower layer (e.g.

TLS). Such a binding is known as a "channel binding" (see

[ CHANNEL] ). Sone SASL nechani sns provi de channel bindings, which in
the case of XMPP would typically be a binding to TLS (see

[ CHANNEL- TLS]). If a SASL nechani sm provi des a channel binding
(e.g., this is true of [SCRAM ), then XMPP entities using that
mechani sm SHOULD prefer the channel binding variant (e.g., preferring
" SCRAM SHA- 1- PLUS" over "SCRAM SHA-1"). If a SASL nechani sm does not
provi de a channel binding, then the nmechani smcannot provide a way to
verify that the source and destination end points to which the | ower

| ayer’s security is bound are equivalent to the end points that SASL
is authenticating; furthernore, if the end points are not identical
then the I ower layer's security cannot be trusted to protect data
transmtted between the SASL-authenticated entities. 1In such a
situation, a SASL security |layer SHOULD be negotiated t hat
effectively ignores the presence of the | ower-layer security.
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Many depl oyed XMPP services authenticate client connections by neans
of passwords. It is well known that nost human users choose
relatively weak passwords. Although service provisioning is out of
scope for this docunent, XMPP servers that allow password-based

aut henti cati on SHOULD enforce mininmal criteria for password strength
to help prevent dictionary attacks. Because all password-based

aut henti cati on nmechani sns are suscepti ble to password guessing
attacks, XMPP servers MJUST linmit the nunber of retries allowed during
SASL aut hentication, as described under Section 6.4.5.

Some SASL mechani sms (e.g., [ANONYMOUS]) do not provide strong peer
entity authentication of the client to the server. Service

admi ni strators are advised to enabl e such nechani sns with caution
Best practices for the use of the SASL ANONYMOUS nechani smin XMPP
are described in [ XEP-0175].

9.5. Use of TLS

| mpl enent ati ons of TLS typically support multiple versions of the
Transport Layer Security protocol as well as the ol der Secure Sockets
Layer (SSL) protocol. Because of known security vulnerabilities,
XMPP servers and clients MJUST NOT request, offer, or use SSL 2.0.
For further details, see Appendix E. 2 of [TLS] along with [TLS-SSL2].

To prevent nman-in-the-niddle attacks, the TLS client (which m ght be
an XMPP client or an XMPP server) MJST verify the certificate of the
TLS server and MJST check its understanding of the server FQDN
against the server’'s identity as presented in the TLS Certificate
message as described under Section 13.7.2.1 (for further details, see
[ TLS- CERTS] .

Support for TLS renegotiation is strictly OPTIONAL. However,

i mpl enent ati ons that support TLS renegotiation MJST inpl enent and use
the TLS Renegotiation Extension [TLS-NEG. Further details are

provi ded under Section 5.3.5.

9.6. Use of UTF-8

The use of UTF-8 makes it possible to transport non-ASCI| characters,
and t hus enabl es character "spoofing" scenarios, in which a displayed
val ue appears to be sonething other than it is. Furthernore, there
are known attack scenarios related to the decoding of UTF-8 data. On
both of these points, refer to [UTF-8] for nore information.

Sai nt - Andr e St andards Track [ Page 165]



RFC 6120 XMPP Cor e March 2011

13.

13.

13.

13.

13.

9.7. Use of XM

Because XMPP is an application profile of the Extensible Markup
Language [ XM.], many of the security considerations described in

[ XML- MEDI A] and [ XM_- GUI DE] al so apply to XMPP. Several aspects of
XMPP nmitigate the risks described there, such as the prohibitions
speci fied under Section 11.1 and the lack of external references to
style sheets or transformations, but these nitigating factors are by
no means conprehensive.

10. I nformati on Leaks
10.1. | P Addresses

A client’s I P address and nethod of access MJST NOT be nade public by
a server (e.g., as typically occurs in [IRC]).

10.2. Presence Information

One of the core aspects of XMPP is presence: information about the
network availability of an XMPP entity (i.e., whether the entity is
currently online or offline). A "presence |eak" occurs when an
entity’s network availability is inadvertently and involuntarily
revealed to a second entity that is not authorized to know the first
entity’'s network availability.

Al t hough presence is discussed nmore fully in [ XMPP-1M, it is
important to note that an XMPP server MJST NOT | eak presence. In
particular at the core XMPP | evel, real-time addressing and network
availability is associated with a specific connected resource;
therefore, any disclosure of a connected resource’s full JID
conprises a presence leak. To help prevent such a presence |leak, a
server MUST NOT return different stanza errors dependi ng on whether a
potential attacker sends XM. stanzas to the entity's bare JID

(<l ocal part @onai npart>) or full JID

(<l ocal part @onmi npart/resourcepart>).

11. Directory Harvesting

If a server generates an error stanza in response to receiving a
stanza for a user account that does not exist, using the <service-
unavai |l abl e/ > stanza error condition (Section 8.3.3.19) can help
protect against directory harvesting attacks, since this is the sane
error condition that is returned if, for instance, the nanespace of
an 1Qchild elenment is not understood, or if "offline nessage
storage" ([ XEP-0160]) or nessage forwarding is not enabled for a
domain. However, subtle differences in the exact XM. of error
stanzas, as well as in the timng with which such errors are
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returned, can enable an attacker to determ ne the network presence of
a user when nore advanced bl ocki ng technol ogi es are not used (see for
i nstance [ XEP-0016] and [ XEP-0191]). Therefore, a server that

exerci ses a higher level of caution mght not return any error at all
in response to certain kinds of received stanzas, so that a non-

exi stent user appears to behave |like a user that has no interest in
conversing with the sender.

12. Denial of Service
[ DOS] defines denial of service as follows:

A deni al -of -service (DoS) attack is an attack in which one or nore
machi nes target a victimand attenpt to prevent the victimfrom
doi ng useful work. The victimcan be a network server, client or
router, a network link or an entire network, an individua

Internet user or a conpany doi ng business using the Internet, an
Internet Service Provider (1SP), country, or any conbination of or
vari ant on these.

Sone considerations discussed in this docunent help to prevent

deni al - of -service attacks (e.g., the mandate that a server MJST NOT
process XML stanzas fromclients that have not yet provided
appropriate authentication credentials and MUST NOT process XM
stanzas from peer servers whose identity it has not either

aut henticated via SASL or weakly verified via Server D al back).

In addition, [XEP-0205] provides a detail ed discussion of potentia
deni al - of -servi ce attacks agai nst XMPP systens al ong with best
practices for preventing such attacks. The recomendati ons i ncl ude:

1. A server inplenmentation SHOULD enable a server administrator to
limt the nunber of TCP connections that it will accept froma
given I P address at any one tine. |If an entity attenpts to
connect but the maxi mum nunber of TCP connections has been
reached, the receiving server MJUST NOT all ow the new connection
to proceed.

2. A server inplenentation SHOULD enable a server administrator to
limt the nunber of TCP connection attenpts that it will accept
froma given |P address in a given tine period. |If an entity
attenpts to connect but the nmaxi mum nunber of connection attenpts
has been reached, the receiving server MUST NOT all ow the new
connection to proceed.

3. A server inplementation SHOULD enabl e a server adm nistrator to

limt the nunber of connected resources it will allow an account
to bind at any one tine. |If a client attenpts to bind a resource
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but it has already reached the configured nunber of allowable
resources, the receiving server MJST return a <resource-
constraint/> stanza error (Section 8.3.3.18).

4. A server inplenentation SHOULD enable a server administrator to
limt the size of stanzas it will accept froma connected client
or peer server (where "size" is inclusive of all XM nmarkup as
defined in Section 2.4 of [XM.], fromthe opening "<" character
of the stanza to the closing ">" character). A deployed server’s
maxi mum st anza si ze MJUST NOT be snmaller than 10000 bytes, which
reflects a reasonabl e conprom se between the benefits of
expressiveness for originating entities and the costs of stanza
processing for servers. A server inplenmentation SHOULD NOT
blindly set 10000 bytes as the value for all deploynents but
i nstead SHOULD enabl e server adnministrators to set their own
limts. |If a connected resource or peer server sends a stanza
that violates the upper limt, the receiving server MIJST either
return a <policy-violation/> stanza error (Section 8.3.3.12),
thus allowing the sender to recover, or close the streamwith a
<policy-violation/> streamerror (Section 4.9.3.14).

5. A server inplementation SHOULD enabl e a server admnistrator to
limt the nunber of XML stanzas that a connected client is
allowed to send to distinct recipients within a given tine
period. |f a connected client sends too nany stanzas to distinct
recipients in a given tinme period, the receiving server SHOULD
NOT process the stanza and i nstead SHOULD return a <policy-
viol ation/> stanza error (Section 8.3.3.12).

6. A server inplenentation SHOULD enabl e a server administrator to
l[imt the anpbunt of bandwidth it will allow a connected client or
peer server to use in a given time period.

7. A server inplementation MAY enable a server administrator to
limt the types of stanzas (based on the extended content
"payload") that it will allow a connected resource or peer server
send over an active connection. Such linmts and restrictions are
a matter of deploynent policy.

8. A server inplementation MAY refuse to route or deliver any stanza
that it considers to be abusive, with or without returning an
error to the sender

For nore detail ed recommendati ons regardi ng deni al - of -servi ce attacks
in XMPP systens, refer to [ XEP-0205].
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13. Firewalls

Al t hough DNS SRV records can instruct connecting entities to use TCP
ports other than 5222 (client-to-server) and 5269 (server-to-server),
communi cati on using XMPP typically occurs over those ports, which are
registered with the | ANA (see Section 14). Use of these well-known
ports allows administrators to easily enable or disable XWMPP activity
t hrough exi sting and commonly depl oyed firewalls.

14. I nt erdonai n Feder ati on

The term "federation"” is commonly used to describe conmunication
bet ween two servers

Because service provisioning is a matter of policy, it is OPTIONAL
for any given server to support federation. |If a particular server
enabl es federation, it SHOULD enabl e strong security as previously
described to ensure both authentication and confidentiality;
conpliant inplenmentations SHOULD support TLS and SASL for this

pur pose.

Bef ore RFC 3920 defined TLS plus SASL EXTERNAL with certificates for
encryption and aut hentication of server-to-server streams, the only
met hod for weak identity verification of a peer server was Server

Di al back as defined in [ XEP-0220]. Even when [DNSSEC] is used,

Server Dial back provides only weak identity verification and provides
no confidentiality or integrity. At the time of witing, Server

Di al back is still the nost w dely used techni que for sone | evel of
assurance over server-to-server streanms. This reality introduces the
possibility of a downgrade attack from TLS + SASL EXTERNAL to Server
Di al back if an attacker can gain control of the channel and therefore
convince the initiating server that the receiving server does not
support TLS or does not have an appropriate certificate. To help
prevent this attack, the parties SHOULD protect the channel using TLS
bef ore proceeding, even if the presented certificates are self-signed
or otherw se untrusted.

15. Non- Repudi ati on

Systens that provide both peer entity authentication and data
integrity have the potential to enable an entity to prove to a third
party that another entity intended to send particular data. Although
XMPP systens can provide both peer entity authentication and data
integrity, XMPP was never designed to provide non-repudiation
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| ANA Consi der ati ons

The followi ng subsections update the registrations provided in
[ RFC3920]. This section is to be interpreted according to
[ 1 ANA- GUI DE] .

1. XM. Nanespace Nane for TLS Data

A URN sub- nanmespace for STARTTLS negotiation data in the Extensible
Messagi ng and Presence Protocol (XMPP) is defined as follows. (This
nanespace nane adheres to the format defined in [ XM.- REGF .)

URI: urn:ietf:paranms: xm:ns:xnmpp-tls

Speci fication: RFC 6120

Description: This is the XM. nanespace nane for STARTTLS negoti ation
data in the Extensible Messaging and Presence Protocol (XMPP) as
defined by RFC 6120.

Regi strant Contact: |ESG <iesg@etf.org>

2. XML Namespace Nane for SASL Data

A URN sub-namespace for SASL negotiation data in the Extensible
Messagi ng and Presence Protocol (XMPP) is defined as follows. (This
nanespace nane adheres to the format defined in [ XM.- REG .)

URI: urn:ietf:paranms: xnm :ns: xnmpp- sasl

Specification: RFC 6120

Description: This is the XML nanmespace nane for SASL negotiation
data in the Extensible Messaging and Presence Protocol (XMPP) as
defined by RFC 6120.

Regi strant Contact: |ESG <iesg@etf.org>

3. XM Namespace Nane for Stream Errors

A URN sub-namespace for streamerror data in the Extensible Messaging
and Presence Protocol (XMPP) is defined as follows. (This nanespace
nane adheres to the fornmat defined in [ XM.- REF .)

URI: urn:ietf:parans: xm:ns: xnmpp-streans

Speci fication: RFC 6120

Description: This is the XM. nanespace nane for streamerror data in
t he Extensi bl e Messagi ng and Presence Protocol (XMPP) as defined
by RFC 6120.

Regi strant Contact: |ESG <iesg@etf.org>
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4. XM Nanespace Nane for Resource Binding

A URN sub- nanmespace for resource binding in the Extensible Messaging
and Presence Protocol (XMPP) is defined as follows. (This nanmespace
nane adheres to the format defined in [ XM.- REGF .)

URI: urn:ietf:parans: xm:ns:xnmpp-bind

Specification: RFC 6120

Description: This is the XM. nanespace nane for resource binding in
t he Extensibl e Messagi ng and Presence Protocol (XMPP) as defined
by RFC 6120.

Regi strant Contact: |ESG <iesg@etf.org>

5. XML Nanespace Nane for Stanza Errors

A URN sub-namespace for stanza error data in the Extensible Messaging
and Presence Protocol (XMPP) is defined as follows. (This nanmespace
nane adheres to the fornat defined in [ XM.- REG .)

URI: urn:ietf:parans: xm :ns: xnpp-stanzas

Specification: RFC 6120

Description: This is the XM. nanespace nane for stanza error data in
t he Extensibl e Messagi ng and Presence Protocol (XMPP) as defined
by RFC 6120.

Regi strant Contact: |ESG <iesg@etf.org>

6. GSSAPI Service Nane

The 1 ANA has regi stered "xnpp" as a [GSS-API] service name, as
defined under Section 6.6.

7. Port Nunbers and Service Nanes

The 1 ANA has registered "xnpp-client" and "xnmpp-server" as keywords
for [TCP] ports 5222 and 5269, respectively. 1|In accordance with

[1 ANA- PORTS], this docunent updates the existing registration, as
fol | ows.

Service Nane: xnmpp-client

Transport Protocol: TCP

Description: A service offering support for connections by XWPP
client applications

Regi strant: | ETF XMPP Worki ng G oup

Contact: |ESG <iesg@etf.org>

Ref erence: RFC 6120

Port Number: 5222
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Servi ce Name: xnmpp-server

Transport Protocol: TCP

Description: A service offering support for connections by XWPP
server applications

Regi strant: | ETF XMPP Worki ng G oup

Contact: |ESG <iesg@etf.org>

Reference: RFC 6120

Port Number: 5269

Conf or mance Requirenents

This section describes a protocol feature set that sunmarizes the
conformance requirenents of this specification. This feature set is
appropriate for use in software certification, interoperability
testing, and inplenentation reports. For each feature, this section
provi des the follow ng infornmation:

o A human-readabl e nane
0 An informational description

0o Areference to the particular section of this docunent that
normatively defines the feature

0 Wiether the feature applies to the Client role, the Server role,
or both (where "N A" signifies that the feature is not applicable
to the specified role)

o \Whether the feature MJST or SHOULD be i npl enented, where the
capitalized terns are to be understood as described i n [ KEYWORDS]

The feature set specified here attenpts to adhere to the concepts and
formats proposed by Larry Masinter within the I ETF s NEWTRK Wor ki ng
Group in 2005, as captured in [INTEROP]. Although this feature set
is nmore detailed than called for by [ REPORTS], it provides a suitable
basis for the generation of inplenentation reports to be submtted in
support of advancing this specification fromProposed Standard to
Draft Standard in accordance w th [ PROCESS].

Feat ure: bind-gen

Description: Generate a random resource on demand
Section: Section 7.6

Roles: dient NNA Server MJST.

Feature: bind-ntn

Description: Consider resource binding as nmandat ory-to-negoti ate.
Section: Section 7.3.1

Roles: dient MJST, Server MJST
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Feature: bind-restart

Description: Do not restart the streamafter negotiation of resource
bi ndi ng.

Section: Section 7.3.2

Roles: Client MJST, Server MJIST

Feat ure: bi nd-support

Description: Support binding of client resources to an authenticated
stream

Section: Section 7

Rol es: Client MJST, Server MJIST

Feature: sasl-correlate

Description: Wen authenticating a stream peer using SASL, correlate
the authentication identifier resulting from SASL negotiation with
the 'from address (if any) of the stream header it received from
t he peer.

Section: Section 6.4.6

Roles: dient SHOULD, Server SHOULD

Feature: sasl-errors

Description: Support SASL errors during the negotiation process.
Section: Section 6.5

Roles: dient MJST, Server MJST

Feature: sasl-ntn

Description: Consider SASL as nandatory-to-negotiate.
Section: Section 6.3.1

Roles: dient MJST, Server MJST

Feature: sasl-restart

Description: Initiate or handle a streamrestart after SASL
negoti ati on.

Section: Section 6.3.2

Roles: Client MJST, Server MJIST

Feature: sasl-support

Description: Support the Sinple Authentication and Security Layer
for stream aut hentication.

Section: Section 6

Roles: dient MJST, Server MJST

Feature: security-nti-auth-scram

Description: Support the SASL SCRAM nechani sm for authentication
only (this inplies support for both the SCRAM SHA-1 and
SCRAM SHA- 1- PLUS vari ants).

Section: Section 13.8

Roles: dient MJST, Server MJST
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Feature: security-nti-both-external

Description: Support TLS with SASL EXTERNAL for confidentiality and
aut henti cati on.

Section: Section 13.8

Roles: dient SHOULD, Server MJST.

Feature: security-nti-both-plain

Description: Support TLS using the TLS RSA WTH AES 128 CBC SHA
ci phersuite plus the SASL PLAI N mechanismfor confidentiality and
aut henti cati on.

Section: Section 13.8

Roles: dient SHOULD, Server MNAY.

Feature: security-nti-both-scram
Description: Support TLS using the TLS RSA WTH AES 128 CBC _SHA
ci phersuite plus the SCRAM SHA-1 and SCRAM SHA-1- PLUS vari ants of
the SASL SCRAM nechani sm for confidentiality and authentication.
Section: Section 13.8
Roles: dient MJST, Server MJST.

Feature: security-nti-confidentiality

Description: Support TLS using the TLS RSA WTH AES 128 CBC SHA
ci phersuite for confidentiality only.

Section: Section 13.8

Roles: dient NNA Server SHOULD.

Feature: stanza-attribute-from

Description: Support the comon 'from attribute for all stanza
ki nds.

Section: Section 8.1.2

Roles: dient MJST, Server MJST.

Feature: stanza-attribute-fromstanp

Description: Stanp or rewite the 'froni address of all stanzas
recei ved from connected clients.

Section: Section 8.1.2.1

Roles: dient NNA Server MJST.

Feature: stanza-attribute-fromvalidate

Description: Validate the 'fronmi address of all stanzas received
from peer servers.

Section: Section 8.1.2.2

Roles: dient NNA Server MJST.

Feature: stanza-attribute-id

Description: Support the common 'id attribute for all stanza ki nds.
Section: Section 8.1.3

Roles: dCient MJST, Server MJST.
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Feature: stanza-attribute-to
Description: Support the comon
Section: Section 8.1.1

Roles: dient MJST, Server MJST.

to

Feature: stanza-attribute-to-validate

March 2011

attribute for all stanza ki nds.

Description: Ensure that all stanzas received from peer servers

include a 'to’ address.
Section: Section 8.1.1
Roles: dient NNA Server MJST

Feature: stanza-attribute-type

Description: Support the comobn 'type’ attribute for all stanza

ki nds.
Section: Section 8.1.4
Roles: dient MJST, Server MJST.

Feature: stanza-attribute-xmlang

Description: Support the commobn 'xml:lang’ attribute for all stanza

ki nds.
Section: Section 8.1.5
Roles: dient MJST, Server MJST.

Feature: stanza-error

Description: Generate and handl e stanzas
stanza ki nds.

Section: Section 8.3

Roles: dient MJST, Server MJST.

Feature: stanza-error-child

Description: Ensure that stanzas of type
child el enent.

Section: Section 8.3

Roles: dient MJST, Server MJST.

Feature: stanza-error-id

Description: Ensure that stanzas of type
provided in the triggering stanza.

Section: Section 8.3

Roles: dient MJST, Server MJST.

Feature: stanza-error-reply

of type "error" for al

"error"

"error"

i nclude an <error/>

preserve the 'id

Description: Do not reply to a stanza of type "error" w th another

stanza of type "error".
Section: Section 8.3
Roles: dient MJST, Server MJST.
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Feature: stanza-extension

Description: Correctly process XML data qualified by an unsupported
XML nanespace, where "correctly process" neans to ignore that
portion of the stanza in the case of a nessage or presence stanza
and return an error in the case of an I Q stanza (for the intended
recipient), and to route or deliver the stanza (for a routing
entity such as a server).

Section: Section 8.4

Roles: dient MJST, Server MJST

Feature: stanza-iqg-child

Description: Include exactly one child elenent in an <ig/> stanza of
type "get" or "set", zero or one child elenents in an <iqg/> stanza
of type "result", and one or two child elenments in an <iqg/> stanza
of type "error".

Section: Section 8.2.3

Rol es: Client MJST, Server MJIST

Feature: stanza-iqg-id

Description: Ensure that all <iqg/> stanzas include an 'id’
attribute.

Section: Section 8.2.3

Rol es: Client MJST, Server MJIST

Feature: stanza-iqg-reply

Description: Reply to an <iqg/> stanza of type "get" or
<i g/ > stanza of type "result" or "error".

Section: Section 8.2.3

Rol es: Cient MJST, Server MJIST

set" with an

Feature: stanza-ig-type

Description: Ensure that all <iqg/> stanzas include a 'type
attribute whose value is "get", "set", "result", or "error".

Section: Section 8.2.3

Roles: Client MJST, Server MJIST

Feature: stanza-kind-iq

Description: Support the <iqg/> stanza.
Section: Section 8.2.3

Roles: dient MJST, Server MJST.

Feature: stanza-ki nd-nessage

Description: Support the <nmessage/> stanza.
Section: Section 8.2.1

Roles: Cient MJST, Server MJIST
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Feature: stanza-kind-presence

Description: Support the <presence/> stanza.
Section: Section 8.2.2

Roles: dient MJST, Server MJST.

Feature: streamattribute-initial-from

Description: Include a 'fromi attribute in the initial stream
header .

Section: Section 4.7.1

Roles: dient SHOULD, Server MJST.

Feature: streamattribute-initial-Iang

Description: Include an 'xm:lang’ attribute in the initial stream
header .

Section: Section 4.7.4

Roles: dient SHOULD, Server SHOULD

Feature: streamattribute-initial-to

Description: Include a '"to’ attribute in the initial stream header
Section: Section 4.7.2

Roles: dient MJST, Server MJST

Feature: streamattribute-response-from

Description: Include a 'from attribute in the response stream
header .

Section: Section 4.7.1

Roles: Cient NNA Server MJST

Feature: streamattribute-response-id

Description: Include an 'id attribute in the response stream
header .

Section: Section 4.7.3

Roles: Cient NNA Server MJST

Feature: streamattribute-response-id-unique

Description: Ensure that the 'id attribute in the response stream
header is unique within the context of the receiving entity.

Section: Section 4.7.3

Roles: Cient NNA Server MJST

Feature: streamattribute-response-to

Description: Include a 'to’ attribute in the response stream header
Section: Section 4.7.2

Roles: dient NNA Server SHOULD
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Feature: streamerror-generate

Description: Generate a streamerror (followed by a closing stream
tag and termination of the TCP connection) upon detecting a
streamrel ated error condition

Section: Section 4.9

Roles: dient MJST, Server MJST

Feature: streamfqdn-resolution

Description: Resolve FQDNs before opening a TCP connection to the
receiving entity.

Section: Section 3.2

Roles: dient MJST, Server MJST

Feature: streamnegotiation-conplete

Description: Do not consider the stream negotiation process to be
complete until the receiving entity sends a stream features
advertisenent that is enpty or that contains only voluntary-to-
negoti ate features

Section: Section 4.3.5

Roles: dient MJST, Server MJST

Feature: streamnegotiation-features

Description: Send streamfeatures after sending a response stream
header .

Section: Section 4.3.2

Roles: dient NNA Server MJST.

Feature: streamnegotiation-restart

Description: Consider the previous streamto be replaced upon
negoti ation of a streamfeature that necessitates a stream
restart, and send or receive a newinitial stream header after
negoti ati on of such a streamfeature.

Section: Section 4.3.3

Roles: Cient MJST, Server MJIST.

Feature: streamreconnect

Description: Reconnect w th exponential backoff if a TCP connection
is term nated unexpectedly.

Section: Section 3.3

Roles: dient MJST, Server MJST.

Feature: streamtcp-binding

Description: Bind an XM. streamto a TCP connecti on
Section: Section 3

Roles: Cient MJST, Server MJIST
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Feature: tls-certs

Description: Check the identity specified in a certificate that is
presented during TLS negoti ati on.

Section: Section 13.7.2

Roles: Client MJST, Server MJIST

Feature: tls-ntn

Description: Consider TLS as nmandatory-to-negotiate if STARTTLS is
the only feature advertised or if the STARTTLS feature
advertisenent includes an enpty <required/ > el ement.

Section: Section 5.3.1

Roles: dient MJST, Server MJST

Feature: tls-restart

Description: Initiate or handle a streamrestart after TLS
negoti ati on.

Section: Section 5.3.2

Roles: Cient MJST, Server MJIST

Feature: tls-support

Description: Support Transport Layer Security for stream encryption
Section: Section 5

Rol es: Client MJST, Server MJIST

Feature: tls-correlate

Description: Wen validating a certificate presented by a stream
peer during TLS negotiation, correlate the validated identity with
the 'from address (if any) of the stream header it received from
t he peer.

Section: Section 13.7.2

Roles: dient SHOULD, Server SHOULD

Feature: xmnl -nanespace-content-client

Description: Support 'jabber:client’ as a content nanmespace.
Section: Section 4.8.2

Roles: dient MJST, Server MJST

Feature: xml -nanespace-content-server

Description: Support 'jabber:server’ as a content nanespace.
Section: Section 4.8.2

Roles: Cient NA Server MJST.

Feature: xnl-nanespace-streans-decl aration

Description: Ensure that there is a nanespace declaration for the
"http://etherx.jabber.org/streans’ nanespace.

Section: Section 4.8.1

Roles: Cient MJST, Server MJIST
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Feature: xmnl-nanespace-streans-prefix

Description: Ensure that all elenents qualified by the
"http://etherx.jabber.org/streans’ namespace are prefixed by the
prefix (if any) defined in the nanespace decl aration

Section: Section 4.8.1

Roles: dient MJST, Server MJST

Feature: xml-restriction-conmrent

Description: Do not generate or accept XM coments.
Section: Section 11.1

Roles: dient MJST, Server MJST

Feature: xml-restriction-dtd

Description: Do not generate or accept internal or external DTD
subset s.

Section: Section 11.1

Roles: dient MJST, Server MJST

Feature: xm-restriction-p

Description: Do not generate or accept XM. processing instructions.
Section: Section 11.1

Roles: dient MJST, Server MJST.

Feature: xm-restriction-ref

Description: Do not generate or accept internal or external entity
references with the exception of the predefined entities.

Section: Section 11.1

Roles: dient MJST, Server MJST.

Feature: xnl-wellforned-xn

Description: Do not generate or accept data that is not XM.--well-
for ned.

Section: Section 11.3

Roles: dient MJST, Server MJST.

Feature: xnl-wellforned-ns

Description: Do not generate or accept data that is not nanespace-
wel | - forned.

Section: Section 11.3

Roles: dient MJST, Server MJST.
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Appendi x A, XML Schenas

The followi ng schemas formally define various nanespaces used in this
docunent, in conformance with [ XM.- SCHEMA]. Because validation of
XML streans and stanzas is optional, these schemas are not normative
and are provided for descriptive purposes only.

A. 1. Stream Nanespace
<?xm version="1.0" encodi ng=" UTF-8" ?>

<xs:schema
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schen®a’
t ar get Nanespace="http://etherx. jabber.org/streans’
xm ns="http://etherx.jabber.org/streans’
el ement For mDef aul t =" unqual i fi ed >

<xs:inport nanespace='jabber:client’/>

<xs:inport nanespace='|j abber:server’'/>

<xs:inport nanmespace="urn:ietf:parans:xm:ns: xnpp-sasl’'/>
<xs:inmport nanmespace="urn:ietf:parans: xm :ns: xnpp-streans’ />
<xs:inmport namespace="urn:ietf:parans: xm :ns: xnpp-tls' />

<xs: el ement nane='streamn >
<xs: conpl exType>
<xs:sequence xm ns:client="jabber:client’
xm ns: server ='j abber: server’ >
<xs:elenment ref= features
m nOccurs=" 0’
maxQOccurs="1"/>
<xs:any namespace='urn:ietf:paranms: xn :ns: xnpp-tls’
nm nCccurs=" 0’
maxQccurs="1"/>
<xs:any namespace='urn:ietf:params: xn : ns: xnpp- sasl
m nOccurs=" 0’
maxQOccurs="1"/>
<XS:any nanespace=' ##ot her’
nm nCccurs=" 0’
maxQccur s=" unbounded
processContents="1ax’ />
<xs:choi ce m nCccurs="0" maxCccurs="1">
<xs: choi ce m nCccurs="0" maxQccur s=' unbounded’ >
<xs: el enment ref="client: message’' />
<xs:elenent ref="client:presence’ />
<xs:elenment ref="client:iq />
</ xs: choi ce>
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<xs: choi ce nminCccurs="0" maxQccur s='" unbounded’ >
<xs: el enent ref="server: nmessage’' />
<xs: el enent ref="server:presence' />
<xs:elenment ref="server:iq />
</ xs: choi ce>
</ xs: choi ce>
<xs:elenment ref="error’ minCccurs="0" nmaxCccurs="1"/>
</ xs: sequence>
<xs:attribute name="from type="xs:string use= optional’'/>
<xs:attribute name="id type= xs:string wuse= optional’'/>
<xs:attribute name="to’ type= xs:string wuse= optional’/>
<xs:attribute nanme='version’ type=' xs:decinal’ use= optional’'/>
<xs:attribute ref="xm:lang’ use='optional’'/>
<xs:anyAttri bute nanespace=' ##other’ processContents='lax’'/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enment nane='features’ >
<xs: conpl exType>
<XS:sequence>
<XS:any namespace=' ##ot her’
m nCccurs='0’
maxQccur s=" unbounded
processContents="|ax’ />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >

<xs: el ement nane='error’ >
<xs: conpl exType>
<xs:sequence xnmns:err="urn:ietf:parans:xmn:ns: xnpp-streans’ >
<XS: group ref="err:streankrrorGoup’' />
<xs:elenment ref="err:text’
m nCccurs='0’
maxQOccurs="1"/>
<Xs:any nanespace=' ##ot her’
nm nCccurs="0’
mexCccurs="1’
processContents="1ax’ />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

</ xs: schema>
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A. 2. Stream Error Nanespace
<?xm version="1.0" encodi ng=" UTF-8" ?>

<xs: schema
xm ns: xs=" http://ww. w3. or g/ 2001/ XM_Schena
t ar get Nanespace="urn:ietf: parans: xm : ns: xnpp- st reans’
xm ns="urn:ietf:parans: xm :ns: xmpp-streans’
el ement For mDef aul t =" qual i fied’ >

<xs: el ement nane='bad-format’ type="enpty’' />
<xs: el enent nane=' bad- nanmespace-prefix’ type=enpty’'/>
<xs: el enent nane='conflict’ type=enpty' />

<xs: el enent nane='connection-tinmeout’ type=enpty’'/>
<xs: el enent nane=' host-gone’ type="enpty’ />

<xs: el ement nane=' host-unknown’ type= enpty'/>
<xs: el ement nane='i nproper-addressing’ type=enpty />
<xs: el enent nane='internal -server-error’ type= enpty' />
<xs: el ement nane='invalid-from type=enpty'/>
<xs:elenment nane='invalid-id type=enpty' />
<xs: el ement nane='invalid-nanmespace’ type=enpty'/>
<xs: el ement nane='invalid-xm’' type="enpty' />
<xs: el ement nane='not-authorized type=enpty />
<xs: el enent nane='not-well-forned type=enpty'/>
<xs: el enent nane='policy-violation type=enpty' />
<xs: el ement nane='renote-connection-failed type=enpty' />
<xs: el enment nane='reset’ type=enpty’'/>

<xs: el ement nane='resource-constraint’ type="enpty’ />
<xs:el ement nane="restricted-xm’ type="enpty />
<xs: el ement nane=' see-other-host’ type=' xs:string />
<xs: el enent nane=' system shutdown’ type=enpty’'/>
<xs: el enent nane='undefi ned-condition type="enpty' />
<xs: el ement nane=' unsupported-encodi ng’ type=enpty’'/>
<xs: el ement nane=' unsupported-stanza-type’ type="enpty’'/>
<xs: el ement nane=' unsupported-version type=enpty />

<XS:group nane=’streankrrorGoup’ >
<xs: choi ce>

<xs: el enent ref="bad-format’'/>
<xs: el enment ref="bad-nanmespace-prefix’ />
<xs:elenment ref="conflict’/>
<xs: el enent ref="connection-tinmeout’/>
<xs: el enent ref="host-gone' />
<xs: el enent ref="host-unknown’ />
<xs: el enment ref="inproper-addressing />
<xs:element ref="internal -server-error’/>
<xs:element ref="invalid-from/>
<xs:elenment ref="invalid-id />
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<XS:
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</xs:gro

el ement
el ement

: el enment

el enent
el enent
el ement
el ement
el ement
el ement

: el enent

el enent
el ement
el ement

: el ement

el ement
hoi ce>
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ref ="invalid-nanespace’ />
ref="invalid-xm’'/>

ref =" not-aut horized' />
ref="not-well-forned' />
ref="policy-violation />

ref =" renot e-connection-failed />
ref="reset’ />
ref="resource-constraint’/>
ref="restricted-xm'/>

ref =" see-other-host’/>

ref =" syst em shut down’ / >

ref =" undefi ned-condition’ />

r ef =" unsupport ed- encodi ng’ / >
ref =" unsupport ed- st anza-type’'/ >
ref =" unsupport ed-version’ />

<xs:el enment nane="text’'>
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base=’xs:string >
<xs:attribute ref="xm:1ang’ use='optional’ />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

</ xs:ele

ment >

<xs:si npl eType nane='enpty’ >
<xs:restriction base="xs:string >
<xs:enuneration value="/>
</xs:restriction>

</ xs: si npl eType>

</ xs: schema>

A. 3. STARTTLS Nanespace

<?xm version="1.0" encodi ng=" UTF-8" ?>

<Xs:schemn

xm ns: xs=" http://ww. w3. or g/ 2001/ XM_Schena

t ar get Nanespace="urn:ietf: parans: xm : ns: xnpp-tls’
xm ns="urn:ietf:parans: xm:ns: xnmpp-tls’

el ement For mDef aul t =" qual i fied’ >
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<xs: el enent nane='starttls’ >
<xs: conpl exType>
<xs:choice m nCccurs="0" maxQccurs='1">
<xs:el ement nane="required type=enpty' />
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el enent >

<xs: el enent nane=' proceed’ type=enpty’'/>
<xs:el ement nane="failure’ type=enpty' />

<xs: si npl eType nane='enpty’ >
<xs:restriction base='xs:string >
<xs:enuneration value=""/>
</xs:restriction>
</ xs:si npl eType>

</ xs: schema>
A. 4. SASL Nanespace
<?xm version="1.0" encodi ng=" UTF-8" ?>

<xs:schema
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schena’
t ar get Nanespace="urn:ietf: parans: xm : ns: xnpp- sasl
xm ns="urn:ietf:paramnms: xm : ns: xnmpp- sasl
el ement For mDef aul t =" qual i fied >

<xs: el enrent nane=' nechani sns’ >
<xs: conpl exType>
<XS:sequence>
<xs: el emrent nane=' nechani sni
m nCccurs="1
maxCccur s=’ unbounded
type=" xs: NMTOKEN / >
<XS:any namespace=' ##ot her’
m nCccurs=' 0’
maxQccur s=" unbounded
processContents="|ax’ />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: el ement nane='abort’ type="enpty’'/>
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<xs:el enment nane="auth’ >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base='xs:string >
<xs:attribute name=" mechani sni
type=" xs: NMTOKEN
use="required />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >

<xs: el ement nane='chal | enge’ type='xs:string />
<xs: el ement nane='response’ type='xs:string />
<xs: el ement nane='success’ type='xs:string />

<xs: el enent nane='failure >
<xs: conpl exType>
<XS:sequence>
<xs:choi ce m nCccurs='0" >

<xs: el ement nane=" aborted’ type=enpty’'/>
<xs: el enent nane=’
<xs: el enent nane=
<xs: el enent nane=
<xs: el enent nane=
<xs: el ement nane=

account - di sabl ed’ type=’
credential s-expired’ type="enpty' />
encryption-required type=enpty' />
i ncorrect-encoding’ type="enpty'/>
i nvalid-authzid type="enpty'/>

March 2011

enpty’ />

<xs: el ement nane='invalid-nmechani sm type= enpty'/>

<xs: el enent nane=

<xs: el enent nane=

<xs: el ement nane=

<xs: el ement nane=
</ xs: choi ce>

tenporary-auth-failure’

mal f or ned-request’ type="enpty’ />
mechani smt oo-weak’ type='enpty’'/>
not - aut hori zed’ type="enpty’/>

type="enpty’' />

<xs:element ref="text’ mnQccurs="0" nmaxCccurs="1'/>

</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >

<xs: el ement nane='text’'>
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base='xs:string' >

<xs:attribute ref="xm:lang’ use='optional’/>

</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
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<xs: si npl eType nane='enpty’ >
<xs:restriction base='xs:string >
<xs:enuneration value=""/>
</xs:restriction>
</ xs:si npl eType>
</ xs: schema>
A.5. dient Nanmespace
<?xm version="1.0" encodi ng=" UTF-8" ?>

<xs: schenma

xm ns: xs="http://ww. w3. org/ 2001/ XM_Schene’

t ar get Nanespace="j abber:client’
xm ns='j abber:client’
el ement For mDef aul t =" qual i fied >

<Xs: i nport

namespace="urn:ietf:parans: xn : ns: xnpp- st anzas’ / >

<xs: el ement nane=' message’ >
<xs: conpl exType>
<XS:sequence>

<xs: choi ce m nCccurs="0" maxQccur s=’ unbounded’ >

<xs: el enent ref="subject’/>

<xs: el enment ref="body />

<xs:element ref="thread />
</ xs: choi ce>

<Xs:any nanespace=' ##ot her’

m nCccurs=' 0’

maxQccur s=" unbounded’
processContents="1ax’ />

<xs:elenment ref="error’
m nOCccurs="0"/>
</ xs: sequence>
<xs:attribute name="from
type='xs:string
use='optional ' />
<xs:attribute nane="id’
type=" xs: NMTOKEN
use='optional ' />
<xs:attribute name="to
type='xs:string
use='optional ' />
<xs:attribute name='type’
use=" opti onal
def aul t =" normal ’ >
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<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN >
<xs:enuneration value='chat’'/>
<xs:enuneration value="error’'/>
<xs:enuneration val ue=’ groupchat’ />
<xs:enuneration val ue=" headline’'/>
<xs:enuneration value="nornmal’/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute ref="xm:1ang’ use='optional’ />
</ xs: conpl exType>
</ xs: el enent >

<xs: el enent nane=' body’ >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base='xs:string' >
<xs:attribute ref="xm:lang’ use='optional’'/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >

<xs: el enent nane=' subject’ >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base='xs:string >
<xs:attribute ref="xm:1ang’ use='optional’ />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >

<xs: el ement nane='thread >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base=' xs: NMTOKEN' >
<xs:attribute name=' parent
type=" xs: NMITOKEN
use='optional ' />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >
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<xs: el enent nane=' presence’ >
<xs: conpl exType>
<XSs: sequence>
<xs:choi ce m nCccurs="0" maxCccur s=" unbounded’ >
<xs: el ement ref="show />
<xs:el enment ref="status’ />
<xs:elenent ref="priority'/>
</ xs: choi ce>
<xS:any nanespace=' ##ot her’
m nCccur s=" 0’
maxQccur s=" unbounded
processContents="|ax’ />
<xs:el enent ref="error’
m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nanme='from
type='xs:string
use='optional ' />
<xs:attribute nanme="id’
type=" xs: NMITOKEN
use='optional ' />
<xs:attribute name='to
type='xs:string
use='optional ' />
<xs:attribute name='type use=optional’>
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN >
<xs:enuneration value="error’'/>
<xs:enuneration val ue=" probe’ />
<xs:enuneration val ue=’ subscri be’' />
<xs:enuneration val ue=’ subscri bed' />
<xs:enuneration val ue='unavail abl e’ />
<xs:enuneration val ue=' unsubscri be’' />
<xs:enunerati on val ue=" unsubscri bed’' />
</ Xxs:restriction>
</ xs: si npl eType>
</xs:attribute>
<xs:attribute ref="xm:lang’ use='optional’/>
</ xs: conpl exType>
</ xs: el enent >
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<xs: el enent nane=' show >
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN >
<xs:enuneration val ue=" away’ />
<xs:enuneration val ue="chat’/>
<xs:enuneration value="dnd' />
<xs:enuneration value="xa'/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el enent >

<xs: el ement nane=’status’ >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="stringl024’ >
<xs:attribute ref="xm:1ang’ use='optional’/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >

<xs:sinpl eType nane='stringl024’ >
<xs:restriction base="xs:string >
<xs: mnLength value="1"/>
<xs: maxLengt h val ue=' 1024’/ >
</xs:restriction>
</ xs: si npl eType>

<xs:element nane="priority type= xs:byte />

<xs: el enent nane='iq >
<xs: conpl exType>
<XsS:sequence>
<xS:any nanespace=' ##ot her’
m nOccurs=" 0’
maxQCccurs="1
processContents='lax’ />
<xs:elenent ref="error’
m nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="fromn
type='xs:string
use='optional ' />
<xs:attribute name="id’
type=" xs: NMITOKEN
use="required />
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<xs:attribute nane='to
type='xs:string
use='optional ' />
<xs:attribute name="type use='required >
<xs:si npl eType>
<xs:restriction base="xs: NMTOKEN >
<xs:enuneration value="error’/>
<xs:enuneration val ue="get’'/>
<xs:enuneration value="result’'/>
<xs:enuneration val ue="set’'/>
</ Xxs:restriction>
</ xs: si npl eType>
</xs:attribute>
<xs:attribute ref="xm:lang’ use='optional’/>
</ xs: conpl exType>
</ xs: el enent >

<xs: el ement nane='error’ >
<xs: conpl exType>
<xs:sequence xmns:err="urn:ietf:params: xn : ns: xnpp- st anzas’ >
<xs:group ref="err:stanzaErrorGoup’' />
<xs:elenment ref="err:text’
m nCccurs="0"/>
</ xs: sequence>
<xs:attribute name=" by
type='xs:string
use='optional ' />
<xs:attribute name="type use='required >
<xs: si npl eType>
<xs:restriction base=" xs: NMTOKEN >
<xs:enuneration value="auth’/>
<xs: enuneration val ue='cancel ' />
<xs:enuneration val ue="continue’' />
<xs:enuneration value="nodify' />
<xs:enuneration value="wait’'/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: conpl exType>
</ xs: el ement >

</ xs: schema>
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A. 6. Server Nanespace
<?xm version="1.0" encodi ng=" UTF-8" ?>

<xs: schema
xm ns: xs=" http://ww. w3. or g/ 2001/ XM_Schena
t ar get Nanespace='j abber: server’
xm ns='j abber: server’
el ement For mDef aul t =" qual i fied’ >

<xs:import
nanespace='urn:ietf: parans: xnl : ns: xnpp- st anzas’/ >

<xs: el enent nane=' nessage’ >
<xs: conpl exType>
<XSs: sequence>
<xs:choice m nCccurs="0" maxCccur s=" unbounded’ >
<xs: el enment ref="subject’/>
<xs: el enent ref="body' />
<xs:elenment ref="thread />
</ xs: choi ce>
<XS:any namespace=' ##ot her’
m nCccurs=" 0’
maxCccur s=’ unbounded
processContents="lax’ />
<xs:elenent ref="error’
m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nanme='from
type='xs:string
use="required />
<xs:attribute nanme="id’
type=" xs: NMITOKEN
use='optional ' />
<xs:attribute nane="to’
type='xs:string
use="required />
<xs:attribute name='type’
use="opti onal
defaul t="normal ' >
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN >
<xs:enuneration value='chat’'/>
<xs:enuneration value="error’'/>
<xs:enuneration val ue=’ groupchat’/>
<xs:enuneration val ue=" headline'/>
<xs:enuneration value="normal’'/>
</xs:restriction>
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</ xs: si npl eType>
</ xs:attribute>
<xs:attribute ref="xm:1ang’ use='optional’/>
</ xs: conpl exType>
</ xs: el emrent >

<xs: el enent nane=' body’ >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base='xs:string >
<xs:attribute ref="xm:1ang’ use='optional’ />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >

<xs: el ement nane=' subject’ >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base='xs:string >
<xs:attribute ref="xm:1ang’ use='optional’/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >

<xs: el enment nane='thread >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base=' xs: NMTOKEN >
<xs:attribute nane=' parent
type=" xs: NMITOKEN
use='optional ' />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >
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<xs: el enent nane=' subject’ >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base=" xs: NMTOKEN' >
<xs:attribute name= parent
type=" xs: NMTOKEN
use='optional ' />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >

<xs: el enent nane=' presence’ >
<xs: conpl exType>
<XSs: sequence>
<xs:choi ce m nCccurs="0" maxCccur s=" unbounded’ >
<xs: el ement ref="show />
<xs:el enment ref="status’ />
<xs:elenent ref="priority'/>
</ xs: choi ce>
<xS:any nanespace=' ##ot her’
m nCccur s=" 0’
maxQccur s=" unbounded
processContents="|ax’ />
<xs:el enent ref="error’
m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nanme='from
type='xs:string
use="required />
<xs:attribute nanme="id’
type=" xs: NMITOKEN
use='optional ' />
<xs:attribute name='to
type='xs:string
use="required />
<xs:attribute name='type’ use=optional’>
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration value="error’'/>
<xs:enuneration val ue=" probe’ />
<xs:enuneration val ue=’' subscri be’' />
<xs:enuneration val ue=' subscri bed' />
<xs:enuneration val ue='unavail abl e’ />
<xs:enuneration val ue=' unsubscri be’' />
<xs:enunerati on val ue=" unsubscri bed’' />
</ Xxs:restriction>
</ xs: si npl eType>

Sai nt - Andr e St andards Track [ Page 203]



RFC 6120 XMPP Cor e March 2011

</ xs:attribute>
<xs:attribute ref="xm:lang’ use='optional’/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nane=' show >
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN >
<xs:enuneration val ue=" away’' />
<xs:enuneration val ue="chat’/>
<xs:enuneration val ue="dnd' />
<xXs:enuneration value="xa'/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el enent >

<xs: el ement nane='status’ >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="stringl024’ >
<xs:attribute ref="xm:1ang’ use='optional’/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >

<xs: si npl eType name=’"stringl024’ >
<xs:restriction base="xs:string >
<xs: m nLength value="1"/>
<xs: maxLengt h val ue=' 1024’/ >
</xs:restriction>
</ xs: si npl eType>

<xs:elenment nane="priority’ type='xs:byte default=0/>

<xs: el enent nane='iq >
<xs: conpl exType>
<XS:sequence>
<XS:any namespace=' ##ot her’
m nCccurs='0’
maxQCccurs="1
processContents="|ax’ />
<xs:elenent ref="error’
m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nane=froni
type='xs:string
use="required />
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<xs:attribute nanme="id’
type=" xs: NMITOKEN
use="required />
<xs:attribute name='to
type='xs:string
use="required />
<xs:attribute name="type use='required >
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN >
<xs:enuneration value="error’'/>
<xs:enuneration val ue="get’'/>
<xs:enuneration value="result’'/>
<xXs:enuneration value="set’'/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute ref="xm:1ang’ use='optional’ />
</ xs: conpl exType>
</ xs: el enent >

<xs: el enent nanme='error’ >
<xs: conpl exType>
<xs:sequence xmns:err="urn:ietf:paranms: xn : ns: xnpp- st anzas’ >
<xs:group ref="err:stanzaErrorGoup’'/>
<xs:element ref="err:text’
m nCccurs="0"/>
</ xs: sequence>
<xs:attribute name=" by
type='xs:string
use='optional ' />
<xs:attribute name="type use='required >
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN >
<xs:enuneration val ue=" auth' />
<xs:enuneration val ue="cancel ' />
<xs:enuneration val ue='continue’' />
<xs:enuneration value="nodify' />
<xs:enuneration value="wait’'/>
</xs:restriction>
</ xs:si npl eType>
</xs:attribute>
</ xs: conpl exType>
</ xs: el emrent >

</ xs: schema>
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A. 7. Resource Binding Nanespace
<?xm version="1.0" encodi ng=" UTF-8" ?>

<xs: schema
xm ns: xs=" http://ww. w3. or g/ 2001/ XM_Schena
t ar get Nanespace="urn:ietf: parans: xm : ns: xnpp- bi nd
xm ns="urn:ietf:parans: xm : ns: xnmpp- bi nd
el ement For mDef aul t =" qual i fied’ >

<xs: el emrent nane=' bi nd’ >
<xs: conpl exType>
<xs: choi ce>

March 2011

<xs: el enent nane='resource’ type='resourceType’'/>

<xs:elenent nane="jid type='fullJlDlype />
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el ement >

<xs: si npl eType name=’"ful | JI DType’ >
<xs:restriction base='xs:string >
<xs: m nLength val ue="8/>
<xs: maxLengt h val ue='3071" />
</xs:restriction>
</ xs: si npl eType>

<xs: si npl eType nane='resourceType’ >
<xs:restriction base="xs:string >
<xs: m nLength value="1"/>
<xs: maxLengt h val ue=' 1023’/ >
</xs:restriction>
</ xs: si npl eType>

</ xs: schenma>
A. 8. Stanza Error Nanespace
<?xm version="1.0" encodi ng=" UTF-8’ ?>

<xs:schema
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema

t ar get Nanespace="urn:ietf: parans: xn : ns: xnpp- st anzas

xm ns="urn:ietf:parans: xm : ns: xnpp- st anzas
el ement For mDef aul t =" qual i fied' >

<xs: el ement nane=' bad-request’ type="enpty’ />
<xs:el ement nane="conflict’ type=enpty' />

<xs: el ement nane='feature-not-inplenented type= enpty' />
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<XS.
<XS:

<XS

<XS.:
<XS:
<XS.
<XS:
<XS:

<Xs

<XS:
<XS.

<XS

<XS:
<XS.
<XS:
<XS.

<XS

X\VMPP Cor e

el ement name=' forbi dden’ type="enpty’' />
el ement name=' gone’' type='xs:string />

:element nanme="internal -server-error’ type="enpty’ />
<XS:

el ement name="item not-found type="enpty' />
el ement name="jid-malfornmed type=enpty’ />

el ement nanme=' not - acceptabl e’ type=enpty’' />
el ement name='not-al l owed’ type=enpty’'/>

el ement name=’' not - aut hori zed’ type="enpty’'/>
el ement name=' policy-violation type= enpty'/>

:el ement nanme='recipi ent-unavail able’ type="enpty’ />
<XS:

el ement name="redirect’ type= xs:string />
el ement nanme='registration-required type= enpty’'/>
el ement nanme='renote-server-not-found type=enpty' />

:el ement nanme='renote-server-tineout’ type=enpty’ />
<XS:

el ement name='resource-constraint’ type=enpty'/>
el ement name=' servi ce-unavail abl e’ type="enpty’'/>
el ement name=’ subscription-required type= enpty'/>
el ement name=" undefi ned-condition’ type= enpty’'/>
el ement name=' unexpect ed-request’ type='enpty’ />

> group name=’'

<xs: choi ce>

<xs: el enent
<xs: el enent
<xs: el enent
<xs: el ement
<xs: el ement
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el ement
<xs: el enment
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el ement
<xs: el ement
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el ement

</ xs: choi ce>
</ xs: group>
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stanzaError G oup’ >

ref = bad-request’ />
ref="conflict’'/>
ref="feature-not-inplenented />
ref="forbidden' />
ref="gone' />

ref="internal -server-error’/>
ref="itemnot-found />
ref="jid-mal fornmed />

ref =" not-acceptable’ />

ref =’ not -aut hori zed' / >
ref="not-allowed’' />
ref="policy-violation />

ref =" recipient-unavail able’ />
ref="redirect’ />
ref="registration-required />
ref =" renote-server-not-found' />
ref="renote-server-tineout’'/>
ref =" resource-constraint’/>
ref =" servi ce-unavail abl e’/ >
ref =" subscription-required />
ref =" undefi ned-condition’ />
ref =" unexpect ed-request’ />
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<xs:el enment nane="text’'>
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base='xs:string >
<xs:attribute ref="xm:1ang’ use='optional’ />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >

<xs:si npl eType nane='enpty’ >
<xs:restriction base="xs:string >
<xs:enuneration value=""/>
</xs:restriction>
</ xs: si npl eType>

</ xs: schema>
Appendi x B. Contact Addresses

Consi stent with [ MAI LBOXES], organization that offer XMPP services
are encouraged to provide an Internet mail box of "XWMPP" for inquiries
related to that service, where the host portion of the resulting
mailto URI is the organization’s domain, not the domain of the XMPP
service itself (e.g., the XMPP service night be offered at

i m exanpl e.com but the Internet mail box would be <xnpp@xanpl e.conp).

Appendi x C. Account Provi sioning

Account provisioning is out of scope for this specification

Possi bl e net hods for account provisioning include account creation by
a server adnministrator and in-band account registration using the
"jabber:iqg:register’ nanespace as docunented in [ XEP-0077]. An XWPP
server inplenentation or adm nistrative function MJST ensure that any
JI D assigned during account provisioning (including |ocalpart,

domai npart, resourcepart, and separator characters) confornms to the
canoni cal format for XMPP addresses defined in [ XMPP- ADDR]|

Appendi x D. Differences from RFC 3920
Based on consensus derived from i npl enentati on and depl oynent
experience as well as fornmal interoperability testing, the foll ow ng
substantive nodifications were nmade from RFC 3920 (in addition to
numer ous changes of an editorial nature).

o Moved specification of the XMPP address format to a separate
docunent .
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0 Recommended or nmandated use of the "fronmi and "to attributes on

stream headers.
o Mre fully specified the stream cl osi ng handshake.
0 Specified the recommended streamreconnection al gorithm

0 Changed the nane of the <xm -not-well-formed/ > stream error
condition to <not-well-forned/> for conpliance with the XM
speci fication.

0 Renoved the unnecessary and unused <invalid-id/> streamerror (see
RFC 3920 for historical docunentation).

0 Specified return of the <restricted-xm /> streamerror in response
to recei pt of prohibited XML features.

o0 Mre conpletely specified the format and handling of the <see-
ot her-host/> streamerror, including consistency with RFC 3986 and
RFC 5952 with regard to I Pv6 addresses (e.g., enclosing the |Pv6
address in square brackets '[’ and ']’).

o Specified that the SASL SCRAM nechani smis a nandatory-to-
i mpl enent technol ogy for client-to-server streans.

o Specified that TLS plus the SASL PLAIN mechanismis a nmandatory-
to-i mpl enent technology for client-to-server streans.

o Specified that support for the SASL EXTERNAL nechani smis required
for servers but only recommended for clients (since end-user X 509
certificates are difficult to obtain and not yet wi dely depl oyed).

0 Renoved the hard two-connection rule for server-to-server streans.

o Mre clearly specified the certificate profile for both public key
certificates and issuer certificates.

0 Added the <reset/> streamerror (Section 4.9.3.16) condition to
handl e expired/revoked certificates or the addition of security-
critical features to an existing stream

0 Added the <account-di sabl ed/ >, <credential s-expired/>,
<encryption-required/ > and <mal forned-request/> SASL error
conditions to handle error flows mistakenly left out of RFC 3920
or discussed in RFC 4422 but not in RFC 2222.

0 Renoved the unused <paynent-required/ > stanza error
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0 Renoved the unnecessary requirenent for escaping of characters
that map to certain predefined entities, since they do not need to
be escaped in XM.

o Carified the process of DNS SRV | ookups and fall backs.
o Cdarified the handling of SASL security |ayers.

o Carified that a SASL sinple user name is the |ocal part, not the
bare JI D

o Carified the stream negotiation process and associ ated fl ow
chart.

o Carified the handling of stream features.

0 Added a by’ attribute to the <error/> elenent for stanza errors
so that the entity that has detected the error can include its JID
for diagnostic or tracking purposes.

o Carified the handling of data that violates the well-fornmedness
definitions for XML 1.0 and XM. nanespaces.

0 Specified the security considerations in nore detail, especially
with regard to presence | eaks and deni al -of -service attacks.

0 Myved docunentation of the Server Dial back protocol fromthis
specification to a separate specification maintained by the XMPP
St andar ds Foundati on
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