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1. Introduction

1.1. Overview

The Extensible Messagi ng and Presence Protocol (XMPP) is an
application profile of the Extensible Markup Language [ XM.] t hat
enabl es the near-real-time exchange of structured yet extensible data
bet ween any two or nore network entities. The core features of XWP
defined in [ XMPP- CORE] provide the building blocks for many types of
near-real -time applications, which can be |ayered on top of the core
by sending application-specific data qualified by particular XM
nanespaces (refer to [ XM.-NAMES]). This docunent defines XWMPP
extensi ons that provide the basic functionality expected of an

i nstant messaging (IM and presence application as described in

[ 1 MP- REQS] .

1.2. History

The basic syntax and semantics of XMPP were devel oped originally

wi thin the Jabber open-source conmmunity, mainly in 1999. 1In late
2002, the XMPP Working Group was chartered with devel opi ng an
adaptati on of the core Jabber protocol that would be suitable as an
| ETF I M and presence technol ogy in accordance with [I MP-REQS]. In
Cct ober 2004, [RFC3920] and [ RFC3921] were published, representing
the nost conplete definition of XMPP at that tine.

Since 2004 the Internet community has gai ned extensive inplenentation
and depl oynent experience with XMPP, including fornal
interoperability testing carried out under the auspices of the XWMPP
St andards Foundation (XSF). This docunent incorporates conprehensive
feedback from software devel opers and service providers, including a
nunber of backward-conpati bl e nodifications summari zed under

Appendix E.  As a result, this docunent reflects the rough consensus
of the Internet community regarding the I Mand presence features of
XMPP 1.0, thus obsoleting RFC 3921

1.3. Requirements
Traditionally, I Mapplications have conbined the follow ng factors:

1. The central point of focus is a list of one’'s contacts or
"buddi es” (in XMPP this list is called a "roster").

Sai nt - Andr e St andards Track [ Page 5]
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2. The purpose of using such an application is to exchange
relatively brief text messages with particular contacts in close
toreal time -- often relatively |large nunbers of such nessages
in rapid succession, in the formof a one-to-one "chat session"
as described under Section 5.1.

3. The catalyst for exchangi ng nessages is "presence" -- i.e.,
i nformati on about the network availability of particular contacts
(thus knowi ng who is online and available for a one-to-one chat
session).

4. Presence information is provided only to contacts that one has
aut hori zed by neans of an explicit agreenent called a "presence
subscri ption".

Thus at a high level this docunent assumes that a user needs to be
able to complete the foll ow ng use cases:

0 Manage itens in one’'s contact |ist

0 Exchange nessages with one’s contacts

0 Exchange presence information with one’s contacts

0 Manage presence subscriptions to and fromone’'s contacts

Detail ed definitions of these functionality areas are contained in
RFC 2779 [I MP-REQS], and the interested reader is referred to that
docunent regarding in-depth requirenents. Although the XMPP I M and
presence extensions specified herein neet the requirenments of RFC
2779, they were not designed explicitly with that specification in
m nd, since the base protocol evolved through an open devel opnent
process within the Jabber open-source comunity before RFC 2779 was
written. Al though XMPP protocol extensions addressing nany ot her
functionality areas have been defined in the XMPP Standards
Foundation’s XEP series (e.g., nulti-user text chat as specified in
[ XEP- 0045] ), such extensions are not specified in this docunent
because they are not mandated by RFC 2779.

I mpl enentati on Note: RFC 2779 stipul ates that presence services
must be separable from I M services and vice-versa; i.e., it nust
be possible to use the protocol to provide a presence service, a
messagi ng service, or both. Although the text of this docunent
assunes that inplenmentations and depl oynents will want to offer a
unified I Mand presence service, it is not nandatory for an XMPP
service to offer both a presence service and a nessagi ng service
and the protocol nakes it possible to offer separate and distinct

Sai nt - Andr e St andards Track [ Page 6]
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1. 4.

Sai

services for presence and for nessaging. (For exanple, a
presence-only service could return a <service-unavail abl e/ > stanza
error if aclient attenpts to send a <nessage/ > stanza.)

Functi onal Sunmary

This non-nornmative section provides a devel oper-friendly, functiona
summary of XWMPP-based | M and presence features; consult the sections
that follow for a normative definition of these features.

[ XMPP- CORE] specifies how an XMPP client connects to an XMPP server
In particular, it specifies the preconditions that need to be
fulfilled before a client is allowed to send XM. stanzas (the basic
unit of meaning in XWPP) to other entities on an XMPP network. These
preconditions conprise negotiation of the XML stream and i ncl ude
exchange of XM. stream headers, optional channel encryption via
Transport Layer Security [TLS], nandatory authentication via Sinple
Aut hentication and Security Layer [SASL], and binding of a resource
to the streamfor client addressing. The reader is referred to

[ XMPP- CORE] for details regarding these preconditions, and know edge
of [ XMPP-CORE] is assuned herein.

Interoperability Note: [RFC3921] specified one additiona
precondition: formal establishnent of an instant nessagi ng and

presence session. |nplenentation and depl oynent experience has
shown that this additional step is unnecessary. However, for
backward conpatibility an inplenentation MAY still offer that

feature. This enables older software to connect while letting
newer software save a round trip.

Upon fulfillnment of the preconditions specified in [ XMPP-CORE], an
XMPP client has a long-lived XML streamwith an XMPP server, which
enabl es the user controlling that client to send and receive a
potentially unlimted nunber of XM. stanzas over the stream Such a
stream can be used to exchange nessages, share presence infornmation
and engage in structured request-response interactions in close to
real tine. After negotiation of the XML stream the typical flow for
an instant nmessagi ng and presence session is as foll ows:

1. Retrieve one's roster. (See Section 2.2.)
2. Send initial presence to the server for broadcast to al

subscri bed contacts, thus "going online" fromthe perspective of
XMPP conmuni cation. (See Section 4.2.)
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3. Exchange nessages, nmmnage presence subscriptions, performroster
updates, and in general process and generate other XM. stanzas
with particular semantics throughout the Iife of the session
(See Sections 5, 3, 2, and 6.)

4. Ternminate the session when desired by sendi ng unavail abl e
presence and closing the underlying XML stream (See
Section 4.5.)

1.5. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ KEYWORDS] .

Thi s docunent inherits the term nol ogy defined in [ XMPP-CORE] .

The ternms "automated client” and "interactive client" are to be
understood in the sense defined in [ TLS CERTS]

For conveni ence, this docunent enploys the term"user" to refer to
the owner of an XMPP account; however, account owners need not be
humans and can be bots, devices, or other automated applications.

Several other terns, such as "interested resource", are defined
wi thin the body of this docunent.

Fol lowing the "XM. Notation" used in [IRI] to represent characters
that cannot be rendered in ASCI|-only docunents, sonme exanples in
this document use the form"&#x...." as a notational device to
represent [UNI CODE] characters (e.g., the string "&*#x0159;" stands
for the Unicode character LATIN SMALL LETTER R WTH CARON); this form
is definitely not to be sent over the wire in XMPP systens.

In exanpl es, |ines have been wrapped for inproved readability,
"[...]" nmeans elision, and the follow ng prepended strings are used
(these prepended strings are not to be sent over the wire):

o C =client

o CC contact’s client

CS contact’s server
o S. = server
ucC

= user’'s client

Sai nt - Andr e St andards Track [ Page 8]



RFC 6121 XMPP | M March 2011

o US. = user’s server

Readers need to be aware that the exanples are not exhaustive and
that, in exanmples for sone protocol flows, the alternate steps shown
woul d not necessarily be triggered by the exact data sent in the
previous step; in all cases, the protocol definitions specified in
this docunent or in normatively referenced docunents rule over any
exanpl es provided here. Al exanples are fictional and the

i nformati on exchanged (e.g., usernames and passwords) does not
represent any existing users or servers.

2. Managi ng the Roster

In XMPP, a user’s roster contains any nunber of specific contacts. A
user’s roster is stored by the user’s server on the user’s behalf so
that the user can access roster information from any device. Wen
the user adds itenms to the roster or nodifies existing itens, if an
error does not occur then the server SHOULD store that data
unnodified if at all possible and MUST return the data it has stored
when an authorized client requests the roster

Security WArni ng: Because the user’s roster can contain
confidential data, the server MJST restrict access to this data so
that only authorized entities (typically limted to the account
owner) are able to retrieve, nodify, or delete it.

RFC 3921 assuned that the only place where a user stores their roster
is the server where the user’s account is registered and at which the
user authenticates for access to the XMPP network. This
specification renoves that strict coupling of roster storage to
account registration and network authentication, with the result that
a user could store their roster at another location, or could have
multiple rosters that are stored in nultiple locations. However, in
t he absence of inplenmentation and depl oynent experience with a nore
flexible roster storage nodel, this specification retains the
term nol ogy of RFC 3921 by using the terns "client" and "server" (and
"the roster" instead of "a roster"), rather than coining a new term
for "a place where a user stores a roster". Future docunments night
provide nornative rules for non-server roster storage or for the
managenent of rmultiple rosters, but such rules are out of scope for
this docunent.

2.1. Syntax and Senantics
Rosters are managed using <ig/> stanzas (see Section 8.2.3 of
[ XMPP- CORE] ), specifically by nmeans of a <query/> child el enent

qualified by the "jabber:iqg:roster’ nanmespace. The detailed syntax
and semantics are defined in the foll ow ng sections.

Sai nt - Andr e St andards Track [ Page 9]



RFC 6121 XMPP | M March 2011

2.1.1. Ver Attribute

The 'ver’ attribute is a string that identifies a particular version
of the roster information. The value MJST be generated only by the
server and MJUST be treated by the client as opaque. The server can
use any appropriate nethod for generating the version ID, such as a
hash of the roster data or a strictly increasing sequence nunber.

Inclusion of the 'ver’ attribute is RECOMVENDED.
Use of the "ver’ attribute is described nore fully under Section 2.6.

Interoperability Note: The 'ver’ attribute of the <query/> el enent
was not defined in RFC 3921 and is newly defined in this
speci fication.

2.1. 2. Roster Itens

The <query/> elenent inside a roster set (Section 2.1.5) contains one
<itenml> child, and a roster result (Section 2.1.4) typically contains
multiple <iteml> children. Each <itenf> el enment describes a unique
"roster item (sonetinmes also called a "contact").

The syntax of the <iteni> elenent is described in the foll ow ng
secti ons.

2.1.2.1. Approved Attribute

The bool ean ’"approved’ attribute with a value of "true" is used to
signal subscription pre-approval as described under Section 3.4 (the
default is "false", in accordance w th [ XM.- DATATYPES])

A server SHOULD include the 'approved’ attribute to informthe client
of subscription pre-approvals. A client MJUST NOT include the
"approved’ attribute in the roster sets it sends to the server, but

i nstead MJST use presence stanzas of type "subscribed" and

"unsubscri bed" to nanage pre-approvals as described under

Section 3. 4.

Interoperability Note: The ’'approved’ attribute of the <item >
el ement was not defined in RFC 3921 and is newy defined in this
speci fication.

2.1.2.2. Ask Attribute
The 'ask’ attribute of the <item > elenent with a val ue of

"subscribe" is used to signal various subscription sub-states that
i nclude a "Pending Qut" aspect as described under Section 3.1.2.
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A server SHOULD include the "ask’ attribute to informthe client of
"Pending Qut" sub-states. A client MJUST NOT include the "ask
attribute in the roster sets it sends to the server, but instead MJST
use presence stanzas of type "subscribe" and "unsubscribe" to nmanage
such sub-states as descri bed under Section 3.1.2.

2.1.2.3. JID Attribute

The 'jid attribute of the <item > el enent specifies the Jabber
Identifier (JID) that uniquely identifies the roster item

The 'jid attribute is REQU RED whenever a client or server adds,
updates, deletes, or returns a roster item

2.1.2.4. Nanme Attribute

The 'name’ attribute of the <item > el enment specifies the "handle" to
be associated with the JID, as deternined by the user (not the
contact). Although the value of the 'nane’ attribute MAY have
meaning to a hunman user, it is opaque to the server. However, the
"name’ attribute MAY be used by the server for matching purposes
within the context of various XMPP extensions (one possible

compari son nmethod is that described for XMPP resourceparts in

[ XMPP- ADDR] ) .

It is OPTIONAL for a client to include the 'nane’ attribute when
addi ng or updating a roster item

2.1.2.5. Subscription Attribute

The state of the presence subscription is captured in the
"subscription’ attribute of the <iteni> elenent. The defined
subscription-rel ated val ues are:

none: the user does not have a subscription to the contact’s
presence, and the contact does not have a subscription to the
user’'s presence; this is the default value, so if the subscription
attribute is not included then the state is to be understood as
"none"

to: the user has a subscription to the contact’s presence, but the
contact does not have a subscription to the user’s presence

from the contact has a subscription to the user’'s presence, but the
user does not have a subscription to the contact’s presence

both: the user and the contact have subscriptions to each other’s
presence (also called a "nutual subscription")
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In a roster result (Section 2.1.4), the client MJST ignore val ues of
the ’'subscription’ attribute other than "none", "to", "fronl, or
"bot h".

In a roster push (Section 2.1.6), the client MJST ignore val ues of
the ’'subscription’ attribute other than "none", "to", "fronf, "both",
or "renove".

In a roster set (Section 2.1.5), the 'subscription’ attribute MAY be
included with a value of "renove", which indicates that the itemis
to be renoved fromthe roster; in a roster set the server MJST ignore
all values of the 'subscription attribute other than "renove".

I nclusion of the 'subscription attribute is OPTI ONAL.
2.1.2.6. Goup El enent

The <group/> child el enent specifies a category or "bucket" into
which the roster itemis to be grouped by a client. An <item >

el ement MAY contain nore than one <group/> el enent, which neans that
roster groups are not exclusive. Although the XML character data of

t he <group/> el enent MAY have neaning to a hunman user, it is opaque
to the server. However, the <group/> el enment MAY be used by the
server for matching purposes within the context of various XMPP

ext ensi ons (one possi bl e conparison nethod is that described for XWMPP
resourceparts in [ XMPP- ADDR] ) .

It is OPTIONAL for a client to include the <group/> el ement when
addi ng or updating a roster item |If a roster set (Section 2.1.5)

i ncl udes no <group/> elenent, then the itemis to be interpreted as
being affiliated with no group

2.1. 3. Rost er Get

A "roster get" is a client’s request for the server to return the
roster; syntactically it is an 1 Q stanza of type "get" sent from
client to server and containing a <query/> elenent qualified by the
"jabber:iqg:roster’ namespace, where the <query/> el ement MJST NOT
contain any <item > child el ements.

C <iqg frome juliet@xanpl e. com bal cony
i d=" bvlbs71f’
type='get’ >
<query xm ns='jabber:iq:roster’/>
</iqg>

The expected outconme of sending a roster get is for the server to
return a roster result.
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2.1.4. Roster Result

A "roster result” is the server’s response to a roster get;
syntactically it is an 1Q stanza of type "result" sent fromserver to
client and containing a <query/> element qualified by the ’jabber:iaq:
roster’ namespace

The <query/> element in a roster result contains one <itenl> el enent
for each contact and therefore can contain nore than one <item >
el enent.

S: <iq id=" bvlbs71f’
to="juliet @xanpl e. com chanber’
type='result’>

<query xm ns='jabber:iq:roster’ ver=ver7' >
<itemjid="nurse@xanple.conm />
<itemjid="ronmeo@xanple.net’ />
</ query>
</iqg>

If the roster exists but there are no contacts in the roster, then
the server MUST return an I Qresult containing a child <query/>

el ement that in turn contains no <item > children (i.e., the server
MUST NOT return an enpty <ig/> stanza of type "error").

S: <iq id=" bvlbs71f’
to="juliet @xanpl e. com chanmber’
type="result’ >

<query xml ns='jabber:iq:roster’ ver="ver9 />
<liqg>

If the roster does not exist, then the server MJUST return a stanza
error with a condition of <itemnot-found/>.

S: <iq id= bvlbs71f’
to="juliet @xanpl e. com chanber’
type="error’>
<error type='cancel’ >
<i tem not - f ound
xm ns="urn:ietf:parans: xn : ns: xnpp- st anzas’ / >
</error>
<liqg>
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2.1.5. Rost er Set

A "roster set" is a client’s request for the server to nmodify (i.e.
create, update, or delete) a roster item syntactically it is an 1Q
stanza of type "set" sent fromclient to server and containing a
<query/> elenent qualified by the 'jabber:iq:roster’ nanespace.

The following rules apply to roster sets:

1. The <query/> el enent MJST contain one and only one <iteni>
el enent .

2. The server MJST ignore any val ue of the ’'subscription’ attribute
ot her than "renove" (see Section 2.1.2.5).

Security Warning: Traditionally, the 1Q stanza of the roster set
included no 'to’ address, with the result that all roster sets
were sent froman authenticated resource (full JID) of the account
whose roster was being updated. Furthernore, RFC 3921 required a
server to perform special -case checking of roster sets to ignore
the "to’ address; however, this specification has renoved that
speci al - casi ng, which neans that a roster set might include a 'to’
address other than that of the sender. Therefore, the entity that
processes a roster set MJST verify that the sender of the roster
set is authorized to update the roster, and if not return a

<f or bi dden/ > error.

C <iqg frome' juliet@xanpl e. conl bal cony
id="rsl
type='set’ >
<query xm ns='jabber:iq:roster’>
<itemjid=" nurse@xanple.con/>
</ query>
</iqg>

2.1.6. Roster Push
A "roster push" is a newy created, updated, or deleted roster item
that is sent fromthe server to the client; syntactically it is an |1Q
stanza of type "set" sent fromserver to client and containing a
<query/> elenent qualified by the ’'jabber:iq:roster’ nanespace.
The following rules apply to roster pushes:

1. The <query/> elenent in a roster push MJST contain one and only
one <item > el enent.
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2. Avreceiving client MIST ignore the stanza unless it has no ’'fromn
attribute (i.e., inplicitly fromthe bare JID of the user’'s
account) or it has a 'fronm attribute whose val ue matches the
user’s bare JI D <user @onai npart >

S. <iqg id="a78b4q6ha463
to="juliet @xanpl e. com chanber’
type='set’ >

<query xm ns='jabber:iq:roster’>
<itemjid="nurse@xanple.conm />
</ query>
<liqg>

As mandated by the semantics of the 1 Q stanza as defined in

[ XMPP- CORE], each resource that receives a roster push fromthe
server is supposed to reply with an 1Q stanza of type "result" or
"error” (however, it is known that nmany existing clients do not reply
to roster pushes).

C <iqg from' juliet@xanpl e. con bal cony
i d=" a78b4g6had63’
type="result’ />

C <ig frome' juliet@xanpl e.conif chanber’
i d=" a78b4q6ha463’
type="result’/>

Security Warning: Traditionally, a roster push included no ’from
address, with the result that all roster pushes were sent
inmplicitly fromthe bare JID of the account itself. However, this
specification allows entities other than the user’'s server to

mai ntain roster information, which nmeans that a roster push night
include a 'from address other than the bare JID of the user’s
account. Therefore, the client MJST check the 'froni address to
verify that the sender of the roster push is authorized to update
the roster. |If the client receives a roster push from an

unaut hori zed entity, it MJST NOT process the pushed data; in
addition, the client can either return a stanza error of <service-
unavail abl e/> error or refuse to return a stanza error at all (the
| atter behavior overrides a MJST-1evel requirenent from

[ XMPP- CORE] for the purpose of preventing a presence |eak).

I mpl enentati on Note: There is no error case for client processing

of roster pushes; if the server receives an |1 Q of type "error" in
response to a roster push then it SHOULD i gnore the error.
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2.2. Retrieving the Roster on Login

Upon authenticating with a server and binding a resource (thus
becom ng a connected resource as defined in [ XMPP-CORE]), a client
SHOULD request the roster before sending initial presence (however,
because receiving the roster is not necessarily desirable for al
resources, e.g., a connection with linmted bandwidth, the client’s
request for the roster is not mandatory). After a connected resource
sends initial presence (see Section 4.2), it is referred to as an

"avail abl e resource". |f a connected resource or avail abl e resource
requests the roster, it is referred to as an "interested resource"”
The server MJST send roster pushes to all interested resources.

| mpl enent ati on Note: Presence subscription requests are sent to
avai |l abl e resources, whereas the roster pushes associated with
subscription state changes are sent to interested resources.
Therefore, if a resource wishes to receive both subscription
requests and roster pushes, it MJST both send initial presence and
request the roster.

A client requests the roster by sending a roster get over its stream
with the server.

C <ig from juliet@xanpl e.com bal cony
i d=" hu2bac18’
type='get’ >
<query xm ns='jabber:iq:roster’/>
</iqg>

S: <iqg id="hu2bacl8
to="juliet @xanpl e. com bal cony
type="result’ >

<query xm ns='jabber:iq:roster’ ver='verll >
<itemjid="ronmeo@xanpl e. net
name=" Ronmeo’
subscri ption="both’ >
<gr oup>Fri ends</ gr oup>
<litenp
<itemjid=" mercutio@xanpl e.coni
nane=' Mercuti o’
subscription="fronm />
<itemjid="benvol i o@xanpl e. net’
name=" Benvol i o’
subscri ption="both’ />
</ query>
</iqg>
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If the server cannot process the roster get, it MJST return an
appropriate stanza error as described in [ XMPP-CORE] (such as

<servi ce-unavailable/> if the roster namespace is not supported or
<internal -server-error/> if the server experiences trouble processing
or returning the roster).

2.3. Adding a Roster Item
2.3.1. Request

At any time, a client can add an itemto the roster. This is done by
sending a roster set containing a new item

C <iqg from' juliet@xanpl e.con bal cony

i d=" phlxaz53’
type='set’ >

<query xm ns='jabber:iq:roster’>
<itemjid=" nurse@xanpl e. coni

name=" Nur se’ >
<gr oup>Ser vant s</ gr oup>

<litenp

</ query>

</ig>

2.3.2. Success Case

If the server can successfully process the roster set for the new
item(i.e., if no error occurs), it MIST create the itemin the
user’s roster and proceed as foll ows.

The server MUST return an | Q stanza of type "result" to the connected
resource that sent the roster set.

S: <iqg id="phlxaz53
to="juliet @xanpl e. com bal cony
type=result’ />

The server MJST al so send a roster push containing the new roster

itemto all of the user’s interested resources, including the
resource that generated the roster set.
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S <ig to="juliet@xanple.coni bal cony
i d=" a78b4q6ha463’
type='set’ >
<query xm ns='jabber:iq:roster’ ver='verl3 >
<itemjid=" nurse@xanpl e. coni
name=" Nur se’
subscri pti on=" none’ >
<gr oup>Ser vant s</ gr oup>
<litenp
</ query>
</ig>

S <ig to="juliet@xanple.conl chanber’
i d=" x81g3bdy4n19’
type='set’ >
<query xm ns='jabber:iq:roster’ ver='verl3 >
<itemjid=" nurse@xanpl e. coni
name=" Nur se’
subscri pti on=" none’ >
<gr oup>Ser vant s</ gr oup>
<litenp
</ query>
</ig>

As mandated by the senmantics of the 1 Q stanza as defined in

[ XMPP- CORE], each resource that receives a roster push fromthe
server is supposed to reply with an 1 Q stanza of type "result" or
"error" (however, it is known that nmany existing clients do not reply
to roster pushes).

C <iqg from juliet@xanpl e.conm bal cony
i d=" a78b4q6ha463’
type="result’/>

C <ig frome juliet@xanpl e.conif chanber’
i d=" x81g3bdy4n19’
type="result’'/>

2.3. 3. Error Cases

If the server cannot successfully process the roster set, it MJST
return a stanza error. The following error cases are defined.
Natural |y, other stanza errors can occur, such as <internal-server-
error/> if the server experiences an internal problemw th processing
the roster get, or even <not-allowed/> if the server only allows
roster nodifications by nmeans of a non-XMPP nethod such as a web

i nterface.
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The server MJST return a <forbidden/> stanza error to the client if
the sender of the roster set is not authorized to update the roster
(where typically only an authenticated resource of the account itself
i s authorized).

The server MUST return a <bad-request/> stanza error to the client if
the roster set contains any of the follow ng violations:

1. The <query/> el ement contains nore than one <itenmf > child
el ement .

2. The <itenl> el enent contains nore than one <group/> el enent, but
there are duplicate groups (one possible conparison nmethod for
determning duplicates is that described for XWMPP resourceparts
in [ XMPP-ADDR] ).

The server MJST return a <not-acceptable/> stanza error to the client
if the roster set contains any of the follow ng violations:

1. The length of the 'name’ attribute is greater than a server-
configured linmt.

2. The XM. character data of the <group/> elenment is of zero length
(to renove an itemfromall groups, the client instead needs to
excl ude any <group/> el enment fromthe roster set).

3. The XM. character data of the <group/> elenent is larger than a
server-configured linmt.

Error: Roster set initiated by unauthorized entity

C <iqg from' juliet@xanpl e.conl bal cony

i d="1ix7s53v2’
t o="r oneo@xanpl e. net’
type='set’ >

<query xml ns='jabber:iq:roster’>
<itemjid=" nurse@xanple.con/>

</ query>

</iqg>

S <ig id="ix7s53v2
to="juliet@xanpl e. com bal cony
type="error’>
<error type='auth’>
<f orbi dden xm ns="urn:ietf: paranms: xm : ns: xnpp- st anzas’ / >
</error>
</iqg>
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Error: Roster set contains nore than one item

C <iqg frome' juliet@xanpl e. con bal cony
i d=" nw83vcj 4’
type='set’ >
<query xml ns='jabber:iq:roster’>
<itemjid=" nurse@xanpl e. coni
name=" Nur se’ >
<gr oup>Ser vant s</ gr oup>
</itenp
<itemjid="not her @xanpl e. con
name=" Momi >
<gr oup>Fam | y</ gr oup>
<litenp
</ query>
</iqg>

S. <ig id=" nw83vcj 4’
to="juliet@xanpl e. com bal cony
type="error’>
<error type= nodify’ >
<bad-request xm ns="urn:ietf:parans: xm :ns: xnmpp-stanzas’ />
</error>
<liqg>

Error: Roster set contains itemw th oversi zed handl e

C <iqg frome' juliet@xanpl e. conl bal cony
i d=" yl 491b3d’
type='set’ >
<query xm ns='jabber:iq:roster’>
<itemjid="nurse@xanpl e. com

name="[ ... some-very-long-handle ... ]'>
<gr oup>Ser vant s</ gr oup>
<litenp
</ query>

</iqg>

S: <iq id="yl491b3d
to="juliet @xanpl e. com bal cony
type="error’ >
<error type= nodify’ >
<not - accept abl e xm ns="urn:ietf: parans: xn : ns: xnpp- st anzas’ />
</error>
</iqg>

Error: Roster set contains duplicate groups
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C <iqg from juliet@xanpl e.conm bal cony
i d="t k3va749
type='set’ >
<query xml ns='jabber:iq:roster’>
<itemjid=" nurse@xanpl e. coni
name=" Nur se’ >
<gr oup>Ser vant s</ gr oup>
<gr oup>Ser vant s</ gr oup>
<litenp
</ query>
</ig>

S <iqg id="tk3va749
to="juliet @xanpl e. com bal cony
type="error’ >
<error type='nodify’ >
<bad-request xm ns="urn:ietf:parans: xm :ns: xnmpp-stanzas’ />
</error>
</iqg>

Error: Roster set contains enpty group

C <iqg frome juliet@xanpl e. conl bal cony

i d="fl 3b486uU’
type='set’ >

<query xm ns='jabber:iq:roster’>
<itemjid="nurse@xanpl e. com

name=" Nur se’ >
<gr oup></ gr oup>

</itenpr

</ query>

<liqg>

S: <iq id="fl3b486u
to="juliet @xanpl e. com bal cony
type="error’>
<error type='nodify’ >
<not - accept abl e xm ns="urn:ietf: parans: xm : ns: xnpp- stanzas’ />
</error>
</iqg>

Error: Roster set contains oversized group name
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2.

2.

4.

4.

C <iqg from juliet@xanpl e.conm bal cony

i d=" gh3b4v19’
type='set’ >

<query xml ns='jabber:iq:roster’>
<itemjid=" nurse@xanpl e. coni

name=" Nur se’ >
<group>[ ... sone-very-long-group-nanme ... ]</group>

<litenp

</ query>

</iqg>

S: <iq id=" gh3b4v19
to="juliet@xanpl e. com bal cony
type="error’>
<error type= nodify’ >
<not - accept abl e xml ns="urn:ietf: parans: xm : ns: xnpp- st anzas’ / >
</error>
<liqg>

Interoperability Note: Sonme servers return a <not-allowed/> stanza
error to the client if the value of the <item > elenent’s "jid’
attribute matches the bare JID <l ocal part @omai npart> of the
user’s account.
Updating a Roster Item

1. Request

Updating an existing roster itemis done in the sane way as adding a

new roster item i.e., by sending a roster set to the server

Because a roster itemis atomic, the item MUST be updated exactly as

provided in the roster set.

There are several reasons why a client mght update a roster item

1. Adding a group

2. Deleting a group

3. Changing the handl e

4. Deleting the handle
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Consider a roster itemthat is defined as fol |l ows:

<itemjid="ronmeo@xanpl e. net’
name=" Roneo’ >
<gr oup>Fri ends</ gr oup>
</itenpr

The user who has this itemin her roster might want to add the item
to anot her group.

C <iqg frome juliet@xanple.conibal cony’
i d=" di 43b2x9’
type='set’ >
<query xm ns='jabber:iq:roster’>
<itemjid="ronmeo@xanpl e. net’
name=" Roneo’ >
<gr oup>Fri ends</ gr oup>
<gr oup>Lover s</ group>
<litenpr
</ query>
</iqg>

Sometine |ater, the user might want to renmove the itemfromthe
ori gi nal group.

C <iqg frome' juliet@xanple.conibal cony’

id="1f72v157
type='set’ >

<query xm ns='jabber:iq:roster’>
<itemjid="roneo@xanpl e. net’

name=" Roneo’ >
<gr oup>Lover s</ gr oup>

<litenp

</ query>

</ig>

The user might want to renove the itemfromall groups.

C <iqg frome' juliet@xanpl e.conibal cony’
i d="j u4b62a5’
type='set’ >
<query xml ns='jabber:iq:roster’>
<itemjid="roneo@xanple.net’'/>
</ query>
</iqg>

The user might also want to change the handle for the item
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C <iqg from juliet@xanpl e.conm bal cony

i d=" gb3sv487’
type='set’ >

<query xml ns='jabber:iq:roster’>
<itemjid="ronmeo@xanpl e. net

nane=" MyRoneo’ / >
</ query>
<liqg>

The user might then want to renpve the handl e alt oget her.

C <ig from juliet@xanpl e.com bal cony

i d=" 03bx66s5’
type='set’ >

<query xm ns='jabber:iq:roster’>
<itemjid="ronmeo@xanpl e. net’

nane=""/>
</ query>
</iqg>

I mpl enentation Note: Including an enpty ’'nane’ attribute is
equi valent to including no 'nane’ attribute; both actions set the
nane to the enpty string

2.4.2. Success Case

As with adding a roster item if the roster item can be successfully
processed then the server MJST update the itemin the user’s roster,
send a roster push to all of the user’s interested resources, and
send an IQresult to the initiating resource; details are provided
under Section 2.3.

2.4. 3. Error Cases

The error cases described under Section 2.3.3 also apply to updating
a roster item

2.5. Deleting a Roster Item
2.5.1. Request
At any time, a client can delete an itemfromhis or her roster by

sending a roster set and specifying a value of "renove" for the
"subscription’ attribute.
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C <iqg from juliet@xanpl e.conm bal cony

i d=" hmihs97y’
type='set’ >

<query xml ns='jabber:iq:roster’>
<itemjid=" nurse@xanpl e. coni

subscri ption="renove’' />
</ query>
<liqg>

2.5.2. Success Case

As with adding a roster item if the server can successfully process
the roster set then it MJST update the itemin the user’s roster

send a roster push to all of the user’s interested resources (with
the 'subscription’ attribute set to a value of "renove"), and send an
IQresult to the initiating resource; details are provided under
Section 2. 3.

In addition, the user’s server mght need to generate one or nore
subscription-rel ated presence stanzas, as foll ows:

1. If the user has a presence subscription to the contact, then the
user’s server MJST send a presence stanza of type "unsubscri be”
to the contact (in order to unsubscribe fromthe contact’s
presence).

2. If the contact has a presence subscription to the user, then the
user’s server MJST send a presence stanza of type "unsubscri bed"
to the contact (in order to cancel the contact’s subscription to
t he user).

3. If the presence subscription is nutual, then the user’s server
MUST send both a presence stanza of type "unsubscribe" and a
presence stanza of type "unsubscribed" to the contact.

S: <presence fron¥ juliet@xanpl e.con
i d=" | n8ba81g’
t o=" nur se@xanpl e. comi
type=" unsubscri be’ />

S: <presence fronF juliet@xanpl e. con
i d=" xb2c1lv4k’
t o=" nur se@xanpl e. comi
type=" unsubscri bed’ / >
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2.

2.

2.

2.

5. 3. Error Cases

If the value of the "jid attribute specifies an itemthat is not in
the roster, then the server MJST return an <item not-found/> stanza
error.

Error: Roster item not found

C <iqg frome' juliet@xanpl e.con bal cony
i d="uj 4blca¥8’
type='set’ >
<query xm ns='jabber:iq:roster’>

<itemjid="[ ... non-existent-jid ... ]’
subscri pti on="renove’' />
</ query>
</iqg>

S <iqg id="uj4blca8
to="juliet@xanpl e. com bal cony
type="error’>
<error type= nodify’ >
<i t em not - f ound
xm ns="urn:ietf:parans: xnm : ns: xnpp- stanzas’ />
</error>
</iqg>

6. Roster Versioning
6.1. Stream Feature

If a server supports roster versioning, then it MJST advertise the
followi ng stream feature during stream negotiation

<ver xm ns="urn:xnpp:features:rosterver’/>

The roster versioning streamfeature is nerely informative and
therefore i s never nandatory-to-negoti ate.

6.2. Request
If a client supports roster versioning and the server to which it has

connected advertises support for roster versioning as described in
the foregoing section, then the client SHOULD i nclude the ’ver’

element in its request for the roster. |f the server does not
advertise support for roster versioning, the client MUST NOT include
the "ver’ attribute. |If the client includes the 'ver’ attribute in

its roster get, it sets the attribute’s value to the version ID
associated with its last cache of the roster.
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C <ig frome' ronmeo@xanpl e. net/ hone’

i d="r1h3vzp7’
t o="r oneo@xanpl e. net
type='get’' >
<query xm ns='jabber:iq:roster’ ver='verl4' />
<liqg>

If the client has not yet cached the roster or the cache is lost or
corrupted, but the client wishes to bootstrap the use of roster
versioning, it MJST set the 'ver’ attribute to the enpty string
(i.e., ver="").

Naturally, if the client does not support roster versioning or does
not wish to bootstrap the use of roster versioning, it will not
include the 'ver’ attribute.

2.6.3. Success Case

Whet her or not the roster has been nodified since the version ID
enunerated by the client, the server MUST either return the conplete
roster as described under Section 2.1.4 (including a "ver’ attribute
that signals the latest version) or return an enpty I Qresult (thus
indicating that any roster nodifications will be sent via roster

pushes, as described below). In general, unless returning the
complete roster would (1) use |ess bandw dth than sending indivi dua
roster pushes to the client (e.g., if the roster contains only a few

items) or (2) the server cannot associate the version ID with any
previous version it has on file, the server SHOULD send an enpty 1Q
result and then send the nodifications (if any) via roster pushes.

S <iqg frome' roneo@xanpl e. net
i d="r1h3vzp7’
t o="r oneo@xanpl e. net/ hone
type="result’ />

| npl enentation Note: This enpty I1Qresult is different froman
enpty <query/> el enent, thus disanbiguating this usage froman
enpty roster.

If roster versioning is enabled and the roster has not been nodified
since the version ID enunerated by the client, the server will sinply
not send any roster pushes to the client (until and unless sone

rel evant event triggers a roster push during the lifetime of the
client’s session).
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If the roster has been nodified since the version |ID enunerated by
the client, the server MJST then send one roster push to the client
for each roster itemthat has been nodified since the version ID
enunmerated by the client. (We call a roster push that is sent for
pur poses of roster version synchronization an "interimroster push”.)

Definition: A "roster nodification" is any change to the roster
data that would result in a roster push to a connected client.
Therefore, internal states related to roster processing within the
server that would not result in a roster push to a connected
client do not necessitate a change to the version

S <iqg frome' ronmeo@xanpl e. net

i d=" ah382¢g67’
t o="r oneo@xanpl e. net/ hone
type='set’ >

<query xml ns='jabber:iq:roster’ ver='ver34’ >
<itemjid="tybal t @xanpl e.org" subscription="renove’'/>

</ query>

<liqg>

S: <ig from=' roneo@xanpl e. net’

i d=" b2gs90j 5’
t o=" r oneo@xanpl e. net/ hone’
type='set’ >

<query xm ns='jabber:iq:roster’ ver='ver42' >
<itemjid="bill @xanple.org’ subscription="both />

</ query>

</ig>

S <iqg frome' roneo@xanpl e. net
i d="¢c73gs419’
t o="r oneo@xanpl e. net/ hone
type='set’ >
<query xm ns='jabber:iq:roster’ ver=ver72 >
<itemjid=" nurse@xanpl e.org’
name=" Nur se’
subscription="to’ >
<gr oup>Ser vant s</ gr oup>
</itenp
</ query>
<liqg>
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S <iqg frome' ronmeo@xanpl e. net
i d=" dh361f 35’
t o="r oneo@xanpl e. net/ hone
type='set’ >
<query xml ns='jabber:iq:roster’ ver='"ver96’ >
<itemjid="juliet@xanple.org
name="Jul i et
subscri ption="both’ >
<gr oup>VI Ps</ gr oup>
</itenp
</ query>
<liqg>

These "interimroster pushes" can be understood as foll ows:

1. Imagine that the client had an active presence session for the
entire tine between its cached roster version (say, "verl14") and
the new roster version (say, "ver96").

2. During that tinme, the client mght have received roster pushes
related to various roster versions (which mght have been, say,
"ver51" and "ver79"). However, sone of those roster pushes mni ght
have contained internediate updates to the sane roster item
(e.g., nodifications to the subscription state for
bil |l @xanmple.org from"none" to "to" and from"to" to "both")

3. The interimroster pushes would not include all of the
internmedi ate steps, only the final result of all nodifications
applied to each itemwhile the client was in fact offline (which
m ght have been, say, "ver34", "verd42", "ver72", and "ver96").

The client MUST handle an "interimroster push" in the sane way it
handl es any roster push (indeed, fromthe client’s perspective it
cannot tell the difference between an "interint' roster push and a
"live" roster push and therefore it has no way of knowi ng when it has
received all of the interimroster pushes). Wen requesting the
roster after reconnection, the client SHOULD request the version
associated with the last roster push it received during its previous
session, not the version associated with the roster result it
received at the start of its previous session

When roster versioning is enabled, the server MJST include the
updated roster version with each roster push. Roster pushes MJST
occur in order of nodification and the version contained in a roster
push MJST be unique. Even if the client has not included the 'ver’
attribute in its roster gets or sets, the server SHOULD i ncl ude the
"ver’ attribute on all roster pushes and results that it sends to the
client.
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3.

3.

| mpl enent ati on Note: Guidelines and nore detail ed exanples for
roster versioning are provided in [ XEP-0237].

Managi ng Presence Subscriptions

In order to protect the privacy of XMPP users, presence information
is disclosed only to other entities that a user has approved. Wen a
user has agreed that another entity is allowed to viewits presence,
the entity is said to have a "subscription" to the user’s presence.
An entity that has a subscription to a user’s presence or to which a
user has a presence subscription is called a "contact” (in this
docunent the term"contact" is also used in a less strict sense to
refer to a potential contact or any itemin a user’'s roster).

In XMPP, a subscription |asts across presence sessions; indeed, it
lasts until the contact unsubscribes or the user cancels the
previously granted subscription. (This nodel is different fromthat
used for presence subscriptions in the Session Initiation Protoco
(SIP), as defined in [SIP-PRES].)

Subscriptions are nanaged wi thin XMPP by sendi ng presence stanzas
containing specially defined attributes ("subscribe", "unsubscribe"
"subscri bed", and "unsubscribed").

I rpl enent ati on Note: When a server processes or generates an

out bound presence stanza of type "subscribe", "subscribed"
"unsubscribe", or "unsubscribed", the server MJST stanp the

out goi ng presence stanza with the bare JID <l ocal part @onai npart >
of the sending entity, not the full JID

<l ocal part @onmi npart/resourcepart>. Enforcenent of this rule
sinmplifies the presence subscription nodel and hel ps to prevent
presence | eaks; for information about presence |eaks, refer to the
security considerations of [XMPP-CORE].

Subscription states are reflected in the rosters of both the user and
the contact. This section does not cover every possible case rel ated
to presence subscriptions, and nmainly narrates the protocol flows for
boot st rappi ng a mutual subscription between a user and a contact.
Conmpl ete details regardi ng subscription states can be found under
Appendi x A

1. Requesting a Subscription

A "subscription request” is a request froma user for authorization
to permanently subscribe to a contact’s presence information
syntactically it is a presence stanza whose 'type’ attribute has a
val ue of "subscribe". A subscription request is generated by a

Sai nt - Andr e St andards Track [ Page 30]



RFC 6121 XMPP | M March 2011

3.

1

user’'s client, processed by the (potential) contact’s server, and
acted on by the contact via the contact’s client. The workflow is
described in the foll owi ng sections.

I mpl enent ati on Note: Presence subscription requests are sent to
avai | abl e resources, whereas the roster pushes associated with
subscription state changes are sent to interested resources.
Therefore, if a resource wishes to receive both subscription
requests and roster pushes, it MJST both send initial presence and
request the roster.

1. dient Generation of Qutbound Subscription Request

A user’s client generates a subscription request by sending a
presence stanza of type "subscribe" and specifying a 'to’ address of
the potential contact’s bare JI D <contact @onai npart >.

UC. <presence id="xk3hlv69
to="juliet@xanple.con
type='subscribe’ />

When a user sends a presence subscription request to a potentia

i nstant messagi ng and presence contact, the value of the "to
attribute MJUST be a bare JI D <contact @onai npart> rather than a ful
JI D <cont act @lonmi npart/resourcepart>, since the desired result is
for the user to receive presence fromall of the contact’s resources,
not nmerely the particular resource specified in the 'to’ attribute.
Use of bare JIDs also sinplifies subscription processing, presence
probes, and presence notifications by the user’s server and the
contact’s server.

For tracking purposes, a client SHOULD include an 'id attribute in a
presence subscription request.

| mpl enentati on Note: Many XMPP clients pronpt the user for

i nformati on about the potential contact (e.g., "handle" and
desired roster group) when generating an outbound presence
subscription request and therefore send a roster set before
sendi ng the outbound presence subscription request. This behavior
is OPTIONAL, because a client MAY instead wait until receiving the
initial roster push fromthe server before uploading user-provided
i nformati on about the contact. A server MJST process a roster set
and out bound presence subscription request in either order (i.e.
in whatever order generated by the client).
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3.1.2. Server Processing of Qutbound Subscription Request

Upon receiving the outbound presence subscription request, the user’s
server MJST proceed as follows.

1. Before processing the request, the user’s server MJST check the
syntax of the JID contained in the 'to’ attribute (however, it is
known that sonme existing inplenentations do not performthis
check). If the JIDis of the form
<cont act @omai npart/resourcepart> i nstead of
<cont act @omai npart>, the user’s server SHOULD treat it as if the
request had been directed to the contact’s bare JID and nodify
the "to’ address accordingly. The server MAY al so verify that
the JID adheres to the format defined in [ XMPP- ADDR] and possi bly
return a <jid-mal forned/> stanza error

2. If the potential contact is hosted on the sane server as the
user, then the server MJST adhere to the rules specified under
Section 3.1.3 when processing the subscription request and
delivering it to the (local) contact.

3. If the potential contact is hosted on a renpote server, subject to
| ocal service policies the user’s server MIST then route the
stanza to that renote donmain in accordance with core XMPP stanza
processing rules. (This can result in returning an appropriate
stanza error to the user, such as <renote-server-timeout/>.)

As nentioned, before locally delivering or renotely routing the
presence subscription request, the user’s server MJST stanp the

out bound subscription request with the bare JID <user @onai npart> of
t he user.

US: <presence fron¥ romeo@xanpl e. net
i d=" xk3h1lv69’
to="juliet@xanpl e. coni
type=' subscribe’ />

If the presence subscription request cannot be locally delivered or
renotely routed (e.g., because the request is nalfornmed, the |loca
contact does not exist, the renpte server does not exist, an attenpt
to contact the renpte server times out, or any other error is
determ ned or experienced by the user’s server), then the user’s
server MUST return an appropriate error stanza to the user. An
exanpl e fol |l ows.
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US: <presence frone juliet@xanpl e.con
i d=" xk3h1lv69’
t o="r oneo@xanpl e. net
type="error’ >
<error type="nodify’ >
<r enot e- server-not - f ound
xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’/ >
</error>
</ presence>

After locally delivering or remptely routing the presence
subscription request, the user’s server MJST then send a roster push
to all of the user’s interested resources, containing the potentia
contact with a subscription state of "none" and with notation that
the subscription is pending (via an 'ask’ attribute whose value is
"subscri be").

US: <iq id="b89cbr7ib574’
t o="r oneo@xanpl e. net/f oo’
type='set’ >
<query xm ns='jabber:iq:roster’>
<i t em ask=' subscri be’
jid="juliet@xanple.comni
subscri pti on="none’' / >
</ query>
<liqg>

US: <iq id="b89c5r7i b575
t o=’ r oneo@xanpl e. net/ bar’
type='set’ >
<query xm ns='jabber:iq:roster’>
<i tem ask="subscri be’
jid="juliet@xanple.comn
subscri pti on="none’ / >
</ query>
<liqg>

If a renmote contact does not approve or deny the subscription request
wi thin some configurable anpbunt of tinme, the user’s server SHOULD
resend the subscription request to the contact based on an

i npl ement ati on-specific algorithm (e.g., whenever a new resource
becones available for the user, or after a certain amunt of tine has
el apsed); this helps to recover fromtransient, silent errors that

m ght have occurred when the original subscription request was routed
to the renote domain. Wen doing so, it is RECOMVENDED for the
server to include an 'id attribute so that it can track responses to
the resent subscription request.
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3.1.3. Server Processing of |nbound Subscription Request

Bef ore processing the i nbound presence subscription request, the
contact’s server SHOULD check the syntax of the JID contained in the
"to’ attribute. If the JIDis of the form

<cont act @lomai npart/resourcepart> i nstead of <contact @onai npart >,
the contact’s server SHOULD treat it as if the request had been
directed to the contact’s bare JID and nodify the "to’ address
accordingly. The server MAY also verify that the JID adheres to the
format defined in [ XMPP-ADDR] and possibly return a <jid-nmalforned/ >
stanza error.

When processing the i nbound presence subscription request, the
contact’s server MJST adhere to the follow ng rules:

1. Above all, the contact’s server MJUST NOT autonmtically approve
subscription requests on the contact’s behalf -- unless the
contact has (a) pre-approved subscription requests fromthe user
as described under Section 3.4, (b) configured its account to
autonatically approve subscription requests, or (c) accepted an
agreement with its service provider that allows automatic
approval (for instance, via an enpl oynment agreenent wthin an
enterprise deploynent). |Instead, if a subscription request
requires approval then the contact’s server MJST deliver that
request to the contact’s avail able resource(s) for approval or
deni al by the contact.

2. If the contact exists and the user already has a subscription to
the contact’s presence, then the contact’s server MJST auto-reply
on behal f of the contact by sending a presence stanza of type
"subscri bed" fromthe contact’s bare JID to the user’s bare JID
Li kewi se, if the contact previously sent a presence stanza of
type "subscribed" and the contact’s server treated that as
i ndi cating "pre-approval"” for the user’s presence subscription
(see Section 3.4), then the contact’s server SHOULD al so auto-
reply on behalf of the contact.

CS. <presence frone' juliet @xanpl e. com
i d=" xk3h1lv69’
t o="r oneo@xanpl e. net’
type=' subscri bed’ />

3. Oherwise, if there is at |east one avail able resource associ ated
with the contact when the subscription request is received by the
contact’s server, then the contact’s server MJIST send t hat
subscription request to all available resources in accordance
with Section 8. As a way of acknow edgi ng recei pt of the
presence subscription request, the contact’s server MAY send a
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3.1. 4.

presence stanza of type "unavailable" fromthe bare JID of the
contact to the bare JID of the user (the user’s client MJST NOT
assune that this acknow edgenent provi des presence infornmation
about the contact, since it cones fromthe contact’s bare JI D and
is received before the subscription request has been approved).

O herwise, if the contact has no avail abl e resources when the
subscription request is received by the contact’s server, then
the contact’s server MJST keep a record of the conplete presence
stanza conprising the subscription request, including any

ext ended content contained therein (see Section 8.4 of

[ XMPP- CORE] ), and then deliver the request when the contact next
has an avail able resource. The contact’s server MJST continue to
del i ver the subscription request whenever the contact creates an
avai l abl e resource, until the contact either approves or denies
the request. (The contact’s server MJST NOT deliver nore than
one subscription request from any given user when the contact
next has an avail able resource; e.g., if the user sends multiple
subscription requests to the contact while the contact is
offline, the contact’'s server SHOULD store only one of those
requests, such as the first request or |ast request, and MJST
deliver only one of the requests when the contact next has an
avai |l abl e resource; this helps to prevent "subscription request
spant'.)

Security Warning: Until and unless the contact approves the
subscription request as described under Section 3.1.4, the
contact’s server MJUST NOT add an itemfor the user to the
contact’s roster.

Security Warning: The nandate for the contact’s server to store
the conpl ete stanza of the presence subscription request

i ntroduces the possibility of an application resource exhaustion
attack (see Section 2.1.2 of [DOS]), for example, by a rogue
server or a coordinated group of users (e.g., a botnet) against
the contact’s server or particular contact. Server inplenenters
are advised to consider the possibility of such attacks and
provide tools for counteracting it, such as enabling service
administrators to set limts on the nunber or size of inbound
presence subscription requests that the server will store in
aggregate or for any given contact.

dient Processing of |nbound Subscription Request

When an interactive client receives a subscription request, it MJST
present the request to the natural person controlling the client

(i

e., the "contact") for approval, unless the contact has explicitly

configured the client to autonatically approve or deny sone or al
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subscription requests as described above. An automated client that
is not controlled by a natural person will have its own application-
specific rules for approving or denying subscription requests.

A client approves a subscription request by sending a presence stanza
of type "subscribed", which is processed as described under

Section 3.1.5 for the contact’s server and Section 3.1.6 for the
user’'s server.

CC. <presence id='h4vic4kj’
t o=" r oneo@xanpl e. net
type=' subscri bed’ />

A client denies a subscription request by sending a presence stanza
of type "unsubscribed", which is processed as described under
Section 3.2 for both the contact’s server and the user’s server.

CC. <presence id="tb2mlb59
t o=" r oneo@xanpl e. net
t ype=" unsubscri bed’' / >

For tracking purposes, a client SHOULD include an 'id attribute in a
subscription approval or subscription denial; this 'id attribute
MUST NOT nmirror the "id attribute of the subscription request.

3.1.5. Server Processing of Qutbound Subscription Approva

When the contact’s client sends the subscription approval, the
contact’s server MJST stanp the outbound stanza with the bare JID
<cont act @onmai npart> of the contact and locally deliver or renotely
route the stanza to the user

CS: <presence fron¥ juliet @xanpl e. com
i d=" h4dvlc4kj’
t o=" r oneo@xanpl e. net
type=' subscri bed’ />

The contact’s server then MUST send an updated roster push to all of
the contact’s interested resources, with the ’'subscription’ attribute
set to a value of "fronl. (Here we assune that the contact does not
al ready have a subscription to the user; if that were the case, the
"subscription’ attribute would be set to a value of "both", as
expl ai ned under Appendix A)
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CS. <iq id="a78b4qg6ha463
to="juliet @xanpl e. com bal cony
type='set’ >

<query xml ns='jabber:iq:roster’>
<itemjid="ronmeo@xanpl e. net
subscription="fronm />
</ query>
<liqg>

CS: <iq id="x81g3bdy4n19

to="jul i et @xanpl e. com chanber’
type='set’ >

<query xm ns='jabber:iq:roster’>
<itemjid="romeo@xanpl e. net

subscription="fronm />
</ query>
</ig>

From the perspective of the contact, there now exists a subscription
fromthe user, which is why the 'subscription’ attribute is set to a
val ue of "front'. (Here we assune that the contact does not already
have a subscription to the user; if that were the case, the
"subscription’ attribute would be set to a value of "both", as
expl ai ned under Appendix A)

The contact’s server MJST then al so send current presence to the user
from each of the contact’s avail able resources

CS: <presence fron¥ juliet @xanpl e. com bal cony’
i d=" pw72bchj’
t o="r oneo@xanpl e. net’ />

CS: <presence fron¥ juliet @xanpl e. com chanber’
i d=" ux3lda4q’
to="r oneo@xanpl e. net’ />

In order to subscribe to the user’s presence, the contact woul d then
need to send a subscription request to the user. (XWPP clients will
often automatically send the subscription request instead of
requiring the contact to initiate the subscription request, since it
is assuned that the desired end state is a nutual subscription.)
Natural |y, when the contact sends a subscription request to the user
the subscription states will be different fromthose shown in the
foregoi ng exanpl es (see Appendix A) and the roles will be reversed.
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3.1.6. Server Processing of |nbound Subscription Approva

When the user’s server receives a subscription approval, it MJIST
first check if the contact is in the user’s roster with
subscri pti on="none’ or subscription="from and the 'ask’ flag set to
"subscribe" (i.e., a subscription state of "None + Pending Qut",
"None + Pending Qut+ln", or "From+ Pending Qut"; see Appendi x A).

If this check is successful, then the user’s server MJST:

1. Deliver the inbound subscription approval to all of the user’s
interested resources (this helps to give the user’s client(s)
proper context regarding the subscription approval so that they
can differentiate between a roster push origi nated by another of
the user’s resources and a subscription approval received from
the contact). This MJST occur before sending the roster push
described in the next step.

US: <presence frone juliet@xanpl e.con
i d=" h4vlc4kj’
t o="r oneo@xanpl e. net
type='subscri bed’ />

2. Initiate a roster push to all of the user’s interested resources,
contai ning an updated roster itemfor the contact with the
"subscription’ attribute set to a value of "to" (if the
subscription state was "None + Pending Qut" or "None + Pending
Qut +In") or "both" (if the subscription state was "From + Pendi ng
Qut").

US: <iq id="b89c5r7i b576

t o="r oneo@xanpl e. net/f oo’
type='set’ >

<query xm ns='jabber:iq:roster’>
<itemjid="juliet@xanple.comn

subscription="to />
</ query>
</iqg>

US: <iq id="b89c5r7i b577

t o=" r oneo@xanpl e. net/ bar’
type='set’ >

<query xml ns='jabber:iq:roster’>
<itemjid="juliet@xanple.comn

subscription="to />
</ query>
</iqg>
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3. The user’'s server MJST al so deliver the avail abl e presence stanza
received fromeach of the contact’s avail able resources to each
of the user’s avail abl e resources.

[ ... toresourcel ... ]

US: <presence fron¥ juliet@xanpl e.coni bal cony
i d=" pw72bc5j’
t o="r oneo@xanpl e. net’ />

[ ... toresource2 ... ]

US: <presence fron¥ juliet@xanpl e.coni bal cony
i d=" pw72bc5j’
t o="r oneo@xanpl e. net’ />

[ ... toresourcel ... ]

US: <presence frone' juliet@xanpl e.conlf chanber’
i d=" ux31lda4q’

to="r oneo@xanpl e. net’ />

[ ... toresource2 ... ]

US: <presence frone' juliet@xanpl e.conlf chanber’
i d=" ux3lda4q’

to="r oneo@xanpl e. net’ />

I mpl enentation Note: If the user’s account has no avail abl e
resources when the inbound subscription approval notification is
received, the user’'s server MAY keep a record of the notification
(ideally the conplete presence stanza) and then deliver the
notificati on when the account next has an avail abl e resource.
Thi s behavi or provides nore conplete signaling to the user
regarding the reasons for the roster change that occurred while
the user was offline.

O herwise -- that is, if the user does not exist, if the contact is
not in the user’'s roster, or if the contact is in the user’s roster
with a subscription state other than those described in the foregoing
check -- then the user’s server MIST silently ignore the subscription
approval notification by not delivering it to the user, not nodifying
the user’s roster, and not generating a roster push to the user’s

i nterested resources.

From the perspective of the user, there now exists a subscription to

the contact’s presence (which is why the 'subscription attribute is
set to a value of "to").
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3. 2.

3. 2.

3. 2.

Sai

Cancel ing a Subscription
1. dient CGeneration of Subscription Cancellation

If a contact would Iike to cancel a subscription that it has
previously granted to a user, to cancel a subscription pre-approva
(Section 3.4), or to deny a subscription request, it sends a presence
stanza of type "unsubscri bed"

CC. <presence id="ij5blv7g
t o=" r oneo@xanpl e. net
t ype=' unsubscri bed’' />

2. Server Processing of Qutbound Subscription Cancellation

Upon receiving the outbound subscription cancellation, the contact’s
server MJST proceed as foll ows.

1. If the user’s bare JIDis not yet in the contact’s roster or is
in the contact’s roster with a state of "None", "None + Pending
Qut", or "To", the contact’'s server SHOULD NOT route or deliver
the presence stanza of type "unsubscribed" to the user and MJST
NOT send presence notifications of type "unavail able” to the user
as described bel ow.

2. If the user’s bare JIDis in the contact’s roster with a state of
"None", "None + Pending Qut", or "To" and the 'approved flag is
set to "true" (thus signaling a subscription pre-approval as
descri bed under Section 3.4), the contact’s server MJST renove
the pre-approval and MJST NOT route or deliver the presence
stanza of type "unsubscribed" to the user

3. Oherwi se, as shown in the follow ng exanples, the contact’s
server MJST route or deliver both presence notifications of type
"unavai |l abl e" and presence stanzas of type "unsubscribed" to the
user and MJUST send a roster push to the contact.

Wiile the user is still subscribed to the contact’s presence (i.e.
before the contact’s server routes or delivers the presence stanza of
type "unsubscribed" to the user), the contact’s server MJST send a
presence stanza of type "unavailable"” fromall of the contact’s
online resources to the user
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3.

2.

CS. <presence fron¥ juliet @xanpl e. com bal cony
i d="1i8bsg3h3’
type="unavail able’ />

CS: <presence fron¥ juliet @xanpl e. com chanber’
i d=" bvx2c9nk’
type='unavail able' />

Then the contact’s server MJST route or deliver the presence stanza
of type "unsubscribed" to the user, making sure to stanp the outbound
subscription cancellation with the bare JI D <contact @omai npart > of
the contact.

CS. <presence fronme juliet @xanpl e. comi
id="ij5blv7g’
t o="r oneo@xanpl e. net’
type="unsubscri bed’ />

The contact’s server then MJST send a roster push with the updated
roster itemto all of the contact’s interested resources, where the
subscription state is now either "none" or "to" (see Appendix A).

CS: <iq id= pw3f2v175b34’
to="juliet@xanpl e. com bal cony
type='set’ >

<query xm ns='jabber:iq:roster’>
<itemjid="romeo@xanpl e. net
subscri pti on="none’ / >
</ query>
<liqg>

CS: <iq id="zu2y3f571v35
to="juliet @xanpl e. com chanmber’
type='set’ >

<query xm ns='jabber:iq:roster’>
<itemjid="roneo@xanpl e. net’
subscri pti on="none’' />
</ query>
</iqg>

3. Server Processing of Inbound Subscription Cancellation

When the user’s server receives the inbound subscription

cancel lation, it MJST first check if the contact is in the user’s
roster with subscription="to’ or subscription="both (see
Appendix A). If this check is successful, then the user’s server
MUST:
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1. Deliver the inbound subscription cancellation to all of the
user’'s interested resources (this helps to give the user’s
client(s) proper context regardi ng the subscription cancellation
so that they can differentiate between a roster push originated
by another of the user’s resources and a subscription
cancel l ation received fromthe contact). This MJST occur before
sendi ng the roster push described in the next step

US: <presence fronme juliet@xanpl e. com
id="ij5blv7g’
t o=" r oneo@xanpl e. net
t ype=' unsubscri bed’' />

2. Initiate a roster push to all of the user’s interested resources,
cont ai ni ng an updated roster itemfor the contact with the
"subscription’ attribute set to a value of "none" (if the
subscription state was "To" or "To + Pending In") or "from (if
the subscription state was "Both").

US: <iqg id="h37h3ulbv400

t o="r oneo@xanpl e. net/f oo’
type='set’ >

<query xm ns='jabber:iq:roster’>
<itemjid="juliet@xanple.comn

subscri pti on="none’' />
</ query>
</iqg>

US: <iqg id="h37h3ulbv401

t o="r oneo@xanpl e. net/ bar’
type='set’ >

<query xm ns='jabber:iq:roster’>
<itemjid="juliet@xanple.comn

subscri pti on="none’ / >
</ query>
<liqg>

The user’s server MJST al so deliver the inbound presence stanzas of
type "unavail abl e".

I mpl enentation Note: If the user’s account has no avail abl e
resources when the inbound unsubscribed notification is received,
the user’s server NMAY keep a record of the notification (ideally
the conpl ete presence stanza) and then deliver the notification
when the account next has an avail able resource. This behavior
provi des nmore conplete signaling to the user regarding the reasons
for the roster change that occurred while the user was offline.

Sai nt - Andr e St andards Track [ Page 42]



RFC 6121 XMPP | M March 2011

3.

3.

3.

3.

O herwise -- that is, if the user does not exist, if the contact is
not in the user’'s roster, or if the contact is in the user’s roster
with a subscription state other than those described in the foregoing
check -- then the user’s server MIST silently ignore the unsubscribed
notification by not delivering it to the user, not nodifying the
user’'s roster, and not generating a roster push to the user’s

i nterested resources.

Unsubscri bi ng
1. dient CGeneration of Unsubscribe

If a user would Iike to unsubscribe froma contact’s presence, it
sends a presence stanza of type "unsubscri be"

UC. <presence id="ul 4bs71n
to="juliet@xanpl e. coni
type=' unsubscri be’ />

3.3.2. Server Processing of Qutbound Unsubscri be

Upon receiving the outbound unsubscribe, the user’s server MJST
proceed as foll ows.

1. If the contact is hosted on the sanme server as the user, then the
server MJST adhere to the rules specified under Section 3.3.3
when processing the subscription request.

2. If the contact is hosted on a renpote server, subject to |oca
service policies the user’'s server MIST then route the stanza to
that renote donain in accordance with core XMPP stanza processing
rules. (This can result in returning an appropriate stanza error
to the user, such as <renote-server-timeout/>.)

As nentioned, before locally delivering or renotely routing the
unsubscri be, the user’s server MJST stanp the stanza with the bare
JI D <user @omai npart> of the user.

US: <presence fron¥ romeo@xanpl e. net
i d="ul 4bs71n’
to="juliet@xanpl e. coni
type=' unsubscri be’' />

The user’s server then MJUST send a roster push with the updated
roster itemto all of the user’s interested resources, where the
subscription state is now either "none" or "from' (see Appendix A).
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US: <iq id="h37h3ulbv402

t o="r oneo@xanpl e. net/ f oo’
type='set’ >

<query xml ns='jabber:iq:roster’>
<itemjid="juliet@xanple.comn

subscri pti on="none’' / >
</ query>
<liqg>

US: <iqg to='ronmeo@xanpl e. net/ bar’

type='set
i d=" h37h3ulbv403’ >

<query xm ns='jabber:iq:roster’>
<itemjid="juliet@xanple.comn

subscri pti on="none’ />
</ query>
</ig>

3.3.3. Server Processing of |nbound Unsubscribe

When the contact’s server receives the unsubscribe notification, it
MUST first check if the user’s bare JIDis in the contact’s roster

Wi th subscription="from or subscription="both" (i.e., a subscription
state of "Front, "From+ Pending Qut", or "Both"; see Appendix A).

If this check is successful, then the contact’s server MJST:

1. Deliver the inbound unsubscribe to all of the contact’s
interested resources (this helps to give the contact’s client(s)
proper context regarding the unsubscribe so that they can
differentiate between a roster push originated by another of the
contact’s resources and an unsubscri be received fromthe user).
This MJUST occur before sending the roster push described in the
next step.

CS: <presence fron¥ roneo@xanpl e. net
i d=" ul 4bs71n’
to="juliet@xanple.con
t ype=" unsubscri be’' />

2. Initiate a roster push to all of the contact’s interested
resources, containing an updated roster itemfor the user with
the "subscription’ attribute set to a value of "none" (if the
subscription state was "Front' or "From + Pending Qut") or "to"
(if the subscription state was "Both").
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CS:. <iq id="tn2b5893gl1s4’
to="juliet @xanpl e. com bal cony
type='set’ >

<query xml ns='jabber:iq:roster’>
<itemjid="ronmeo@xanpl e. net
subscri pti on="none’' / >
</ query>
<liqg>

CS: <iq id="sp3b56n27hrp

to="jul i et @xanpl e. com chanber’
type='set’ >

<query xm ns='jabber:iq:roster’>
<itemjid="romeo@xanpl e. net

subscri pti on="none’ />
</ query>
</ig>

3. Generate an outbound presence stanza of type "unavail able" from
each of the contact’s available resources to the user

CS: <presence fron¥ juliet @xanpl e. com bal cony’
i d=" 05v91w49’
t o="r oneo@xanpl e. net’
type="unavail able' />

CS: <presence fron¥ juliet @xanpl e. com chanber’

i d=" n6b1c37k’

t o=" r oneo@xanpl e. net

type='unavail able' />

I mpl enentation Note: If the contact’s account has no avail able
resources when the inbound unsubscribe notification is received,
the contact’s server MAY keep a record of the notification
(ideally the conplete presence stanza) and then deliver the
notification when the account next has an avail abl e resource.
Thi s behavi or provides nore conplete signaling to the user
regarding the reasons for the roster change that occurred while
the user was offline.

O herwise -- that is, if the contact does not exist, if the user is
not in the contact’s roster, or if the user’'s bare JIDis in the
contact’s roster with a subscription state other than those descri bed
in the foregoing check -- then the contact’s server MJST silently

i gnore the unsubscribe stanza by not delivering it to the contact,

not nodi fying the contact’s roster, and not generating a roster push
to the contact’s interested resources. However, if the contact’s
server is keeping track of an inbound presence subscription request
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3. 4.

fromthe user to the contact but the user is not yet in the contact’'s
roster (functionally equivalent to a subscription state of "None +
Pendi ng In" where the contact never added the user to the contact’s
roster), then the contact’s server MJST sinply renove any record of

t he i nbound presence subscription request (it cannot renove the user
fromthe contact’s roster because the user was never added to the
contact’'s roster).

| mpl ement ati on Note: The user’s client MJST NOT depend on

recei ving the unavail abl e presence notification fromthe contact,
since it MJST consider its presence subscription to the contact,
and its presence information about the contact, to be null and
void when it sends the presence stanza of type "unsubscribe" or
when it receives the roster push triggered by the unsubscribe
request.

Pre- Approvi ng a Subscription Request

If a user has not received a subscription request froma contact, the
user can "pre-approve" such a request so that it will be
automatically approved by the user’s server.

Support for subscription pre-approvals is OPTIONAL on the part of
clients and servers. |If a server supports subscription pre-
approvals, then it MJST advertise the followi ng streamfeature during
stream negoti ati on.

<sub xm ns="urn: xnpp: f eat ures: pre-approval ' / >

The subscription pre-approval streamfeature is nerely informative
and therefore is never nandatory-to-negoti ate.

3.4.1. dient Generation of Subscription Pre-Approva

Sai

If the server to which a client connects has advertised support for
subscription pre-approvals, the client MAY generate a subscription
pre-approval by sending a presence stanza of type "subscribed" to the
cont act .

UC. <presence id="pg8lvx64’
to="juliet@xanpl e. coni
type=' subscri bed’ />

If the server does not advertise support for subscription pre-

approvals, the client MJUST NOT attenpt to pre-approve subscription
requests frompotential or actual contacts.
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3.4.2. Server Processing of Subscription Pre-Approva

Upon receiving the presence stanza of type "subscribed", the user’s
server MJST proceed as follows if it supports subscription pre-
approval s.

1. If the contact is in the user’s roster with a state of "Both",
"Fronf, or "From + Pending Qut", the user’s server MJST silently
i gnore the stanza.

2. If the contact is in the user’s roster with a state of "To +
Pending In", "None + Pending In", or "None + Pending Qut+In", the
user’s server MJST handle the stanza as a nornal subscription
approval (see under Section 3.1.5) by updating the existing
roster itemto a state of "Both", "From', or "From + Pending Qut"
(respectively), pushing the nodified roster itemto all of the
user’s interested resources, and routing the presence stanza of
type "subscribed" to the contact.

3. If the contact is in the user’s roster with a state of "To"
"None", or "None + Pending Qut", the user’s server MJST note the
subscription pre-approval by setting the 'approved’ flag to a
val ue of "true", then push the nodified roster itemto all of the
user’'s interested resources. However, the user’'s server MJST NOT
route the presence stanza of type "subscribed" to the contact.

4. If the contact is not yet in the user’'s roster, the user’s server
MJST create a roster itemfor the contact with a state of "None"
and set the 'approved flag to a value of "true", then push the
roster itemto all of the user’s interested resources. However,
the user’s server MJUST NOT route the presence stanza of type
"subscri bed" to the contact.

An exanpl e of the roster push foll ows.

US: <iqg id="h3bs81lvs763f"’
t o="r oneo@xanpl e. net/ bar’
type='set’ >
<query xm ns='jabber:iq:roster’>
<i tem approved='true
jid="juliet@xanple.comni
subscri pti on="none’' / >
</ query>
<liqg>

When the ’"approved’ flag is set to "true", the user’s server MJST NOT

deliver a presence stanza of type "subscribe" fromthe contact to the
user, but instead MJUST autonmatically respond to such a stanza on
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behal f of the user by returning a presence stanza of type
"subscri bed" fromthe bare JID of the user to the bare JID of the
cont act .

I mpl enentation Note: It is a matter of inplenentation or |oca
service policy whether the server naintains a record of the
subscription approval after it has received a presence
subscription request fromthe contact. |If the server does not
mai ntain such a record, upon receiving the subscription request it
will not include the 'approved attribute in the roster itemfor
the contact (i.e., in subsequent roster pushes and roster
results). |If the server maintains such a record, it will always
i nclude the 'approved attribute (set to "true") in the roster
itemfor the contact, until and unless the user sends a presence
stanza of type "unsubscribed" to the contact (or renobves the
contact fromthe roster entirely).

I npl enentation Note: A client can cancel a pre-approval by sending
a presence stanza of type "unsubscribed", as described nore fully
under Section 3.2. In this case, the user’s server would send a
roster push to all of the user’s interested resources with the
"approved’ attribute renoved. (Alternatively, the client can
simply renove the roster itementirely.)

4. Exchangi ng Presence |Infornation
4.1. Presence Fundanental s

The concept of presence refers to an entity’s availability for

conmmuni cati on over a network. At the nobst basic level, presence is a
bool ean "on/of f" variable that signals whether an entity is available
or unavail able for comunication (the terns "online" and "offline"
are also used). In XMPP, an entity’'s availability is signaled when
its client generates a <presence/> stanza with no 'type’ attribute,
and an entity's lack of availability is signaled when its client
generates a <presence/ > stanza whose 'type’ attribute has a val ue of
"unavai |l abl e".

XMPP presence typically follows a "publish-subscribe" or "observer"
pattern, wherein an entity sends presence to its server, and its
server then broadcasts that information to all of the entity’'s
contacts who have a subscription to the entity’'s presence (in the
term nol ogy of [IMP-MODEL], an entity that generates presence is a
"presentity" and the entities that receive presence are
"subscribers"). A client generates presence for broadcast to al
subscribed entities by sending a presence stanza to its server with
no 'to’ address, where the presence stanza has either no ’'type
attribute or a 'type’ attribute whose value is "unavailable". This
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4.

4.

2.

2.

kind of presence is called "broadcast presence". (A client can also
send "directed presence", i.e., a presence stanza with a 'to’
address; this is |l ess common but is sonetinmes used to send presence
to entities that are not subscribed to the user’s presence; see
Section 4.6.)

After a client conpletes the preconditions specified in [ XMPP-CORE],
it can establish a "presence session" at its server by sending
initial presence (Section 4.2), where the presence session is

term nated by sendi ng unavail able presence (Section 4.5). For the
duration of its presence session, a connected resource (in the
term nol ogy of [ XMPP-CORE]) is said to be an "avail abl e resource"”

In XMPP, applications that conbi ne nmessagi ng and presence
functionality, the default type of commrunication for which presence
signals availability is messaging; however, it is not necessary for
XMPP applications to combine nessagi ng and presence functionality,
and they can provide standal one presence features w thout nessaging
(in addition, XWMPP servers do not require information about network
availability in order to successfully route nessage and | Q stanzas).

Informational Note: In the exanples that follow the user is

<j uli et @xanpl e. conm», she has two avail abl e resources ("bal cony”
and "chanber"), and she has three contacts in her roster with a
subscription state of "from' or "both": <roneo@xanpl e. net>,
<mer cuti o@xanpl e. conm>, and <benvol i o@xanpl e. net >.

Initial Presence
1. dient Generation of Initial Presence

After conpleting the preconditions described in [ XMPP-CORE]

(REQUI RED) and requesting the roster (RECOMMENDED), a client signals
its availability for conmunication by sending "initial presence" to
its server, i.e., a presence stanza with no 'to’ address (indicating
that it is neant to be broadcast by the server on behalf of the
client) and no 'type' attribute (indicating the user’'s availability).

UC. <presence/ >
The initial presence stanza MAY contain the <priority/> elenment, the

<show/ > el enent, and one or nore instances of the <status/> el enent,
as well as extended content; details are provided under Section 4.7.
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4.2.2. Server Processing of Qutbound Initial Presence

Upon receiving initial presence froma client, the user’s server MJST
send the initial presence stanza fromthe full JID

<user @onai npart/resourcepart> of the user to all contacts that are
subscribed to the user’s presence; such contacts are those for which
a JIDis present in the user’'s roster with the 'subscription’
attribute set to a value of "fron or "both".

US: <presence frone juliet@xanpl e.conf bal cony
to="r oneo@xanpl e. net’ />

US: <presence fron¥ juliet@xanpl e.coni bal cony
t o=" mercuti o@xanpl e. com />

US: <presence frone juliet@xanpl e. conf bal cony
t o=" benvol i o@xanpl e. net’ />

The user’s server MJST al so broadcast initial presence fromthe
user’'s newy available resource to all of the user’'s available
resources, including the resource that generated the presence
notification in the first place (i.e., an entity is inplicitly
subscribed to its own presence).

[... to the "bal cony" resource ...]

US: <presence fronm= juliet@xanple.conf bal cony
to="juliet@xanple.conm/>

[... to the "chanber" resource ...]

US: <presence fron¥' juliet@xanpl e.coni bal cony
to="juliet@xanple.com/>

In the absence of presence information about the user’s contacts, the
user’s server MJST al so send presence probes to the user’s contacts
on behal f of the user as specified under Section 4.3.

4.2.3. Server Processing of Inbound Initial Presence
Upon receiving presence fromthe user, the contact’s server MJST
deliver the user’s presence stanza to all of the contact’s available
resources

[ ... to resourcel ... ]

CS: <presence fron¥ juliet @xanpl e. com bal cony
to="r oneo@xanpl e. net’ />
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[ ... toresource2 ... ]

CS: <presence fron¥' juliet@xanpl e.com bal cony
t o="r oneo@xanpl e. net’ />

4.2.4. dient Processing of Initial Presence

When the contact’s client receives presence fromthe user, the
foll owi ng behavior is suggested for interactive clients:

1. If the user’s bare JIDis in the contact’s roster, display the
presence information in an appropriate roster interface.

2. If the user is not in the contact’s roster but the contact and
the user are actively exchangi ng nessage or | Q stanzas, display
the presence information in the user interface for that
communi cati on session (see also Section 4.6 and Section 5.1).

3. Oherwise, ignore the presence information and do not display it
to the contact.

4. 3. Presence Probes

A "presence probe" is a request for a contact’s current presence

i nformati on, sent on behalf of a user by the user’s server
syntactically it is a presence stanza whose 'type’ attribute has a
val ue of "probe". In the context of presence subscriptions, the

val ue of the 'from address MJST be the bare JID of the subscribed
user and the value of the 'to’ address MJST be the bare JID of the
contact to which the user is subscribed, since presence subscriptions
are based on the bare JID

US: <presence fronme juliet@xanpl e. com
i d="1ign291v5’
t o=" r oneo@xanpl e. net
type=' probe’ />

Interoperability Note: RFC 3921 specified that probes are sent
fromthe full JID, not the bare JID (a rule that was changed
because subscriptions are based on the bare JID). Sone existing
i npl enmentations send fromthe full JID instead of the bare JID

Probes can al so be sent by an entity that has received presence
outside the context of a presence subscription, typically when the
contact has sent directed presence as described under Section 4.6; in
this case the value of the 'fromi or 'to’ address can be a full JID
instead of a bare JID. See Section 4.6 for a conpl ete di scussion
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Presence probes SHOULD NOT be sent by a client, because in general a
client will not need to send them since the task of gathering
presence froma user’s contacts is managed by the user’s server
However, if a user’s client generates an outbound presence probe then
the user’s server SHOULD route the probe (if the contact is at

anot her server) or process the probe (if the contact is at the same
server) and MJUST NOT use its receipt of the presence probe froma
connected client as the sole cause for returning a stanza or stream
error to the client.

4.3.1. Server Ceneration of Qutbound Presence Probe

When a server needs to discover the availability of a user’s contact,
it sends a presence probe fromthe bare JI D <user @onai npart> of the
user to the bare JI D <contact @onai npart> of the contact.

I mpl enent ati on Note: Although presence probes are intended for
sending to contacts (i.e., entities to which a user is

subscri bed), a server MAY send a presence probe to the full JID of
an entity fromwhich the user has received presence information
during the current session.

The user’s server SHOULD send a presence probe whenever the user
starts a new presence session by sending initial presence; however,
the server MAY choose not to send the probe at that point if it has
what it deens to be reliable and up-to-date presence infornation
about the user’s contacts (e.g., because the user has another
avai |l abl e resource or because the user briefly |ogged off and on
bef ore the new presence session began). In addition, a server MNAY
periodically send a presence probe to a contact if it has not

recei ved presence infornation or other traffic fromthe contact in
some configurable amunt of tine; this can help to prevent "ghost"
contacts who appear to be online but in fact are not.

US: <presence fron¥ juliet@xanple. coni
i d="ign291v5’
t o=" r oneo@xanpl e. net
t ype=' probe’ />

US: <presence frone juliet@xanpl e.comn
i d=" xv291f 38’
to=" mercuti o@xanpl e. comni
type=' probe’ />

Naturally, the user’s server does not need to send a presence probe
to a contact if the contact’s account resides on the sane server as
the user, since the server possesses the contact’s information

| ocal ly.
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4.3.2. Server Processing of Inbound Presence Probe

Upon receiving a presence probe to the contact’s bare JID fromthe
user’s server on behalf of the user, the contact’s server MJST reply
as foll ows:

1. |If the contact account does not exist or the user’'s bare JIDis
in the contact’s roster with a subscription state other than
"Fronf, "From + Pending Qut", or "Both" (as explai ned under

Appendi x A), then the contact’s server SHOULD return a presence
stanza of type "unsubscribed"” in response to the presence probe
(this will trigger a protocol flow for canceling the user’s
subscription to the contact as described under Section 3.2;
however, this MJST NOT result in cancellation of a subscription
pre-approval as described under Section 3.4). Here the ’'from
address MJST be the bare JID of the contact, since specifying a
full JID would constitute a presence | eak as described in

[ XMPP- CORE] .

CS: <presence fron mercutio@xanpl e. com
i d=" xv291f 38’
to="juliet@xanpl e. coni
type=" unsubscri bed’ />

However, if a server receives a presence probe froma configured
domai n of the server itself or another such trusted service, it MAY
provi de presence informati on about the user to that entity.

2. FElse, if the contact has noved tenporarily or permanently to
anot her address, then the server SHOULD return a presence stanza
of type "error" with a stanza error condition of <redirect/>
(tenmporary) or <gone/> (permanent) that includes the new address
of the contact.

CS: <presence fron¥ nmercuti o@xanpl e. com
i d=" xv291f 38’
to="juliet@xanple.con
type="error’>
<error type= nodify’ >
<gone xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’ >
xnpp: | a- mer @xanpl e. com
</ gone>
</error>
</ presence>

3. El se, if the contact has no avail abl e resources, then the server

SHOULD reply to the presence probe by sending to the user a
presence stanza of type "unavail abl e" (al though sending
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unavai l abl e presence here is preferable because it results in a
deterministic answer to the probe, it is not mandatory because it
can greatly increase the nunber of presence notifications
generated by the contact’s server). Here the 'from address is
the bare JI D because there is no avail abl e resource associ at ed
with the contact. |If appropriate in accordance with | oca
security policies this presence notification MAY include the ful
XML of the last unavail abl e presence stanza that the server
received fromthe contact (including the 'id of the origina
stanza), but if not then the presence notification SHOULD sinply
i ndicate that the contact is unavailable w thout any of the
details originally provided. In any case, the presence
notification returned to the probing entity SHOULD i ncl ude

i nformati on about the tinme when the | ast unavail abl e presence
stanza was generated (formatted using the XMPP del ayed delivery
ext ensi on [ DELAY]).

CS. <presence fronF nercuti o@xanpl e. comni
i d=" xv291f 38’
to="juliet@xanpl e. coni
type='unavail abl e’ >
<del ay xm ns='"ur n: xnpp: del ay’
st anp=" 2002- 09- 10T23: 41: 072" | >
</ presence>

4. Else, if the contact has at |east one avail able resource, then
the server MUST reply to the presence probe by sending to the
user the full XM. of the |ast presence stanza with no 'to’
attribute received by the server fromeach of the contact’s
avail abl e resources. Here the 'from addresses are the full JIDs
of each avail abl e resource

CS: <presence fron¥ roneo@xanpl e. net/foo
i d=" hzf 1v27k’
to="juliet@xanple.conm/>

CS. <presence fron¥ roneo@xanpl e. net/ bar’
i d=" ps6t 1f u3
to="juliet@xanple.con >

<show>away</ show>
</ presence>

| mpl enentation Note: By "full XM." is nmeant the conplete stanza
fromthe opening <presence> tag to the closing </presence> tag,
including all elenents and attributes whether qualified by the
content namespace or extended nanespaces; however, in accordance
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with [ XMPP- CORE], the contact’'s server will need to transformthe
content namespace from'jabber:client’ to 'jabber:server’ if it
sends the conplete stanza over a server-to-server stream

If the contact’s server receives a presence probe addressed to a ful
JID of the contact, the server MJUST NOT return presence infornation
about any resource except the resource specified by the 'to’ address
of the probe. Rules #1 and #2 for a bare JID probe apply equally to
the case of a full JID probe. |If there is a resource matching the
full JID and the probing entity has authorization via a presence
subscription to see the contact’s presence, then the server MJST
return an avail abl e presence notification, which SHOULD comuni cate
only the fact that the resource is available (not detailed

i nformati on such as the <show >, <status/>, <priority/>, or presence
ext ensi ons) .

CS. <presence fron¥ roneo@xanpl e. net/ bar’
to="| obby@hat . exanpl e. com / >

| mpl enentati on Note: See Section 4.6 regarding rul es that
suppl enent the foregoing for handling of directed presence.

4.3.2.1. Handling of the "id Attribute

The handling of the '"id attribute in relation to presence probes was
unspecified in RFC 3921. Although the pattern of "send a probe and
receive a reply" mght seemlike a request-response protocol simlar
to the XMPP <iqg/> stanza, in fact it is not because the response to a
probe m ght consist of nultiple presence stanzas (one for each
avai l abl e resource currently active for the contact). For this
reason, if the contact currently has avail abl e resources then the
contact’'s server SHOULD preserve the 'id attribute of the contact’s
original presence stanza (if any) when sending those presence
notifications to the probing entity. By contrast, if the contact
currently has no avail able resources, the probing entity is not

aut hori zed (via presence subscription) to see the contact’s presence,
or an error occurs in relation to the probe, then the contact’s
server SHOULD mirror the 'id of the user’s presence probe when
replying to the probing entity.

The following exanples illustrate the difference.

In the first scenario, Juliet sends presence from her "chanber"
resource.
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CC. <presence fron¥' juliet @xanpl e. com chanber’ id='presl >
<show>dnd</ show>
<st at us>busy! </ st at us>
</ presence>

She al so sends presence from her "bal cony" resource.
CC. <presence from= juliet @xanpl e. com bal cony’ id='pres2’' >
<show>away</ show>
<st at us>st epped away</ st at us>
</ presence>
Roneo’ s server then sends a probe to Juliet.
US: <presence frome romeo@xanpl e. net’ id='probel’ type='probe’ />
Juliet’s server then sends both of her presence notifications to

Roneo, preserving the 'id attributes included in the stanzas that
her client has sent.

CS: <presence fron¥ juliet @xanpl e. com chanber’ id='presl >
<show>dnd</ show>
<st at us>busy! </ st at us>
</ presence>
CS. <presence from= juliet @xanpl e. com bal cony’ id='pres2’' >

<show>away</ show>
<st at us>st epped away</ st at us>
</ presence>

In the second scenario, Juliet is offline when Roneo’s server sends a
probe.

US: <presence fronr ronmeo@xanpl e. net
i d=" probe2’
type=' probe’ />

Juliet’s server replies with an unavail able notification, mrroring
the 'id of Rone’s presence probe because there is no 'id to
preserve froman available notification that her client has sent.

CS. <presence frone juliet @xanpl e. comn

i d=" probe2’
type="unavail able' />
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4.4. Subsequent Presence Broadcast
4.4.1. dient Ceneration of Subsequent Presence Broadcast

After sending initial presence, at any tinme during its session the
user’'s client can update its availability for broadcast by sending a
presence stanza with no 'to’ address and no 'type’ attribute.

UC. <presence>
<show>away</ show>
</ presence>

The presence broadcast MAY contain the <priority/> elenment, the
<show/ > el enent, and one or nore instances of the <status/> el enent,
as well as extended content; details are provided under Section 4.7.

However, a user SHOULD send a presence update only to broadcast
information that is relevant to the user’s availability for

communi cati on or the communication capabilities of the resource.
Information that is not relevant in this way mght be of interest to
the user’s contacts but SHOULD be sent via other neans, such as the
"publ i sh-subscri be" nethod described in [ XEP-0163].

4.4.2. Server Processing of Subsequent Qutbound Presence

Upon receiving a presence stanza expressing updated availability, the
user’s server MJST broadcast the full XM. of that presence stanza to
the contacts who are in the user’s roster with a subscription type of
"fron or "both".

Interoperability Note: RFC 3921 specified that the user’s server
woul d check to nmake sure that it had not received a presence error
fromthe contact before sending subsequent presence notifications.
That rul e has been renoved because this specification uses
presence stanzas of type "unsubscribe" (not "error") to solve
subscri ption synchroni zation problens, in part because such
stanzas change the contact’s subscription state in the user’s
roster to either "none" or "to" (see Section 3.3 and Appendix A),
thus obviating the need for the error check

Interoperability Note: If the subscription type is "both", some
exi sting server inplenentations send subsequent presence
notifications to a contact only if the contact is online according
to the user’s server (that is, if the user’s server never received
a positive indication that the contact is online in response to
the presence probe it sent to the contact, the user’s server does
not send subsequent presence notifications fromthe user to the
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contact). This behavior is perceived to save bandwi dth, since
nost presence subscriptions are bidirectional and many contacts
will not be online at any given tine

US: <presence fron¥ juliet@xanpl e.conf bal cony
t o=" r oneo@xanpl e. net’ >
<show>away</ show>
</ presence>

US: <presence frone juliet@xanpl e.conf bal cony
t o=" benvol i o@xanpl e. net’ >
<show>away</ show>
</ presence>

US: <presence from= juliet@xanple.conf bal cony
t o=" mer cut i o@xanpl e. com >
<show>away</ show>
</ presence>

| npl enentation Note: See Section 4.6 regarding rules that
suppl enment the foregoing for handling of directed presence.

The user’s server MJIST al so send the presence stanza to all of the
user’s avail able resources (including the resource that generated the
presence notification in the first place).

US: <presence fronme juliet@xanpl e.conif bal cony
to="juliet @xanpl e. com chanber’ >
<show>away</ show>
</ presence>

US: <presence fron¥' juliet@xanpl e.coni bal cony
to="juliet @xanpl e. com bal cony’ >
<show>away</ show>
</ presence>

4.4.3. Server Processing of Subsequent |nbound Presence
Upon receiving presence fromthe user, the contact’s server MJST
deliver the user’s presence stanza to all of the contact’s avail able
resources
[ ... toresourcel ... ]
CS: <presence fron¥ juliet @xanpl e. com bal cony
t o="r oneo@xanpl e. net’ >

<show>away</ show>
</ presence>
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[ ... toresource2 ... ]

CS: <presence fron¥' juliet@xanpl e.com bal cony
t o="r oneo@xanpl e. net’ >
<show>away</ show>
</ presence>

4.4.4. dient Processing of Subsequent Presence

From the perspective of the contact’s client, there is no significant
difference between initial presence broadcast and subsequent
presence, so the contact’s client follow the rules for processing of
i nbound presence defined under Section 4.4.3.

4.5. Unavail abl e Presence
4.5.1. dient CGeneration of Unavail abl e Presence

Before ending its presence session with a server, the user’s client
SHOULD graceful ly becone unavail abl e by sendi ng "unavail abl e

presence", i.e., a presence stanza that possesses no 'to’ attribute
and that possesses a 'type’ attribute whose value is "unavail abl e".

UC. <presence type='unavail able’'/>

Optionally, the unavail able presence stanza MAY contain one or nore
<status/> el enments specifying the reason why the user is no |onger
avail abl e.

UC. <presence type='unavail abl e’ >
<st at us>goi ng on vacati on</ st at us>
</ presence>

However, the unavail abl e presence stanza MJST NOT contain the
<priority/> element or the <show > el enent, since these el enents
apply only to avail abl e resources.

4.5.2. Server Processing of Qutbound Unavail abl e Presence

The user’s server MJST NOT depend on receiving unavail abl e presence
froman avail abl e resource, since the resource m ght becone
unavail abl e ungracefully (e.g., the resource’s XM stream ni ght be
closed with or without a streamerror for any of the reasons

descri bed in [ XMPP- CORE]) .
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If an avail abl e resource becones unavail able for any reason (either
gracefully or ungracefully), the user’s server MJST broadcast
unavail abl e presence to all contacts that are in the user’s roster
with a subscription type of "from or "both".

Interoperability Note: RFC 3921 specified that the user’s server
woul d check to nake sure that it had not received a presence error
fromthe contact before sending unavail abl e presence
notifications. That rule has been renoved because this

speci fication uses presence stanzas of type "unsubscribe" (not
"error") to solve subscription synchronization problens, in part
because such stanzas change the contact’s subscription state in
the user’s roster to either "none" or "to" (see Section 3.3 and
Appendi x A), thus obviating the need for the error check

| mpl enentation Note: Even if the user’s server does not broadcast
the user’s subsequent presence notifications to contacts who are
offline (as described under Section 4.4.2), it MJST broadcast the
user’s unavail abl e presence notification; if it did not do so, the
| ast presence received by the contact’s server would be the user’s
initial presence for the presence session, with the result that
the contact would consider the user to be online.

| npl enentati on Note: See Section 4.6 regarding rul es that
suppl enent the foregoing for handling of directed presence.

If the unavail able notification was gracefully received fromthe
client, then the server MJST broadcast the full XM. of the presence
st anza.

US: <presence fron¥ juliet@xanpl e.coni bal cony
t o="r oneo@xanpl e. net
type='unavail abl e’ >

<st at us>goi ng on vacati on</ st atus>
</ presence>

US: <presence fron¥ juliet@xanpl e.coni bal cony
t o=" benvol i o@xanpl e. net’
type='unavail abl e’ >

<st at us>goi ng on vacati on</ st atus>
</ presence>

US: <presence fron¥ juliet@xanpl e.coni bal cony
t o=" mer cuti o@xanpl e. com
type='unavail abl e’ >

<st at us>goi ng on vacati on</ st atus>
</ presence>
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4.

5.

The user’s server MJST al so send the unavailable notification to al
of the user’s avail able resources (as well as to the resource that
generated the unavail able presence in the first place).

US: <presence fron¥ juliet@xanpl e.conf bal cony
to="juliet @xanpl e. com chanber’
type='unavail abl e’ >

<st at us>goi ng on vacati on</ st at us>
</ presence>

If the server detects that the user has gone offline ungracefully,
then the server MJUST generate the unavail abl e presence broadcast on
the user’s behal f.

| mpl enent ati on Note: Any presence stanza with no "type’ attribute
and no 'to’ attribute that the client sends after the server
broadcasts or generates an unavail abl e presence notificati on MIST
be routed or delivered by the user’s server to all subscribers
(i.e., MIST be treated as equivalent to initial presence for a new
presence session).

3. Server Processing of Inbound Unavail abl e Presence

Upon receiving an unavail able notification fromthe user, the
contact’'s server MJUST deliver the user’s presence stanza to all of
the contact’s avail abl e resources.

[ ... toresourcel ... ]

CS. <presence fronF juliet @xanpl e. com bal cony
t o=" r oneo@xanpl e. net
type='unavail abl e’ >

<st at us>goi ng on vacati on</ st atus>
</ presence>

[ ... toresource2 ... ]

CS: <presence fron¥' juliet@xanpl e. com bal cony
t o="r oneo@xanpl e. net
type="unavail abl e’ >

<st at us>goi ng on vacati on</ st at us>
</ presence>

I mpl ementation Note: If the contact’s server does not broadcast
subsequent presence notifications to users who are offline (as

descri bed under Section 4.4.2), it MJST also update its interna
representation of which entities are online by noting that the

user is unavail abl e.
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4.5.4. dient Processing of Unavail able Presence

From the perspective of the contact’s client, there is no significant
di fference between avail abl e presence broadcast and unavail abl e
presence broadcast, so in general the contact’s client follows the
rul es for processing of inbound presence defined under Section 4.4.3.

However, if the contact receives an unavailable notification fromthe
bare JID of the user (rather than the full JID of a particular
avai |l abl e resource), the contact’s client SHOULD treat the

unavail able notification as applying to all resources.

4.6. Directed Presence

This section supplenents the rules for client and server processing
of presence notifications and presence probes, but only for the
speci al case of directed presence.

4.6.1. General Considerations

In general, a client sends directed presence when it w shes to share
availability information with an entity that is not subscribed to its
presence, typically on a tenporary basis. Comon uses of directed
presence include casual one-to-one chat sessions as described under
Section 5.1 and multi-user chat roons as described in [ XEP-0045].

The tenporary rel ationship established by sharing directed presence
with another entity is secondary to the permanent rel ationship

est abli shed t hrough a presence subscription. Therefore, the acts of
creating, nodifying, or canceling a presence subscription MJST take
precedence over the rules specified in the foll ow ng subsections.

For exanple, if a user shares directed presence with a contact but
then adds the contact to the user’'s roster by conpleting the presence
subscri pti on "handshake", the user’s server MJST treat the contact
just as it would any normal subscriber as described under Section 3,
for exanple, by sendi ng subsequent presence broadcasts to the
contact. As another exanple, if the user then cancels the contact’s
subscription to the user’s presence, the user’s server MJST handl e
the cancellation just as it normally would as descri bed under
Section 3.2, which includes sendi ng unavail abl e presence to the
contact even if the user has sent directed presence to the contact.

XMPP servers typically inplenment directed presence by keeping a |ist
of the entities (bare JIDs or full JIDs) to which a user has sent
directed presence during the user’s current session for a given
resource (full JID), then clearing the Iist when the user goes
offline (e.g., by sending a broadcast presence stanza of type
"unavail abl e"). The server MJST renove fromthe directed presence
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list (or its functional equivalent) any entity to which the user
sends directed unavail abl e presence and SHOULD renove any entity that
sends unavail abl e presence to the user

4.6.

Client Generation of Directed Presence

As noted, directed presence is a client-generated presence stanza
with a "to’ attribute whose value is the bare JID or full JID of the
other entity and with either no "type’ attribute (indicating
availability) or a 'type attribute whose value is "unavail abl e".

4.6.

Server Processing of Qutbound Directed Presence

When the user’s server receives a directed presence stanza, it SHOULD
process it according to the follow ng rules.

1

If the user sends directed avail abl e or unavail able presence to a
contact that is in the user’s roster with a subscription type of
"fronf or "both" after having sent initial presence and before
sendi ng unavail abl e presence broadcast (i.e., during the user’s
presence session), the user’s server MJST locally deliver or
renotely route the full XM. of that presence stanza but SHOULD
NOT otherwi se nodify the contact’s status regardi ng presence
broadcast (i.e., it SHOULD include the contact’s JID in any
subsequent presence broadcasts initiated by the user).

If the user sends directed presence to an entity that is not in
the user’s roster with a subscription type of "fronmt or "both"
after having sent initial presence and before sendi ng unavail abl e
presence broadcast (i.e., during the user’s presence session),
the user’s server MJUST locally deliver or renotely route the ful
XML of that presence stanza to the entity but MJST NOT nodify the
contact’s status regardi ng avail abl e presence broadcast (i.e., it
MUST NOT include the entity’'s JID in any subsequent broadcasts of
avail abl e presence initiated by the user); however, if the
avai |l abl e resource fromwhich the user sent the directed presence
becones unavail abl e, the user’s server MJST route that
unavail abl e presence to the entity (if the user has not yet sent
directed unavail abl e presence to that entity).

If the user sends directed presence without first sending initia
presence or after having sent unavail abl e presence broadcast
(i.e., the resource is connected but not available), the user’s
server MIUST treat the entity to which the user sends directed
presence as in case #2 above.

Sai nt - Andr e St andards Track [ Page 63]



RFC 6121 XMPP | M March 2011

4.6.4. Server Processing of Inbound Directed Presence

From the perspective of the contact’s server, there is no significant
di fference between presence broadcast and directed presence, so the
contact’s server follows the rules for processing of inbound presence
defined under Sections 4.3.2, 4.4.3, and 4.5.3.

4.6.5. dient Processing of Inbound Directed Presence

From the perspective of the contact’s client, there is no significant
di fference between presence broadcast and directed presence, so the
contact’s client follows the rules for processing of inbound presence
defined under Section 4.4.3.

4.6.6. Server Processing of Presence Probes
If a user’s client has sent directed presence to another entity

(e.g., a one-to-one chat partner or a nulti-user chat roon), after
some tinme the entity or its server mght want to know if the client

is still online. This scenario is especially comon in the case of
mul ti-user chat roons, in which the user nmight be a participant for a
long period of tinme. |If the user’s client goes offline w thout the

chat room being informed (either by the client or the client’s
server), the user’s representation in the room nm ght becone a "ghost"
that appears to be participating but that in fact is no |onger
present in the room To detect such "ghosts", some nulti-user chat
room i npl enent ati ons send presence probes to users that have joined
the room

In the case of directed presence, the probing entity SHOULD send the
probe fromthe JID that received directed presence (whether a ful

JID or a bare JID). The probe SHOULD be sent to the user’s full JID,
not the user’s bare JID without a resourcepart, because the tenporary
"aut hori zation" involved with directed presence is based on the ful
JID fromwhich the user sent directed presence to the probing entity.
When the user’s server receives a probe, it MJST first apply any

| ogi ¢ associated with presence subscriptions as described under
Section 4.3.2. |If the probing entity does not have a subscription to
the user’s presence, then the server MJST check if the user has sent
directed presence to the entity during its current session; if so,
the server SHOULD answer the probe with only nere presence of type
"avail abl e" or "unavailable" (i.e., not including child el enents) and
only for that full JID (i.e., not for any other resources that m ght
be currently associated with the user’s bare JID)
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4.7. Presence Syntax
4.7.1. Type Attribute

The absence of a 'type’ attribute signals that the relevant entity is
avai |l abl e for comuni cation (see Section 4.2 and Section 4.4).

A’type attribute with a value of "unavail able" signals that the
rel evant entity is not available for conmunication (see Section 4.5).

The XMPP presence stanza is al so used to negotiate and nmanage
subscriptions to the presence of other entities. These tasks are
conpl eted via presence stanzas of type "subscribe", "unsubscribe"
"subscri bed", and "unsubscri bed" as described under Section 3.

If a user and contact are associated with different XMPP servers,
those servers also use a special presence stanza of type "probe" in
order to determine the availability of the entity on the peer server
details are provided under Section 4.3. Cients SHOULD NOT send
presence stanzas of type "probe"

The values of the "type attribute can be sumarized as foll ows:

0 error -- An error has occurred regarding processing of a
previously sent presence stanza; if the presence stanza is of type
"error", it MJST include an <error/> child elenent (refer to
[ XMPP- CORE] ) .

0 probe -- Arequest for an entity’s current presence; SHOULD be

generated only by a server on behalf of a user

0 subscribe -- The sender wishes to subscribe to the recipient’s
presence.
0 subscribed -- The sender has allowed the recipient to receive

their presence.

0 unavailable -- The sender is no | onger available for
conmuni cati on.

0 unsubscribe -- The sender is unsubscribing fromthe receiver’s
presence.
0 unsubscribed -- The subscription request has been denied or a

previously granted subscription has been cancel ed.

Sai nt - Andr e St andards Track [ Page 65]



RFC 6121 XMPP | M March 2011

If the value of the "type attribute is not one of the foregoing
val ues, the recipient or an internediate router SHOULD return a
stanza error of <bad-request/>.

| mpl enentati on Note: There is no default value for the ’'type
attribute of the <presence/> el enent.

| mpl enentati on Note: There is no value of "available" for the
"type' attribute of the <presence/> el enent.

4.7.2. Child El enents

In accordance with the default nanespace declaration, a presence
stanza is qualified by the 'jabber:client’ or 'jabber:server’
namespace, which defines certain child elenments of presence stanzas,
in particular the <show >, <status/>, and <priority/> el enents.
These child elenments are used to provide nore detailed information
about an entity’'s availability. Typically these child elenents are
included only if the presence stanza possesses no 'type’ attribute,
al t hough exceptions are noted in the text that follows.

4.7.2.1. Show El enent

The OPTI ONAL <show > el enent specifies the particular availability
sub-state of an entity or a specific resource thereof. A presence
stanza MJST NOT contain nore than one <show > el enent. There are no
attributes defined for the <show > el enent. The <show > el emrent MJST
NOT contain mxed content (as defined in Section 3.2.2 of [XM]).

The XML character data of the <show > elenment is not neant for
presentation to a human user. The XM character data MJUST be one of
the following (additional availability states could be defined

t hrough ext ended content el ements):

0 away -- The entity or resource is tenporarily away.
o chat -- The entity or resource is actively interested in chatting.
0 dnd -- The entity or resource is busy (dnd = "Do Not Disturb").

0 xa -- The entity or resource is away for an extended period (xa =
"eXtended Away").

If no <show > elenent is provided, the entity is assuned to be online
and avai |l abl e.

Any speci alized processing of availability states by recipients and

internmediate routers is up to the inplenentation (e.g., incorporation
of availability states into stanza routing and delivery |ogic).
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4,7.2.2. Status El enent

The OPTI ONAL <status/> el enent contains human-readabl e XML character
data speci fying a natural -1 anguage description of an entity’s

availability. It is normally used in conjunction with the show

el ement to provide a detailed description of an availability state
(e.g., "In a neeting") when the presence stanza has no 'type
attribute.

<presence fronme romeo@xanpl e. net/ orchard
xm 1 ang="en’ >
<show>dnd</ show>
<st at us>Woi ng Jul i et </ st at us>
</ presence>

There are no attributes defined for the <status/> elenent, with the
exception of the "xm:lang attribute inherited from[XM]. The
<status/> el enrent MJST NOT contain m xed content (as defined in
Section 3.2.2 of [XM.]). Miltiple instances of the <status/> el enent
MAY be included, but only if each instance possesses an 'xmnl:|ang
attribute with a distinct |anguage value (either explicitly or by

i nheritance fromthe 'xnl:lang’ value of an elenment farther up in the
XML hi erarchy, which fromthe sender’s perspective can include the
XM. stream header as described in [ XMPP-CORE]).

<presence fron¥ roneo@xanpl e. net/orchard
i d="j x62vs97’
xm 1 ang="en’ >
<show>dnd</ show>
<st at us>Wboi ng Jul i et </ st at us>
<status xm: Il ang='cs’ >Dvo&#x0159; &#x00ED; m se Julii </status>
</ presence>

A presence stanza of type "unavail able" MAY al so include a <status/>
el ement to provide detailed information about why the entity is going
of fli ne.

<presence fronr roneo@xanpl e. net/orchard
i d=" oy6sb241’
t ype="unavail abl e’
xm 1 ang="en’ >
<st at us>Busy | RL</ st at us>
</ presence>

Sai nt - Andr e St andards Track [ Page 67]



RFC 6121 XMPP | M March 2011

The <status/> child MAY al so be sent in a subscription-rel ated
presence stanza (i.e., type "subscribe", "subscribed", "unsubscribe"
or "unsubscribed") to provide a description of the action. An
interactive client MAY present this <status/> information to a human
user (see Section 11).

<presence fronr roneo@xanpl e. net
i d=" uc51xs63’
t o=" nur se@xanpl e. comi
type=' subscri be’ >
<status>Hi, Juliet told nme to add you to my buddy list.</status>
</ presence>

4.7.2.3. Priority El enent

The OPTIONAL <priority/> el ement contai ns non-human-readabl e XM
character data that specifies the priority level of the resource

The val ue MUST be an integer between -128 and +127. A presence
stanza MJST NOT contain nore than one <priority/> elenent. There are
no attributes defined for the <priority/> elenment. The <priority/>
el ement MUST NOT contain nixed content (as defined in Section 3.2.2
of [XM]).

<presence xn :|ang="en’ >
<show>dnd</ show>
<st at us>Woi ng Jul i et </ st at us>
<status xm :lang="cs’ >Dvo&#x0159; &#x00ED; m se Julii </status>
<priority>1</priority>
</ presence>

If no priority is provided, the processing server or client MJST
consider the priority to be zero ("0").

The client’s server MAY override the priority value provided by the

client (e.g., in order to inpose a nessage handling rul e of
delivering a nessage intended for the account’s bare JIDto all of
the account’s available resources). |If the server does so, it MJST

communi cate the nodified priority value when it echoes the client’'s
presence back to itself and sends the presence notification to the
user’s contacts (because this nodified priority value is typically
the default value of zero, conmunicating the nodified priority val ue
can be done by not including the <priority/> child elenent).

For information regarding the semantics of priority values in stanza

processing within instant nessagi ng and presence applications, refer
to Section 8.
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4.7.3. Extended Content

As described in [ XMPP-CORE], an XM. stanza MAY contain any child
el ement that is qualified by a nanespace other than the default
nanespace; this applies to the presence stanza as well.

(I'n the follow ng exanpl e, the presence stanza includes entity
capabilities information as defined in [ XEP-0115].)

<presence from=’ romeo@xanpl e. net’ >
<c xm ns="http://jabber. org/protocol/caps
hash="sha- 1’
node=' http://psi-imorg
ver =" q071 KJEyj vHSyhy/ / CHOCxnKi 8w="/ >
</ presence>

Any extended content included in a presence stanza SHOULD represent
aspects of an entity’'s availability for comunication or provide
i nformati on about conmmuni cation-rel ated capabilities.

5.  Exchangi ng Messages

Once a client has authenticated with a server and bound a resource to
an XML stream as described in [ XMPP-CORE], an XMPP server will route
XML stanzas to and fromthat client. One kind of stanza that can be
exchanged is <nessage/> (if, that is, nessaging functionality is
enabl ed on the server). Exchangi ng nessages is a basic use of XWPP
and occurs when a user generates a nessage stanza that is addressed
to another entity. As defined under Section 8, the sender’s server
is responsible for delivering the nessage to the intended recipient
(if the recipient is on the sane |ocal server) or for routing the
message to the recipient’s server (if the recipient is on a renote
server). Thus a nessage stanza is used to "push" information to
anot her entity.

5.1. One-to-One Chat Sessions

In practice, instant nessaging activity between hunan users tends to
occur in the formof a conversational burst that we call a "chat
session": the exchange of multiple nessages between two parties in
relatively rapid succession within a relatively brief period of tine.

When a hunman user intends to engage in such a chat session with a
contact (rather than sending a single nessage to which no reply is
expected), the nessage type generated by the user’s client SHOULD be
"chat" and the contact’s client SHOULD preserve that nessage type in
subsequent replies. The user’s client also SHOULD include a
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<thread/> elenent with its initial nessage, which the contact’s
client SHOULD al so preserve during the life of the chat session (see
Section 5.2.5).

The user’s client SHOULD address the initial nessage in a chat
session to the bare JID <contact @onai npart> of the contact (rather
than attenpting to guess an appropriate full JID

<cont act @lomai npart/resourcepart> based on the <show >, <status/>, or
<priority/> value of any presence notifications it night have
received fromthe contact). Until and unless the user’s client
receives a reply fromthe contact, it SHOULD send any further
messages to the contact’s bare JID. The contact’s client SHOULD
address its replies to the user’s full JID

<user @lonmi npart/resourcepart> as provided in the 'from address of
the initial message. Once the user’s client receives a reply from
the contact’s full JID, it SHOULD address its subsequent nessages to
the contact’s full JID as provided in the 'from address of the
contact’s replies, thus "locking in" on that full JID. A client
SHOULD "unl ock" after having received a <nmessage/ > or <presence/>
stanza from any other resource controlled by the peer (or a presence
stanza fromthe | ocked resource); as a result, it SHOULD address its
next nessage(s) in the chat session to the bare JID of the peer (thus
"unl ocki ng" the previous "lock"™) until it receives a nessage from one
of the peer’s full JIDs.

When two parties engage in a chat session but do not share presence
wi th each other based on a presence subscription, they SHOULD send
directed presence to each other so that either party can easily

di scover if the peer goes offline during the course of the chat
session. However, a client MJST provide a way for a user to disable
such presence sharing globally or to enable it only with particul ar
entities. Furthernore, a party SHOULD send directed unavail abl e
presence to the peer when it has reason to believe that the chat
session is over (e.g., if, after sone reasonable anount of tine, no
subsequent nmessages have been exchanged between the parties).

An exanpl e of a chat session is provided under Section 7.
5.2. Message Syntax

The follow ng sections describe the syntax of the <message/> stanza.
5.2.1. To Attribute

An instant nmessaging client specifies an intended recipient for a

nmessage by providing the JID of the intended recipient in the 'to’
attribute of the <message/ > stanza.
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If the message is being sent outside the context of any existing chat
session or received nessage, the value of the 'to’ address SHOULD be
of the form <l ocal part @onai npart> rather than of the form

<l ocal part @onei npart/resourcepart> (see Section 5.1).

<nmessage
from="juliet @xanpl e. con bal cony
i d=" kt x72v49
t o="r oneo@xanpl e. net
type=' chat’

xm 1 ang="en’ >
<body>Art thou not Roneo, and a Montague?</body>
</ message>

If the message is being sent in reply to a nessage previously
received froman address of the form

<l ocal part @onai npart/resourcepart> (e.g., within the context of a
one-to-one chat session as described under Section 5.1), the val ue of
the 'to’ address SHOULD be of the form

<l ocal part @lonai npart/resourcepart> rather than of the form

<l ocal part @omai npart> unl ess the sender has know edge (e.g., via
presence) that the intended recipient’s resource is no |onger
avai | abl e.

<message
frone’ roneo@xanpl e. net/ orchard’
i d=" sl 3nx51f"’
to="juliet @xanpl e. com bal cony
type=' chat’
xm ;1 ang="en’ >
<body>Nei ther, fair saint, if either thee dislike.</body>
</ message>

5.2.2. Type Attribute

Common uses of the nessage stanza in instant nessaging applications
i nclude: single nessages; nessages sent in the context of a one-to-
one chat session; nessages sent in the context of a multi-user chat
room alerts, notifications, or other information to which no reply
is expected; and errors. These uses are differentiated via the
"type’ attribute. Inclusion of the "type’ attribute is RECOMENDED
If included, the "type attribute MIUST have one of the foll ow ng
val ues:
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o chat -- The nessage is sent in the context of a one-to-one chat
session. Typically an interactive client will present a nessage
of type "chat" in an interface that enables one-to-one chat
between the two parties, including an appropriate conversation
history. Detailed reconmendations regardi ng one-to-one chat
sessions are provided under Section 5. 1.

0 error -- The nmessage is generated by an entity that experiences an
error when processing a nmessage received fromanother entity (for
details regarding stanza error syntax, refer to [ XMPP-CORE]). A
client that receives a nmessage of type "error"” SHOULD present an
appropriate interface informng the original sender regarding the
nature of the error.

0 groupchat -- The nessage is sent in the context of a nulti-user
chat environnent (sinmilar to that of [IRC]). Typically a
receiving client will present a message of type "groupchat” in an
interface that enabl es nany-to-nany chat between the parties,
including a roster of parties in the chatroomand an appropriate
conversation history. For detailed information about XMPP-based
groupchat, refer to [ XEP-0045].

0 headline -- The nessage provides an alert, a notification, or
other transient information to which no reply is expected (e.g.
news headlines, sports updates, near-real-tinme market data, or
syndi cated content). Because no reply to the nessage is expected,
typically a receiving client will present a message of type
"headline" in an interface that appropriately differentiates the
message from standal one nmessages, chat nessages, and groupchat
nmessages (e.g., by not providing the recipient with the ability to
reply). |If the "to’ address is the bare JID, the receiving server
SHOULD del i ver the nmessage to all of the recipient’s avail able
resources with non-negative presence priority and MJST deliver the
message to at |east one of those resources; if the 'to’ address is
a full JID and there is a matching resource, the server MJST
deliver the nessage to that resource; otherwi se the server MJST
either silently ignore the nessage or return an error (see
Section 8).

o normal -- The nessage is a standal one nmessage that is sent outside
the context of a one-to-one conversation or groupchat, and to
which it is expected that the recipient will reply. Typically a
receiving client will present a nessage of type "nornal" in an
interface that enables the recipient to reply, but without a
conversation history. The default value of the 'type’ attribute
is "normal ".
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An | M application SHOULD support all of the foregoi ng nessage types.
If an application receives a nessage with no 'type’ attribute or the
application does not understand the value of the '"type' attribute
provided, it MJST consider the nessage to be of type "normal" (i.e.
"normal " is the default).

Qui del i nes for server handling of different nessage types is provided
under Section 8.

Al t hough the "type’ attribute is OPTIONAL, it is considered polite to
mrror the type in any replies to a nessage; furthernore, some
speci ali zed applications (e.g., a nmulti-user chat service) MAY at
their discretion enforce the use of a particular nessage type (e.g.
type='groupchat’).

5.2.3. Body El enent

The <body/ > el enent contai ns hunman-readabl e XM. character data that
specifies the textual contents of the nessage; this child elenent is
normal Iy included but is OPTI ONAL.

<message
fron= juliet @xanpl e. con bal cony
i d=" b4vs9kmd’
t o=" r oneo@xanpl e. net
type='chat’

xm :lang="en’ >
<body>Wherefore art thou, Ronmeo?</body>
</ message>

There are no attributes defined for the <body/> elenent, with the
exception of the "xm:lang attribute. Miltiple instances of the
<body/ > el ement MAY be included in a nessage stanza for the purpose
of providing alternate versions of the sane body, but only if each

i nstance possesses an 'xml:lang’ attribute with a distinct |anguage
value (either explicitly or by inheritance fromthe 'xnl:lang’ val ue
of an elenent farther up in the XM. hierarchy, which fromthe
sender’s perspective can include the XM. stream header as descri bed
in [ XMPP-CORE] ).
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<message
from="juliet @xanpl e. con bal cony
i d=" z94nb37h’
t o="r oneo@xanpl e. net’
type=' chat’

xm 1 ang="en >
<body>Wherefore art thou, Ronmeo?</body>
<body xm :lang='cs’ >
Pr 0&#x010D; e&#x017D; jsi ty, Roneo?
</ body>
</ message>

The <body/> el enrent MJST NOT contain m xed content (as defined in
Section 3.2.2 of [XM]).

5.2.4. Subject El enent

The <subject/> el ement contai ns human-readabl e XML character data
that specifies the topic of the nessage.

<message
from="juliet @xanpl e. com bal cony
i d=" ¢8xg3nf &’
t o=" r oneo@xanpl e. net’
type='chat’

xm :lang="en’ >
<subj ect>l inplore you! </ subject>
<body>Wherefore art thou, Ronmeo?</body>
</ message>

There are no attributes defined for the <subject/> elenent, with the
exception of the 'xm:lang’ attribute inherited from[XM]. Miltiple
i nstances of the <subject/> el enment MAY be included for the purpose
of providing alternate versions of the same subject, but only if each
i nstance possesses an 'xml:lang’ attribute with a distinct |anguage
value (either explicitly or by inheritance fromthe 'xnl:lang’ val ue
of an elenent farther up in the XM. hierarchy, which fromthe
sender’s perspective can include the XM. stream header as descri bed
in [ XMPP-CORE] ).
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<message
from="juliet @xanpl e. con bal cony
i d="j k3v47gw
t o="r oneo@xanpl e. net’
type=' chat’

xm 1 ang="en >
<subj ect>l inplore you! </ subject>
<subj ect xm:lang='cs’' >

&#x00DA; p&#x011B; nl i v&#x011B; pr os&*#x00ED; m
</ subj ect >
<body>Wherefore art thou, Ronmeo?</body>
<body xnl :lang='cs’ >

Pr 0&#x010D; e&#x017E; jsi ty, Roneo?
</ body>
</ message>

The <subject/> el ement MUST NOT contain m xed content (as defined in
Section 3.2.2 of [XM]).

5.2.5. Thread El enent

The primary use of the XMPP <thread/> elenent is to uniquely identify
a conversation thread or "chat session" between two entities

instanti ated by <nessage/ > stanzas of type 'chat’. However, the XMPP
<thread/ > el enrent MAY al so be used to uniquely identify an anal ogous
thread between two entities instantiated by <nessage/ > stanzas of

type 'headline’ or 'normal’, or anong nultiple entities in the
context of a multi-user chat roominstantiated by <nessage/ > stanzas
of type 'groupchat’. It MAY also be used for <nmessage/> stanzas not

related to a hunan conversation, such as a gane session or an

i nteracti on between plugins. The <thread/> elenent is not used to
identify individual nessages, only conversations or nessagi ng
sessi ons.

The inclusion of the <thread/> elenent is OPTIONAL. Because the
<thread/> elenent identifies the particular conversation thread to
whi ch a nessage bel ongs, a nessage stanza MJST NOT contain nore than
one <thread/> el enent.

The <thread/ > el ement MAY possess a 'parent’ attribute that
identifies another thread of which the current thread is an of fshoot
or child. The 'parent’ attribute MJUST conformto the syntax of the
<thread/> elenment itself and its value MJUST be different fromthe XM
character data of the <thread/> el ement on which the ’parent’
attribute is included.
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| mpl enentati on Note: The ability to specify both a parent thread
and a child thread introduces the possibility of conflicts between
thread identifiers for overlapping threads. For exanple, one
<thread/> el ement m ght contain XM. character data of "foo" and a
"parent’ attribute whose value is "bar", a second <thread/>

el ement mght contain XML character data of "bar" and a ’'parent’
attribute whose value is "baz", and a third <thread/ > el enent

m ght contain XM. character data of "baz" and a 'parent’ attribute

whose value is once again "foo". It is up to the inplenentation
how it will treat conflicts between such overl apping thread
identifiers (e.g., whether it will "chain together" thread

identifiers by showing "foo" as both a parent and grandchild of
"baz" in a nulti-level user interface, or whether it will show
only one | evel of dependency at a tine).

The val ue of the <thread/> elenent is not human-readabl e and MJUST be
treated as opaque by entities; no semantic neani ng can be derived
fromit, and only exact conparisons can be nmade against it. The

val ue of the <thread/> el enent MJUST uniquely identify the
conversation thread either between the conversation partners or nore
generally (one way to ensure uni queness is by generating a
universally unique identifier (UU D) as described in [UUD]).

Security Warning: An application that generates a Threadl D MUST
ensure that it does not reveal identifying information about the
entity (e.g., the MAC address of the device on which the XMPP
application is running).

The <thread/> el ement MJUST NOT contain mxed content (as defined in
Section 3.2.2 of [XM]).

<message
from="juliet @xanpl e. com bal cony
t o="r oneo@xanpl e. net’
type=' chat’
xm ;1 ang="en’ >
<subj ect>l inplore you! </ subject>
<subj ect xm:lang='cs’' >
&#x00DA; p&#x011B; nl i v&#x011B; pr os&*#x00ED; m
</ subj ect >
<body>Wherefore art thou, Ronmeo?</body>
<body xnl :lang='cs’ >
Pr 0&#x010D; e&#x017E; jsi ty, Roneo?
</ body>
<t hread parent="e0f fe42b28561960c6b12b944a092794hb9683a38" >
0e3141cd80894871a68e6f e6blec56f a
</t hread>
</ message>
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For detail ed recommendati ons regardi ng use of the <thread/> el enent,
refer to [ XEP-0201].

5. 3. Ext ended Cont ent

As described in [ XMPP-CORE], an XM. stanza MAY contain any child

el ement that is qualified by a nanespace other than the default
nanespace; this applies to the nessage stanza as well. Cuidelines
for handling extended content on the part of both routing servers and
end recipients are provided in Section 8.4 of [ XMPP-CORE].

(I'n the follow ng exanple, the nessage stanza includes an XHTM.-
formatted version of the nmessage as defined in [ XEP-0071]).)

<message
from="juliet @xanpl e. com bal cony
t o=" r oneo@xanpl e. net
type=' chat’
xm ;1 ang="en' >
<body>Wherefore art thou, Ronmeo?</body>
<htm xm ns="http://jabber.org/protocol/xhtm -imn >
<body xm ns="http://wwmw W3. org/ 1999/ xhtm ’ >
<p>Wherefore <span style="font-style: italic’ >art</span>
t hou, <span styl e=" col or:red >Roneo</ span>?</ p>
</ body>
</htm >
</ message>

6. Exchanging 1Q Stanzas

As described in [ XMPP-CORE], | Q stanzas provide a structured request-
response mechanism The basic semantics of that mechanism (e.g.
that the 'id attribute is nandatory) are defined in [ XMPP-CORE],
whereas the specific semantics needed to conplete particul ar use

cases are defined in all instances by the extended nanmespace that
qualifies the direct child elenent of an I Q stanza of type "get" or
"set". The 'jabber:client’ and ’'jabber:server’ nanespaces do not

define any children of 1Q stanzas other than the <error/> el enent
common to all stanza types. This docunent defines one such extended
nanespace, for Managing the Roster (Section 2). However, an IQ
stanza MAY contain structured information qualified by any extended
namespace
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7. A Sanple Session

The exanples in this section illustrate a possible instant messagi ng
and presence session. The user is <roneo@xanple.net> he has an
avai |l abl e resource whose resourcepart is "orchard", and he has the
following individuals in his roster:

0 <juliet@xanple.con> (subscription="both" and she has two
avai |l abl e resources, "chanber" and "bal cony")

0 <benvol i o@xanpl e. net > (subscription="to")
0 <nercutio@xanple.org> (subscription="front)

First, the user conpletes the preconditions (stream establishment,
TLS and SASL negotiation, and resource binding) described in
[ XMPP- CORE] ; those protocol flows are not reproduced here.

Next, the user requests his roster.
Exanpl e 1: User requests current roster from server

UC. <iq from= roneo@xanpl e. net/orchard’
i d=" hf 61v3n7’
type='get’ >
<query xm ns='jabber:iq:roster’/>
</iqg>

Exanpl e 2: User receives roster from server

US: <iq id="hf6lv3n7’
t o="r oneo@xanpl e. net/ orchard’
type="result’ >
<query xml ns='jabber:iq:roster’>
<itemjid="juliet@xanple.con
name="Jul i et’
subscri ption="both’ >
<gr oup>Fri ends</ gr oup>
<litenp
<itemjid="benvol i o@xanpl e.org’
nane=' Benvol i o’
subscription="to />
<itemjid=" nercutio@xanple.org’
name=" Mercuti o’
subscription="fronm />
</ query>
</iqg>
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Now t he user begins a presence session
Exanpl e 3: User sends initial presence
UC. <presence/ >

Exanpl e 4: User’s server sends presence probes to contacts with
subscription="to" and subscription="both" on behal f of the user

US: <presence
frone roneo@xanpl e. net
to="juliet@xanpl e.com
type=' probe’ />

US: <presence
fronm=’ roneo@xanpl e. net’
t o=" benvol i o@xanpl e. org
type=' probe’ />

Exanple 5. User’s server sends initial presence to contacts with
subscription="froni' and subscription="both" on behalf of the user’s
avail abl e resource, as well as to user

US. <presence
fronm= roneo@xanpl e. net/ orchard’
to="juliet@xanple.com/>

US: <presence
frone roneo@xanpl e. net/ orchard’
to="nmercuti o@xanple.org’ />

US: <presence
fronm=’ roneo@xanpl e. net/orchard
to="r oneo@xanpl e. net’ />

Exanpl e 6: Contacts’ servers reply to presence probe on behalf of all
avai |l abl e resources

CS: <presence

from="juliet @xanpl e. com bal cony
t o=" r oneo@xanpl e. net
xm ;1 ang="en >

<show>away</ show>

<stat us>be right back</status>

<priority>0</priority>

</ presence>

Sai nt - Andr e St andards Track [ Page 79]



RFC 6121 XMPP | M March 2011

CS. <presence
from= juliet@xanpl e. conf chanber’
t o="r oneo@xanpl e. net’ >
<priority>1</priority>
</ presence>

CS. <presence
frone’ benvol i o@xanpl e. or g/ pda
t o="r oneo@xanpl e. net
xm 1 ang="en’ >
<show>dnd</ show>
<status>gal |l i vanti ng</ st at us>
</ presence>

Exanple 7: Contacts’ servers deliver user’s initial presence to all
avai |l abl e resources

CS: <presence
fronm= roneo@xanpl e. net/ orchard’
to="juliet@xanple.com/>

CS: <presence
frone roneo@xanpl e. net/ orchard’
to="juliet@xanple.conm/>

CS. <presence
fronm=’ roneo@xanpl e. net/orchard
to="mercuti o@xanple.org' />

Exanpl e 8: User sends directed presence to another user not in his
roster

UC. <presence

fronm=’ roneo@xanpl e. net/orchard
t o=" nur se@xanpl e. comi
xm ;1 ang="en >

<show>dnd</ show>

<status>courting Juliet</status>

<priority>0</priority>

</ presence>

Now t he user engages in a chat session with one of his contacts.
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Exanpl e 9: A threaded conversation

CC

And

<message
from="juliet @xanpl e. com bal cony
t o=" r oneo@xanpl e. net
type=' chat’
xm ;1 ang="en' >
<body>My ears have not yet drunk a hundred words</body>
<t hr ead>e0f f e42b28561960c6b12b944a092794b9683a38</t hr ead>
</ message>

<nmessage
from="juliet @xanpl e. con bal cony
t o="r oneo@xanpl e. net
type='chat’
xm 1 ang="en’ >
<body>OF that tongue’s utterance, yet | know the sound: </ body>
<t hr ead>e0f f e42b28561960c6b12b944a092794b9683a38</ t hr ead>
</ message>

<message
from="juliet @xanpl e. com bal cony
t o=" r oneo@xanpl e. net
type=' chat’
xm ;1 ang="en' >
<body>Art thou not Roneo, and a Montague?</body>
<t hr ead>e0f f e42b28561960c6b12b944a092794hb9683a38</t hr ead>
</ message>

<nmessage
fronm= roneo@xanpl e. net/ orchard’
to="juliet @xanpl e. com bal cony
type='chat’
xm : 1 ang="en’ >
<body>Nei ther, fair saint, if either thee dislike.</body>
<t hr ead>eOf f e42b28561960c6b12b944a092794b9683a38</ t hr ead>
</ message>

<message
from="juliet @xanpl e. com bal cony
to="r oneo@xanpl e. net/ orchard
type='chat’
xm ;1 ang="en' >
<body>How cani st thou hither, tell ne, and wherefore?</body>
<t hr ead>eOf f e42b28561960c6b12b944a092794b9683a38</t hr ead>
</ message>

SO on.
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The user can al so send subsequent presence broadcast.
Exanpl e 10: User sends updated avail abl e presence for broadcast

UC. <presence xnl:|ang="en’ >
<show>away</ show>
<status>| shall return!</status>
<priority>l</priority>
</ presence>

Exanpl e 11: User’s server broadcasts updated presence to the contacts
who have a subscription of type "both" or "fronm' (but not to the
entity to which the user sent directed presence)

US: <presence

fronm=’ roneo@xanpl e. net/orchard
to="juliet@xanpl e. coni
xm ;1 ang="en >

<show>away</ show>

<status>| shall return!</status>

<priority>l</priority>

</ presence>

US. <presence

fronm= roneo@xanpl e. net/ orchard’
to="mercuti o@xanpl e. org
xm :lang="en’ >

<show>away</ show>

<status>l shall return!</status>

<priority>1l</priority>

</ presence>

Exanpl e 12: Contacts’ servers deliver updated presence

CS: <presence

fronme roneo@xanpl e. net/ orchard’
to="juliet@xanple.con
xm :lang="en’ >

<show>away</ show>

<status>l shall return!</status>

<priority>l</priority>

</ presence>
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CS. <presence

frone’ roneo@xanpl e. net/ orchard’
to="juliet@xanpl e. coni
xm 1 ang="en’ >

<show>away</ show>

<status>| shall return!</status>

<priority>1l</priority>

</ presence>

CS: <presence

frone roneo@xanpl e. net/ orchard’
to=" mercuti o@xanpl e. org’
xm ;1 ang="en' >

<show>away</ show>

<status>l shall return!</status>

<priority>1</priority>

</ presence>

Exanpl e 13: One of the contact’s resources broadcasts unavail abl e
notification

CC. <presence fron¥ juliet @xanpl e. com chanber’ type='unavailable' />
Exanpl e 14: Contact’s server sends unavailable notification to user
CS. <presence

from= juliet @xanpl e. conf chanber’

t o="r oneo@xanpl e. net’

type="unavail able’ />
Now t he user ends his presence session
Exanpl e 15: User sends unavail able notification
UC. <presence type='unavailable’ xnl:lang="en >

<st at us>gone hone</ st at us>
</ presence>

Exanpl e 16: User's server broadcasts unavailable notification to

contacts as well as to the entity to whomthe user sent directed
presence
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US: <presence
frone’ roneo@xanpl e. net/ orchard’
to="juliet@xanpl e. coni
t ype=" unavail abl e’
xm 1 ang="en’ >
<st at us>gone hone</ st at us>
</ presence>

US: <presence
fronm=’ roneo@xanpl e. net/orchard
t o=" mer cut i o@xanpl e. org
t ype=" unavail abl e’
xm ;1 ang="en' >
<st at us>gone hone</ st at us>
</ presence>

US: <presence
fronme roneo@xanpl e. net/orchard’
t o=" nur se@xanpl e. comi
t ype="unavail abl e’
xm :lang="en’ >
<st at us>gone hone</ st at us>
</ presence>

Finally the user closes his streamand the server responds in Kkind.
Exanpl e 17: User cl oses stream
UC. </stream streanp
Exanpl e 18: User’'s server closes stream
US: </stream streanr
THE END

8. Server Rules for Processing XM. Stanzas
Basi c server rules for processing XML stanzas are defined in
[ XMPP- CORE], and the reader is referred to that specification for
underlying rules and security inplications. This section defines
suppl enentary rules for XMPP instant nessagi ng and presence servers.
Sone delivery rules defined in this section specify the use of
"of fline storage", i.e., the server’s act of storing a nmessage stanza
on behalf of the user and then delivering it when the user next

becones avail able. For reconmendations regarding of fline nmessage
storage, refer to [ XEP-0160].
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8.

8.

8.

1. General Considerations

[ XMPP- CORE] di scusses general considerations for stanza delivery, in
particul ar the tradeoffs between (i) providing an acceptable |evel of
service regarding stanza delivery and (ii) preventing directory
harvesting attacks and presence | eaks. However, the concept of a
directory harvesting attack does not apply if a contact is known to
and trusted by a user (because the contact is in the user’'s roster as
descri bed under Section 2). Sinmilarly, the concept of a presence

| eak does not apply if a contact is authorized to know a user’s
presence (by nmeans of a presence subscription as described under
Section 3) or if the user has voluntarily sent presence to an entity
(by neans of directed presence as described under Section 4.6).
Therefore, in cases where the follow ng sections guard agai nst
directory harvesting attacks and presence | eaks by providing an
alternative of (a) silently ignoring a stanza or (b) returning an
error, a server SHOULD return an error if the originating entity is
in the user’s roster (when the error would reveal whether the user’s
account exists) or is authorized to receive presence fromthe user or
has received directed presence fromthe user (when the error would
reveal the presence of a user’s resource).

Security Warning: Al of the stanza processing rul es described

bel ow are defined with the understanding that they will be applied
subject to enforcenent of relevant privacy and security policies,
such as those depl oyed by neans of [ XEP-0016] or [ XEP-0191]. The
conf ormance | anguage (MJUST, SHOULD, etc.) in the follow ng
sections is not nmeant to override any such | ocal service policies.

2. No 'to Address

If the stanza possesses no 'to’ attribute, the rules defined in

[ XMPP- CORE] apply.
3. Renote Donain

If the donminpart of the address contained in the 'to’ attribute of
an out bound stanza does not match a configured domain of the server
itself, then the rules provided in Section 10.4 of [XMPP-CORE] apply.

Interoperability Note: RFC 3921 specified how to use the _im _xnpp
and pres. _xnpp SRV records [I MP-SRV] as a fallback nmethod for

di scovering whether a renote instant nmessagi ng and presence
servi ce communi cates via XMPP. Because those SRV records have not
been wi dely depl oyed, this docunent no | onger specifies their use,
and new i npl enment ati ons are not encour aged.
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8.4. Local Donmin

I f the domainpart of the JID contained in the "to’ attribute matches
one of the configured domains of the server, the domain is serviced
by the server itself (not by a specialized |local service), and the
JIDis of the form <donmai npart> or <donmi npart/resourcepart>, the
rul es defined in [ XMPP- CORE] apply.

8.5. Local User

If the "to’ address specifies a bare JID <l ocal part @onai npart > or
full JID <local part @onai npart/resourcepart> where the domai npart of
the JID matches a configured domain that is serviced by the server
itself, the server MJST proceed as foll ows.

8.5.1. No Such User

If the user account identified by the "to’ attribute does not exist,
how t he stanza is processed depends on the stanza type.

o For an I Q stanza, the server MJST return a <service-unavail abl e/ >
stanza error to the sender.

o For a nessage stanza, the server MJIST either (a) silently ignore
the message or (b) return a <service-unavail abl e/> stanza error to
t he sender.

o For a presence stanza with no 'type’ attribute or a ’'type’
attribute of "unavail able", the server MIST silently ignore the
stanza.

o For a presence stanza of type "subscribe", "subscribed"
"unsubscribe", or "unsubscribed", the server MJST silently ignore
t he stanza.

o For a presence stanza of type "probe", the server MJST either (a)
silently ignore the stanza or (b) return a presence stanza of type
"unsubscri bed".

8.5.2. local part @omai npart
If the JID contained in the '"to’ attribute is of the form

<l ocal part @onmi npart>, then the server MJST adhere to the foll ow ng
rul es.
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8.5.2.1. Avail abl e or Connected Resources

If there is at | east one avail able resource or connected resource,
how t he stanza is processed depends on the stanza type.

8.5.2.1.1. Message

For a message stanza of type "normal ":

(0]

If all of the avail able resources have a negative presence
priority then the server SHOULD either (a) store the message
offline for later delivery or (b) return a stanza error to the
sender, which SHOULD be <service-unavail abl e/ >.

If there is one available resource with a non-negative presence
priority then the server MJST deliver the nessage to that
resource.

If there is nore than one resource with a non-negative presence
priority then the server MIST either (a) deliver the nessage to
the "nost avail abl e" resource or resources (according to the
server’s inplenentation-specific algorithm e.g., treating the
resource or resources with the highest presence priority as "nost
avai l abl e") or (b) deliver the nessage to all of the non-negative
resour ces

For a nmessage stanza of type "chat":

(0]

If the only available resource has a negative presence priority

then the server SHOULD either (a) store the nessage offline for

|ater delivery or (b) return a stanza error to the sender, which
SHOULD be <servi ce-unavail abl e/ >.

If the only avail abl e resource has a non-negative presence
priority then the server MJST deliver the nmessage to that
resource.

If there is nore than one resource with a non-negative presence
priority then the server MIST either (a) deliver the nessage to
the "nost avail abl e" resource or resources (according to the
server’s inplenentation-specific algorithm e.g., treating the
resource or resources with the highest presence priority as "nost
avai | abl e") or (b) deliver the nessage to all of the non-negative
resources that have opted in to receive chat nessages

For a message stanza of type "groupchat", the server MJST NOT deliver
the stanza to any of the avail able resources but instead MJST return
a stanza error to the sender, which SHOULD be <service-unavail abl e/ >.
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For a message stanza of type "headline"

o |If the only avail able resource has a negative presence priority
then the server MIST silently ignore the stanza.

o |If the only avail able resource has a non-negative presence
priority then the server MJST deliver the nessage to that
resource.

o If there is nore than one resource with a non-negative presence
priority then the server MIJST deliver the nmessage to all of the
non- negati ve resources.

For a message stanza of type "error", the server MJST silently ignore
t he nmessage.

However, for any nessage type the server MJST NOT deliver the stanza
to any avail able resource with a negative priority; if the only
avai |l abl e resource has a negative priority, the server SHOULD handl e
the message as if there were no avail abl e resources or connected
resources as described under Section 8.5.2.2.

In all cases, the server MUST NOT rewite the "to’ attribute (i.e.
it MUST leave it as <l ocal part @onai npart> rather than change it to
<l ocal part @lonmi npart/resourcepart>).

8.5.2.1. 2. Presence

For a presence stanza with no type or of type "unavail abl e", the
server MUST deliver it to all available resources

For a presence stanza of type "subscribe", "subscribed"
"unsubscri be", or "unsubscribed", the server MJST adhere to the rules
defined under Section 3 and sunmarized under Appendix A

For a presence stanza of type "probe", the server MIST handle it
directly as described under Section 4.3.

In all cases, the server MUST NOT rewite the "to’ attribute (i.e.
it MIST leave it as <l ocal part @onuai npart> rather than change it to
<l ocal part @lonai npart/resourcepart>).

8.5.2.1.3. 1Q
For an |1 Q stanza, the server itself MJST reply on behal f of the user
with either an IQresult or an 1Q error, and MJST NOT deliver the IQ

stanza to any of the user’s available resources. Specifically, if
the senmantics of the qualifying nanespace define a reply that the
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server can provide on behalf of the user, then the server MJST reply
to the stanza on behal f of the user by returning either an | Q stanza
of type "result" or an |1 Q stanza of type "error" that is appropriate
to the original payload; if not, then the server MIST reply with a
<servi ce-unavail abl e/ > stanza error

8.5.2.2. No Avail abl e or Connect ed Resources

If there are no avail abl e resources or connected resources associ at ed
with the user, how the stanza is processed depends on the stanza

type.
8.5.2.2.1. Message

For a message stanza of type "normal" or "chat", the server SHOULD
either (a) add the nessage to offline storage or (b) return a stanza
error to the sender, which SHOULD be <service-unavail abl e/ >.

For a message stanza of type "groupchat", the server MJST return an
error to the sender, which SHOULD be <servi ce-unavail abl e/ >.

For a message stanza of type "headline" or "error", the server MJST
silently ignore the nessage.

8.5.2.2. 2. Presence

For a presence stanza with no type or of type "unavail able", the
server SHOULD silently ignore the stanza by not storing it for later
delivery and not replying to it on behalf of the user.

For a presence stanza of type "subscribe", "subscribed"
"unsubscri be", or "unsubscribed", the server MJST adhere to the rules
defined under Section 3 and sunmarized under Appendix A

For a presence stanza of type "probe", the server MIST handle it
directly as described under Section 4.3.

8.5.2.2.3. 1Q

For an 1 Q stanza, the server itself MJIST reply on behal f of the user
with either an IQresult or an IQerror. Specifically, if the
semantics of the qualifying nanespace define a reply that the server
can provide on behal f of the user, then the server MIUST reply to the
stanza on behal f of the user by returning either an | Q stanza of type
"result" or an 1 Q stanza of type "error" that is appropriate to the
original payload; if not, then the server MIST reply with a <service-
unavai |l abl e/ > stanza error
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8.5.3. local part @onai npart/resourcepart

I f the domai npart of the JID contained in the "to’ attribute of an
i nbound stanza nmatches one of the configured domains of the server
itself and the JID contained in the 'to’ attribute is of the form
<l ocal part @lonmi npart/resourcepart>, then the server MJST adhere to
the follow ng rules.

8.5.3.1. Resource Mtches

If an avail able resource or connected resource exactly matches the
full JID, how the stanza is processed depends on the stanza type.

o For an 1Q stanza of type "get" or "set", if the intended recipient
does not share presence with the requesting entity either by neans
of a presence subscription of type "both" or "fron or by neans of
directed presence, then the server SHOULD NOT deliver the 1Q
stanza but instead SHOULD return a <service-unavail abl e/ > stanza
error to the requesting entity. This policy helps to prevent
presence | eaks (see Section 11).

o For an 1Q stanza of type "result” or "error", the server MJST
deliver the stanza to the resource.

o For a nessage stanza, the server MJST deliver the stanza to the
resource.

o For a presence stanza with no 'type’ attribute or a ’'type’
attribute of "unavail able", the server MJST deliver the stanza to
t he resource

o For a presence stanza of type "subscribe", "subscribed"
"unsubscri be", or "unsubscribed", the server MJST follow the
gui del i nes provi ded under Section 3.

o For a presence stanza of type "probe", the server MJST follow the
gui del i nes provi ded under Section 4. 3.

8.5.3.2. No Resource Matches

If no avail able resource or connected resource exactly matches the
full JID, how the stanza is processed depends on the stanza type.
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8.5.3.2.1. Message

For a message stanza of type "normal", "groupchat", or "headline"
the server MUST either (a) silently ignore the stanza or (b) return
an error stanza to the sender, which SHOULD be <service-
unavai | abl e/ >.

For a message stanza of type "chat":

o If there is no avail able or connected resource, the server MJST
either (a) store the nessage offline for later delivery or (b)
return an error stanza to the sender, which SHOULD be <service-
unavai |l abl e/ >.

o If all of the available resources have a negative presence
priority then the server SHOULD (a) store the nessage offline for
| ater delivery or (b) return a stanza error to the sender, which
SHOULD be <servi ce-unavail abl e/ >.

o |If there is one avail able resource with a non-negative presence
priority then the server MJST deliver the nmessage to that
resource.

o If there is nore than one resource with a non-negative presence
priority then the server MIST either (a) deliver the nessage to
the "nost avail abl e" resource or resources (according to the
server’'s inplenentation-specific algorithm e.g., treating the
resource or resources with the highest presence priority as "nost
avai l abl e") or (b) deliver the message to all of the non-negative
resources that have opted in to receive chat nessages

For a message stanza of type "error", the server MJST silently ignore
t he stanza.

8.5.3.2. 2. Presence

For a presence stanza with no "type' attribute or a 'type’ attribute
of "unavailable", the server MJST silently ignore the stanza.

For a presence stanza of type "subscribe", the server MJST follow the
gui del i nes provi ded under Section 3.1.3.

For a presence stanza of type "subscribed", "unsubscribe", or
"unsubscribed", the server MJST ignore the stanza.

For a presence stanza of type "probe", the server MJST follow the
gui del i nes provi ded under Section 4.3.
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8.5.3.2.3. 1Q

For an |1 Q stanza, the server MJST return a <service-unavail abl e/ >
stanza error to the sender.

8.5.4. Sunmary of Message Delivery Rul es

The followi ng table sunmari zes the nessage (not stanza) delivery

rul es described earlier in this section. The left colum shows

vari ous conbi nati ons of conditions (non-existent account, no active
resources, only one resource and it has a negative presence priority,
only one resource and it has a non-negative presence priority, or
nore than one resource and each one has a non-negative presence
priority) and 'to’ addresses (bare JID, full JID matching an
avai l abl e resource, or full JID matching no avail abl e resource). The
subsequent columms list the four primary nmessage types (normal, chat,
groupchat, or headline) along with six possible delivery options:
storing the nessage offline (O, bouncing the nessage with a stanza
error (E), silently ignoring the nessage (S), delivering the nessage
to the resource specified in the "to’ address (D), delivering the
nmessage to the "nost avail able" resource or resources according to
the server’s inplenmentation-specific algorithm e.g., treating the
resource or resources with the highest presence priority as "nost
avail able" (M, or delivering the nessage to all resources w th non-
negative presence priority (A -- where for chat nessages "al
resources" can nean the set of resources that have explicitly opted
in to receiving every chat nessage). The '/’ character stands for
"exclusive or". The server SHOULD observe the rules given in section
8.1 when choosi ng which action to take for a particul ar nessage.
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Tabl e 1: Message Delivery Rules

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e mm— ==
| Condition | Normal | Chat | G oupchat Headl i ne
o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e —mm— = =
| ACCOUNT DOES NOT EXI ST

| bare | S'E | S/E | E S

|  full | SIE | SIE | S/'E S/'E

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e mm— ==
| ACCOUNT EXI STS, BUT NO ACTI VE RESOURCES

| Dbare | QE | QE | E S

| full (no match) | S/E | QE | SI'E SI'E

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==
| 1+ NEGATI VE RESOURCES BUT ZERO NON- NEGATI VE RESOURCES

| bare | QOE | QE | E S

| full natch | D | D | D D

| full no match | SIE | JdE | S/'E S/'E

o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m e —m— = =
| 1 NON- NEGATI VE RESOURCE

| bare | D | D | E D

| full match | D | D | D D

| full no match | S'E | D | SI'E SI'E

o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e —mm— = =
| 1+ NON- NEGATI VE RESOURCES

| bare | MA | MA* | E A

| full match | D | D A* | D D

| full no match | SIE | MA* | S/ E S/ E

o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e mm— = =

* For nessages of type "chat", a server SHOULD NOT act
accordance with option (A) unless clients can explicitly opt in to
receiving all chat nessages; however, nethods for opting in are

outside the scope of this specification

9. Handling of URIs

March 2011

in

The addresses of XWMPP entities as used in comunication over an XMPP
network (e.g., in the 'from and 'to’ addresses of an XM. stanza)
MJUST NOT be prepended with a Uniform Resource ldentifier [URI]

schene.

However, an application that is external to XMPP itself (e.g., a page
on the Wrld Wde Wb) mght need to identify an XMPP entity either
as a URI or as an Internationalized Resource ldentifier [IR], and an

XMPP client might need to interact with such an externa

application

(for exanmple, an XWPP client mght be invoked by clicking a Iink
provided on a web page). 1In the context of such interactions, XWP
clients are encouraged to handl e addresses that are encoded as
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10.

11.

"xmpp:" URIs and IRI's as specified in [ XMPP-URI] and further
described in [ XEP-0147]. Al though XMPP clients are al so encouraged
to handl e addresses that are encoded as "im" URIs as specified in
[CPIM and "pres:" URIs as specified in [CPP], they can do so by
renoving the "im" or "pres:" scheme and entrusting address
resolution to the server as specified under Section 8.3.

Internationalization Considerations

For internationalization considerations, refer to the rel evant
section of [ XMPP-CORE].

Security Considerations

Core security considerations for XMPP are provided in Section 13 of
[ XMPP- CORE], including discussion of channel encryption

aut hentication, information | eaks, denial-of-service attacks, and

i nterdonmai n federation

Section 13.1 of [XMPP-CORE] outlines the architectural roles of
clients and servers in typical deployments of XMPP, and di scusses the
security properties associated with those roles. These roles have an
i npact on the security of instant nmessages, presence subscriptions,
and presence notifications as described in this docunent. In
essence, an XMPP user registers (or has provisioned) an account on an
XMPP server and therefore places sone level of trust in the server to
conpl ete various tasks on the user’s behalf, enforce security
policies, etc. Thus it is the server’s responsibility to:

1. Preferably nandate the use of channel encryption for
conmuni cation with local clients and renote servers.

2. Authenticate any client that w shes to access the user’s account.

3. Process XML stanzas to and fromclients that have authenticated
as the user (specifically with regard to instant nessagi ng and
presence functionality, store the user’s roster, process inbound
and out bound subscription requests and responses, generate and
handl e presence probes, broadcast outbound presence
notifications, route outbound nessages, and deliver inbound
messages and presence notifications).

As discussed in Sections 13.1 and 13.4 of [ XMPP-CORE], even if the
server fulfills the foregoing responsibilities, the client does not
have any assurance that stanzas it mght exchange with other clients
(whet her on the sane server or a renote server) are protected for al
hops al ong the XMPP comuni cation path, or within the server itself.
It is the responsibility of the client to use an appropriate
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12.

technol ogy for encryption and signing of XML stanzas if it wishes to
ensure end-to-end confidentiality and integrity of its
commruni cati ons.

Addi tional considerations that apply only to instant nessagi ng and
presence applications of XMPP are defined in several places within
this docunment; specifically:

0 \When a server processes an inbound presence stanza of type "probe"
whose intended recipient is a user associated with one of the
server’s configured domains, the server MJUST NOT reveal the user’s
presence if the sender is an entity that is not authorized to
receive that information as determ ned by presence subscriptions
(see Section 4).

0 A user’s server MIST NOT | eak the user’s network availability to
entities who are not authorized to know the user’s presence. In
XMPP itself, authorization takes the formof an explicit
subscription froma contact to the user (as described under
Section 3). However, sonme XMPP depl oynents mni ght consider an
entity to be authorized if there is an existing trust relationship
between the entity and the user who is generating presence
informati on (as an exanple, a corporate deploynent of XMPP m ght
autonmatically add the user’s presence infornmation to a private
directory of enployees if the organi zati on nandates the sharing of
presence informati on as part of an enpl oynent agreenent).

0 \When a server processes an outbound presence stanza with no type
or of type "unavailable", it MJIST follow the rules defined under
Section 4 in order to ensure that such presence information is not
sent to entities that are not authorized to know such infornmation.

o Aclient MAY ignore the <status/> el enent when contained in a
presence stanza of type "subscribe", "unsubscribe", "subscribed"
or "unsubscribed"; this can help prevent "presence subscription
spant'.

Conf or mance Requirenents
This section describes a protocol feature set that sunmarizes the
conformance requirenents of this specification. This feature set is
appropriate for use in software certification, interoperability
testing, and inplenentation reports. For each feature, this section
provides the follow ng information:
0 A human-readabl e nane

o An informational description
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o Areference to the particular section of this docunent that
normati vely defines the feature

0 \Whether the feature applies to the Client role, the Server role,
or both (where "N A" signifies that the feature is not applicable
to the specified role)

0 Wether the feature MJST or SHOULD be i npl enented, where the
capitalized terms are to be understood as described in [ KEYWORDS]

The feature set specified here attenpts to adhere to the concepts and
formats proposed by Larry Masinter within the | ETF s NEWTRK Wor ki ng
Group in 2005, as captured in [INTEROP]. Although this feature set
is nore detailed than called for by [ REPORTS], it provides a suitable
basis for the generation of inplenentation reports to be subnitted in
support of advancing this specification fromProposed Standard to
Draft Standard in accordance wi th [ PROCESS]

Feature: nessage-body

Description: Support the <body/> child el enment of the <nmessage/>
st anza.

Section: Section 5.2.3

Roles: Cient MJST, Server N A

Feature: nessage-subject

Description: Support the <subject/> child el ement of the <nmessage/>
st anza.

Section: Section 5.2.4

Roles: dCient SHOULD, Server N A

Feature: nessage-thread

Description: Support the <thread/> child el enment of the <message/>
st anza.

Section: Section 5.2.5

Roles: dCient SHOULD, Server N A

Feature: nmessage-type-support

Description: Support reception of nessages of type "normal", "chat",
"groupchat", "headline", and "error".

Section: Section 5.2.2

Roles: dCient SHOULD, Server N A

Feature: nessage-type-deliver

Description: Appropriately deliver nmessages of type "normal",
"chat", "groupchat", "headline", and "error".

Section: Section 8

Roles: dient NNA Server SHOULD
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Feature: presence-notype

Description: Treat a presence stanza with no "type’ attribute as
i ndicating availability.

Section: Section 4.7.1

Roles: Client MJST, Server MJIST

Feature: presence-probe

Description: Send and receive presence stanzas with a 'type
attribute of "probe" for the discovery of presence information.

Section: Section 4.7.1

Roles: Cient NA Server MJST.

Feature: presence-sub-approva

Description: Treat an outbound presence stanza of type "subscribed"
as the act of approving a presence subscription request previously
received fromanother entity, and treat an inbound presence stanza
of type "subscribed" as a subscription approval from another
entity.

Section: Section 3.1

Roles: dient MJST, Server MJST

Feature: presence-sub-cance

Description: Treat an outbound presence stanza of type
"unsubscri bed" as the act of denying a subscription request
received fromanother entity or canceling a subscription approva
previously granted to another entity, and treat an inbound
presence stanza of type "unsubscribed" as an subscription denia
or cancellation from another entity.

Section: Section 3.2

Roles: dient MJST, Server MJST

Feature: presence-sub-preapprova

Description: Treat an outbound presence stanza of type "subscribed"
in certain circunmstances as the act of pre-approving a
subscription request received fromanother entity; this includes
support for the 'approved’ attribute of the <item > elenent within
the 'jabber:iqg:roster’ nanmespace.

Section: Section 3.4

Roles: dient MAY, Server MNAY.

Feature: presence-sub-request

Description: Treat an outbound presence stanza of type "subscribe"
as the act of requesting a subscription to the presence
i nformati on of another entity, and treat an inbound presence
stanza of type "subscribe" as a presence subscription request from
anot her entity.

Section: Section 3.1

Roles: dient MJST, Server MJST
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Feature: presence-sub-unsubscribe

Description: Treat an outbound presence stanza of type "unsubscri be"
as the act of unsubscribing fromanother entity, and treat an
i nbound presence stanza of type "unsubscribe" as an unsubscri be
notification fromanother entity.

Section: Section 3.3

Roles: dient MJST, Server MJST

Feature: presence-unavail able

Description: Treat a presence stanza with a 'type’ attribute of
"unavail abl e" as indicating | ack of availability.

Section: Section 4.7.1

Roles: dient MJST, Server MJST

Feature: roster-get

Description: Treat an | Q stanza of type "get" containing an enpty
<query/> elenent qualified by the 'jabber:iq:roster’ namespace as
a request to retrieve the roster infornation associated with an
account on a server.

Section: Section 2.1.3

Roles: dient MJST, Server MJST

Feature: roster-set

Description: Treat an | Q stanza of type "set" containing a <query/>
el ement qualified by the 'jabber:ig:roster’ nanespace as a request
to add or update the itemcontained in the <query/> el enment.

Section: Section 2.1.5

Roles: dient MJST, Server MJST.

Feature: roster-push

Description: Send a roster push to each interested resource whenever
the server-side representation of the roster infornmation
materi ally changes, or handl e such a push when received fromthe
server.

Section: Section 2.1.6

Roles: dient MJST, Server MJST

Feature: roster-version

Description: Treat the 'ver’' attribute of the <query/> el enent
qualified by the 'jabber:ig:roster’ nanespace as an identifier of
the particular version of roster information being sent or
recei ved.

Section: Section 2.1.1

Roles: dient SHOULD, Server MJST.
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Appendi x A, Subscription States

Thi s section provides detailed informati on about subscription states
and server processing of subscription-related presence stanzas (i.e.
presence stanzas of type "subscribe", "subscribed", "unsubscribe"
and "unsubscri bed").

A.1. Defined States

There are four primary subscription states (these states are
described fromthe perspective of the user, not the contact):

None: The user does not have a subscription to the contact’s
presence, and the contact does not have a subscription to the
user’s presence.

To: The user has a subscription to the contact’s presence, but the
contact does not have a subscription to the user’s presence.

From The contact has a subscription to the user’s presence, but the
user does not have a subscription to the contact’s presence.

Both: Both the user and the contact have subscriptions to each
other’s presence (i.e., the union of "from and 'to’).

| mpl enent ati on Note: For the purpose of processing subscription-
rel ated presence stanzas as described in the foll owing sections, a
subscription state of "None" includes the case of the contact not
being in the user’s roster at all, i.e., an unknown entity from

t he perspective of the user’s roster

The foregoing states are suppl enented by various sub-states rel ated
to pendi ng i nbound and out bound subscriptions, thus yielding nine
possi bl e subscription states:

1. "None" = Contact and user are not subscribed to each other, and
nei ther has requested a subscription fromthe other; this is
reflected in the user’s roster by subscription="none’

2. "None + Pending Qut" = Contact and user are not subscribed to
each other, and user has sent contact a subscription request but
contact has not replied yet; this is reflected in the user’s
roster by subscription="none’ and ask=' subscri be’

3. "None + Pending In" = Contact and user are not subscribed to each
other, and contact has sent user a subscription request but user
has not replied yet. This state m ght or mght not be reflected
in the user’s roster, as follows: if the user has created a

Sai nt - Andr e St andards Track [ Page 103]



RFC 6121 XMPP | M March 2011

roster itemfor the contact then the server MJST naintain that
roster itemand al so note the existence of the inbound presence
subscription request, whereas if the user has not created a
roster itemfor the contact then the user’s server MJST note the
exi stence of the inbound presence subscription request but MJST
NOT create a roster itemfor the contact (instead, the server
MUST wait until the user has approved the subscription request
bef ore adding the contact to the user’s roster).

4. "None + Pending Qut+ln" = Contact and user are not subscribed to
each other, contact has sent user a subscription request but user
has not replied yet, and user has sent contact a subscription
request but contact has not replied yet; this is reflected in the
user’s roster by subscription="none’ and ask='subscri be’

5. "To" = User is subscribed to contact (one-way); this is reflected
in the user’s roster by subscription="to’

6. "To + Pending In" = User is subscribed to contact, and contact
has sent user a subscription request but user has not replied
yet; this is reflected in the user’s roster by subscription=to’

7. "From = Contact is subscribed to user (one-way); this is
reflected in the user’s roster by subscription=from.

8. "From+ Pending Qut" = Contact is subscribed to user, and user
has sent contact a subscription request but contact has not
replied yet; this is reflected in the user’s roster by
subscription="from and ask="subscri be’

9. "Both" = User and contact are subscribed to each other (two-way);
this is reflected in the user’s roster by subscription="both’

A. 2. Server Processing of Qutbound Presence Subscription Stanzas

Qut bound presence subscription stanzas enable the user to manage his
or her subscription to the contact’s presence (via the "subscribe"
and "unsubscribe" types), and to nanage the contact’s access to the
user’s presence (via the "subscribed" and "unsubscribed" types).

The following rules apply to outbound routing of the stanza as well
as changes to the user’s roster. (These rules are described fromthe
perspective of the user, not the contact. |In addition, "S.N" stands
for SHOULD NOT and "M N." stands for MJST NOT.)
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A 2.1. Subscribe

Tabl e 2: Processing of outbound "subscribe" stanzas

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| EXI STI NG STATE | ROUTE? | NEW STATE

o n m e ool +
| " None" | MJST [1] | "None + Pending Qut" |
| "None + Pending Qut" | MIST | no state change

| "None + Pending In" | MJST [1] | "None + Pending Qut+ln"

| "None + Pending Qut+In" | MJST | no state change

| "To" | MUST | no state change

| "To + Pending In" | MUST | no state change

|  "Front | MJST [1] | "From + Pending Qut"

| "From+ Pending Qut" | MIST | no state change

| "Both" | MIST | no state change

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

[1] A state change to "pending out" includes setting the 'ask
flag to a value of "subscribe" in the user’s roster

A 2. 2. Unsubscri be

Tabl e 3: Processing of outbound "unsubscribe" stanzas

T N N NS +
| EXI STI NG STATE | ROUTE? | NEW STATE

o m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e ea oo +
| "None" | MIST | no state change

| "None + Pending CQut" | MUST | " None"

| "None + Pending In" | MUST | no state change

| "None + Pending Qut+In" | MJST | "None + Pending In"

| "To" |  MUST | "None" |
| "To + Pending In" | MIST | "None + Pending In" |
| "Front | MIST | no state change |
| "From+ Pending CQut" | MUST | "Front

| "Both" | MUST | "Front
T N N NS +
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A . 2.3. Subscribed

Tabl e 4: Processing of outbound "subscribed" stanzas

o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = =
| EXI STI NG STATE | ROUTE? | NEW STATE

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==
| "None" | MN | pre-approval [1]

| "None + Pending Qut" | MN | pre-approval [1]

| "None + Pending In" | MIST | "Front

| "None + Pending Qut+In" | MJST | "From+ Pending Qut"

| "To" | MN | pre-approval [1]

| "To + Pending In" | MUST | "Both"

|  "Front | MN | no state change

| "From+ Pending Qut" | MN | no state change

| "Both" | MN | no state change

o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = =

[1] Detailed information regarding subscription pre-approva
provi ded under Section 3. 4.

A 2. 4. Unsubscri bed

Tabl e 5: Processing of outbound "unsubscri bed" stanzas

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e —m =
| EXI STI NG STATE | ROUTE? | NEW STATE

o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = =
| "None" | S.N | no state change [1]

| "None + Pending CQut" | S.N | no state change [1]

| "None + Pending In" | MUST | " None"

| "None + Pending Qut+In" | MJST | "None + Pending Qut"

| "To" | S. N | no state change [1]

| "To + Pending In" | MIST | "To"

| "Front |  MUST | " None"

| "From+ Pending CQut" | MUST | "None + Pending CQut"

| "Both" | MJST | "To"

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e —m =

2011

is

[1] This event can result in cancellation of a subscription pre-

approval, as described under Section 3.4.

A. 3. Server Processing of Inbound Presence Subscription Stanzas

I nbound presence subscription stanzas request a subscription-rel ated

action fromthe user (via the "subscribe" type), informthe user
subscription-rel ated actions taken by the contact (via the
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A 3.

A 3.

Sai

"unsubscri be" type), or enable the user to nanage the contact’s
access to the user’'s presence information (via the "subscribed" and
"unsubscri bed" types).

The following rules apply to delivery of the inbound stanza as well
as changes to the user’s roster. (These rules for server processing
of inbound presence subscription stanzas are descri bed fromthe
perspective of the user, not the contact. In addition, "S.N." stands
for SHOULD NOT.)

1. Subscri be

Tabl e 6: Processing of inbound "subscribe" stanzas

o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee oo +
| EXI STI NG STATE | DELIVER? | NEW STATE

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| " None" | MJIST [1] | "None + Pending In"

| "None + Pending Qut" | MUST | "None + Pending Qut+In"

| "None + Pending In" | SN | no state change

| "None + Pending Qut+In" | S.N | no state change

| "To" | MIST | "To + Pending In" |
| "To + Pending In" | S N | no state change

| "Front | SN [2] | no state change |
| "From+ Pending Qut" | S N [2] | no state change |
| "Both" | S N [2] | no state change

o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee oo +

[1] If the user previously sent presence of type "subscribed" as
descri bed under Appendix A 2.3 and Section 3.4, then the server
MAY auto-reply with "subscri bed" and change the state to "Front
rather than "None + Pending In".

[2] Server SHOULD auto-reply with "subscribed"
2. Unsubscri be

When the user’s server receives a presence stanza of type
"unsubscribe" for the user fromthe contact, if the stanza results in
a subscription state change fromthe user’s perspective then the
user’s server MJST change the state, MJST deliver the presence stanza
fromthe contact to the user, and SHOULD auto-reply by sending a
presence stanza of type "unsubscribed" to the contact on behal f of
the user. QOherwi se the user’s server MJST NOT change the state and
(because there is no state change) SHOULD NOT deliver the stanza.
These rules are summari zed in the follow ng table.
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Tabl e 7: Processing of inbound "unsubscribe" stanzas

o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee oo +
| EXI STI NG STATE | DELIVER? | NEW STATE

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| " None" | S.N | no state change

| "None + Pending Qut" | S. N | no state change

| "None + Pending In" | MJST [1] | "None" |
| "None + Pending Qut+In" | MJST [1] | "None + Pending Qut"

| "To" | S N | no state change

| "To + Pending In" | MUST [1] | "To"

| "Front | MJIST [1] | "None" |
| "From+ Pending Qut" | MJST [1] | "None + Pending Qut"

| "Both" | MJST [1] | "To"

o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee oo +

[1] Server SHOULD auto-reply with "unsubscri bed"
A.3.3. Subscribed

When the user’s server receives a presence stanza of type
"subscribed" for the user fromthe contact, if there is no pending
out bound request for access to the contact’s presence information
then it MJST NOT change the subscription state and (because there is
no state change) SHOULD NOT deliver the stanza to the user. |f there
i s a pendi ng outbound request for access to the contact’s presence

i nformati on and the inbound presence stanza of type "subscribed"
results in a subscription state change, then the user’s server MJST
change the subscription state and MJST deliver the stanza to the
user. |If the user already is subscribed to the contact’s presence

i nformati on, the inbound presence stanza of type "subscribed" does
not result in a subscription state change; therefore the user’s
server MJST NOT change the subscription state and (because there is
no state change) SHOULD NOT deliver the stanza to the user. These
rules are summarized in the follow ng table
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Tabl e 8: Processing of inbound "subscribed" stanzas
o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee oo +
| EXI STI NG STATE | DELIVER? | NEW STATE
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| " None" | S.N | no state change
| "None + Pending Qut" | MUST | "To"
| "None + Pending In" | S.N | no state change
| "None + Pending Qut+In" | MJST | "To + Pending In"
| "To" | S N | no state change
| "To + Pending In" | S N | no state change
| "Front | S.N | no state change |
| "From+ Pending Qut" | MUST | "Both"
| "Both" | S.N | no state change
o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee oo +

A. 3. 4. Unsubscri bed

When the user’s server receives a presence stanza of type

"unsubscri bed" for the user fromthe contact,

if there is a pending

out bound request for access to the contact’s presence infornmation or
if the user currently is subscribed to the contact’s presence

’s server MUIST change the subscription
state and MJST deliver the stanza to the user. Oherw se
server MJST NOT change the subscription state and (because there is
no state change) SHOULD NOT deliver the stanza. These rule
sunmari zed in the follow ng table

informati on, then the user

Tabl e 9: Processing of inbound

unsubscri bed" stanzas

the user’s

S are

e e R THIS +
|  EXI STI NG STATE | DELIVER? | NEW STATE |
e I TN +
| "None" | S N | no state change
| "None + Pending Qut" | MIST | "None"
| "None + Pending In" | S.N | no state change
| "None + Pending Qut+In" | MJST | "None + Pending In"
| "To" | MJST | "None" |
| "To + Pending In" | MJST | "None + Pending In"
| "Front | S N | no state change |
| "From+ Pending Qut" | MIST | "Front
| "Both" | MUST | "Front
S TS +
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Appendi x B. Bl ocki ng Conmuni cati on

Sections 2.3.5 and 5.4.10 of [IMP-REQS] require that a conpliant

i nstant nessagi ng and presence technol ogy needs to enable a user to
bl ock communi cations from sel ected users. Protocols for doing so are
specified in [ XEP-0016] and [ XEP-0191].

Appendi x C. vCards

Sections 3.1.3 and 4.1.4 of [IMP-REQS] require that it be possible to
retrieve out-of-band contact information for other users (e.g.

t el ephone nunber or email address). An XM representation of the
vCard specification defined in RFC 2426 [VCARD] is in conmpn use
within the XMPP conmunity to provide such information but is out of
scope for this specification (docunentation of this protocol is
contai ned in [ XEP-0054]).

Appendi x D. XM. Schema for jabber:iqg:roster

The followi ng schema formally defines the 'jabber:iqg:roster’
namespace used in this docunent, in conformance w th [ XM.- SCHEMA .
Because validation of XM. streans and stanzas is optional, this
schema is not normative and is provided for descriptive purposes
only. For schemas defining core XMPP nanespaces, refer to

[ XMPP- CORE] .

<?xm version="1.0" encodi ng=" UTF-8" ?>

<xs: schema
xm ns: xs=" http://ww. w3. or g/ 2001/ XM_Schena
t ar get Nanespace='j abber:iqg:roster’
xm ns='jabber:iqg:roster’
el ement For mDef aul t =" qual i fied’ >

<xs: el ement nane=' query’ >
<xs: conpl exType>
<XS:sequence>
<xs:elenment ref="iten
m nQccurs=" 0’
maxCccur s=" unbounded’ / >
</ xs: sequence>
<xs:attribute name='ver’
type='xs:string
use='optional ' />
</ xs: conpl exType>
</ xs: el ement >
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<xs: el enent nane="item >
<xs: conpl exType>
<XSs: sequence>
<xs: el ement ref="group
m nCccurs=' 0’
maxCccur s=" unbounded’ / >
</ xs: sequence>
<xs:attribute name=" approved
type=' xs: bool ean’
use='optional ' />
<xs:attribute nanme= ask’
use='optional ' >
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN >
<xs:enuneration val ue=' subscribe' />
</ Xs:restriction>
</ xs:si npl eType>
</ xs:attribute>
<xs:attribute nanme="jid’
type='xs:string
use="required />
<xs:attri bute nane= nane’
type='xs:string
use='optional ' />
<xs:attribute nanme=' subscription
use='opti onal
def aul t =" none’ >
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN >
<xs:enuneration value="both />
<xs:enuneration value="fron />
<xs:enuneration val ue=' none' />
<xs:enuneration val ue='renove'/>
<xs:enuneration value="to' />
</ Xxs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: conpl exType>
</ xs: el enent >

<xs: el ement nane=’group’ type=’ xs:string />

</ xs: schema>
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Appendi x E. Differences From RFC 3921

Based on consensus derived frominpl enentati on and depl oynent
experience as well as formal interoperability testing, the foll ow ng
substantive nodifications were made from [ RFC3921] (in addition to
nunerous changes of an editorial nature).

(o]

The protocol for session establishnent was determnined to be
unnecessary and therefore the content previously defined in
Section 3 of RFC 3921 was renmpved. However, for the sake of
backwar d- conpatibility server inplenmentations are encouraged to
advertise support for the feature, even though session
establishnent is a "no-op"

In order to nore seam essly repair |lack of synchronization in
subscription states between rosters | ocated at different servers,
clarified and nodified error handling related to presence
subscription requests, presence probes and presence notifications.

Changed the 'from address for presence probes so that it is the
bare JID, not the full JID

Adjusted and clarified stanza delivery rul es based on
i mpl enent ati on and depl oynent experience.

Explicitly specified that a server is allowed to deliver a nessage
stanza of type "normal" or "chat" to all resources if it has a
met hod for allow ng resources to opt in to such behavior.

Al'lowed a server to use its own algorithmfor determ ning the
"nost avail abl e" resource for the purpose of nessage delivery, but
menti oned the reconmended al gorithm from RFC 3921 (based on
presence priority) as one possible algorithm

Added optional versioning of roster information to save bandwi dth
in cases where the roster has not changed (or has changed very
little) between sessions; the relevant protocol interactions were
originally described in [ XEP-0237].

Added optional server support for pre-approved presence
subscriptions via presence stanzas of type "subscribed", including
a new 'approved’ attribute that can be set to "true" (for a pre-
approved subscription) or "false" (the default).

Added optional ’'parent’ attribute to <thread/> el enent.
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o Moved the protocol for communications bl ocking (specified in
Section 10 of RFC 3921) back to [ XEP-0016], fromwhich it was
originally taken.

0 Recommended returning presence unavail able in response to probes.
o Cdarified handling of presence probes sent to full JIDs.

o Explicitly specified that the default value for the presence
<priority/> elenment is zero

0 Renoved recommendation to support the " _intf and " _pres" SRV
records.
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