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Abst r act

When | Pv6 was designed, it was expected that the transition fromlPv4
to I Pv6 woul d occur nore snoothly and expeditiously than experience
has reveal ed. The growth of the IPv4 Internet and predicted
depletion of the free pool of |IPv4 address bl ocks on a foreseeable
hori zon has highlighted an urgent need to revisit |Pv6 depl oynent
nodel s. This docunent provides an overvi ew of depl oynent scenari os
with the goal of hel ping to understand what types of additional tools
the industry needs to assist in IPv4 and | Pv6 co-existence and
transition.

This docunent was originally created as input to the Montreal co-

exi stence interimneeting in Cctober 2008, which led to the
rechartering of the Behave and Softwi re working groups to take on new
I Pv4 and | Pv6 co-existence work. This docunment is published as a
historical record of the thinking at the tinme, but hopefully will

al so hel p readers understand the rational e behind current | ETF tools
for co-existence and transition

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6127
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1. Introduction

This docunent was originally created as input to the Montrea
co-existence interimneeting in Cctober 2008, which led to the
rechartering of the Behave and Softw re working groups to take on new
I Pv4 and | Pv6 co-existence work. This docunent is published as a
historical record of the thinking at the tine, but hopefully will

al so hel p readers understand the rational e behind current |ETF tools
for co-existence and transition
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When | Pv6 was designed, it was expected that | Pv6 woul d be enabl ed,
in part or in whole, while continuing to run | Pv4 side-by-side on the
sane network nodes and hosts. This nethod of transition is referred
to as "dual -stack" [RFC4213] and has been the prevailing method
driving the specifications and available tools for |IPv6 to date.

Experi ence has shown that |arge-scal e depl oynent of |Pv6 takes tine,
effort, and significant investnent. Wth |Pv4 address pool depletion
on the foreseeable horizon [ HUSTON-I Pv4], network operators and
Internet Service Providers are being forced to consider network
designs that no | onger assune the same |evel of access to unique

gl obal 1Pv4 addresses. |Pv6 alone does not alleviate this concern
gi ven the basic assunption that all hosts and nodes wi |l be dual -
stack until the eventual sunsetting of |Pv4-only equipnent. In

short, the time-franes for the growmh of the IPv4 Internet, the
uni versal depl oynment of dual -stack I Pv4 and | Pv6, and the fina
transition to an | Pv6-dom nant Internet are not in alignment with
what was originally expected.

Whi | e dual -stack renains the nost well-understood approach to

depl oying 1 Pv6 today, current realities dictate a re-assessnent of
the tools available for other deploynent nodels that are likely to
energe. In particular, the inplications of deploying nultiple |layers
of 1 Pv4 address translation need to be considered, as well as those
associated with translation between | Pv4 and | Pv6, which led to the
deprecation of [RFC2766] as detailed in [RFC4966]. This docunent
outlines sonme of the scenarios where these address and protoco
transl ati on nmechani sms coul d be useful, in addition to nethods where
carrying | Pv4 over IPv6 may be used to assist in transition to | Pv6e
and co-existence with IPv4. W purposefully avoid a description of

cl assi ¢ dual -stack nethods, as well as |Pv6-over-1Pv4 tunneling.

I nstead, this docunment focuses on scenarios that are driving tools we
have historically not been devel opi ng standard sol uti ons around.

It should be understood that the scenarios in this docunent represent
new depl oynent nodels and are intended to conpl ement, and not

repl ace, existing ones. For instance, dual -stack continues to be the
nost recomended depl oynent nodel. Note that dual -stack is not
limted to situations where all hosts can acquire public |IPv4d
addresses. A comon depl oynent scenario i s running dual -stack on the
| Pv6 side with public addresses, and on the IPv4 side with just one
public address and a traditional |IPv4 NAT. Generally speaking,

of fering native connectivity with both IP versions is preferred over
the use of translation or tunneling mechani sms when sufficient
address space is avail abl e.
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2. Scenari os

This section identifies five deploynent scenarios that we believe
have a significant |evel of near-to-nediumterm demand sonewhere on
the globe. We will discuss these in the follow ng sections, while
wal ki ng through a bit of the design space to get an understandi ng of
the types of tools that could be devel oped to solve each. In
particular, we want the reader to consider for each scenario what
type of new equi pnent nust be introduced in the network, and where;
whi ch nodes nust be changed in some way; and which nodes nust work
together in an interoperable manner via a new or existing protocol

The five scenarios are:

0 Reaching the IPv4 Internet with | ess than one global |Pv4 address
per subscriber or subscriber household available (Section 2.1).

0 Running a large network needi ng nore addresses than those
available in private RFC 1918 address space (Section 2.2).

0o Running an I Pv6-only network for operational sinplicity as
conmpared to dual -stack, while still needing access to the globa
| Pv4 Internet for sonme, but not all, connectivity (Section 2.3).

0 Reaching one or nore privately addressed | Pvd-only servers via
| Pv6 (Section 2.4).

0 Accessing | Pv6-only servers fromlPv4-only clients (Section 2.5).

2.1. Reaching the IPv4 Internet

oo+ I +

| Pv4 host(s)----- + GV +------ I PV4---maeee e - - | IPv4d Internet
F--- -+ Fom e e e e e oo oo +

<---private v4--->NAT<-------------- public v4--------mmmnn--- >

Figure 1: Accessing the IPv4 Internet Today

Figure 1 shows a typical nodel for accessing the |IPv4 |Internet today,
with the gateway device inplenenting a Network Address and Port

Transl ation (NAPT, or nore sinply referred to in this docunent as
NAT). The NAT function serves a nunber of purposes, one of which is
to allow nore hosts behind the gateway (GW than there are |Pv4
addresses presented to the Internet. This nultiplexing of IP
addresses cones at great cost to the original end-to-end nodel of the
Internet, but nonetheless is the dom nant nethod of access today,
particularly to residential subscribers.
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Taking the typical residential subscriber as an exanple, each
subscriber line is allocated one global |Pv4 address for it to use
with as nany devices as the NAT GWNand | ocal network can handle. As
| Pv4 address space becones nore constrained and wi t hout substantia
nmovenent to IPv6, it is expected that service providers will be
pressured to assign a single global IPv4 address to nultiple

subscri bers. Indeed, in sone deploynents this is already the case.

2.1.1. NAT444

When there is I ess than one address per subscriber at a given tine,
address mul tipl exi ng nust be perforned at a | ocation where visibility
to nore than one subscriber can be realized. The nost obvious place
for this is within the service provider network itself, requiring the
service provider to acquire and operate NAT equi pnent to all ow
sharing of addresses across multiple subscribers. For deploynents
where the GNis owned and operated by the custoner, however, this
becones operational overhead for the Internet Service Provider (ISP)
for which the ISP will no longer be able to rely on the custoner and
the seller of the GWdevice.

Thi s new address transl ati on node has been terned a "Carrier G ade
NAT", or CON [NISHI TANI-CGN]. The CGN's insertion into the ISP
network is shown in Figure 2.

+----4 R T T +

| Pv4 host(s)----- + GV +------ | Pv4-----n---- +CG\+- - +| Pv4 | nt er net
F--- -+ By +

<---private v4--->NAT<----private v4------ >NAT<----public v4--->

Fi gure 2: Enploying Two NAT Devices: NAT444

Thi s approach is known as "NAT444" or "Doubl e-NAT" and is discussed
further in [ NAT-PT].

It is inmportant to note that while multiplexing of | Pv4d addresses is
occurring here at nultiple levels, there is no aggregation of NAT
state between the GWand the CGN. Every flow that is originated in
the subscriber home is represented as duplicate state in the GWand
the CGN. For exanple, if there are 4 PCs in a subscriber hone, each
with 25 open TCP sessions, both the GWand the CGN nust track 100
sessions each for that subscriber Iine.

NAT444 has the enticing property that it seens, at first glance, that
the CGN can be depl oyed wi thout any change to the GW device or other
node in the network. VWhile it is true that a GNthat can accept a

| ease for a global |Pv4 address would very likely accept a translated
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| Pv4 address as well, the CGNis neither transparent to the GWnor to
the subscriber. In short, it is a very different service nodel to
offer a translated | Pv4 address versus a global |IPv4 address to a
customer. \While nmany things may continue to work in both
environnents, sone end-host applications may break, and GW port -
mappi ng functionality will likely cease to work reliably. Further

i f addresses between the subscriber network and service provider
network overlap [| SP- SHARED- ADDR], anbi guous routes in the GWcoul d
lead to nmisdirected or black-holed traffic. Resolving this overlap
through all ocation of new private address space is difficult, as many
exi sting devices rely on knowi ng what address ranges represent
private addresses [| Pv4- SPACE- | SSUES]

Net wor k operations that had previously been tied to a single |IPv4d
address for a subscriber would need to be considered when depl oyi ng
NAT444 as well. These may include troubl eshooting, operations,
accounting, logging and legal intercept, Quality of Service (QoS)
functions, anti-spoofing and security, backoffice systens, etc.
Ironically, sonme of these considerations overlap with the kinds of
consi derations one needs to perform when depl oyi ng | Pv6.

Consequences asi de, NAT444 service is already being deployed in sone
networ ks for residential broadband service. It is safe to assume
that this trend will likely continue in the face of tightening |Pv4
address availability. The operational considerations of NAT444 need
to be well-docunent ed

NAT444 assunes that the global |Pv4 address offered to a residential
subscriber today will sinply be replaced with a single translated
address. In order to try and circunvent performnming NAT tw ce, and
since the address being offered is no | onger a global address, a
service provider could begin offering a subnet of translated |Pv4
addresses in hopes that the subscriber would route IPv4 in the GW
rather than NAT. The sanme would be true if the GNWwas known to be an
| P-unaware bridge. This nmakes assunptions on whether the ISP can
enforce policies, or even identify specific capabilities, of the GW
Once we start opening the door to nmaeking changes at the GN we have

i ncreased the potential design space considerably. The next section
covers the same problem scenario of reaching the IPv4 Internet in the
face of I Pv4 address depletion, but with the added winkle that the
GW can be updated or replaced along with the depl oynent of a CGN (or
CGN\- | i ke) node.

2.1.2. Distributed NAT
Increasingly, service providers offering "triple-play" services own

and manage a highly functional GWNin the subscriber honme. These
managed GW generally have rather tight integration with the service
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provi der network and applications. In these types of deploynments, we
can begin to consider what other possibilities exist besides NAT444
by assum ng cooperative functionality between the CGN and the GW

If the connection between the GWand the CGN is a point-to-point |ink
(a common configuration between the GWand the "I P edge" in a nunber
of access architectures), NAT-like functionality may be "split"

bet ween the GN and the CGN rather than perforni ng NAT444 as descri bed
in the previous section

one frac addr one public addr
+--- -+ L e [ J gy +
| Pv4 host(s)----- + GW +----- p2p link------ +CG\t- - +1 Pv4 | nt ernet |
oo+ T +
<---private v4---> NAT <----public v4--->

(distributed,
over a p2p link)

Figure 3: Distributed-NAT Service

In this approach, nultiple GM share a comon public |Pv4 address,
but with separate, non-overlapping port ranges. Each such address/
port range pair is defined as a "fractional address". Each hone
gateway can use the address as if it were its own public address,
except that only a linmted port range is available to the gateway.
The CGN is aware of the port ranges, which may be assigned in

di fferent ways, for instance during DHCP | ease acquisition or
dynami cal |y when ports are needed [v6OPS-APBP]. The CGN directs
traffic to the fractional address towards that subscriber’'s GW
device. This nethod has the advantage that the nore conplicated
aspects of the NAT function (Application Level Gateways (ALGs), port
mappi ng, etc.) remain in the GA augnented only by the restricted
port range allocated to the fractional address for that GW The CGN
is then free to operate in a fairly statel ess manner, forwarding
traffic based on I P address and port ranges and not tracking any

i ndividual flows fromw thin the subscriber network. There are

obvi ous scaling benefits to this approach within the CGN node, with
the tradeoff of conplexity in terns of the nunber of nodes and
protocol s that nust work together in an interoperable nanner.
Further, the GWis still receiving a global |Pv4 address, albeit only
a "portion" of one in terns of available port usage. There are stil
out st andi ng questions in terns of how to handl e protocols that run
directly over I P and cannot use the divided port nunber ranges, and
how to handl e fragmented packets, but the benefit is that we are no
| onger burdened by two | ayers of NAT as in NAT444.
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Not all access architectures provide a natural point-to-point l|ink
between the GWand the CGN to tie into. Further, the CGN nmay not be
i ncorporated into the | P edge device in networks that do have point-
to-point links. For these cases, we can build our own point-to-point
link using a tunnel. A tunnel is essentially a point-to-point |ink
that we create when needed [| NTAREA-TUNNELS]. This is illustrated in
Fi gure 4.

one frac addr one public addr
F--- -+ By +
| Pv4 host(s)----- + GW +====== t unnel ======= +CG\t- - +1 Pv4 | nt ernet |
+----+ B T T T gy +
<---private v4---> NAT <----public v4--->

(distributed,
over a tunnel)

Figure 4: Point-to-Point Link Created through a Tunne

Figure 4 is essentially the sane as Figure 3, except the data link is
created with a tunnel. The tunnel could be created in any nunber of
ways, depending on the underlying network

At this point, we have used a tunnel or point-to-point link with
coordi nated operati on between the GWand the CGN in order to keep
nost of the NAT functionality in the GW

G ven the assunption of a point-to-point |ink between the GV and the
CGN, the CGN could performthe NAT function, allow ng private,
over |l apping space to all subscribers. For exanple, each subscriber
GW may be assigned the sane 10.0.0.0/8 address space (or all RFC 1918
[ RFC1918] space for that matter). The GWthen becones a sinple
"tunneling router", and the CGN takes on the full NAT role. One can
think of this design as effectively a layer-3 VPN, but with Virtual -
NAT tables rather than Virtual -Routing tables.

2.1.3. Reconmmendati on
This section deals strictly with the problem of reaching the |IPv4
Internet with linmted public address space for each device in a
networ k. W expl ored conbi ni ng NAT functions and tunnel s between the
GWand the CGNto obtain simlar results with different design
tradeoffs. The nethods presented can be sunmari zed as:
a. Doubl e- NAT (NAT444)

b. Single-NAT at CGN with a subnet and routing at the GW
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Cc. Tunnel/link + fractional IP (NAT at GWN port-routing at CGN)

d. Tunnel/link + Single-NAT with overlapping RFC 1918 ("Virtual NAT"
tables and routing at the GWN

In all of the nmethods above, the GWcould be logically noved into a
single host, potentially elimnating one | evel of NAT by that action
alone. As long as the hosts thensel ves need only a single | Pv4
address, nethods b and d obviously are of little interest. This

| eaves nethods a and ¢ as the nore interesting nethods in cases where
there is no anal ogous GW device (such as a canpus network).

Thi s docunent recomends the devel opment of new guidelines and
specifications to address the above nethods. Cases where the hone
gateway both can and cannot be nodified should be addressed.

2.2. Running Qut of IPv4 Private Address Space

In addition to public address space depletion, very large privately
addressed networ ks are reachi ng exhaustion of RFC 1918 space on | oca
networks as well. Very large service provider networks are prine
candidates for this. Private address space is used locally in |ISPs
for a variety of things, including:

0 Control and nmanagenent of service provider devices in subscriber
preni ses (cabl e nodens, set-top boxes, and so on).

0 Addressing the subscriber’s NAT devices in a Doubl e- NAT
arrangenent .

o "Willed garden" data, voice, or video services

Sone providers deal with this problemby dividing their network into
parts, each on its own copy of the private space. However, this
limts the way services can be depl oyed and what nanagenment systens
can reach what devices. It is also operationally conplicated in the
sense that the network operators have to understand which private
scope they are in.

Tunnel s were used in the previous section to facilitate distribution
of a single global IPv4 address across nmultiple endpoints wthout
using NAT, or to allow overl appi ng address space to GM or hosts
connected to a CGN. The kind of tunnel or link was not specified.

If the tunnel used carries |Pv4d over |IPv6, the portion of the |Pv6
network traversed naturally need not be | Pv4-capable, and need not
utilize I Pv4 addresses, private or public, for the tunnel traffic to
traverse the network. This is shown in Figure 5.
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| Pv6-only network

oo+ T +
| Pv4 host-------- + GW +=======t unnel ========+CCG\t- - +| Pv4 | nt er net

F--- -+ By +
<---private v4----> <----- v4 over v6 ----- > <---public v4---->

Figure 5. Running | Pv4 over an | Pv6-Only Network

Each of the four approaches (a, b, ¢, and d) fromthe Section 2.1
scenario could be applied here, and for brevity each iteration is not
specified in full here. The nodels are essentially the sane, just
that the tunnel is over an | Pv6 network and carries |IPv4 traffic.
Note that while there are nunerous solutions for carrying | Pv6 over

| Pv4, this reverse node is sonewhat of an exception (one notable
exception being the Softwi re working group, as seen in [RFC4925]).

Once we have IPv6 to the GW (or host, if we consider the GWenbedded
in the host), enabling IPv6 and | Pv4 over the I Pv6 tunnel allows for
dual - stack operation at the host or network behind the GWdevice.
This is depicted in Figure 6:

+--- -+ B S +
| Pv6 host----- + | e R T +l Pv6 I nternet|
+---|PV6----- + T +

dual - stack host-+ GW |
| | R +
| Pv4 host----- + +===v4- over-v6 tunnel ====+CG\+- - +| Pv4 | nt er net |
+--- -+ B T g +
R private v4 (partially in tunnel)-->NAT<---public v4---->
R e public V6B--------mmmmim e >

Figure 6: "Dual -Stack Lite" Operation over an | Pv6-Only Network

In [ DUAL- STACK-LITE], this is referred to as "dual -stack lite"

bowing to the fact that it is dual-stack at the gateway, but not at
the network. As introduced in Section 2.1, if the CGN here is a ful
functioni ng NAT, hosts behind a dual-stack lite gateway can support

| Pv4d-only and | Pv6-enabl ed applications across an |Pv6-only network
wi t hout provisioning a unique | Pv4 address to each gateway. In fact,
every gateway may have the sane address

Whil e the high-1evel problemspace in this scenario is howto
alleviate | ocal usage of |Pv4 addresses within a service provider
network, the solution direction identified with I Pv6 has interesting
operational properties that should be pointed out. By tunneling |Pv4
over | Pv6 across the service provider network, the separate problens
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of transitioning the service provider network to | Pv6, deploying | Pv6e
to subscribers, and continuing to provide |IPv4 service can all be
decoupl ed. The service provider could deploy IPv6 internally, turn
off IPv4 internally, and still carry IPv4 traffic across the |Pv6
core for end users. In the extrene case, all of that IPv4 traffic
need not be provisioned with different |Pv4 addresses for each
endpoint, as there is not IPv4 routing or forwarding within the
network. Thus, there are no issues with I Pv4 renunbering, address
space allocation, etc. within the network itself.

It is recomended that the | ETF devel op tools to address this
scenario for both a host and the GNW It is assunmed that both
endpoi nts of the tunnel can be nodified to support these new tools.

2.3. Enterprise |Pv6-Only Networks
This scenario is about allow ng an IPv6-only host or a host that has

no interfaces connected to an | Pv4 network to reach servers on the
IPv4 Internet. This is an inportant scenario for what we sonetines

call "greenfield" deploynents. One exanple is an enterprise network
that wishes to operate only I Pv6 for operational sinmplicity, but
still wishes to reach the content in the IPv4 Internet. For

i nstance, a new office building may be provisioned with I Pv6 only.
This is shown in Figure 7.

oo+ I +
| R +l Pv6 I nternet+
| | B TS +
| Pv6 host----------------- + GW |
| | S +
| R L R T +l Pv4 I nternet+
oo+ I +
e public v6--------------ee e >
<------- public v6--------- >NAT<---------- public v4-------------- >

Figure 7: Enterprise IPv6-Only Network

O her cases that have been nentioned include "greenfield" wireless
service provider networks and sensor networks. This enterprise |Pv6-
only scenario bears a striking resenblance to the Section 2.2
scenario as well, if one considers a particularly large enterprise
network that begins to resenble a service provider network.

In the Section 2.2 scenario, we dipped into design space enough to
illustrate that the service provider was able to inplenent an | Pv6-
only network to ease their addressing problens via tunneling. This
came at the cost of touching two devices on the edges of this
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networ k; both the GWNand the CGN have to support |1Pv6 and the
tunnel i ng mechani smover | Pv6. The greenfield enterprise scenario is
different fromthat one in the sense that there is only one pl ace
that the enterprise can easily nodify: the border between its network
and the IPv4 Internet. Cbviously, the IPv4d Internet operates the way
it already does. But in addition, the hosts in the enterprise
network are comercially avail abl e devices, personal conputers with
exi sting operating systems. \While we consider in this scenario that
all of the devices on the network are "nodern" dual -stack-capabl e
devices, we do not want to have to rely upon kernel-1leve

nmodi fications to these operating systems. This restriction drives us
to a "one box" type of solution, where IPv6 can be translated into

I Pv4 to reach the public Internet. This is one situation where new
or inmproved | ETF specifications could have an effect on the user
experience in these networks. In fairness, it should be noted that
even a network-based solution will take tinme and effort to deploy.
This is essentially, again, a tradeoff between one new pi ece of

equi pnent in the network, or a cooperation between two.

One approach to deal with this environnent is to provide an
application-level proxy at the edge of the network (GWN. For
instance, if the only application that needs to reach the | Pv4
Internet is the web, then an HITP/ HTTPS proxy can easily convert
traffic fromIPv6 into | Pv4 on the outside

Anot her nore generic approach is to enploy an |IPv6-to-1Pv4 translator
device. Different types of translation schenmes are discussed in

[ NAT- PT], [RFC6144], [RFC6145], and [ RFC6052]. NAT64 is one exanple
of a translation schene falling under this category [ RFC6147]

[ RFC6146] .

Translation will in nost cases have sonme negative consequences for
the end-to-end operation of Internet protocols. For instance, the

i ssues with Network Address Translation - Protocol Translation

(NAT- PT) [ RFC2766] have been described in [RFC4966]. It is inportant
to note that the choice of translation solution, and the assunptions
about the network in which it is used, inpact the consequences. A
translator for the general case has a nunber of issues that a
translator for a nore specific situation nay not have at all

It is recommended that the | ETF develop tools to address this

scenario. These tools need to allow existing |IPv6 hosts to operate
unchanged.
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2.4. Reaching Private | Pv4-Only Servers

This section discusses the specific problem of |Pv4-only-capable
server farms that no |l onger can be allocated a sufficient nunber of
public addresses. It is expected that for individual servers,
addresses are going to be available for a long tine in a reasonably
easy manner. However, a large server farmnay require a |l arge enough
bl ock of addresses that it is either not feasible to allocate one or
it becones econonmically desirable to use the addresses for other

pur poses.

Anot her use case for this scenario involves a service provider that
is capabl e of acquiring a sufficient nunber of |Pv4 addresses, and
has al ready done so. However, the service provider also sinply

wi shes to start to offer an | Pv6 service but w thout yet touching the
server farm (that is, w thout upgrading the server farmto | Pv6).

One option available in such a situation is to nove those servers and
their clients to IPv6. However, noving to |IPv6 involves not just the
cost of the IPv6 connectivity, but the cost of noving the application
itself fromIPv4d to IPv6. So, in this case, the server farmis |Pv4-
only, there is an increasing cost for |IPv4 connectivity, and there is

an expensive bill for noving server infrastructure to IPv6. What can
be done?
If the clients are |Pv4-only as well, the problemis a hard one.

This issue is dealt with in nore depth in Section 2.5. However,
there are inportant cases where large sets of clients are |Pv6-
capable. In these cases, it is possible to place the server farmin
private | Pv4d space and arrange sone of the gateway service from|Pv6
to IPv4 to reach the servers. This is shown in Figure 8.

oot

| Pv6 host(s)------- (Internet)----- + GWV +------ Private | Pv4 servers
+--- -+

e public v6--------------- >NAT<- - - - - - private v4---------- >

Figure 8: Reaching Servers in Private | Pv4 Space

One approach to inplenent this is to use NAT64 to translate IPv6 into
private | Pv4d addresses. The private | Pv4d addresses are mapped into

| Pv6 addresses within one or nore known prefixes. The GWNat the edge
of the server farmis aware of the nmapping, as is the Donai n Name
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System (DNS). AAAA records for each server nane are given an |Pv6
address that corresponds to the mapped private | Pv4 address. Thus,
each privately addressed | Pv4 server is given a public |IPv6
presentation. No Application Level Gateway for DNS (DNS-ALG is
needed in this case, contrary to what NAT-PT would require, for

i nst ance.

This is very sinmilar to the Section 2.3 scenario where we typically
think of a small site with I Pv6 needing to reach the public | Pv4d
Internet. The difference here is that we assunme not a small |Pv6
site, but the whole of the IPv6 Internet needing to reach a snal

I Pv4 site. This exanple was driven by the enterprise network with

| Pv4 servers, but could be scaled down to the individual subscriber
hone | evel as well. Here, the sane technique could be used to, say,
access an | Pv4 webcamin the home fromthe IPv6 Internet. Al that
is needed is the ability to update AAAA records appropriately, an

I Pv6 client (which could use Teredo [ RFC4380] or sone other nethod to
obtain IPv6 reachability), and the NAT64 mechanism In this sense,
this method | ooks rmuch like a "NAT/firewall bypass" function

An argunment coul d be nade that since the host is likely dual-stack
exi sting port-mappi ng services or NAT traversal techniques could be
used to reach the private space instead of IPv6. This would have to

be done anyway if the hosts are not all |Pv6-capable or connected.
However, in cases where the hosts are all |Pv6-capable, the
alternative techniques force additional limtations on the use of
port nunbers. In the case of IPv6-to-I1Pv4 translation, the full port

space woul d be avail able for each server, even in the private space.

It is reconmmended that the | ETF develop tools to address this
scenario. These tools need to allow existing |Pv4 servers to operate
unchanged.

2.5. Reaching I Pv6-Only Servers

This scenario is predicted to becone increasingly inportant as |Pv4
gl obal connectivity sufficient for supporting server-oriented content
becones significantly nore difficult to obtain than gl obal |Pv6
connectivity. Historically, the expectation has been that for
connectivity to | Pv6-only devices, devices would either need to be

| Pv6- connected, or dual-stack with the ability to set up an | Pv6-
over-1Pv4 tunnel in order to access the IPv6 Internet. Many "nodern"
devi ce stacks have this capability, and for themthis scenario does
not present a problemas long as a suitable gateway to terminate the
tunnel and route the |Pv6 packets is available. But, for the server
operator, it may be a difficult proposition to |leave all |Pv4-only
devices without reachability. Thus, if a solution for |Pv4-only
devices to reach IPv6-only servers were realizable, the benefits
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woul d be clear. Not only could servers nove directly to | Pv6 wi thout
trudging through a difficult dual-stack period, but they could do so
wi thout risk of losing connectivity with the IPv4-only |nternet.

Unfortunately, realizing this goal is conmplicated by the fact that
IPv4 to I Pv6 is considered "hard" since of course |Pv6 has a much

| arger address space than |IPv4. Thus, representing 128 bits in

32 bits is not possible, barring the use of techniques sinmlar to
NAT64, which uses | Pv6 addresses to represent | Pv4 addresses as well.

The main questions regarding this scenario are about timng and
priority. Wiile the expectation that this scenario nmay be of

i mportance one day is readily acceptable, at the tine of this
witing, there are few or no | Pv6-only servers of inportance (beyond
sone contrived cases) that the authors are aware of. The difficulty
of maki ng a decision about this case is that, quite possibly, when
there is sufficient pressure on |IPv4 such that we see | Pv6-only
servers, the vast mpjority of hosts will either have |Pv6
connectivity or the ability to tunnel |1Pv6 over IPv4 in one way or
anot her.

Thi s discussi on makes assunpti ons about what a "server" is as well.
For the majority of applications seen on the IPv4 Internet to date,
this distinction has been nore or less clear. This clarity is
perhaps in no snall part due to the overhead today in creating a
truly end-to-end application in the face of the fragnented addressing
and reachability brought on by the various NATs and firewalls

enpl oyed today. However, current notions of a "server" are begi nning
to shift, as we see nore and nore pressure to connect people to one
another in an end-to-end fashion -- with peer-to-peer techniques, for
instance -- rather than sinply content server to client. Thus, if we
consider an "IPv6-only server" as what we classically consider an

"I Pv4 server" today, there may not be a lot of demand for this in the
near future. However, with a nore distributed nodel of the Internet
in mnd, there nmay be nore opportunities to enploy |Pv6-only
"servers" that we would normally extrapolate from based on past
experience with applications.

It is recomended that the | ETF address this scenario, though perhaps
with a slightly lower priority than the others. In any case, when
new tool s are devel oped to support this, it should be obvious that we
cannot assunme any support for updating | egacy |Pv4 hosts in order to
reach the | Pv6-only servers
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3.

Security Considerations

Security aspects of the individual solutions are discussed in nore
depth el sewhere, for instance in [DUAL-STACK-LITE], [RFC6144],

[ RFC6147], [RFC6145], [RFC6146], [NAT-PT], and [ RFC4966]. This
docunent highlights just three issues:

0 Any type of translation may have an inpact on how certain
protocol s can pass through. For exanple, |Psec needs support for
NAT traversal, and the proliferation of NATs inplies an even
hi gher reliance on these nechanisns. It may also require
addi ti onal support for new types of translation.

0 Sone solutions have a need to nodify results obtained from DNS.
This may have an inpact on DNS security, as discussed in
[ RFC4966]. Mnimization or even elinination of such problens is
essential, as discussed in [ RFC6147].

0 Tunneling solutions have their own security issues, for instance
the need to secure tunnel endpoint discovery or to avoid opening
up denial -of-service or reflection vulnerabilities [RFC6169].

Concl usi ons

The aut hors believe that the scenarios outlined in this docunment are
among the top of the list of those that shoul d be addressed by the

| ETF comunity in short order. For each scenario, there are clearly
di fferent solution approaches with inplenentation, operations, and
depl oynent tradeoffs. Further, some approaches rely on existing or
wel | -under st ood t echnol ogy, while sone require new protocols and
changes to established network architecture. It is essential that

t hese tradeoffs be considered, understood by the conmunity at |arge,
and in the end well-docunmented as part of the solution design.

After witing the initial version of this docunent, the Softwre

wor ki ng group was rechartered to address the Section 2.2 scenario
with a conbination of existing tools (tunneling, |IPv4d NATs) and sone
m nor new ones (DHCP options) [DUAL-STACK-LITE]. Sinilarly, the
Behave wor ki ng group was rechartered to address scenarios from
Sections 2.3, 2.4, and 2.5. At the tine this document is being
publ i shed, proposals to address scenarios from Section 2.1 are stil
under consideration for new | ETF work itens.

This docunent set out to list scenarios that are inportant for the
Internet comunity. While it introduces sonme design elenents in
order to understand and discuss tradeoffs, it does not list detailed
requirenents. In large part, the authors believe that exhaustive and
detail ed requirenments would not be hel pful at the expense of

Arkko & Townsl ey I nf or mat i onal [ Page 16]



RFC 6127 | Pv4 and | Pv6 Co- Exi st ence May 2011

enbar ki ng on solutions, given our current state of affairs. W do
not expect any of the solutions to be perfect when neasured from al
vant age points. Wen | ooking for opportunities to deploy |Pv6,
reaching too far for perfection could result in |losing these
opportunities if we are not attentive. Qur goal with this docunent
is to support the devel opnent of tools to help mnimze the tangible
probl ens that we are experiencing now, as well as those probl ens that
we can best anticipate down the road, in hopes of steering the
Internet on its best course from here.
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