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Abstract

Handling multiple sets of network trouble tickets (TTs) originating
fromdifferent participants’ inter-connected network environnments
poses a series of challenges for the involved institutions. A Gid
is a good exanple of such a nulti-donain project. Each of the
participants follows different procedures for handling trouble inits
donmai n, according to the local technical and linguistic profile. The
TT systens of the participants collect, represent, and dissemnate TT
information in different formats.

As a result, managenent of the daily workload by a central Network
Operation Centre (NOC) is a challenge on its own. Normalization of
TTs to a common format at the central NOC can ease presentation
storing, and handling of the TTs. In the present document, we
provide a nodel for automating the collection and nornalization of
the TT received by nultiple networks forming the Gid. Each of the
participants is using its hone TT systemwithin its donain for
handl i ng troubl e incidents, whereas the central NOC is gathering the
tickets in the normalized format for repository and handling. XM is
used as the comon representation | anguage. The nodel was defined
and used as part of the networking support activity of the ECEE
(Enabling Grids for E-sciencE) project.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
conmunity. This is a contribution to the RFC Series, independently
of any other RFC stream The RFC Editor has chosen to publish this
docunent at its discretion and makes no statenent about its value for
i npl enentati on or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of I|nternet

St andard; see Section 2 of RFC 5741.
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I nt roducti on

Probl em i npact assessnent, reporting, identification, and handli ng,
as well as dissenination of trouble informati on and del egati on of
authority, are sone of the main tasks that have to be inplenented by
the menbers of a Gid in order to successfully manage the network and
mai ntai n operational efficiency of the services offered to their
users.

Different TT systens are used by each network domain, delivering TTs
in alternate formats, while the TT load is growi ng proportionally
with network size and serviced users.

We hereby define a data nodel for TT nornalization -- the Network
Troubl e Ticket Data Model (NTTDM) -- initially targeted for network
providers serving EGEE [8]. The nodel is designed in accordance with
RFC 1297 [11] and neets requirenents of the nmultiple TT systens used.

The NTTDM

0o is both effective and conprehensive, as it conpensates for the
core activities of the Network Operation Centres (NOCs). It is
al so dynamic, allow ng additional options to be included in the
future, according to dermand

0 provides an XM. representation for conveying incident information
across adm nistrative domai ns between parties that have an
operational responsibility of renediation or a "watch-and-warn"
policy over a defined constituency.

o encodes information about hosts, networks, and the services
runni ng on these systens; attack nethodol ogy and associ at ed
forensic evidence; inpact of the activity; and linited approaches
for documenting wor kfl ow.

o aims to sinplify TT exchange within the boundaries of a Gid and
to enhance the functional cooperation of every NOC and of the Gid
Qperation Centre (G0OC). Comunity adoption of the NTTDM enhances
trouble resolution within the Gid framework and inparts network
status cogni zance by nodeling col |l aboration and information
exchange anong operators.
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0 provides a comon format that allows GOCs as well as all
participating NOCs to store, exchange, nanage, and anal yze TTs
(assessnent of TT inpact).

0 provides increased automation in handling a TT, since the network
operators have a comon view of the incident.

The nodel was designed and used as part of the networking support
activity of the EGEE project; one of the subtasks of this support
activity was to enhance the ENOC (EGEE Network Operation Centre) [9]
procedures for better overall network coordination of the Gid.

1.1. Termnol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

The NTTDM uses specific keywords to describe the various data
conponents. These keywords are:

Defined, Free, Multiple, List, Predefined String, String,
Dateti me, Sol ved, Cancelled, Inactive, Superseded, Opened/d osed,
Qperational, Informational, Adm nistrative, and Test.

These keywords as used in this docunent are to be interpreted as
described in Section 2.

Acronyns:
TT: Troubl e Ti cket
NTTDM Network Troubl e Ticket Data Mdel
DB: Dat abase
EGEE: Enabling Gid for E-sciencE
ENOCC: ECEE NOC
NCC: Net wor k Operation Centre
GG Gid Qperation Centre
NREN: National Research and Educati onal Network

QS Quality of Service
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UM Uni fied Modeling Language
XML: Ext ensi bl e Mar kup Language
1.2. Notations

The NTTDM is specified in two ways: as an abstract data nodel and as
an XM. Schema. Section 3 provides a Unified Mdeling Language (UM)
[10] nodel describing the individual classes and their relationship
with each other. The semantics of each class are discussed and their
attributes explained. 1In Section 6, this UML nodel is converted into
an XML Schema [2] [3] [4] [5]. A specific nanespace [6] is al so
def i ned.

The term " XM. docunent" refers to any instance of an XM. Docunent.
The term "NTTDM docunent” refers to specific elenments and attributes
of the NTTDM Schema. Finally, the terns "class" and "element” are
used interchangeably to reference either a given UML class in the
data nodel or its correspondi ng Schenma inpl enentation.

1.3. About the Network Trouble Ticket Data Mde
The NTTDM is a data representation that provides a framework for
normal i zi ng and sharing infornmati on anong network operators and the
GOC regarding troubles within the Gid boundaries. There has been a
| ot of thought processing during the design of the data nodel:

o The data nodel serves as a comon storage and exchange format.

0 Every NOC still uses its hone TT system for network nanagenent
within its area of control

0 As there is no universally adopted definition for a trouble, in
the NTTDM definition, the termis used with a conprehensive
meani ng to cover all NOCs.

0 Handling every possible definition of a trouble incident would

call for an extrenely expanded and conpl ex data nodel. Therefore,
the NTTDM s purpose is to serve as the basis for normalizing and
exchanging TTs. It is flexible and expressive in order to ensure

that specific NOC requirenments are net. Specific NOC information
is kept outside the NTTDM and external databases can be used to
feed it.
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1. 4.

Zi s

0 The donain of nanaging the information is not fully standardized
and nmust rely on free-formtextual descriptions. The NTTDM
attenpts to strike a bal ance between supporting this free-form
content, while still allow ng automated processing of incident
i nformation.

The NTTDM is only one of several feasible TT data representations.
The goal of this design was to be as effective and conprehensive as
these other representations and to account for the managenent of a
general Gid environnment. The already used TT formats influenced the
design of the NTTDM

About the Network Troubl e Ticket |nplenentation
Here we describe an exanple of a typical use case.

The Gid project EGEE manages its infrastructure as a network overlay
over the European National Research and Educati onal Networks (NRENs)
and wants to be able to warn EGEE sites of the unavailability of the
network. Thanks to collaboration with its network provider, the ECGEE
NOC recei ves a high volune of TTs (800 tickets/nonth, 2500
emai | s/ nonth) from 20 NRENs and shoul d al ways be able to cope with
such a heavy load. Thanks to the NTTDM the EGEE NOC can aut omate
the TT workfl ow

o The TT is filtered, sorted, and stored in a |ocal database (DB).
o The TT's inpact on the Gid is assessed.

o0 The TT is pushed to an ENOC dashboard application and other tools
(EGEE TT system statistics, etc.).

Future Pl ans

Since this is an Experinmental docunent, operational experience wll
be used to expand the subsections of Section 3.2.3, "Ticket Origin
Information", below. The current specification is already used
within EGEE. Oher Gids are free to use it and report coments to
the authors. After enough experinentation, we would |like to advance
it to the Standards Track.

NTTDM Types and Definitions
The various data elenments of the TT data nodel are typed. This
section discusses these data types. When possible, native Schema

data types were adopted, but for nore conplicated formats, regular
expressions or external standards were used.

iadis, et al. Experi ment al [ Page 7]



RFC 6137 NTTDM February 2011

2.1. Types and Definitions for the TYPE Attribute
These types are used to describe the TYPE attribute.
2.1.1. Defined

The Defined data type neans that the data nodel provides a neans to
compute this value fromthe rest of the fields

The Defined data type is inplenmented as "Defined" in the Schema.
2.1.2. Free
The Free data type neans that the value can be freely chosen
Al'l Free strings SHOULD have as an attribute the | anguage used.
The Free data type is inplenented as "Free" in the Schema
2.1.3. Miltiple

The Multiple data type consists of one value anmong nmultiple fixed
val ues.

The Multiple data type is inplenmented as "Multiple" in the Schena.
2.1.4. List

"List" means many val ues anong multiple fixed values. The List data
type is inplenented as "List" in the Schenma
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2.2. Types and Definitions for the VALI D FORMAT Attri butes
2.2.1. Predefined String

A Predefined String means the different values are predefined in the
dat a nodel .

Each field that requires a Predefined String contains a specific
value. Figure 1 shows the allowed values for such fields.

o e e e e e e e e e e e e m o o e e e e e e e e e e e e e e e +
| FI ELD NAME | VALUES |
o e e e e e e e i e oo o m e e e e e e e e e e eee s +
| TT_TYPE | OQperational, Informational, |
| | Admi ni strative, Test |
o e e e e e e e e m o o m e m e e e e e e e e e e e e emeao - +
| TYPE | Schedul ed, Unschedul ed |
o e e e e e e e e oo - o o e e m e e e e e e e e e e e e e e e +
| TT_PRIORITY | Low, Medium High |
o e e e e e e e e oo o m e e e e e e e e e eme s +
| TT_SHORT_DESCRIPTION | Core Line Fault, Access Line |
| | Fault, Degraded Service, Router |
| | Hardware Fault, Router Software |
| | Fault, Routing Problem Undefined |
| | Probl em Network Congesti on, |
| | dient Upgrade, |Pv6, QS, VolP, |
| | O her |
o e e e e e e e e m o o m e m e e e e e e e e e e e e emeao - +
| TT_I MPACT_ASSESSMENT | No inpact, Reduced redundancy, |
| | Mnor performance inpact, Severe |
| | performance i npact, |
| | No connectivity, On backup, |
| | At risk, Unknown |
o e e e e e e e e m o o m e m e e e e e e e e e e e e emeao - +
| TT_STATUS | Opened, Updated, C osed, Solved, |
| | Inactive, Cancelled, Reopened, |
| | Superseded, Opened/d osed |
o e e e e e e e e oo o m e e e e e e e e e eme s +
| TT_SOURCE | Users, Mnitoring, Oher NOC |
o e e e e e e e e m o o m e m e e e e e e e e e e e e emeao - +

Figure 1. Allowed Predefined String Val ues

The Predefined String data type is inplenented as "xs:string" in the
Schema with a sequence of enunerations for the all owed val ues.
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2.2.1.1. Definitions of the Predefined Val ues

TT_TYPE

0 COperational: for network incident and mai ntenance only.

o Informational: information about the TT system or the exchange
i nterface (naintenance, upgrade).

0 Administrative: information about the access to the TT system
(credentials) or the exchange interface.

0 Test: to test the TT systemor the exchange interface, etc.

TYPE

0 Schedul ed: the incident was schedul ed to happen

0 Unschedul ed: the incident was unschedul ed.

TT_PRIORITY

0o Low the TT priority is |ow.

0o Medium the TT priority is nedium

o High:

the TT priority is high.

TT_SHORT_DESCRI PTI ON

0 Core Line Fault: nalfunction of a high-bandwi dth core |ine.

0o Access Line Fault: mal function of a nedi umbandw dth access |i ne.

o Degraded Service.

o0 Router

Hardware Fault: mal function of the router hardware.

0 Router Software Fault: mmlfunction of the router software.

0 Routing Problem incident regarding the routing service.

0 Undefined Problem nature of the problemnot identified.

0 Network Congestion: problemdue to traffic at the network
(bl ocked).

o Cdient Upgrade: incidents regarding client/services upgrade.

Zi siadi s,
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o |Pv6: incident regarding the | Pv6 network.

0 QS incident regarding the Quality of Service (QS) of the
net wor k.

o Vol P: incident regardi ng Voice over |P (VolP)

0o Oher: non-listed incident.

TT_I MPACT_ASSESSMENT

o0 No inpact: the incident does not cause any inpacts.

0 Reduced redundancy: the incident reduces network redundancy.

o Mnor performance inpact: the incident causes a m nor performance
i mpact .

0 Severe performance inpact: the incident causes a severe
per f ormance i npact.

0 No connectivity: the incident causes connectivity failure.
0 On backup: the incident causes a nmalfunction of backup services.

0o At risk: the incident should not have any inpact but could
possi bly cause sone trouble.

o Unknown: the nature of the inpact is not identified.
TT_STATUS

0 Opened: the ticket is opened.

0 Closed: the ticket is closed.

0 Updated: the ticket’'s contents have been updated.

o

Cancel l ed: the ticket has been opened tw ce; one of the tickets is
cancel l ed, and a rel ationship between themis defined via the
RELATED_ACTI VI TY fi el d.

0 Solved: the incident is solved, but the teamprefers to
nmoni t or/ check for future issues.

0 Opened/C osed: the ticket was opened only to report an incident
that has al ready been sol ved.

Zisiadis, et al. Experi ment al [ Page 11]



RFC 6137 NTTDM February 2011

(o]

Inactive: the ticket is under the responsibility of an externa
domain and is no longer under the reporting domain’s control

Reopened: the ticket was closed by error, or the probl emwas
erroneously declared to be solved. Data in the History field are
very inportant in this case.

Superseded: the ticket has been superseded by anot her one (for
exanpl e, a bigger problemthat had resulted in many tickets was

| ater merged into a single incident/ticket). The RELATED ACTIVITY
field SHOULD i ncl ude the master ticket reference.

Al'lowed transitions for TT_STATUS are only those indicated in
Figure 2. Possible final states are indicated with (X)

Zisiadis, et al. Experi ment al [ Page 12]
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oo +
| Opened/ d osed (X)
oo +
|
|
\Y
oo +
R e | Reopened S \
| | [---------- \ |
| AR + | |
| A | |
| | | |
| \Y | |
| AR + | |
| | Superseded (X) | | |
| | or Inactive (X) | | |
I A > or Cancelled (X) |<---\ | |
|| L R + || |
|| A || |
|| | |V |
| | F + | F +
| | /--------- | Opened |----/ | Solved |----- \
[ | [----mmmmm - >| | | |
- Homomo - + Hoooo - + | |
[ | | A | |
vV |V | | | |
Hommoo--- + | | | |
---------- (])-------mmmmmmem e ] vV V
| Updated | | e +
| [---------- ([)-mmmmmmm e - >
e + | | dosed (X |
L e >| |
oo +

Figure 2. TT_STATUS Transition D agram
2.2.2. String

The String value is defined by the user of the nodel. The String
data type is inplemented as "xs:string" in the Schenma.

2.2.3. Datetine
Date-time strings are represented by the Datetine data type. Each

date-tinme string identifies a particular instant in tine; ranges are
not support ed.
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Date-time strings are formatted according to a subset of
| SO 8601: 2000 as docunented i n RFC 3339.
The Datetinme data type is inplenmented as "xs:dateTinme" in the Schenma.
3. NITDM
In this section, the individual conmponents of the NTTDM will be
di scussed in detail. This class provides a standardi zed
representation for commonly exchanged Fi el d Nane dat a.
3.1. NTTDM Conponents
3.1.1. NTTDM Attributes
The Field Name class has four attributes. Each attribute provides
i nformati on about a Field Nane instance. The attributes that
characterize one instance constitute all the information required to
formthe data nodel
DESCRI PTI ON
This field contains a short description of the Field Nane.

TYPE

The TYPE attribute contains information about the type of the
Field Nane it depends on. The values that it may contain are:

Defined, Free, Miultiple, and List.
VALI D FORNVAT

This attribute contains informati on about the format of each
field. The values that it may contain are:

Predefined String, String, and Datetine.

MANDATORY
This attribute indicates whether the information of each field is
required or optional. |If the information is required, the
MANDATORY field contains the word "YES'. |If the infornation is

optional, the MANDATORY field contains the word "NO'.
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3.2. NTTDM Aggregate O asses
3.2.1. NTTDM Document C ass

The NTTDM Docunent class is the top-level class in the NTTDM All
NTTDM docunents are an i nstance of this class.

B - +
| NTTDM Docurent |
T +
| version | <>--{1..*}--[ Ticket ]
| lang |
S +

Figure 3. NTTDM Document d ass

The aggregate class that constitutes an NITDM Docunent i s:
Ti cket

One or nore. The information related to a single ticket.
The NTTDM Docunment cl ass has two attributes:
version

STRING The value of this attribute MJST be "1.00".
| ang

Requi r ed.

3.2.2. Ticket d ass

Every ticket is represented by an instance of the Ticket class. This

cl ass provides a standardi zed representati on for commonly exchanged
TT dat a.
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oo - - +

| Ticket |

L +

| ang | <>---------- [ Partner_ID

| <>----mmn--- [ Oiginal _ID
| [ R [ TT_| D
| €>--cancnn-- [ TT_Title
| <> ---mon--- [ TT_Type
| <>--{0..1}--[ TT Priority
| <>-----n---- [ TT_Status
| <>--{0..1}--[ TT_Source
| <>-----n----- [ TT_Open_Datetine
| <>---eeannmn- [ TT_C ose_Datetine
| <>---------- [ TT_Short Description
| <>---------- [ TT_Long_Description
| <>----nnn--- [ Type
| <>---------- [ TT_I npact _Assessnent
| <>---------- [ Start_Datetine

| <>--{0..1}--[ Detect Datetine
| <>--{0..1}--[ Report_Datetine

| <>---------- [ End_Datetine
| <>---------- [ TT_Last_Update_Ti e
.. [ Tinme_Wndow Start
| <>--{0..1}--[ Ti me_W ndow_End
| <>--{0..1}--[ Wrk Plan_Start_Datetinme
| <>--{0..1}--[ Work_Plan_End_Datetine
| <>--{0..1}--[ Rel ated_External _Tickets
| <>--{0..1}--[ Additional _Data
| <>--{0..1}--[ Related_Activity
[ <>----n---- [ Hstory
| <>--{0..1}--[ Affected_Conmmunity
| <>--{0..1}--[ Affected_Service
[ <>-------n--- [ Location
| <>--{0..1}--[ Network_Node
| <>--{0..1}--[ Network_Link_GCircuit
| <>--{0..1}--[ End_Line_Location_A
| <>--{0..1}--[ End_Line_Location_B
| <>--{0..1}--[ Open_Engi neer
| <>--{0..1}--[ Contact_Engi neers
| <>--{0..1}--[ O ose_Engi neer
| <>--{0..1}--[ Hash
Fomm e e o +

Figure 4. The Ticket d ass
| ang

Requi r ed.
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The
and

Field Nanes are the Aggregate O asses that constitute the NTTDM
each of themis an elenent that is characterized by a quadruple

(DESCRI PTI ON, TYPE, VALID FORVAT, MANDATORY).

3.2.3.

Ticket Origin Information

3.2.3.1. PARTNER_ID

Zi si adi

.............. +

PARTNER ID |
______________ +

DESCRI PTI ON | The unique ID of the TT source partner.
TYPE | Mul tiple.

VALI D FORMAT | String.

MANDATORY | Yes.
______________ +

Figure 5. Partner_ID C ass
ORIG NAL_I D

______________ +

ORIG NAL_ID |
______________ +

DESCRI PTI ON | The TT I D that was assigned by the party.
TYPE | Fr ee.

VALI D FORMAT | String.

MANDATORY | Yes.
______________ +

Figure 6. Oiginal _ID dass

Ti cket I nfornmation

TT_ID
______________ +
TT_ID |
.............. +
DESCRI PTI ON | The unique ID of the TT.
TYPE | As defined bel ow.
VALI D FORMAT | String.
MANDATCRY | Yes.
______________ +

Figure 7. TT_ID d ass
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TYPE is constructed as "PARTNER ID' "ORIG NAL_ID'. PARTNER I D and
ORIG NAL_I D therefore MJST NOT contain an underscore character.

3.2.4.2. TT_TITLE

S +

| TT_TITLE |

R +

| DESCRIPTION | The title of the TT.
| TYPE | Def i ned.

| VALID FORNMAT | String.

| MANDATORY | Yes.
. +

Figure 8. TT _Title dass

. +

| TT_TYPE |

T +

| DESCRI PTION | The type of the TT.
| TYPE | Mul tiple.

| VALID FORVAT | Predefined String.

| MANDATCORY | Yes.
. +

Figure 9. TT_Type d ass

oo +

| TT_PRRORITY |

S +

| DESCRI PTION | The TT priority.

| TYPE | Mul tiple.

| VALI D FORMAT | Predefined String.
| MANDATORY | No.

o e e +

Figure 10. TT Priority d ass
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3.2.4.5. TT_STATUS

. +

| TT_STATUS |

B TS +

| DESCRI PTION | The TT status.

| TYPE | Mul tiple.

| VALI D FORMAT | Predefined String.
| MANDATCRY | Yes.
S +

Figure 11. TT Status d ass

S +

| TT_SOURCE |

RS +

| DESCRI PTION | The source of the ticket.
| TYPE | Mul tiple.

| VALI D FORMAT | Predefined String.

| MANDATORY | No.

B TS +

Figure 12. TT Source C ass
3.2.4.7. TT_OPEN DATETI ME

Fom e e e e e o +

| TT_OPEN_DATETI ME |

oo +

| DESCRI PTI ON | The date and time when the TT was opened.
| TYPE | Mul ti ple.

| VALI D FORNMAT | Dat eti me.

| MANDATORY | Yes.

Fom e e e oo oo +

Figure 13. TT_Open_Datetinme C ass
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3.2.4.8. TT_CLCSE_DATETI ME
ook +
| TT_CLOSE_DATETI ME |
o e - +
| DESCRI PTI ON | The date and tinme when the TT was cl osed.
| TYPE | Mul tiple.
| VALI D FORMAT | Dat et i ne.
| MANDATCRY | Yes.
o m e e e e e e me o oo +

Zi si adi

Figure 14. TT C ose_Datetinme C ass

Troubl e Details

TT_SHORT_DESCRI PTI ON
______________________ +
TT_SHORT_DESCRI PTI ON |
______________________ +
DESCRI PTI ON | The short description of the trouble.
TYPE | Mul tiple.
VALI D FORVAT | Predefined String.
MANDATCRY | Yes.
______________________ +

Figure 15. TT_Short_Description C ass

TT_LONG_DESCRI PTI ON
_____________________ +
TT_LONG DESCRI PTI ON |
..................... +
DESCRI PTI ON | The detail ed description of the
| i nci dent/ mai nt enance reported in the TT.
TYPE | Free.
VALI D FORVAT | String.
MANDATORY | No.
..................... +

Figure 16. TT_Long_Description C ass
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3.2.5.3. TYPE

. +

| TYPE |

B TS +

| DESCRI PTION | The type of the trouble.
| TYPE | Mul tiple.

| VALI D FORMAT | Predefined String.

| MANDATCRY | Yes.

S +

Figure 17. Type dass
3.2.5.4. TT_I MPACT_ASSESSMENT

o e e e e e e oo +

| TT_I MPACT_ASSESSMENT |

e e e e a - +

| DESCRI PTI ON | The inpact of the incident/naintenance.
| TYPE | Ml tiple.

| VALI D FORVAT | Predefined String.

| MANDATORY | Yes.

o e e e +

Figure 18. TT_ I npact_Assessnent C ass
3.2.5.5. START_DATETI ME

S +

| START_DATETI ME |

o e e +

| DESCRI PTI ON | The date and tinme that the

| | i nci dent/ mai nt enance start ed.
| TYPE | Mul tiple.

| VALI D FORMAT | Dat et i ne.

| MANDATORY | Yes.

o e e +

Figure 19. Start_Datetine d ass
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3.2.5.6. DETECT_DATETI ME

ook +

| DETECT_DATETI ME

o e - +

| DESCRI PTI ON | The date and tinme when the incident
| | was det ect ed.

| TYPE | Mul tiple.

| VALI D FORNMAT | Dateti me

| MANDATCORY | No.

o e - +

Figure 20. Detect_Datetine dass

3.2.5.7. REPORT_DATETI ME

S +

| REPORT_DATETI ME

oo +

| DESCRI PTI ON | The date and tinme when the incident
| | was reported.

| TYPE | Mul tiple.

| VALI D FORVAT | Dat et i ne.

| MANDATORY | No

oo +

Figure 21. Report_Datetinme d ass

3.2.5.8. END_DATETI ME

| END_DATETI ME |

. +

| DESCRI PTION | The date and tinme when the incident/maintenance
| | ended.

| TYPE | Mul tiple.

| VALI D FORMAT | Dat eti me.

| MANDATORY | Yes.

. +

Figure 22. End_Datetinme d ass
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3.2.5.9. TT_LAST_UPDATE_TI ME

Fmm e e e e +

| TT_LAST_UPDATE_TI ME |

e e e e e e e e o +

| DESCRI PTI ON | The last date and tinme when the TT was
| | updat ed.

| TYPE | Mul tiple.

| VALI D FORNMAT | Dat et i ne.

| MANDATCORY | Yes.

e e e e e e e e o +

Figure 23. TT Last_Update_Tinme C ass
3.2.5.10. TI ME_W NDOW START

o e - +

| TI ME_W NDOW START |

S +

| DESCRI PTI ON | The wi ndow start tinme in which planned
| | mai nt enance may occur.

| TYPE | Mul tiple.

| VALI D FORVAT | Dat eti me.

| MANDATORY | No, unless TYPE is "Schedul ed".

S +

Figure 24. Time_Wndow Start J ass

3.2.5.11. TI ME_W NDOW _END

. +

| TI ME_W NDOW END |

. +

| DESCRI PTI ON | The wi ndow end tinme in which planned
| | mai nt enance may occur.

| TYPE | Mul tiple.

| VALI D FORNVAT | Dat eti me.

| MANDATORY | No, unless TYPE is "Schedul ed".
. +

Figure 25. Time_Wndow End d ass
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3.2.5.12. \WORK_PLAN_START_DATETI ME

o m e e e e e e +

| WORK_PLAN _START_DATETI ME |

T +

| DESCRI PTI ON | Work planned (expected): start tinme
| | in case of nmintenance.

| TYPE | Mul tiple.

| VALI D FORVAT | Dat eti me.

| MANDATORY | No.

T +

Figure 26. Work Plan_Start Datetine C ass

3.2.5.13. WORK _PLAN_END DATETI ME

o e e e e e e e e e e e e m o +

| WORK_PLAN _END_DATETI ME |

o e e e e e e e i e oo +

| DESCRI PTI ON | Work planned (expected): end tinme
| | in case of mmintenance.

| TYPE | Mul tiple.

| VALI D FORVAT | Dat et i nme.

| MANDATORY | No.

o e e e e e e e i e oo +

Figure 27. Wdrrk_Plan_End_Datetine C ass
The period delimted by WORK PLAN START_DATETI ME and
WORK_PLAN END DATETI ME MUST be included in the period delimted by
TI ME_W NDOW _START and TI ME_W NDOW END, and duplicated with {START,
END} _DATETI ME, even in case of naintenance.
3.2.6. Related Data

3.2.6.1. RELATED_EXTERNAL_TI CKETS

e e e e eeeeeeeaeeaeaaaa +

| RELATED _EXTERNAL_TI CKETS |

o +

| DESCRI PTI ON | The NOC entity related to the incident.
| TYPE | List.

| VALI D FORNVAT | String.

| MANDATORY | No.

mmmmemeemeeeeaeeeeeaeaaaa +

Figure 28. Related External Tickets C ass
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o e e oo +

| ADDI TI ONAL_DATA |

S +

| DESCRI PTI ON | Addi tional information.
| TYPE | Fr ee.

| VALI D FORMAT | String.

| MANDATCRY | No.

B +

Figure 29. Additional Data d ass

3.2.6.3. RELATED ACTIVITY

e +

| RELATED ACTIVITY |

Fom e e e oo oo +

| DESCRI PTI ON | The TT IDs of the related incident
| TYPE | Mul tiple.

| VALI D FORVAT | String.

| MANDATORY | No.

Fom e e e e e o +

Figure 30. Related Activity d ass

3.2.6.4. H STORY

B TS +

| H STORY |

ook +

| DESCRI PTION | The necessary actions/events | og.
| TYPE | Fr ee.

| VALI D FORMAT | String.

| MANDATORY | Yes.

RS +

Figure 31. History dass

Note: This field MUST NOT be enpty when the VALI D FORMVAT
of the TT_STATUS field is anything other than "OPENED' or
" OPENED/ CLOSED" .

Zisiadis, et al. Experi ment al
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3.2.7. Localization and | npact

3.2.7.1. AFFECTED_COMMUNI TY

e e e a - +

| AFFECTED_COWMUNI TY

e e e e e +

| DESCRI PTI ON | I nformati on about the comunity that was
| | affected by the incident.

| TYPE | Free

| VALI D FORVAT | String.

| MANDATORY | No

e e e e e +

Figure 32. Affected_Community Cd ass

3.2.7.2. AFFECTED_SERVI CE

Fommmmeeiiieaaana +

| AFFECTED_SERVI CE

T +

| DESCRI PTI ON | The service that was affected by the
| | i nci dent .

| TYPE | Mul tiple.

| VALI D FORNVAT | String.

| MANDATORY | No.

T +

Figure 33. Affected_Service C ass

o e e +

| LOCATI ON |

B TS +

| DESCRI PTION | The | ocation (Point of Presence (POP) site,
| | city, etc.) of the incident/naintenance.

| TYPE | Mul tiple.

| VALI D FORMAT | String.

| MANDATORY | Yes.

B TS +

Figure 34. Location d ass
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o e e +

| NETWORK_NCDE |

B TS +

| DESCRI PTION | The NOC network node related to the incident.
| TYPE | Li st.

| VALI D FORMAT | String.

| MANDATCRY | No.

S +

Figure 35. Network Node d ass

3.2.7.5. NETWORK LINK CIRCUT

o e e e e e e oo +

| NETWORK_LINK CIRCU T |

e e e e a - +

| DESCRI PTI ON | The nane of the network line related
| | to the incident.

| TYPE | Li st.

| VALI D FORVAT | String.

| MANDATCRY | No.

e e e e a - +

Figure 36. Network Link Crcuit dass

3.2.7.6. END LI NE_LOCATI ON_A

e +

| END_LI NE_LOCATI ON_A |

e e +

| DESCRI PTI ON | A-end of the link.
| TYPE | Mul tiple.

| VALI D FORVAT | String.

| MANDATORY | No.
oo +

Figure 37. End_Line_Location_A d ass
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3.2.7.7. END_LI NE_LOCATI ON_B

Fmm e e e e +

| END_LI NE_LOCATI ON B |

e e e e e e e e o +

| DESCRI PTI ON | B-end of the Iink.
| TYPE | Mul tiple.

| VALI D FORMAT | String.

| MANDATCRY | No.

o e e e e e e e ea oo +

Figure 38. End_Line Location B C ass
3.2.8. Contact Information

3.2.8.1. OPEN_ENG NEER

S +

| OPEN_ENGQ NEER |

R +

| DESCRIPTION | The engi neer that opened the ticket.
| TYPE | Mul tiple.

| VALID FORNMAT | String.

| MANDATORY | No.

R +

Fi gure 39. Open_Engi neer d ass

3.2.8.2. CONTACT_ENG NEERS

S +
| CONTACT_ENG NEERS |

N T +

| DESCRI PTI ON | The engi neers responsi ble for the incident
| | settl enment.

| TYPE | Li st.

| VALI D FORNVAT | String.

| MANDATORY | No.

N T T +

Fi gure 40. Contact_Engi neers C ass
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3.2.8.3. CLOSE_ENG NEER

oo oo +

| CLOSE_ENG NEER |

S +

| DESCRI PTI ON | The engi neer that closed the ticket.
| TYPE | Mul tiple.

| VALID FORMAT | String.

| MANDATCRY | No.

e +

Figure 41. d ose_Engi neer C ass
3.2.9. Security

3.2.9.1. HASH

S +

| HASH |

S +

| DESCRI PTI ON | Encrypt ed nessage hash.
| TYPE | Def i ned.

| VALI D FORMAT| String.

| MANDATORY | No.

T +

Figure 42. Hash C ass
3.3. NITDM Representation
The coll ected and processed TTs received fromnultiple
t el econmuni cati ons networks are adjusted in a normalized NTTDM

Fi gure 43 shows the representation of this normalized data nodel.
The "DESCRI PTION' attribute is inplied.
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L L R oo L L TSI Fomme e +
| FI ELD NAME | TYPE | VALID FORVAT | MANDATCRY|
e oo R oo +
| PARTNER_ I D | MULTI PLE| STRI NG | YES |
| ORIA NAL_I D | FREE | STRI NG | YES |
| TT_ID | DEFI NED | STRI NG | YES |
| TT_TI TLE | DEFI NED | STRI NG | YES |
| TT_TYPE | MULTI PLE| PREDEFI NED STRI NG | YES |
| TT_PRI ORI TY | MULTI PLE| PREDEFI NED STRI NG | NO |
| TT_STATUS | MULTI PLE| PREDEFI NED STRI NG | YES |
| TT_SOURCE | MULTI PLE| PREDEFI NED STRI NG | NO |
| TT_OPEN_DATETI ME | MULTI PLE| DATETI ME | YES |
| TT_CLOSE_DATETI ME | MULTI PLE| DATETI ME | YES |
| TT_SHORT_DESCRI PTI ON | MULTI PLE| PREDEFI NED STRI NG | YES |
| TT_LONG DESCRI PTI ON | FREE | STRI NG | NO |
| TYPE | MULTI PLE| PREDEFI NED STRI NG | YES |
| TT_I MPACT_ASSESSMENT | MULTI PLE| PREDEFI NED STRI NG | YES |
| START_DATETI ME | MULTI PLE| DATETI ME | YES |
| DETECT_DATETI ME | MULTI PLE| DATETI ME | NO |
| REPORT_DATETI ME | MULTI PLE| DATETI ME | NO |
| END_DATETI ME | MULTI PLE| DATETI ME | YES |
| TT_LAST_UPDATE_TI ME | MULTI PLE| DATETI ME | YES |
| TI ME_W NDOW _START | MULTI PLE| DATETI ME | NO |
| TI ME_W NDOW_END | MULTI PLE| DATETI ME | NO |
| WORK_PLAN_START_DATETI ME| MULTI PLE| DATETI ME | NO |
| WORK_PLAN_END_DATETI ME | MULTI PLE| DATETI ME | NO |
| RELATED_EXTERNAL_TI CKETS]| LI ST | STRI NG | NO |
| ADDI TI ONAL_DATA | FREE | STRI NG | NO |
| RELATED_ACTI VI TY | MULTI PLE| STRI NG | NO |
| H STORY | FREE | STRI NG | YES |
| AFFECTED_COVMUNI TY | FREE | STRI NG | NO |
| AFFECTED_SERVI CE | MULTI PLE| STRI NG | NO |
| LOCATI ON | MULTI PLE| STRI NG | YES |
| NETWORK_NCDE | LI ST | STRI NG | NO |
| NETWORK_LI NK_CI RCUI T | LI ST | STRI NG | NO |
| END_LI NE_LOCATI ON_A | MULTI PLE| STRI NG | NO |
| END_LI NE_LOCATI ON_B | MULTI PLE| STRI NG | NO |
| OPEN_ENG NEER | MULTI PLE| STRI NG | NO |
| CONTACT_ENG NEERS | LI ST | STRI NG | NO |
| CLOSE_ENG NEER | MULTI PLE| STRI NG | NO |
| HASH | DEFI NED | STRI NG | NO |
e [ S [ SR —-— +

Figure 43. The Field Nane d ass
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4.

5.

5.

1

Internationalization |ssues

Internationalization and localization are of specific concern to the
NTTDM since it is only through collaboration, often across |anguage
barriers, that certain incidents can be resolved. The NITDM supports
this goal by depending on XM. constructs, and through explicit design
choices in the data nodel

The mai n advantage of the nodel is that it provides a nornalized data
type that is inplemented fully in the English | anguage and can be
used conveniently. It also supports free-formed text that can be
written in any language. In the future, it will provide translation
services for all such free-forned text.

Exanpl e
Li nk Failure

In this section, an exanple of network TTs exchanged using the
proposed format is provided. This is an actual GRNet ticket
normal i zed according to the NTTDM Fields that were not included in
the ticket are left blank

<?xm version="1.0" encodi ng="UTF-8"?>
<I-- This exanple describes a link failure that was detected -->

<NTTDM Docurent version="1.00" |ang="el"
xm ns="urn:ietf:params:xm :ns:nttdm1.0">
<Ti cket >
<Original | D>5985</ Original | D>
<Partner | D>01</ Partner | D>
<TT_I D>01_5985</ TT_I D>
<TT_Title>Forth Link Failure</TT_Title>
<TT_Type>QOperati onal </ TT_Type>
<TT_St at us>C osed</ TT_St at us>
<TT_Open_Dat et i me>2008-12- 16T10: 01: 15+02: 00</ TT_QOpen_Dat et i me>
<TT_Short _Description>Core Line Fault</TT _Short_ Description>
<TT_Long_Description>Forth Link Failure</TT_Long_Description>
<Type>Unschedul ed</ Type>
<TT_I npact _Assessnent >No connectivity</TT_| npact _Assessnent >
<Start_Dateti me>2008-12- 16T09: 55: 00+02: 00</ St art _Dat et i me>
<TT _Last_Updat e_Ti ne>2008-12- 16T15: 00: 34+02: 00</ TT_Last _Updat e_Ti nme>
<Locat i on>HERAKL| ON</ Locat i on>
<Hi story>Optical transnitter was changed</Hi story>
<TT_Cl ose_Dat eti me>2008-12- 16T15: 05: 00+02: 00</ TT_Cl ose_Dat et i me>
<End_Dat et i me>2008- 12- 16T15: 01: 21+02: 00</ End_Dat et i me>
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<Net wor k_Node>
<Node>FORTH</ Node>
</ Net wor k_Node>
<Network Link Circuit>
<Link_GCircuit>FORTH 2</Link_Circuit>
</ Network_Link Circuit>
<Open_Engi neer>Dimtris Zisiadi s</ OQpen_Engi neer >
<C ose_Engi neer >Gui | | aune Cessi eux</ C ose_Engi neer >
<Cont act _Engi neer s>
<Engi neer >Spyr os Kopsi das</ Engi neer >
<Engi neer >Chr ysost onos Tzi ouvar as</ Engi neer >
</ Cont act _Engi neer s>
<TT Priority>H gh</TT Priority>
</ Ti cket >
</ NTTDM Docunent >

6. Sanple Inplenentation: XM. Schema
This section provides a sanple XM. Scherma of the NTTDM

<?xm version="1.0" encodi ng="UTF-8" 7>
<xs:schema xm ns="urn:ietf:paranms:xm:ns:nttdm 0. 1"
xm ns: nttdme"urn:ietf:paranms: xm :ns:nttdm1. 0"

xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma"

t ar get Nanespace="urn:ietf: parans: xm:ns:nttdm 1. 0"
el ement For mDef aul t ="qual i fi ed"

attri but eFor nDef aul t ="unqual i fi ed">
<xs:annot ati on>

<xs: docunent ati on

>Troubl e Ticket Data Mddel v-1.0</xs:docunentation>

</ xs:annot at i on>

<I--

== NTTDM Docunent C ass ==

-->
<xs: el ement nane="NTTDM Docunent ">
<xs: conpl exType>
<XSs: sequence>
<xs:element ref="nttdm Ti cket"” maxCccurs="unbounded"/>
</ xs: sequence>
<xs:attribute name="version" type="xs:string" fixed="1.00"/>
<xs:attribute name="lang" type="xs:|anguage" use="required"/>
</ xs: conpl exType>
</ xs: el ement >
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<l--

== Ticket Cd ass ==

-->
<xs: el ement nane="Ti cket">
<xs: conpl exType>
<xs:all>
<xs:elenment ref="nttdm Partner_I D'/ >
<xs:element ref="nttdm Oiginal _ID'/>
<xs:element ref="nttdm TT_ID"'/>
<xs:element ref="nttdm TT_Title"/>
<xs:elenment ref="nttdm TT_Type"/>
<xs:element ref="nttdm TT_Priority" minCccurs="0"/>
<xs:elenment ref="nttdm TT_Status"/>
<xs:elenment ref="nttdm TT_Source" mi nCccurs="0"/>
<xs:element ref="nttdm TT_QOpen_Datetine"/>
<xs:elenent ref="nttdm TT_Cl ose_Datetine"/>
<xs:elenment ref="nttdm TT_Short Description"/>
<xs:elenment ref="nttdm TT_Long_Description"/>
<xs:elenment ref="nttdm Type"/>
<xs:elenment ref="nttdm TT_I| npact _Assessnent"/ >
<xs:element ref="nttdm Start_Datetine"/>
<xs: el enment ref="nttdm Detect_Dateti me" m nCccurs="0"/>
<xs:elenent ref="nttdm Report_Dateti me" m nCccurs="0"/>
<xs:elenment ref="nttdm End_Dateti ne"/>
<xs:elenment ref="nttdm TT_Last _Update_ Ti ne"/>
<xs:element ref="nttdm Ti mre_W ndow _Start" m nCccurs="0"/>
<xs:elenment ref="nttdm Ti me_W ndow_End" m nCccurs="0"/>
<xs:element ref="nttdm Wrk_Plan_Start_ Datetine" m nCccurs="0"/>
<xs:elenment ref="nttdm Wrk_ Plan_End Datetine" mnminCccurs="0"/>
<xs:elenment ref="nttdm Rel ated_Ext ernal _Ti ckets" mi nCccurs="0"/>
<xs:elenment ref="nttdm Additional _Data" m nCccurs="0"/>
<xs:elenment ref="nttdm Rel ated_Activity" m nCccurs="0"/>
<xs:element ref="nttdm Hi story"/>
<xs:element ref="nttdm Affected Comunity" m nCccurs="0"/>
<xs:elenent ref="nttdm Affected_Service" ni nCccurs="0"/>
<xs: el enment ref="nttdm Location"/>
<xs: el ement ref="nttdm Network_Node" m nCccurs="0"/>
<xs:element ref="nttdm Network _Link Circuit" mnCccurs="0"/>
<xs:elenment ref="nttdm End_Li ne_Location_B" m nCccurs="0"/>
<xs: el enent ref="nttdm Qpen_Engi neer" nmi nCccurs="0"/>
<xs: el enment ref="nttdm Contact_ Engi neers" m nCccurs="0"/>
<xs: el enent ref="nttdm C ose_Engi neer" ni nCccurs="0"/>
<xs: el enment ref="nttdm Hash" m nCccurs="0"/>
<xs:elenment ref="nttdm End_Li ne_Location_ A" m nCccurs="0"/>
</xs:all>
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<xs:attribute name="I| ang
</ xs: conpl exType>
</ xs: el emrent >

type="xs: | anguage"/ >

<l --

== Partner_ID C ass ==

-->
<xs: el enment nane="Partner_ | D' type="nttdm string_no_underscore"/>

<l--

== Oiginal _ID d ass ==

-->
<xs:element nane="Original _ID'" type="nttdm string_no_underscore"/>

<l--

== TT_ID O ass ==

-->
<xs: el enent nane="TT_I D' type="xs:string"/>

<l--

== TT _Title dass ==

-->
<xs:elenment nane="TT Title" type="xs:string"/>

<I--

== TT _Type C ass ==

-->
<xs: el enment nane="TT Type" type="nttdm eTT _Type"/>

<I--

== TT Priority dass ==

-->
<xs:elenment nane="TT Priority" type="nttdmeTT _Priority"/>
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== TT_Status d ass ==

-->
<xs: el enment nane="TT_Status" type="nttdm eTT_Status"/>

<l--

== TT Source C ass ==

-->
<xs: el ement nane="TT_Source" type="nttdm eTT_Source"/>

<I--

== TT_Open_Datetinme d ass ==

-->
<xs: el enent nane="TT_Qpen_Datetinme" type="xs: dateTine"/>

<I--

== TT Close Datetine d ass ==

-->
<xs: el ement nane="TT_C ose_Dateti ne" type="xs:dateTinme"/>

<l --

== TT_Short _Description C ass ==

-->
<xs: el ement nane="TT_Short _Descri ption"
type="nttdm eTT_Short_Description"/>

== TT_Long_Description O ass ==

-->
<xs: el ement nane="TT_Long Description" type="xs:string"/>
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<l--

== Type C ass ==

-->
<xs: el ement nane="Type" type="nttdm eType"/>

<l--

== TT_l npact _Assessnent C ass ==

-->
<xs: el enent nane="TT_| npact _Assessnent"
type="nttdm eTT_I| npact Assessnent"/>

<I--

== Start_Datetine dass ==

-->
<xs:elenment nane="Start_Datetine" type="xs:dateTi ne"/>

<l --

== Detect_Datetine C ass ==

-->
<xs: el ement nane="Detect_ Datetinme" type="xs:dateTinme"/>

<l--

== Report_Datetine C ass ==

-->
<xs: el ement nane="Report_Datetinme

type="xs: dateTi ne"/>

<l--

== End_Datetine d ass ==

-->
<xs: el ement nane="End_Dateti me" type="xs:dateTine"/>
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<l--

== TT_Last_Update_Tinme d ass ==

-->
<xs: el enment nane="TT Last_ Update Ti ne" type="xs:dateTi ne"/>

<l--

== Time_Wndow Start C ass ==

-->
<xs: el ement nane="Ti me_W ndow Start" type="xs:dateTine"/>

<I--

== Tinme_Wndow End C ass ==

-->
<xs: el enent nane="Ti mne_W ndow End" type="xs:dateTine"/>

<I--

== Wrk Plan_Start _Datetine d ass ==

-->
<xs: el ement nane="Work_Plan_Start_Datetine" type="xs:dateTi ne"/>

<l --

== Work _Plan_End Datetine C ass ==

-->
<xs: el ement nane="Work_Pl an_End_Datetine" type="xs:dateTi ne"/>

<l--

== Related_External _Tickets O ass ==

-->
<xs: el ement nane="Rel at ed_Ext ernal _Ti ckets"
type="nttdm eRel at ed_External _Tickets"/>
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<l--

== Additional _Data C ass ==

-->
<xs: el enent nane="Additional Data" type="xs:string"/>

<l--

== Related_Activity d ass ==

-->
<xs: el enment nane="Rel ated Activity"
type="nttdm eRel ated Activity"/>

<I--

== History C ass ==

-->
<xs:el ement nane="Hi story" type="xs:string"/>

<l --

== Affected Community C ass ==

-->
<xs: el ement nane="Affected _Comunity" type="xs:string"/>

<l--

== Affected _Service dass ==

-->
<xs: el ement nane="Affected_Service" type="xs:string"/>

<l--

== Location d ass ==

-->
<xs: el enent nane="Location" type="xs:string"/>
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<l--

== Network_Node Cd ass ==

-->
<xs: el enent nane="Net wor k_Node" type="nttdm eNodes"/>

<l--

== Network Link GCrcuit d ass ==

-->
<xs: el enent nane="Network Link Crcuit"
type="nttdmeNetwork Link Circuit"/>

<I--

== End_Line_Location_ A d ass ==

-->
<xs:el enment nane="End_Li ne_Locati on_A" type="xs:string"/>

<l --

== End_Line_Location B d ass ==

-->
<xs: el ement nane="End_Li ne_Location_B" type="xs:string"/>

<l--

== (Open_Engi neer d ass ==

-->
<xs: el ement nane="(Qpen_Engi neer" type="xs:string"/>

<l--

== Contact_Engi neers d ass ==

-->
<xs: el enent nane="Contact Engi neers" type="nttdm eEngi neers"/>
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<l--

== ( ose_Engi neer d ass ==

-->
<xs: el ement nane="C ose_Engi neer" type="xs:string"/>

<l--

== Hash d ass ==

-->
<xs: el enent nane="Hash" type="xs:string"/>

<I--

== Customtypes definition ==

-->

<xs:si npl eType name="string_no_underscore">
<xs:restriction base="xs:string">
<xs:pattern value="["_]*"/>
</xs:restriction>

</ xs: si npl eType>

<xs: conpl exType nane="eRel at ed_Ext er nal _Ti cket s">
<XS:sequence>
<xs: el ement nane="TTid" type="xs:string" mi nCccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nane="eRel ated_Activity">
<Xs:sequence>
<xs: el ement nane="TT" type="xs:string" m nCccurs="0"
maxQOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="eNodes" >
<XS: sequence>
<xs: el enent nane="Node" type="xs:string" m nQccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
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<xs: conpl exType nane="eNetwork Link Crcuit">
<Xs:sequence>
<xs:element nane="Link_Circuit" type="xs:string"
m nQccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nane="eEngi neers">
<XS:sequence>
<xs: el ement nane="Engi neer" type="xs:string" m nCccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs:si npl eType nanme="eTT_Type">
<xs:restriction base="xs:string">
<xs:enuneration val ue="Qperational "/>
<xs:enuneration val ue="Informational "/>
<xs:enuneration val ue="Adm ni strative"/>
<xs:enuneration val ue="Test"/>
</xs:restriction>

</ xs:si npl eType>

<xs: si npl eType nane="eType">
<xs:restriction base="xs:string">
<xs:enuneration val ue="Schedul ed"/ >
<xs:enuneration val ue="Unschedul ed"/ >
</ Xs:restriction>

</ xs:si npl eType>

<xs: si npl eType nane="eTT Priority">
<xs:restriction base="xs:string">
<xs:enuneration val ue="Low'/>
<xs:enuneration val ue="Medi unt'/ >
<xs:enuneration val ue="Hi gh"/>
</xs:restriction>

</ xs: si npl eType>
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<xs: si npl eType nane="eTT_Short _ Description">
<xs:restriction base="xs:string">

<XS

<XS

senunerati
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
senunerati
<XS:
</ Xs:

enuner at i
enuner at i
enumner at i
enuner at i
enumner at i
enuner at i
enuner at i
enuner at i
enumner at i
enuner at i

enuner at i
restricti

on val ue="Core Line Fault"/>

on val ue="Access Line Fault"/>

on val ue="Degraded Service"/>

on val ue="Router Hardware Fault"/>
on val ue="Router Software Fault"/>
on val ue="Routing Problent/>

on val ue="Undefi ned Probl enl/>

on val ue="Net wor k Congestion"/>

on value="Cient Upgrade"/>

on val ue="1Pv6"/>

on val ue="QS"/>

on val ue="Vol P"/ >

on val ue="Q her"/ >

on>

</ xs:si npl eType>

<xs: si npl eType nane="eTT_I| npact Assessnent ">
<xs:restriction base="xs:string">

<XS

enunerati
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
</ Xs:

enuner at i
enuner at i
enumner at i
enuner at i
enumner at i
enumner at i
enuner at i
restricti

on val ue="No inpact"/>

on val ue="Reduced redundancy"/>

on val ue="M nor perfornance inpact"/>
on val ue="Severe perfornmance inpact"/>
on val ue="No connectivity"/>

on val ue="On backup"/>

on value="At risk"/>

on val ue="Unknown"/ >

on>

</ xs: si npl eType>

<xs:si npl eType name="eTT_Stat us">
<xs:restriction base="xs:string">

<XS:
<XS.
<XS.
<XS.
<XS:

<XS

enuner at i
enuner at i
enumner at i
enuner at i
enumner at i

enunerati
<XS:
<XS:
<XS:
</ xs:

enuner at i
enuner at i
enumner at i
restricti

on val ue="Qpened"/ >

on val ue="Updat ed"/ >

on val ue="d osed"/ >

on val ue="Sol ved"/ >

on val ue="Qpened/ d osed"/ >
on val ue="lnnactive"/>

on val ue="Cancel | ed"/ >

on val ue="Reopened"/ >

on val ue="Super seded"/ >
on>

</ xs: si npl eType>
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<xs: si npl eType nane="eTT_Source" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="Users"/>
<xs:enuneration val ue="Monitoring"/>
<xs:enuneration val ue="Q her NOC'/>
</xs:restriction>

</ xs: si npl eType>

</ xs: schena>

7. Security Considerations

The NTTDM data nodel defines a data nodel and the rel evant XML Schema
for trouble ticket normalization; as such, the NTTDMitself does not
rai se any security concerns. However, some security issues SHOULD be
consi dered as network TTs could carry sensitive information (IP
addresses, contact details, authentication details, conmercial

provi ders involved, etc.) about flagship institutions (mlitary,
health centre...).

The security considerations MAY invol ve nmeasures during the exchange
as well as during processing of the information.

The HASH field is intended to provide an integrity insurance
attribute within the exchanged tickets; however, it al one does not
ensure integrity.

Confidentiality MAY be ensured by encrypting whole tickets or only
some parts of them This could permt rneaningful tickets to be
di scl osed, while only sensitive information would be protected.

Peer entity authentication SHOULD be provided in order to establish a
session with data origin authentication, regardless of the formin
which the TTs are exchanged -- being delivered either through enail
web forms, or through a Sinple Object Access Protocol (SQAP) service
SOAP is considered the better choice; the nodel itself, though, does
not specify the conmunications requirenents.

The underlyi ng conmuni cations service MJST provi de guarantees to
properly address integrity, confidentiality, and peer entity

aut hentication. The selection of the enforcing nechanisns is not in
the scope of this docunment, and the choice is up to the inplenenters.

For data processing security, each participating organi zati on MAY use
its own privacy policy, as part of its own data processing system
Thi s approach avoids any interoperability issues and does not pose
any extra burden for the adoption of the current schene into the
operational procedures of the NOCs. Unauthorized and inappropriate
usage MJST be avoi ded.
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8. | ANA Consi derati ons

Thi s docunent uses URNs to describe an XM. nanespace and Schena
conformng to a registry nechani smdescribed in [7].

Regi stration for the NTTDM nanespace:
0 URI: urn:ietf:params:xm:ns:nttdm1.0

0 Registrant Contact: See the first author listed in the "Authors
Addr esses" section of this docunent.

0 XM.: None. Nanespace URI's do not represent an XM. specification
Regi stration for the NTTDM XM. Schera
o URI: urn:ietf:parans: xm:schema:nttdm 1.0

0 Registrant Contact: See the first author listed in the "Authors
Addr esses" section of this docunent.

o XM.: See the XML Schema in Section 6 of this docunent.
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