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Abst r act

Some relay agents extract |lease information fromthe DHCP nessages
exchanged between the client and DHCP server. This |lease information
is used by relay agents for various purposes |like antispoofing and
prevention of flooding. RFC 4388 defines a nechanismfor relay
agents to retrieve the lease information fromthe DHCP server when
this information is lost. The existing | ease query mechanismis
data-driven, which neans that a relay agent can initiate the | ease
query only when it starts receiving data to and fromthe clients. In
certain scenarios, this nodel is not scalable. This docunment first

| ooks at issues in the existing nechani smand then proposes a new
query type, query by Renote ID, to address these issues.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6148
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I ntroducti on

DHCP rel ay agents snoop DHCP nessages and append a Rel ay Agent

I nformation option before relaying themto the configured DHCP
server. In this process, sone relay agents al so glean the | ease

i nformati on sent by the server and nmaintain this locally. This
information is used to prevent spoofing attenpts fromclients and
al so sonetimes to install routing information. When a relay agent
reboots, this information is |l ost. RFC 4388 [RFC4388] has defined a
mechanismto retrieve this |l ease informati on fromthe DHCP server
The existing query types defined by RFC 4388 [ RFC4388] are data-

driven. Wen a client sends data upstream the relay agent can query

the server about the related | ease information, based on the source
MAC/ | P address. These nechani sns do not scale well when there are

t housands of clients connected to the relay agent. |In the data-
driven nodel, |ease query does not provide the full and consolidated
active lease informati on associated with a given connection/circuit,

which will result in inefficient anti-spoofing. The relay agent also

has to contend with considerable resources for negative cachi ng,
especi al Iy under spoofing attacks.

W need a nechanismfor a relay agent to retrieve the consolidated
| ease information for a given connection/circuit before upstream
traffic is sent by the clients.
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For exanple, when a DSLAM (Digital Subscriber Line Access

Mul tiplexer) acting as a relay agent is rebooted, it should query the
server for the lease information for all the connections/circuits.

Al so, as shown in the above figure, there could be nultiple clients
on one DSL circuit. The relay agent should get the |lease information
of all the clients connected to a DSL circuit. This is possible by

i ntroduci ng a new query type based on the Renote I D sub-option of the
Rel ay Agent Infornmation option. This docunent tal ks about the
notivation for the new query type and the method to performit.

2. Terninol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent uses the follow ng terns:

0 Access Concentrator
An access concentrator is a router or switch at the broadband
access provider’'s edge of a public broadband access network. This
docunent assunes that the access concentrator includes the DHCP
rel ay agent functionality.

o DHCP client

A DHCP client is an Internet node using DHCP to obtain
configuration paraneters such as a network address.
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o DHCP relay agent

A DHCP relay agent is a third-party agent that transfers Bootstrap
Prot ocol (BOOTP) and DHCP nessages between clients and servers
residing on different subnets, per RFC 951 [ RFCO51] and RFC 1542

[ RFC1542] .

o DHCP server

A DHCP server is an Internet node that returns configuration
paraneters to DHCP clients.

o Fast path
Fast path refers to data transfer that happens through a network
processor or an Application Specific Integrated Crcuit (ASIC
programmed to forward the data at very hi gh speeds.

0 deaning
A eaning is the extraction of location information from DHCP
messages as the messages are forwarded by the DHCP rel ay agent
function.

0 Location information
Location information is informati on needed by the access
concentrator to forward traffic to a broadband-accessi bl e node.
This information includes know edge of the node’s hardware
address, the port or virtual circuit that |leads to the node,
and/ or the hardware address of the intervening subscriber nodem

o MAC address
In the context of a DHCP packet, a MAC address consists of the
following fields: hardware type ("htype"), hardware | ength
("hlen"), and client hardware address ("chaddr").

o Slow path
Slow path refers to data transfer that happens through the contro
pl ane. This has very linmted buffers to store data, and the
speeds are very |low conpared to the fast path data transfer

0 Upstream

Upstreamis the direction fromthe broadband subscriber towards
t he access concentrator
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3.

Moti vation

Consi der an access concentrator (e.g., DSLAM working al so as a DHCP
relay agent. A "fast path" and a "slow path" generally exist in nost
net wor ki ng boxes. Fast path processing is done in a network
processor or an ASIC. Slow path processing is done in a nornal
processor. As nuch as possible, regular data forwardi ng should be
done in the fast path. Slow path processing should be reduced, as it
may become a bottl eneck

For an access concentrator having nultiple access ports, nultiple IP
addresses may be assigned to a single port using DHCP, and the nunber
of clients on a port nmay be unknown. The access concentrator nay

al so not know the network portions of the |P addresses that are
assigned to its DHCP clients.

The access concentrator gleans |P address or other information from
DHCP negoti ations for antispoofing and other purposes. The
antispoofing itself is done in the fast path. The access
concentrator keeps track of only one list of |IP addresses: the |ist
of I P addresses that are assigned by the DHCP servers; upstream
traffic fromall other | P addresses is dropped. |If a client starts
its data transfer after its DHCP negoti ati ons have been gl eaned by
the access concentrator, no legitimte packets will be dropped
because of antispoofing. |In other words, antispoofing is effective
(no legitinate packets are dropped, and all spoofed packets are
dropped) and efficient (antispoofing is done in the fast path). The
intention is to achieve sinmlar effective and efficient antispoofing
in the | ease query scenario al so, when an access concentrator |oses
its gleaned information (for exanple, because of a reboot).

After a deep analysis, we found that the three existing query types
supported by RFC 4388 [ RFC4388] do not provide effective and
efficient antispoofing for the above scenario, and a new nmechanismis
required.

The existing query types necessitate a data-driven approach: the
| ease queries can only be perfornmed when the access concentrator
receives data. This results in

0 increased outage tine for clients

0 excessive negative caching, consunming a | ot of resources under a
spoofing attack

0o antispoofing being done in the slow path instead of the fast path
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4, Protocol Details

This section tal ks about the protocol details for query by Renote ID
Most of the nmessage handling is sinmilar to RFC 4388 [ RFC4388], and
this section highlights only the differences. Readers are advised to
go through RFC 4388 [ RFC4388] before going through this section for
conpl et e under st andi ng of the protocol

When used in this docunent, the unqualified term " DHCPLEASEQUERY"
indicates a | ease query by Renmpte ID, unless otherw se specified.

RFC 3046 [ RFC3046] defines two sub-options for the Relay Agent

I nformation option. Sub-option 1 corresponds to the Circuit ID that
identifies the local circuit of the access concentrator. This
sub-option is unique to the relay agent. Sub-option 2 corresponds to
the Renote ID that identifies the renote node connected to the access
concentrator. The Renote IDis globally unique in the network and is
configured per circuit/connection in the relay agent.

Thi s docunent defines a new query type based on the Renote ID
sub-option. Suppose that the access concentrator (e.g., DSLAM I ost
the lease information when it was rebooted. Wen the access
concentrator comes up, it initiates (for each connection/circuit) a
DHCP | ease query by Renpote ID as defined in this section. For this
query, the requester supplies an option 82 that includes only a
Renmote | D sub-option in the DHCPLEASEQUERY nessage. The Renmote IDis
normally pre-provisioned in the access concentrator per circuit/
connection and hence will renmain available to the access concentrator
after reboot.

The DHCP server MUST reply with a DHCPLEASEACTI VE nessage if there is
an active |l ease corresponding to the Renote ID that is present in the
DHCPLEASEQUERY nmessage. O herw se, the server MIST reply with a
DHCPLEASEUNKNOWN nessage. Servers that do not inplenent DHCP | ease
query based on Renote I D SHOULD sinply not respond.

4.1. Sending the DHCPLEASEQUERY Message

The | ease query defined in this document will nostly be used by
access concentrators, but it may al so be used by other authorized

el ements in the network. The DHCPLEASEQUERY nessage uses the DHCP
message fornmat as described in RFC 2131 [ RFC2131], and uses nessage
nunber 10 in the DHCP Message Type option (option 53). The
DHCPLEASEQUERY nessage has the foll owi ng pertinent nessage contents:
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4,

4.

2.

3.

0 There MUST be a Relay Agent Information option (option 82) with
only a Renote I D sub-option (sub-option 2) in the DHCPLEASEQUERY
nessage

o The Paraneter Request List option [RFC2132] MJIST be popul ated by
the access concentrator with the Associated-1P option code. The
giaddr field and other option codes listed in the Paraneter
Request List option are set as explained in Section 6.2 of
RFC 4388 [ RFC4388].

o0 The ciaddr field MIST be set to zero.
o The values of htype, hlen, and chaddr MJST be set to zero.

o The Cient Identifier option (option 61) MJST NOT appear in the
packet .

The DHCPLEASEQUERY nessage SHOULD be sent to a DHCP server that is
known to possess authoritative infornmation concerning the Renote ID
The DHCPLEASEQUERY nessage MAY be sent to nore than one DHCP server
and in the absence of information concerning which DHCP server night
possess authoritative information concerning the Renmote ID, it SHOULD
be sent to all DHCP servers configured for the associated relay agent
(if any are known).

Respondi ng to the DHCPLEASEQUERY Message
There are two possible responses to a DHCPLEASEQUERY nessage:
0 DHCPLEASEUNKNOWWN

The DHCPLEASEUNKNOWN nessage indicates that the client associated
with the Renote | D sub-option of the DHCPLEASEQUERY nessage i s not
al l ocated any |l ease or it is not managed by the server.

0 DHCPLEASEACTI VE

The DHCPLEASEACTI VE nessage i ndi cates that the server not only
knows the client specified in the DHCPLEASEQUERY nessage, but al so
knows that there is an active |lease for that client.

Bui | di ng a DHCPLEASEACTI VE or DHCPLEASEUNKNOWN Message

A DHCPLEASEACTI VE nessage is built by popul ating information

pertaining to the client associated with the I P address specified in
the ciaddr field.
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In the case where nore than one | P address has been involved in a
DHCP nessage exchange with the client specified by the Renote I D
then the Iist of all those | P addresses MUST be returned in the
Associ ated-|1 P option, whether or not that option was requested as
part of the Parameter Request List option. This is intended for
mai nt ai ni ng backwards conpatibility with RFC 4388 [ RFC4388].

Al'l other options specified in the Paranmeter Request List [RFC2132]
are processed as nmentioned in Section 6.4.2 of RFC 4388 [ RFC4388].

In a DHCPLEASEUNKNOMN r esponse nessage, the DHCP server MJST echo the
option 82 received in the DHCPLEASEQUERY nessage. No other option is
i ncluded in the nessage.

4.4. Determining the IP Address to Be Used in Response

The I P address placed in the ciaddr field of a DHCPLEASEACTI VE
message MJST be the I P address with the latest client-Iast-
transaction-tine associated with the client described by the Renote
I D specified in the DHCPLEASEQUERY nessage.

If there is only a single IP address that fulfills this criteria,
then it MJST be placed in the ciaddr field of the DHCPLEASEACTI VE

message.

In the case where nore than one | P address has been accessed by the
client specified by the Renote I D, then the DHCP server MJST return
the IP address returned to the client in the nost recent transaction
with the client, unless the DHCP server has been configured by the
server adm nistrator to use sone other preference nechani sm

4.5. Sending a DHCPLEASEACTI VE or DHCPLEASEUNKNOWN Message

The server unicasts the DHCPLEASEACTI VE or DHCPLEASEUNKNOAMN nmessage
to the address specified in the giaddr field of the DHCPLEASEQUERY
nessage.

4.6. Receiving a DHCPLEASEACTI VE or DHCPLEASEUNKNOMN Message

When a DHCPLEASEACTI VE nessage is received in response to the
DHCPLEASEQUERY nessage, it means that there is currently an active
| ease associated with the Renbte ID in the DHCP server. The access
concentrator SHOULD use the infornmation in the htype, hlen, and
chaddr fields of the DHCPLEASEACTI VE nessage as well as the Relay
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Agent Information option included in the packet to refresh its
location information for this |P address. An access concentrator is
likely to query by I P address for all the I P addresses specified in
the Associated-1P option in the response, if any, at this point in
tinme.

When a DHCPLEASEUNKNOWN nessage is received by an access concentrator
that had sent out a DHCPLEASEQUERY nessage, it neans that the DHCP
server does not have definitive information concerning the DHCP
client specified in the Renote I D sub-option of the DHCPLEASEQUERY
message. The access concentrator MAY store this information for
future use. However, another DHCPLEASEQUERY nessage to the sane DHCP
server SHOULD NOT be attenpted with the sane Renote | D sub-option

For | ease query by Renote ID, the inpact of negative caching is
greatly reduced, as the response leads to "definitive" information on
all the nodes connected behind the connection. Note that in the case
of the data-driven approach [ RFC4388], a node spoofing several |IP
addresses can | ead to negative caching of greater nagnitude. Another
i mportant change that this docunent brings is the renoval of periodic
| ease queries generated from negative cachi ng caused by
DHCPLEASEUNKNOWN nessages. Since the information obtained through
query by Renmpte IDis conplete, there is no need to attenpt |ease
query again for the sane connection

4.7. Receiving No Response to the DHCPLEASEQUERY Message
The condition of an access concentrator receiving no response to a
DHCPLEASEQUERY nessage is handled in the same manner as suggested in
RFC 4388 [ RFC4388].

4.8. Lease-Binding Data Storage Requirenents
| mpl enent ati on Not e:
To generate replies for a |l ease query by Renote ID efficiently, a
DHCP server shoul d i ndex the | ease-binding data structures using
Renote I D

4.9. Using the DHCPLEASEQUERY Message with Miltiple DHCP Servers

This scenario is handled in the same way it is done in RFC 4388
[ RFC4388] .
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5.

RFC 4388 Consi derati ons

This docunent is conpatible with RFC 4388-based [ RFC4388]

i mpl enent ati ons, which neans that a client that supports this
extension can work with a server not supporting this document,
provided it uses RFC 4388-defined query types. Also, a server
supporting this docunent can work with a client not supporting this
query type. However, there are sone changes that this docunent
proposes with respect to RFC 4388 [ RFC4388]. Inplenenters extending
RFC 4388 [ RFC4388] inplenentations to support this docunent shoul d
take note of the foll ow ng points:

o0 There nmay be cases where a query by | P address/ MAC address/ i ent
Identifier has an option 82 containing a Renote ID. In that case,
the query will still be recognized as a query by | P address/ MAC
address/Cient ldentifier as specified by RFC 4388 [ RFC4388].

0 Section 6.4 of RFC 4388 [ RFC4388] suggests that a DHCPLEASEUNKNOW
message MJST NOT have any other option present. But for a query
by Renote ID, option 82 MJST be present in the reply.

Security Considerations

This docunent inherits the security concerns present in the origina
| ease query protocol specification (RFC 4388 [ RFC4388]).

This specification introduces one additional issue, beyond those
described in RFC 4388 [ RFC4388]. A query by Renote IDw Il result in
the server replying with consolidated | ease-binding information

Such a query, if done from an unauthorized source, nay lead to a | eak
of lease-binding information. It is critical to deploy

aut henti cation techni ques nentioned in RFC 3118 [ RFC3118] to prevent
such unaut hori zed | ease queri es.
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