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Use of Device ldentity in HITP-Enabl ed Location Delivery (HELD)
Abst r act

When a Location Information Server receives a request for |ocation

i nformati on (using the |ocationRequest nessage), described in the
base HTTP- Enabl ed Location Delivery (HELD) specification, it uses the
source | P address of the arriving nessage as a pointer to the

| ocation determination process. This is sufficient in environnents
where the | ocation of a Device can be determ ned based on its IP

addr ess.

Two additional use cases are addressed by this docunent. 1In the
first, location configuration requires additional or alternative
identifiers fromthe source |IP address provided in the request. In
the second, an entity other than the Device requests the |ocation of
t he Device

Thi s docunent extends the HELD protocol to allow the | ocation request
message to carry Device identifiers. Privacy and security

consi derations describe the conditions where requests containing
identifiers are permitted.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc6155
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Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1

I ntroduction

Protocols for requesting and providing |location information require a
way for the requestor to specify the location that should be
returned. In a Location Configuration Protocol (LCP), the |ocation
being requested is the requestor’s location. This fact can nmake the
probl em of identifying the Device sinple, since |P datagrans that
carry the request already carry an identifier for the Device --
nanely, the source | P address of an incoming request. Existing LCPs,
such as HTTP-Enabl ed Location Delivery (HELD) [RFC5985] and DHCP

([ RFC3825], [RFC4776]) rely on the source | P address or other

i nformati on present in protocol datagrans to identify a Device.

Aside fromthe datagrans that forma request, a Location Information
Server (LIS) does not necessarily have access to information that
could further identify the Device. |In some circunmstances, as shown
in [ RFC5687], additional identification information can be included
in arequest to identify a Device

Thi s docunent extends the HELD protocol to support the inclusion of

additional identifiers for the Device in HELD | ocation requests. An
XML schera is defined that provides a structure for including these

identifiers in HELD requests.

An inmportant characteristic of this addition is that the HELD
protocol with identity extensions inplenented is not considered an
LCP. The scope of an LCP is limited to the interaction between a
Device and a LIS, and LCPs can guarantee the identity of Devices

wi t hout additional authorization checks. A LIS identifies the Device
maki ng the LCP request using the source addressing on the request
packets, using return routability to ensure that these identifiers
are not spoof ed.

HELD with identity extensions allows a requestor to explicitly
provide identification details in the body of a |ocation request.
This nmeans that |ocation requests can be nade in cases where
addi ti onal Device identity checks are necessary, and in cases where
the requestor is not the Device itself. Third-party Location

Reci pients (LRs) are able to nake requests that include identifiers
to retrieve location informati on about a particul ar Device.

The usage of identifiers in HELD i ntroduces a new set of privacy

concerns. |In an LCP, the requestor can be inplicitly authorized to
access the requested location information, because it is their own
location. In contrast, a third-party LR nust be explicitly

aut hori zed when requesting the | ocation of a Device. Establishing
appropriate authorization and other related privacy concerns are
di scussed in Section 4.
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1.1. Applications

Thi s docunent defines a neans to explicitly include Device identity
information in the body of a HELD | ocation request. This identity
information is used to identify the Device that is the subject (or
Target) of the location request. |f Device identity is present, the
identity of the requestor in the formof the source IP address is not
used to identify the subject of the request.

Device identifiers in HELD can be used for two purposes:

Location configuration: A Device can use these paraneters to

identify itself to a LIS. ldentification infornmation other than
an | P address m ght be needed to deternine the location of a
Devi ce.

A LI'S can authorize |ocation configuration requests using a policy
that allows Devices to acquire their own |ocation (see

Section 4.1). If an unauthorized third party falsifies addressing
on request packets to match the provided Device identity, the
request mght be erroneously authorized under this policy.
Requests contai ning Device identity MJIST NOT be authorized using
this policy unless specific nmeasures are taken to prevent this
type of attack.

Thi s docunent describes a nmechani smthat provides assurances that
the requestor and included Device identity are the sane for the
Net wor k Access ldentifier (NAI) in a WMAX network. The LIS MJST
treat requests containing other identifiers as third-party
requests, unless it is able to ensure that the provided Device
identity is uniquely attributable to the requestor

Thi

rd-party requests: A third-party Location Recipient can be
granted aut horization to nmake requests for a given Device. In
particul ar, network services can be permtted to retrieve |ocation
for a Device that is unable to acquire location information for
itself (see Section 6.3 of [EMERGENCY-CALLING ). This allows use
of location-dependent applications -- particularly essentia
services |like enmergency calling -- where Devices do not support a
| ocation configuration protocol or they are unable to successfully
retrieve location information

Thi s docunent does not describe how a third party acquires an
identifier for a Device, nor howthat third party is authorized by
alLlS It is critical that these issues are resolved before
permitting a third-party request. A pre-arranged contract between
the third party, a Rule Maker, and the LIS operator is necessary
to use Device identifiers in this fashion. This contract nust
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i nclude how the request is authenticated and the set of
identifiers (and types of identifiers) that the third party is
aut hori zed to use in requests.

Aut omat ed nechani sms to ensure that privacy constraints are
respected are possible. For instance, a policy rules docunent
could be used to express the agreed policy. Formal policy
documents, such as the comon policy [RFCA745], can be applied in
an automated fashion by a LIS

1.2. Term nol ogy

This docunent uses the term Location Information Server (LIS) and
Location Configuration Protocol (LCP) as described in [ RFC5687] and
[ GEOPRI V- ARCH] .

The term Device is used specifically as the subject of an LCP
consistent with [ RFC5985]. This docunent also uses the term Target
to refer to any entity that nmight be a subject of the sane | ocation
information. Target is used in a nore general sense, including the
Devi ce, but also any nearby entity, such as the user of a Device.

A Target has a stake in setting authorization policy on the use of
location information. A Rule Maker is the termused for the role
that makes policy decisions about authorization, deternining what
entities are permitted to receive location and how that infornation
i s provided.

Devi ce, Target, and Rule Maker are defined in [ GEOPRI V- ARCH]

The term "requestor" is used in this docunent to refer to the entity
maki ng a HELD request.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Device ldentity
Identifiers are used as the starting point in |location determ nation
Identifiers mght be associated with a different Device over tine,

but their purpose is to identify the Device, not to describe its
envi ronnment or network attachnent.
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2.

2.

1. ldentifier Suitability

Use of any identifier MJUST only be allowed if it identifies a single
Device at the tine that location is determned. The LIS is
responsi ble for ensuring that |location information is correct for the
Devi ce, which includes ensuring that the identifier is uniquely
attributable to the Device.

Sone identifiers can be either tenporary or could potentially
identify multiple Devices. Identifiers that are transient or

anbi guous could be exploited by an attacker to either gain

i nformati on about another Device or to coerce the LIS into producing
m sl eadi ng i nformati on.

The identifiers described in this document MJST only be used where
that identifier is used as the basis for |ocation determnation
Consi derations relating to the use of identifiers for a Device
requesting its own location are discussed in Section 5 of [RFC5687];
this section discusses use of identifiers for authorized third-party
requests.

It is tenpting for a LIS inplenentation to allow alternative
identifiers for conveni ence or sone other perceived benefit. The
LIS is responsible for ensuring that the identifier used in the
request does not refer to a Device other than the one for which it
determ nes | ocation.

Some identifiers are always uniquely attributable to a single Device.
However, other identifiers can have a different nmeaning to different
entities on a network. This is especially true for | P addresses

[ RFC2101], but this can be true for other identifiers to varying
degrees. Non-uni queness arises fromboth topology (all network
entities have a subjective view of the network) and tine (the network
changes over tine).

1.1. Subjective Network Views

Subj ective views of the network nmean that the identifier a requestor
uses to refer to one physical entity could actually apply to a

di fferent physical entity when used in a different network context.
Unl ess an authorized third-party requestor and LIS operate in the
sanme network context, each could have a different subjective view of
the nmeaning of the identifier
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Where subjective views differ, the third party receives infornation
that is correct only within the network context of the LIS. The

| ocation information provided by the LIS is probably msleading: the
requestor believes that the information relates to a different entity
than it was generated for

Aut hori zation policy can be affected by a subjective network view if
it is applied based on an identifier or if its application depends on
identifiers. The subjective view presented to the LIS and Rul e Maker
need to agree for the two entities to understand policy on the same
terns. For instance, it is possible that the LIS could apply the
incorrect authorization policy if it selects the policy using a
subjective identifier. Alternatively, it may use the correct policy
but apply it incorrectly if subjective identifiers are used.

In I P networks, network address translation (NAT) and ot her forns
of address nodification create network contexts. Entities on
either side of the point where nodification occurs have a
different view of the network. Private use addresses [ RFC1918]
are the nost easily recognizable identifiers that have limted
scope.

A LIS can be configured to recogni ze scenari os where the subjective

view of a requestor or Rule Maker mi ght not coincide with the view of
the LIS. The LIS can either provide location information that takes
the view of the requestor into account, or it can reject the request.

For instance, a LIS might operate within a network that uses a
private address space, with NAT between that network and ot her
networks. A third-party request that originates in an externa
network with an I P address fromthe private address space night
not be valid -- it could be identifying an entity within another
address space. The LIS can be configured to reject such requests,
unless it knows by other neans that the request is valid.

In the sane exanple, the requestor night include an address from
the external space in an attenpt to identify a host within the
network. The LIS could use know edge about how t he externa
address is mapped to a private address, if that mapping is fixed,
to determ ne an appropriate response.

The residential gateway scenario in Section 3.1 of [RFC5687] is a
particul ar exanple of where a subjective viewis pernmtted. The LIS
knowi ngly provides Devices on the renpte side of the residentia
gateway with location information. The LIS provides |ocation
information with appropriate uncertainty to allow for the fact that
the residential gateway serves a snall geographical area.
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2.1.2. Transient ldentifiers

Sonme identifiers are tenporary and can, over the course of tine, be
assigned to different physical entities. An identifier that is
reassi gned between the tine that a request is fornulated by a
requestor and when the request is received by the LIS causes the LIS
to locate a different entity than the requestor intended. The
response fromthe LIS might be accurate, but the request incorrectly
associates this information with the wong subject.

A LIS should be configured with information about any potentially

tenporary identifiers. It can use this information to identify when
changes have occurred. A LIS nust not provide |location infornation
if the identifier it uses might refer to a different Device. |If an

identifier nmight have been reassigned recently, or it is likely to be
reassigned, it is not suitable as an identifier.

It’s possible that sone degree of uncertainty could persist where
identifiers are reassigned frequently; the extent to which errors
arising fromusing transient identifiers are tolerated is a matter
for local policy.

2.1.3. Net work | nterfaces and Devices

Several of the identifiers in this docunent are used to identify a
network interface. A Device can have nultiple network interfaces.
Uni quely identifying any network interface is assunmed to be
sufficient to identify the Device. Wen a network interface is
identified, the goal is to identify the Device that is immediately
attached to the network interface.

Most network interfaces remain physically attached to a particul ar
Devi ce, though a network interface m ght be physically separable from
the Device. By identifying a network interface, any Device that is
intended to be identified could change.

2.2. ldentifier Format and Protocol Details
XML el enents are used to express the Device identity. The "device"
el ement is used as a general container for identity information

Thi s docunent defines a basic set of identifiers. An exanple HELD
request, shown in Figure 1, includes an | P version 4 address.
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<l ocati onRequest xm ns="urn:ietf:parans: xnl :ns: geopriv: hel d"
responseTi ne="8">
<l ocati onType exact="true">geodetic</|ocati onType>
<devi ce xm ns="urn:ietf:parans: xm :ns:geopriv:held:id">
<ip v="4">192.0.2.5</ip>
</ devi ce>
</l ocati onRequest >

Figure 1: HELD Request with Device ldentity

A LIS that supports this specification echoes the "device" elenent in
a successful HELD response, including the identifiers that were used
as the basis for location determination. Absence of this indication
nmeans that the |ocation information was generated using the source IP
address in the request.

A "badldentifier"” HELD error code indicates that the requestor is not
aut horized to use that identifier or that the request contains an
identifier that is badly formatted or not supported by the LIS. This
code is registered in Section 7.3.

If the LIS requires an identifier that is not provided in the
request, the desired identifiers MAY be identified in the HELD error
response, using the "requiredlidentifiers" elenent. This el enent
contains a list of XML qualified nanes [ WC. REC- xnl - nanmes11- 20060816]
that identify the identifier elenents required by the LIS. Nanmespace
prefix bindings for the qualified nanes are taken from docunent
context. Figure 2 shows an exanple error indicating that the
requestor needs to include a nmedia access control (MAC) address
(Section 3.2) and I P address (Section 3.1) if the request is to
succeed.

<error xm ns="urn:ietf:parans: xnm : ns: geopriv: hel d"
code="badl dentifier">
<nessage xmnl : | ang="en">MAC address required</ nessage>
<requiredldentifiers
xm ns="urn:ietf:parans: xm :ns:geopriv:held:id">
mac ip
</requiredldentifiers>
</error>

Figure 2: HELD Error Requesting Device Identifiers
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3. ldentifiers

Alimted selection of identifiers are included in this docunent.

The basic Device identity schema allows for the inclusion of elenments
from any nanespace; therefore, additional elenents can be defined
using different XM. nanespaces

3.1. | P Address

The "ip" element can express a Device identity as an | P address

([ RFC0791], [RFC4291]). The "v" attribute identifies the IP version
with a single hexadecimal digit. The elenent uses the textual fornmat
specific to the indicated I P version. The textual format for IP
version 4 and version 6 addresses MJST conformto the gramar defined
in [ RFC3986] ("IPv4address" and "I Pv6address", respectively). IP
version 6 addresses SHOULD conformto the formatting conventions in

[ RFC5952] .

<devi ce xm ns="urn:ietf:parans: xm :ns: geopriv: held:id">
<ip v="6">2001: db8:: 1: ea7: feel: dle</i p>
</ devi ce>

In situations where |ocation configuration does not require
additional identifiers, using an |IP address as an identifier enables
aut hori zed third-party requests.

3.2. MAC Address

The MAC address used by network interfaces attached to the | EEE LAN
[EEEBO2]. A MAC address is a unique sequence that is either
assigned at the tinme of manufacture of the interface, or assigned by
a local administrator. A MAC address is an appropriate identifier
for the Device that uses the network interface as long as the two
remai n together (see Section 2.1.3).

A MAC address can be represented as a MAC-48, EUI -48, or EUl -64
address ([l EEE802], or an extended unique identifier [EU 64]) using
t he hexadeci mal representation defined in [| EEE802].

<devi ce xm ns="urn:ietf:parans: xm :ns:geopriv:held:id">
<mac>A0- 12- 34- 56- 78- 90</ mac>
</ devi ce>

A locally assigned MAC address is not guaranteed to be unique outside

the adninistrative domain where it is assigned. Locally assigned MAC
addresses can only be used within this donmain.
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3.3. Port Nunbers

A host might only be known by a flow of packets that it is sending or
receiving. On its own, a port nunber is insufficient to uniquely
identify a single host. In conbination with an I P address, a port
nunber can be used to uniquely identify a Device in sone

ci rcunst ances

Use of a particular port number can be transient; often significantly
nmore than use of any given |P address. However, w despread use of
networ k address translation (NAT) means that some Devices cannot be
uniquely identified by |IP address alone. An individual Device m ght
be identified by a flow of packets that it generates. Providing that
a LIS has sufficient know edge of the nmappings used by the NAT, an

i ndi vidual target on the renote side of the NAT night be able to be

i dentified uniquely.

Port nunbers are defined for UDP [ RFC0768], TCP [ RFC0793], SCTP
[ RFC4960], and DCCP [ RFC4340] .

<devi ce xm ns="urn:ietf:paranms: xm :ns:geopriv:held:id">
<ip v="4">192.0.2. 75</i p>
<udpport >51393</ udpport >

</ devi ce>

Use of port nunbers is especially reliant on the val ue renaining
consi stent over tine.

3. 4. Net wor k Access ldentifier

A Network Access ldentifier (NAI) [RFC4282] is an identifier used in
network authentication in a range of networks. The identifier
establishes a user identity within a particular domain. COten
networ k services use an NAl in relation to location records, tying
network access to user authentication and authorization

<devi ce xm ns="urn:ietf:parans: xm :ns: geopriv: held:id">
<nai >user @xanpl e. net </ nai >
</ devi ce>

The formal grammar for NAI [ RFC4282] pernits sequences of octets that
are not valid UTF-8 [ RFC3629] sequences. These sequences cannot be
expressed using XM.. Therefore, this expression of NAl pernits
escapi ng. Sequences of octets that do not represent a valid UTF-8
encodi ng can be expressed using a backslash ('\’) followed by two
case-insensitive hexadecinmal digits representing the value of a

singl e octet.
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The canoni cal representation of an NAl is the sequence of octets that
is produced fromthe concatenation of UTF-8 encoded sequences of
unescaped characters and octets derived from escaped conponents. The
resulting sequence of octets MJST conformto the constraints in

[ RFC4282] .

For exanple, the NAl "f<U+FC\ <OxFF>@ar. cont that includes the UTF-8
encoded u-unl aut character (WFC) and an invalid UTF-8 octet (OxFF)

m ght be represented as "f\c3\bc\5c\90@ar. cont', though the u-um aut
character mght be included directly.

3.4.1. Using NAI for Location Configuration

An NAI in WMAX is uniquely attributable to a single Device at any
one tine. An NAl either identifies a Device or a service
subscription, neither of which can have multiple active sessions.

In a WMAX network, an | P address is not sufficient information for a
LISto locate a Device. The followi ng procedure relies on an NAl to
identify the Device. This procedure and the nessages and paraneters
is relies upon are defined in [ WMAX-T33-110- R0O15v01-B].

Location requests in a WMAX network always require the inclusion of
an NAI. However, if a LIS receives a request that does not cone from
an aut henticated and authorized third-party requestor, it can treat
this request as a location configuration request.

After receiving a location request that includes an NAI, the LIS
sends a "Locati on- Requestor-Aut henti cati on-Protocol" access request
message to the Authentication, Authorization, and Accounting (AAA
server. This request includes an "Ms-Identity-Assertion" paraneter
cont ai ni ng the NAI.

The AAA server consults network policy, and if the request is
permtted, the response includes the IP address that is currently
assigned to the Device. |If this IP address nmatches the source |IP
address of the HELD |l ocation request, the location request can be
aut hori zed under the LCP policy (see Section 4.1). Oherw se, the
request must be treated as a third-party request.

This relies on the sane protections against |P address spoofing that
are required by [RFC5985]. In addition, the request nmade of the AAA
uses either Dianeter [RFC3588] or RADI US [ RFC2865], and therefore
relies on the protections provided by those protocols. In order to
rely on the access request, the AAA server MJST be authenticated to
be a trusted entity for the purpose of providing a |link between the
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NAI and | P address. The AAA protocol MJST al so provide protection
fromnodi fication and replay attacks to ensure that data cannot be
altered by an attacker.

3.5. UR

A Device can be identified by a URI [RFC3986]. Any URI can be used
providing that the requestor and LIS have a comon under st andi ng of
the semantics inplied by use of the URI

<device xm ns="urn:ietf:parans: xm :ns: geopriv:held:id">
<uri >si p: user @xanpl e. net ; gr =kj h29x97us97d</ uri >
</ devi ce>

Particular care needs to be taken in ensuring that a particular UR
only refers to a single Device. In many cases, a URI can resolve to
multiple destinations. For exanple, a SIP address of record URI can
correspond to a service subscription rather than a single Device.

A "tel:" URI [RFC3966] can be used to identify a Device by tel ephone
nunber:

<device xm ns="urn:ietf:parans: xm :ns: geopriv:held:id">
<uri>tel:800-555-1111; ext ensi on=1234; phone- cont ext =+1</ uri >
</ devi ce>

3.6. Fully Qualified Domai n Nanme

A fully qualified domain nanme can be used as the basis for
identification using the "fqdn" el enent.

<devi ce xm ns="urn:ietf:parans: xm :ns: geopriv: held:id">
<f qdn>host . exanpl e. net </ f qdn>
</ devi ce>

This domain nane slot, which is aware of Internationalized Donain
Nanmes for Applications (IDNA) [RFC5890], is forned from any sequence
of valid U-|abels or NR-LDH I abel s.

A domai n nane does not al ways correspond to a single |IP address or
host. If this is the case, a domain nane is not a suitable
identifier.

3.7. Cellular Telephony Identifiers
A range of different forns of nobile station identifiers are used for

different cellular tel ephony systens. El enents are defined for these
identifiers. The following identifiers are defined:
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nsi sdn: The Mobile Station International Subscriber D al Nunber
(MSISDN) [E.213] is an E. 164 nunber [E.164] between 6 and 15
digits | ong.

inmsi: The International Mbile Subscriber Identity (INMSI)
[TS.3GPP.23.003] is an identifier associated with all GSM (d oba
System for Mbobil e Conmuni cations) and UMIS (Uni versal Mbile
Tel econmuni cati ons Systen) nobile subscribers between 6 and 15
digits in length.

imei: The International Mbile Equiprent ldentifier (IMEl)
[ TS.3GPP. 23.003] is a unique device serial nunber up to 15 digits
| ong.

mn: The Mbile Identification Nunber (MN) [TIA EIA IS-2000-6] is a
10-digit uni que nunber assigned to CDVMA handsets.

nmdn: The Mbile Directory Nunber (MDN) is an E. 164 nunber [E. 164],
with usage simlar to MSI SDN

Each identifier contains a string of decimal digits with a length as
speci fi ed.

<devi ce xm ns="urn:ietf:parans: xm :ns: geopriv: held:id">
<msi sdn>11235550123</ nrsi sdn>
</ devi ce>

3.8. DHCP Unique ldentifier

The Dynami ¢ Host Configuration Protocol (DHCP) uses a binary
identifier for its clients. The DHCP Unique ldentifier (DUD) is
expressed in Option 61 of DHCPv4 (see [ RFC4361]) or Option 1 of
DHCPv6 and follows the format defined in Section 9 of [RFC3315]. The
"dui d" el ement includes the binary value of the DU D expressed in
hexadeci mal .

<devi ce xm ns="urn:ietf:parans: xm :ns: geopriv: held:id">
<dui d>1234567890AaBbCcDdEeFf </ dui d>
</ devi ce>

4. Privacy Considerations

Location configuration protocols can nake use of an authorization
nmodel known as "LCP policy", which permits only Targets to be the
recipients of their owm locations. 1In effect, an LCP server (that
is, the LIS) follows a single-rule policy that states that the Target
is the only authorized Location Recipient.
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The security and privacy considerations of the base HELD protocol

[ RFC5985] are applicable. However, the considerations relating to
return routability do not apply to third-party requests. Return
routability may al so not apply to requests from Targets for their own
| ocati on, depending on the anti-spoofing nechani sns enpl oyed for the
identifier.

4.1. Targets Requesting Their Oan Location

When a Target uses identity extensions to obtain its own |ocation
HELD can no | onger be considered an LCP. The authorization policy
that the LIS uses to respond to these requests nust be provisioned by
one or nore Rule Makers.

In the case that the LIS exclusively provides Targets with their own
| ocations, the LIS can still be said to be followi ng the "LCP
policy". The "LCP policy" concept and further security and privacy
consi derations can be found in [ GEOPRI V- ARCH|

The spoofing protections provided when using HELD with identity
extensions to provide Targets with their own locations differ from
the protections inherent in an LCP. For an LCP, return routability
is considered sufficient protection against spoofing. For a simlar
policy to be used, specific neasures MJST be defined to protect

agai nst spoofing of the alternative identifier. This docunent
defines this for an NAI when used in WMAX networks (see

Section 3.4.1), but for no other identifier.

A Rul e Maker might require an assurance that the identifier is owned

by the requestor. Any nulti-stage verification process that includes
areturn routability test cannot provide any stronger assurance than

return routability alone; therefore, policy night require the use of

addi tional, independent nethods of verification.

Care is required where a direct one-to-one rel ationship between
requestor and Device identity does not exist. |If identifiers are not
uniquely attributable to a single Device, the use of HELD identity
extensions to provide Targets with their own | ocations could be

expl oited by an attacker.

It might be possible in sone networks to establish multiple
concurrent sessions using the sane credentials. For instance,
Devices with different MAC addresses mi ght be granted concurrent
access to a network using the sanme NAI. It is not appropriate to
provide Targets with their own | ocations based on the NAl in this
case. Neither is it appropriate to authenticate a Device using
NAI and all ow that Device to provide an unauthenticated MAC
address as a Device identifier, even if the MAC address is
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registered to the NAI. The MAC address potentially identifies a
different Device than the one that is naking the request. The
correct way of gaining authorization is to establish a policy that
permits this particular request as a third-party request.

Section 3.4.1 discusses the inplications of using an NAl as an
identifier for location requests nade of a LIS serving a W MAX
networ k. Additional security considerations are discussed in
[ W MAX- T33- 110- RO15v01- B] .

4.2. Third-Party Requests

The "LCP policy" does not allow requests nade by third parties. If a
LIS permits requests fromthird parties using Device identity, it
assumes the rule of a Location Server (LS). As a Location Server

the LIS MIST explicitly authorize requests according to the policies
that are provided by Rule Makers, including the Target. The LIS MIST
al so aut henticate requestors according to any agreed-upon

aut hori zation policy.

An organi zation that provides a LIS that allows third-party requests
must provide a neans for a Rule Maker to specify authorization
policies as part of the LIS inmplenentation (e.g, in the form of
access control lists). Authorization nust be established before
allowing third-party requests for the location of any Target. Unti
an authorization policy is established, the LIS MIST reject requests
by third parties (that is, the default policy is "deny all").

When the LIS is operated by an access network, the rel ationship
between the Target and the LIS can be transient. As the Target is a
potential Rule Maker, this presents a problem However, the process
of establishing network access usually results in a formof agreenent
bet ween the Target and the network provider. This process offers a
natural vehicle for establishing |ocation privacy policies.

Est abl i shing authori zation policy m ght be a manual process, an
explicit part of the ternms of service for the network, or an

aut onat ed systemthat accepts fornmal authorization policies (see

[ RFCA745] and [ RFC4825]). This docunent does not nandate any
particul ar nechani smfor establishing an authorization policy.

5. Security Considerations

The security considerations in [ RFC5985] describe the use of
Transport Layer Security (TLS) [RFC5246] for server authentication
confidentiality, and protection fromnodification. These protections
apply to both Target requests for their own | ocations and requests
made by third parties
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Al'l HELD requests containing identity MJST be authenticated by the
LI'S. How authentication is acconplished and what assurances are
desired is a matter for policy.

The base HELD protocol uses return reachability of an I P address

i mplied by the requestor being able to successfully conplete a TCP
handshake. It is RECOMVENDED that any neans of authentication
provide at least this degree of assurance. For requests that include
Device identity, the requestor MJIST support HTTP di gest

aut hentication [ RFC2617]. Unauthenticated |ocation requests
contai ni ng Device identity can be challenged with an HTTP 401
(Unaut hori zed) response or rejected with an HITP 403 (Forbi dden)
response.

HELD [ RFC5985] does not nandate that Devices inplenent
aut hentication. A LIS SHOULD NOT send a HITP 401 response if the
Devi ce does not include Device identity.

5.1. Identifier Suitability

Transi ent and anbi guous identifiers can be exploited by nalicious
requests and are not suitable as a basis for identifying a Device.
Section 2.1 provides further discussion on this subject.

Identifier transience can lead to incorrect |ocation information
bei ng provided. An attacker could exploit the use of transient
identifiers. |In this attack, the attacker either knows of a
re-allocation of that identifier or is able to force the identifier
to be re-allocated during the processing of the request.

An attacker could use this to acquire location information for

anot her Device or to coerce the LISto lie on its behalf if this
re-allocation occurs between the time where authorization is granted
and location information is granted.

Anbi guous identifiers present a simlar problem An attacker could
legitimately gain authorization to use a particular identifier

Since an anbi guous identifier potentially refers to nmultiple Devices,
if authorization is granted for one of those Devices, an attacker
potentially gains access to location information for all of those
Devi ces.

5.2. Targets Requesting Their Oan Location
Requests nmade by a Device for its own |location are covered by the
sanme set of protections offered by HELD. These requests mi ght be

aut hori zed under a policy simlar to the "LCP policy"” that permts a
Target access to location information about itself.
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Identity information provided by the Device is private data that
nm ght be sensitive. The Device provides this information in the
expectation that it assists the LIS in providing the Device a
service. The LIS MJUST NOT use identity information for any other
pur pose ot her than serving the request that includes that

i nformation.

5.3. Third-Party Requests

Requests fromthird parties have the sane requirenments for server
aut hentication, confidentiality, and protection from nodification as
Target requests for their own | ocations. However, because the third
party needs to be authorized, the requestor MJST be authenticated by
the LIS. In addition, third-party requests MJST be explicitly

aut horized by a policy that is established by a Rul e Maker

More detail on the privacy inplications of third-party requests are
covered in Section 4.

6. XM Schema

<xs:schenma
t ar get Nanespace="urn:ietf: paramnms: xm : ns: geopriv: hel d:id"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns:id="urn:ietf:parans: xm :ns:geopriv: held:id"
el ement For mDef aul t ="qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">

<xs:annot ati on>
<xs: appi nfo
source="urn:ietf:parans: xnl : schenma: geopriv: hel d:id">
HELD Device ldentity
</ xs: appi nf 0>
<xs:docunentation
source="http://ww. rfc-editor.org/rfc/rfc6155.txt">
Thi s docunent defines Device identity elenents for HELD
</ xs: docunent ati on>
</ xs: annot ati on>

<xs: el ement nane="device" type="id: deviceldentity"/>
<xs: conpl exType nanme="devi celdentity">
<XS:sequence>
<xs:any namespace="##any" processContents="|ax"
nm nCccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: el ement nane="requiredldentifiers" type="id:gnaneList"/>
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<xs: si npl eType nane="qgnaneLi st">
<xs:list itenfType="xs: QNane"/>
</ xs: si npl eType>

<xs: el ement nane="ip" type="id:ipAddress"/>
<xs: conpl exType nane="i pAddress" >
<xs: si npl eCont ent >
<xs: extensi on base="xs:token">
<xs:attribute name="v" use="required">
<xs: si npl eType>
<xs:restriction base="xs:token">
<xs:pattern value="[\da-fA-F]"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs: el enent nane="nac" type="id: macAddress"/>
<xs: si npl eType name="nmacAddress" >
<xs:restriction base="xs:token">
<xs: pattern
val ue="[\da-fA-F] {2} (-[\da-fA-F]{2}){5}((-[\da-fA-F]{2}){2})?"/>
</xs:restriction>
</ xs: si npl eType>

<xs: el ement nane="udpport" type="id: port Nunber"/>
<xs: el ement nane="tcpport" type="id: portNunber"/>
<xs: el ement nane="sctpport" type="id: portNunber"/>
<xs: el enent nane="dccpport" type="id: portNunber"/>
<xs: si npl eType nane="port Nunber" >
<xs:restriction base="xs: nonNegativel nt eger">
<xs: maxl ncl usi ve val ue="65535"/>
</xs:restriction>
</ xs: si npl eType>

<xs: el enent nane="nai" type="id: nnai Type"/>
<xs: si npl eType nanme="nai Type">
<xs:restriction base="xs:token">
<xs: pattern
val ue="([M\][\\[\VdA-Fa-f]{2})*
(@A Za-z\d] ([A-Za-z\d\ -] *[A-Za-z\d] ) *\.) +
[A-Za-z\d] ([ A-Za-z\d\-] *[ A-Za-z\d] ) *) ?"/ >
</xs:restriction>
</ xs:si npl eType>

<xs: el ement nane="uri" type="xs:anyURl"/>

Wnterbottom et al. St andards Track [ Page 20]



RFC 6155 HELD Il dentity March 2011

<xs: el enent nane="fqdn" type="xs:token"/>
<xs: el ement nane="dui d" type="xs: hexBi nary"/>

<xs: el ement nane="nsisdn" type="id:el64"/>
<xs: el enment nane="insi" type="id:el64"/>
<xs: el enent nane="inmei" type="id:digitl5"/>
<xs: el enent nane="min" type="id:digitl0"/>
<xs: el ement nane="mdn" type="id:el64"/>
<xs:sinpl eType nane="digits">
<xs:restriction base="xs:token">
<xs:pattern value="[\d]+"/>
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nanme="el64">
<xs:restriction base="id:digitl5">
<xs: m nLengt h val ue="6"/>
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nanme="digit15">
<xs:restriction base="id:digits">
<xs: maxLengt h val ue="15"/>
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane="digit10">
<xs:restriction base="id:digits">
<xs:length val ue="10"/>
</xs:restriction>
</ xs:si npl eType>

</ xs: schema>
7. | ANA Consi derations

Thi s docunent registers an XML nanmespace and scherma with 1ANA in
accordance with guidelines in [ RFC3688].

7.1. URN Sub- Nanespace Regi stration for
urn:ietf:paranms: xm:ns:geopriv:held:id

This section registers a new XM. nanespace
"urn:ietf:parans: xnm :ns:geopriv:held:id", as per the guidelines in
[ RFC3688] .

URI: urn:ietf:parans: xm :ns:geopriv:held:id

Regi strant Contact: |ETF, GEOPRIV working group (geopriv@etf.org),
Janes W nterbottom (j anmes. wi nt er bott om@ndr ew. conj .
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XM:

BEG N
<?xm version="1.0"7?>
<! DOCTYPE htnml PUBLIC "-//WBC//DTD XHTM. 1.0 Strict//EN
"http://ww. w3. org/ TR/ xht Ml 1/ DTDY xht ml 1-strict.dtd">
<htm xm ns="http://ww. w3.org/ 1999/ xhtm " xml :lang="en">
<head>
<title>HELD Device ldentity Paraneters</title>
</ head>
<body>
<hl>Nanespace for HELD Device Identity Paraneters</hl>
<h2>urn:ietf:parans: xm :ns: geopriv: hel d: i d</h2>
<p>See <a href="http://ww.rfc-editor.org/rfc/rfc6155.txt">
RFC 6155</ a>. </ p>
</ body>
</htm >
END

7.2. XM. Schema Registration

This section registers an XML schema as per the guidelines in
[ RFC3688] .

URI: urn:ietf:parans: xm:schena: geopriv:held:id

Regi strant Contact: |ETF, GEOPRIV working group (geopriv@etf.org),
James W nterbottom (janes. wi nt er bottom@ndr ew. conj .

Schenma: The XM. for this schema can be found as the entirety of
Section 6 of this docunent.

7.3. Registration of HELD ’'badldentifier’ Error Code

This section registers the "badldentifier” error code in the | ANA
mai nt ai ned "HELD Error Codes" sub-registry of the "Geopriv HITP
Enabl ed Location Delivery (HELD) Paraneters" registry.

badl dentifier This error code indicates that a Device identifier
used in the HELD request was either: not supported by the LIS,
badly formatted, or not one for which the requestor was authorized
to nmake a request.
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